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Abstract In Private Information Retrieval (PIR), a userobtainsone of N recordsfrom a
sener, withoutthe sener learningwhatrecordwasrequested.

Recentresearchin “practical PIR” haslimited the playersto the userand
senerandlimited theusers work to negotiatinga sessiorkey (eg. asin SSL)—
but then addeda securecoprocessoto the sener and requiredthe secureco-
processoto encryptpermutethe dataseiand often goneaheadand built real
systems).

PracticalPIR (PPIR)thusconsistsof trying to solve a privacy problemfor a
large datasetisingthe smallinternalspaceof the coprocessorThis taskis very
similar to the one undertaken by the older Oblivious RAMs work, andindeed
the latestPPIRwork usestechniqueslevelopedfor Oblivious RAMs. Previous
PPIRwork hadtwo limitations: the internalspacerequiredwasstill O(N Ig N)
bits, andrecordscould only bereadprivately, notwritten.

In this paper we presenta designand experimentalresultsthat overcome
theselimitations. We reducethe internal memoryto O(lg N) by basingthe
pseudorandonpermutationon a Luby-Raclo style block cipher and by re-
designingtheobliviousshu eto reducespacaequirementsindavoid unneces-
sarywork. This redesigryieldsbothatime anda spacesavings. Thesechanges
expandthe systems applicability to larger datasetenddomainssuchasprivate

le storage.

Theseresultshave beenimplementedor the IBM 4758securecoprocessor
platform,andareavailablefor download.

Keywords:  Privateinformationretrieval andstoragepbliviousRAM, permutatiometwork,
sortingnetwork, luby-raclo cipher



1. Introduction

PrivateInformationRetrieval (PIR) is aprivacy-enhancingechniquewxhich
hasbeernreceving considerableesearctexploration,boththeoreticabndprac-
tical. Thetechniqueallows a userto retrieve datafrom a sener without the
sener beingableto tell whatdatathe userobtained.lt is of interestasa coun-
terbalancdo the increasingeaseof collectingand storinginformationabout
a persons online actities, especiallyastheseactvities becomea signi cant
partof the personrs life.

Examplesof wherePIR canbe usefulaboundusuallywheretra c analysis
of encrypteddatacanyield usefulinformation. A medicaldoctorretrieving
medicalrecods (evenif encryptedfrom adatabasenayrevealthattheowner
of therecordhasa diseasén whichthedoctorspecializesA compalry retriev-
ing a patentfrom a patentdatabasemayrevealthatthey arepursuingasimilar
idea. Clientsof bothdatabasewould bene t from the ability to retrieve their
datawithoutthedatabas®eingableto know whatthey areinterestedn.

Two ratherseparatdracksexist in the PIR researchrecord—onefocuses
ondesigningcryptographigrotocolswhich achieve PIR by eithermakinguse
of having the datasebn multiple non-communicatingeners[3], or by using
techniquedasedn intractabilityassumptionsvithout multiple seners|[2, 9].

The othertrack attemptsto producePractical PIR schemegl, 7, 18] that
can be integratedinto existing infrastructure by limiting the schemeto the
sener, andonly requiringthe clientto negotiatea securesessiorto thesener,
asis typical in SSL sessions. This is madepossibleby using a physically
protectedspaceatthe sener—a Secue Coprocessoi(SCOP)[17].

1.1 Existing Prototype

Our previouswork on PracticalPIR (PPIR)[7] produceda PPIRprototype
runningonthelBM 4758securecoprocessowith Linux [17], ando eringan
LDAP! interfaceto the outside. We will rst describethe backgroundtems
relatedto this prototype.

Secure Copro cessors. A securecoprocessois asmallgenerapurpose
computerarmoredo be secureagainsiphysicalattack,suchthatcoderunning
on it hassomeassurancef runningunmolestecandunobsered [22]. It also
includesmechanismgo prove that somegiven outputcamefrom a genuine
instanceof somegiven coderunningin anuntampereaoprocessofl6]. The
coprocessois attachedo a hostcomputer The SCOPis assumedo betrusted
by clients(by virtue of all theabove provisions),but thehostis nottrusted(not

1LightweightDirectory AccessProtocolBtheprotocolof choicefor interfacingto onlinedirectories.
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evenits rootuser).Thestrongesadwersaryagainstheschemegresentedhere
is thesuperuseon thehost.

IBM 4758 Secure Copro cessor.  The4758is acommerciallyavail-
able device, validatedto the highestlevel of software and physicalsecurity
scrutiry currentlyo ered—FIPSL40-1level 4 [19]. It hasan Intel 486 pro-
cessorat 99 MHz, 4MB of RAM and4MB of FLASH memory It alsohas
cryptographiacceleratiorhardware. It connectgo its hostvia PCl (hencewe
oftenreferto it asa card). Our hostrunsDebianLinux, with kernelversion
2.4.2-2from Redhat7.1asneededy the4758Linux device driver.

In production,the 4758runsthe CP/Q++ embeddedS; however, experi-
mentalresearclievicescanrunaversionof Linux (asdoesthefollow-on prod-
uctfrom IBM). Linux hasconsiderabladwantagesn termsof codeportability
andeaseof development—ouprototypeis writtenin C++, makingextensve
useof its languagdeaturesandthe StandardremplateLibrary, andit runs ne
onthe4758with Linux.

PIR using Secure Copro cessors. The modelwhich we follow is
thatwe have availablea physicallyprotecteccomputingspaceat thesener. If
this spacewaslarge enoughto hold the whole datasetthe problemwould be
solved,asclientscouldnegotiateasecuresessiomwith it, andthenretrieve their
data. Sinceit is physically protectedno one shouldbe ableto obsere what
item the client obtained. Unfortunatelypracticalconsiderationsesultin real
protectedervironmentsbeing quite small, muchtoo small to hold the entire
dataset. Thus, the problembecomeghat we wantto provide private access
to a large datasetvhile using only a small amountof protectedspace. This
is almostisomorphicto the Oblivious RAM problem[6], which we discuss
furtherin Section2.

Mo del. In Figure1 we shaw the more concretesetup:we have a dataset
of N nameditemseachof size M. Theitemsmay be visible to the host;they
may also be encrypted(for the SCOPS private key), thoughwhy and how
they maybe encryptedaheadof time is orthogonalto our topic here. A client
connectdo the SCOP(tunnelingvia thehost)anddeliversarequestor oneof
theitems. The SCOPis very limited in memory—itis allowed O(IgN + M)
memory which is the minimum neededo store pointersinto the datasetas
well asa constannumberof actualdataitems. Any larger storageike the
actualdatasebr pre-processedersionsof it, is provided by thehost. Thusthe
SCOPhasto make I/O requestgo the hostin orderto servicea clientrequest.
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To be a correctPIR scheme,t mustbe the casethat the host cannotlearn
arything? aboutclientrequestsrom observingthe/O from the SCOP
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Figure 1. Thesetupof hardvareassistedPIR

Simply encryptingthe recordsdoesnot solwve the problem;the sener can
still learntheidentityof requestedtems,and(if thesener colludeswith auser)
canlearnwhatary givenrecorddecryptgo. It is alsoinsu cientto only hide
theidentity of singleretrievals, asthenan attacler could learnthe popularity
of individual items,andcorrespondencdeetweerrequestseg. “Aphroditeand
Boris bothretrievedthe samedataitemtoday”.

The Initial PIR with secure copro cessors algorithm. In their
initial proposalof usingsecurehardwarefor PIR, SmithandSa ord keptthe
datasetunprocessedn the host[18]. Given a requestfor item i, the SCOP
readsevery item in the datasetjnternally keepsitem i andreturnsit to the
clientattheend. The hostonly obseresthatthe SCOPtouchedevery record,
soit doesnotlearnarnything abouti. Theclearproblemis thatevery retrieval
takes O(N) time. (Carefuldatastructurescan permitthe work to be divided
evenly acrossseveral devices,but this time boundis still problematic.)

Latest PIR Algorithm. The structureof the algorithmwe usewas
originally developedby GoldreichandOstrovsky for theObliviousRAM prob-
lem[6]. Wenote rst thatit reliesonhaving adatasebf numbeeditems,from
1to N. It proceedsn retrieval sessionswherea sessiors consistof:

2We areassuminghat cryptographyworks; strictly speakingthis schemes not securen theinformation-
theoreticsensesincethe hostcanstill seeciphertext.
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Randomly permuting the contents of records 1 through N. First, the
SCOPencryptseachrecordin thedatasetThen,the SCOP(pseudo)randomly
selectsa permutation of [1..N], andrelocateghe contentsof eachrecordr,
1 r N,torecordocation (r),changingheencryptioralongtheway. This
produceshe shu ed® datasebf encrypteditemsD . The relocationsmust
be doneso that the hostcannotlearnwhich permutedrecordcorrespondso
whichinputrecord,afterhaving obseredthepatternof recordaccesseduring
the permutation. Using the terminologyof Goldreichet al., the permutation
algorithmmustbe oblivious have the samel/O accesgatternregardlessof
theinput (ie. the permutatiorf. [6].

Sewicing k N retrievals. By now, the permuteddataseD is available
on the host,andthe SCOPknows . The SCOPusesthis knowledgeto hide
theidentitiesof retrievedrecords.In orderto retrieve recordr, the SCOPreads
in (r) from D , andthehostdoesnotlearnwhatr canbe.

Whatis left is to hide therelationshipbetweernretrieved items,sothe host
(for example)cannottell how mary timesa given item wasretrieved. The
approachs to copy recordswhich have beenaccessethto a workingpool Pg
of maximumsize k, which is scannedn its entiretyfor every retrieval. On
eachretrieval for recordr, onerecordfrom D is addedto Ps: eitherr if it is
not alreadythere,or a randomuntouchedecordif it is. Thus,recordsin D
areaccessedt mostonce.

Theimplementercanseta a maximumvalueof k, to puta maximumvalue
ontheresponsdime for ary givenquery However, theshu ing stepneeddo
befastenoughto have anew shu ereadywhenPs reacheshatmaximumk.

The private shu e implementationhas varied in the literature, and in
our prototypewe had addeda nenv approach:using BeneSpermutationnet-
works[21]. A Benednetwork canperformary permutation of N inputitems
by passingthemthroughO(N Ig N) crossbarswitcheswhich operateon two
items,eithercrossinghemor passinghemstraight. The connectionbetween
the switchesare x edfor agiven N, only the cross-basettingsdi er for dif-
ferent .

This network is usefulfor our problembecaus€l) the SCOPcanusecryp-
tographyto performacross-baswitchon two itemsresidenton the hostwith-
out the hostlearningwhich way the switch went, and (2) by doing this for
all the switchesin a Benednetwork, the SCOPcanpermutethe whole dataset
without the hostlearningarything aboutthe permutationeventhoughhe ob-
senesall therecordl/O. More speci cally, to executeaswitchthe SCOPreads

3We usepermuteandshu e interchangeablybut shu e alwaysrefersto permutingthe whole datasetas
opposedo computing (i) for somei

4The accespattern,ie. the sequencendvaluesof 1/O operationswill notbeidenticalfor all , but must
look identicalto a computationallypoundobserer.
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in thetwo recordsnvolved,internallycrosseshemor not, andwritesthemout
encryptedunderanew key sothehostcannotell if it wasacrossor not. Since
the network consistsof 21g N columnsof switcheswith N=2 switcheseach,
andthe SCOPcanexecutethe switchescolumnby column,hecanuseonekey
per column,thusnever needingto storemorethantwo keys at a time during
the operation.

Networks similar to the Benesare capableof performingothertasksobliv-
iously, againmakinguseof thefactthatthe SCOPcanhide which way a unit
operation(on two inputs)went,andby virtue of the x edstructureof the net-
work, the ability to hide the settingof eachunit extendsto beingableto hide
the settingof the whole network. We later malke useof sortingandmeging
networksin this manner

1.2 Improvements to the Prototype

Therearetwo areasvherewe saw the potentialto improve our prototype:
memoryusageansidethe SCORandtheability to updatetemsprivately

Memory usage. Our prototypeusedtwo techniqueswhich required
O(NIg N) bits of storageinside the SCOP. One was the storageof a per
mutation selecteduniformly at randomfrom the setof all N! permutations.
Theotherwastheexecutionof aBeneietwork onthedataitems;in particular
computingthe switch settingsof the network requiredO(N Ig N) bits®.

These“memory-hungry”techniqueswere not a problemfor the kind of
datasetsve weretreating,with N < 222 or so, andthe memoryavailablein
the 4758. However evenfor N = 218, two objectsof Nlg N bits eachwould
needmorethan1MB, which beginsto strainthe 47585 memory In ary case,
the memoryrequirementsvere, strictly speakingjnconsistentith the desire
to have asmallprotectedspace.

Up dates.  Ourprototypewasreally a PrivatelnformationRetrieval sener,
anddid nothave theoptionfor clientsto updatehe contentof dataitems. This
ability couldbe of interestthough,in moreinteractve applicationsof the PIR
techniquefor exampleif onewantedto build a private lesystem,whichcould
behousedn aremotdocationbut assureuserthatnothingabouthisactiities
onthe lesystemcouldbegleanedy theremotesite.

5Notethatthisis lessthanthe O(NM) storagewhich would be neededo hold thewhole databasethe size
of dataitemswe wereworking with wasatleast1KB.

81t is not usefulto storethe settingson the host,asthey arecomputedn an orderdependenon theinput,
soanadwersarycouldlearnabout by observinghis order
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2. Related Work

Throughout this paper one notices referencesto Oblivious RAM
(ORAM) [6]. This is becausehat problemhasa very similar structureto
hardware-assiste® IR, andthe mechanismslevelopedtherearefor the most
applicabléheretoo. TheORAM problemis for aphysicallyshieldedout space-
limited CPU to executean (encrypted)programsuchthat untrustedexternal
RAM cannotlearnarything aboutthe programby observingthe memoryac-
cesgpattern.The CPU correspondso the SCOP(actingon behalfof clients),
anduntrustedRAM correspondso the host. The asymptoticallyslower so-
lution presentedhere(square-rootlgorithm)is what we baseour algorithm
on.

Theasymptoticallysuperiorsolution(polylogalgorithm) hasaO(lg* N) per
memoryacces®verhead An actualoperationcountrevealsthatit hasalarger
actualoverheadthat the square-rootilgorithmfor aboutN < 220, Suchlarge
datasesizesarepracticallyinfeasiblefor bothalgorithmson the hardwarewe
currentlyhave, sowe have not experimentedvith the polylog algorithm.

The ORAM work hascoveredsomeof the aimswe addressn this paper
namelyprivate readingandwriting of memorywordsusinga protectedCPU
with logarithmicin N memorysize.

Thenew contritutionsover ORAM in this paperare:

= anasymptoticallyand practicallymoree cientmethodof re-shu ing
thedatasebetweersessiongSection3.2),

m apracticallye cientsession-transitioachemgSection4.2),

= permutatiorusingthe Luby-Raclo schemdwhich hasadwantagesfor
exampleenablingus to composeand invert pseudo-randonpermuta-
tions) (Section3.1),

= anactualimplementatioron commoditysecurehardware.

Ostrorsky and Shoupintroducedcommunication-e cient privateinforma-
tion storagethecomputationallysecurersersionof whichis basedntheObliv-
iousRAM algorithm[14].

3. Memory usage

In this sectionwe presentsolutionsto the high memoryneedsof the pre-
vious prototype. As mentionedbefore,we hadtwo distinct sourcesof super
logarithmicmemoryusagepoth of which areaddressed.

3.1 Permutation

in O(lg N) spacewhich rulesoutthe useof atruly randompermutationit re-
quiresO(N Ig N) bits of storagelt shouldalsobeinvertible,whichis required
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by ourre-shu ing algorithm(Section3.2). Becausef the storagerestriction,
we have to settlefor apseudoandompermutationandthe onewe choses the
Luby-Racl -stylecipheronlg N-bit blocks,with 7 rounds(LR/) [11].

An L-R cipher (on 2n-bit blocks)is a Feistel network with independent
pseudo-randomoundfunctions.A Feistelnetwork consistf severaliterated
roundsRi(L;R) = (R,L f;(R)), where

» L;R2f0;1d" areinitialized suchthatLR = x, x beingthe plaintext,

= fi areroundfunctions f; 2 f0;1d'! fO; 1d'. Notethatthey do not have
to be permutationgor the whole network to be a permutation—thigs
partof thepointin fact,thatnon-invertible functionsareusedto produce
apermutation.

s isthebitwise XOR operation.

Luby andRaclo initially provedchosen-plainta securitywith 3rounds,and
chosen-cipherig securitywith 4 rounds,in both caseswith only a limited
numberof queriesagainsthe cipheroracle.

Recentresultshave improved the security boundsfor higherround L-R
ciphersto statethat LRZn is indistinguishablefrom a truly randompermu-
tation by an unboundedadwersarygiven m chosen-plaintd queries,where
m 2" ") [15]. The potentialweaknesgo chosenplaintext attacks(CPA)
is signi cant in our casebecausdhe hostcanmountsuchan attackby issu-
ing requestso the SCOP(posingasaclient),andobservingwvhichitemsin the
shu eddatasethe SCOPaccessedn factthehostcanhanestupto k chosen-
plaintext pairsfrom the permutation , wherek is the numberof retrievalsin
thesession.

A variationon the basicL-R schemehasbeenconjecturedo give a much
higherresistancéo CPA—unbalancedFeistelschemesvhichhave roundfunc-
tions f; 2f0;1d ! fO; 1" ", wherer , n. In particularPatarinconjectures
that an unbalanced.-R scheme(as described,amongothers,by Naor and
Reingold[13, Sect.6]) on2n bits, usingroundfunctionsf; 2 f0; 1¢" 1! f0;1g
(ie. boolearfunctionson2n 1 bits),aresecureagainsiCPA givenm chosen-
plaintext querieswherem ~ 22"1 ") [15].

For the pseudo-randorfunctionsinsidethecipher we useTDES (whichis
hardware acceleratean the 4758)with expansionandcompressiono give a
functionontherequireddomain.

3.2 Shuffling the Dataset

Oncewe have establisheda randomor pseudo-randonpermutation,we
needto actually permutethe recordssuchthat the sener cannotlearn ary-
thing aboutthe permutation.As mentionedbefore,the Benesnetwork is not
applicableif we areto useonly logarithmic space. The algorithmto setits
switchedfor a given permutatiorhasresistednary simpli cation attempts.
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The solutionwhich we cameup with takesadwantageof thefactthatonly a
smallfractionof thedatasets touchedduringa querysessionTheuntouched
itemsdo not needto bereshu ed, only the touchedonesdo. Informally, the
procedurdor reshu ing is asfollows.

Let the currentpermutationbe ;. Let T bethe toucheditemsat the end
of asessionandT be the remainingitems, untouched.Let the sizeof T be
k (whichis constanin our prototype,so asto limit the queryresponsdime).
For the next sessionwe generatea new permutation ,. Also we assumehat
theindicesof theitemsin T areavailablein alist Lt in the SCOP Thenwe
follow thefollowing algorithm:

Reshuing algorithm.

() Re-ordertheitemsin T sothey aresortedby »(i). We do not needto
dothis obliviously. We justneedto hidewhataretheindicesof T under
2 (but notunder ;—thisis alreadyknown).

(i) Obliviouslyre-ordertheitemsin T sothey aresortedby (i).

(iii) Obliviously mege the re-orderedT and T, to give a datasetshu ed
under ».

Thisyieldssavingsbothin time andspaceoverusinga Benehetwork to do
afull reshu e. Wewill rst describein moredetailthe algorithmsused,and
thenpresenthe resourcesieeded.We assumehat we can computeinverse
permutationswhich is true with Luby-Raclo style permutations. Step (i)
is shawvn in Algorithm 1. Step (i) canbe directly performedusinga sorting
network eg. oneof Batchers networks. However a moree cientapproach
is to usethe Benesnetwork, after computingthe permutationvector for the
reorderingneededThiscanbeaccomplishedsingthelist L1, with onesorting
stepto obtain a sortedlist of the indicesin T under ,’. Step (iii) canbe
performedusinga meging network.

A goodreferencdor sortingandmeiging networksis foundin “Introduction
to Algorithms” [4, chap.27], andattheendof Sectionl.1we explainhow such
networks canbe usedto performoperationsn a large datasebbliviously.

Notes. Step6 in Algorithm 1 musttake the sameamountof time at every
executior¥, butthisis easygiventhesortedarrayL . ,, andtakesconstantime.

“Notethatwe hadto performthis sortingat the startof Algorithm 1 too, sothe outputof thatcanbereused.
80r anadversarycould usetiming attacksto deducenformationabouttheindicesof T under ».
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Algorithm 1 Step(i) of there-shu e algorithm: Reorderingthe itemsin T
from 1to0

Require: T is thesetof touchedrecords,T aretheremainingrecords.
Require: D ,: thewholedatasetinder 1, onthehost.
Require: Lt: list of theindicesof T, in the SCOP

1: Ly, , indicesof T under », sorted . UsingLt
2T, . Thedestinatiorarray (onthe host)for therecodsin T
3] O . Jisanindexunder ;
4: while j < N do
55 j nextindexinT inorderof » . guidedby L. ,
6 I 1( ,1(0) . risanindex under
7. R read_from_host D ,[r]
8:  TagRwith destinationj . Butthistag is hiddenfromthe host
o:  AppendencryptecRto T , . RecallT , is onthehost
10: endwhile
Step | Time cost Spacecost(in bits)
0] O(klg k) for sorting,O(N k) for theloop O(klg N) for theindicesof T
(i) | O(klgk) for theBene network O(klg N) for building andstoring
the permutatiorvector
O(klg k) for theBene network
(i) | O(NIgN) for themeiging network O(lgN) for indices

Table 1. Costof thereshu e algorithm.k is the numberof queriesin a sessionsameasthe
sizeof atouchedset. Note thatthe costof the memging network in thelast stepis thedominant
one,andthatis half thecostof aBene network onthesamenputsize.Also thest%rggmeeded
is O(klg N), whichis O(lg N) for constank (whichis how we setk). Evenif k= " N asin the
ORAM square-rootilgorithm,the storagerequiredis considerablysublinear

The initial shue. For theinitial shu e, which hasto re-orderall the
items obliviously, we resortto the use of Batchers bitonic sorting network.
This methodwasusedin the ORAM work for all shu esof memory

SortingnetworkssortN itemsby passinghemthroughaseriesof compaa-
tors, whichare2-inputunitsthatsortthetwo inputs. The connectionbetween
thecomparatorgre x edfor agivenN.

Batcherssortershave depth@ , Whichis appreciablyargerthantheBenes

network whichwe have sofar used by afactorof N "but sincewe only need
to useit once beforethedatabaseanbeused thisis notabig problem.
Ourusageof thebitonic sortingnetwork is very similarto how we usedthe
Benedetwork. Firstwetageachrecordr with its destinationnagd, = (r), and
passherecordghroughthesortingnetwork, with d, asthekey. Weimplement
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a comparatoiinsidethe SCOPsuchthat the hostcannottell whetherthe two
recordswerecrossear not.

4. Updates

The problemof evolving our previous designto supportprivate updatesof
dataitemsreducedo two maintasks:ensuringintegrity of data,evenagainst
replayattack$; anddealingwith thefactthatincomingupdatesenderthedata
in ary long-lived preprocessingtepsstale:for exampleashu eddatasewill
be out-of-dateby the time the shu e is done(assumingthatshu esrunin
parallelto querieswhichis necessaryo avoid dovntime betweersessions).

The easypart was modifying the retrieval sessionto dealwith (1) hiding
whethera clientrequesis an updateor aretrieval, and(2) hiding which item
in the working pool is beingupdated. The approachis to updateall records
in the working pool (but not all recordsin the dataset)with every request.
In particular for every recordr in the pool, the SCOPwrites eitherfrgg, or
frnewtk if anew valuernew is provided by the client. The variableK is a new
key generatedor this encryptionof theworking pool only. Giventhis change
of key, the hostcannottell if andwherea new recordwaswritten. Note that
the SCOPdoesnot needto keepthekeys for previousversionsof the pool.

4.1 Integrity

The integrity of ary objectstoredon the hostis assuredy rst taggingit
with a valuet which speci es both the physicaland tempoal 1° location of
the object,andthenapplyinga keyed messagauthenticatiorcode(MAC) to
the objectandthetag. ThelocationcodeandMAC arestoredwith the object
on the host. For example,during the last stepof a re-shu e operation(the
meging network) we have t = hs; d;ii, wheresis the currentshu e numbey
d is the depthwithin the network!? (bothtemporal),andi is theitem's current
actuallocationin the datase{physical). Thus,anadwersaryobviously cannot
modify the item's contentsundetectedput it also cannotsubstitutean item
from anearliertime (ie. cannotperformareplayattack).

Of moreinterestis how to computethe temporallocationof an objectup-
datedduringa querysessionWithin the s" querysessionattheendof theit"
clientrequestthe querySCOPhashbuilt up aworking pool of touchedrecords

t = hs;ii. Thenotableaspechereis thatthe SCOPcancomputethetemporal

9Replayattacksare wherethe adwersaryreplacesan item with anotherone which hasa correctcheck-
sumMAC, but comesfrom a previous executionof the algorithm.

10aTemporaldn the sensef wherein thetimeline of the algorithmthe objectis located.

1 Thememing network has% Ig N levelsof N=2 independentomparatorgach andthedepthis thecurrent
level numberduringan executionof the network.
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tagfor eachobjectwhich needst while maintainingonly a x edsmallamount
of state—s andi in this case. This temporaltaggingwith small stateis the
samenotionasthe“time-labelled” propertyexpoundedor someof the Obliv-

ious RAM simulations andalsousedto protectagainstamperingandreplay
attackdq6].

4.2 Session Continuity

Theproblemof transitioningbetweerguerysessionss trivial in the caseof
read-onlyPIR: sincethe databaseontentsareassumedtatic,severalshu ed
copiescanbe producedn adwvanceandusedimmediatelywhene&er needed—
theshu edatadoesnotgostale.If updatesaresupportedhough pre-shu ing
is notanoptionastheshu eddatasetsvill bestalesoon.Evenworse,updates
will occurbetweerthestartandendof ashu e, requiringthemto beincorpo-
ratedinto the outputof thatshu e beforeit canbeused.Herewe describeour
schemdor transitioningbetweersessions.

Giventhatwe runashu e concurrentlywith a querysessionthe outputof
theshu e will not containthe updategeceved during thatsession.We deal
with this problemby incorporatingherecordsT; touchedduringsession into
theworking pool of session + 1 from the beginning. This meanghatsession
i + 1 will toucheachrecordin T; at every operation,in additionto its own
accumulatingli+1. At theendof session + 1, its working pool will contain
bothT; andTi+1.

Overview of the algorithm. In Figure2 we shav a diagrammatic
representationf the actionsof all thecomponentsiuringonefull session.

We rst note that the working pool of the query sessionconsistsof two
parts—thesetof recordstouchedduringthatsession(whichis emptyat rst),
andthe onestouchedduringthelastsession.

At theendof sessiori 1, the query SCOPhasproduceda new touched
setT; 1, andthe shu er hasproduceda new shu eddataseD ;. The new
session startsby writing theitemsin T; 1 into D ; (directly, oneby one),and
alsoaddingthemto its working pool.

Theshu erbeginsto re-shu e thedataseD |, with touchedsetT; 4, for
usein session + 1 (recallfrom Section3.2 thatwe only needto obliviously
reordertheitemsin a shu ed datasetvhich have beentouchedsincethe last
shu e—thesdtemsarenow T 1).

5. Experimental Results

Herewe presensomeperformanceesultsfrom our prototype whosecon-
stitutionis describedn Sectionl.1.
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Figure 2. A snapshobf theoverall algorithmacrossonesessionAt theendof session 1
theshu erhasprepared ,, andthe query SCOPhasa working pool containingthe touched
setsT; ; andT; ; (seeSection3.2). Then,theshu erbeaginsareshu e with permutation .,
andwith touchedsetT; ;. ThequerySCOPbegginsanew session with T; ; in its working pool,
and lling initsownT;.

In Figure3is shavn therunningtimefor thereshu e operatiordescribedn
Section3.2. In Figure4 we shav how long it takesthequerySCOPto process
queries.Puttingthesetwo measurement®gethergivesanideaof whatkind
of servicethis prototypecano er. In Table2 we shav the queryprocessing
time possiblefor di erentN, with two limiting factors: the query processor
speedandthere-shu e speedkeepingin mind thatthe queryprocessocan
only servicek = 128 queriesbeforeneedinga new shu ed datasefrom the
shu er).

6. Future Work and Conclusions

We have presentetheevolutionof ourpreviouswork onahardware-assisted
private information retrieval prototype—impreed performancen terms of
both runningtime and space,andthe ability to updateitems privately The
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Figure 3.  Durationof re-shu ing, for varyingdatasesizes.Therecordsizewas850bytes
in all casesThe dominantoperationis the obliviousmeige, all the otherstake muchlesstime.

Service time in seconds
(6]
[62]
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Figure 4. How long doesthe query SCOPtake to servicea request?Here arethe times
duringonequerysessionRecallthatthe working pool startswith all theitemstouchedduring
the previous sessionin this casel28. The poolaccumulate4 28 moreduring the session.

prototypegivesreasonabl@erformanceon datasesizesup to about10; 000,
andcanbene t easilyfrom parallelismvia extra hardwareunits.

Thereareseveralavenuesf interestingandusefulfurtherinvestigations.

Wedid our prototypework ontheIBM 4758,but alternaterustedhardware
is emeging. We are particularly interestedin exploring the hardened-CPU
variations(e.g.,[10, 12, 20]), sincethesedevicesmay provide higherperfor
mance aswell asbeingcheapeandmoreubiquitous.

Experimentswith the poly-logarithmicoblivious RAM schemeby Ostro-
vsky [6] could be interesting,for both PIR on larger datasetsand oblivious
programexecution.Especiallynow thathardenedCPU's, similar to the model
usedfor ORAM, arecominginto thepicture,thetool of runningarbitrarypro-
gramsobliviously may be practicallyuseful.
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N Queryprocessotimit  Shu erlimit  Respons&ime

1024 55 2.0 55
2048 55 4.1 55
4096 55 8.7 8.7
8192 55 18.5 18.5

Table2. Queryresponséimes(in secondsattainablavith di erentsizesof datasetsThetwo
limit columnsshawv how therespectie operationsimit theresponse—thgueryprocessowith
its averagdateng (from Figure4), andtheshu er by virtue of having to completeawholere-
shu e beforethenext sessiorcanbegin. IntheN  4096casesthe querySCOPcouldhandle
morehits, but asingleshu eris notproducingshu ed datasetguickly enough.An easyway
out hereis to do the memge stepof the re-shu e in parallel, usingtwo or more SCOPs.and
gaininglinearspeedupith the numberof SCOPsasthe memging network is actuallyintended
for paralleluse.For N = 1024,the query SCOPcanbe alwaysbusyandthe shu erwill keep
up.

As mentionecdearlier privateinformationstoragecould be a useful primi-
tive for a strongly privagy-protectedremote lesystem, providing the “block
device” ontop of which a lesystemcouldbebuilt. Relevanthereis work an-
alyzingthe applicability of block-PIR protocolssuchaswe have describedo
retrieval of linked structuresgg. webpageq8].
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