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Abstract In PrivateInformationRetrieval (PIR), a userobtainsoneof N recordsfrom a
server, without theserver learningwhatrecordwasrequested.

Recentresearchin “practical PIR” haslimited the playersto the userand
server andlimited theuser'swork to negotiatingasessionkey (eg. asin SSL)—
but thenaddeda securecoprocessorto the server andrequiredthe secureco-
processorto encrypt/permutethe dataset(andoften goneaheadandbuilt real
systems).

PracticalPIR (PPIR)thusconsistsof trying to solve a privacy problemfor a
largedatasetusingthesmall internalspaceof thecoprocessor. This taskis very
similar to the oneundertaken by the older Oblivious RAMs work, andindeed
thelatestPPIRwork usestechniquesdevelopedfor ObliviousRAMs. Previous
PPIRwork hadtwo limitations: the internalspacerequiredwasstill O(N lg N)
bits,andrecordscouldonly bereadprivately, notwritten.

In this paper, we presenta designandexperimentalresultsthat overcome
theselimitations. We reducethe internal memory to O(lg N) by basingthe
pseudorandompermutationon a Luby-Racko� style block cipher, and by re-
designingtheobliviousshu� e to reducespacerequirementsandavoid unneces-
sarywork. This redesignyieldsbotha time anda spacesavings.Thesechanges
expandthesystem's applicabilityto largerdatasetsanddomainssuchasprivate
�le storage.

Theseresultshave beenimplementedfor the IBM 4758securecoprocessor
platform,andareavailablefor download.

Keywords: Privateinformationretrieval andstorage,obliviousRAM, permutationnetwork,
sortingnetwork, luby-racko� cipher
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1. Introduction

PrivateInformationRetrieval (PIR) is aprivacy-enhancingtechniquewhich
hasbeenreceiving considerableresearchexploration,boththeoreticalandprac-
tical. The techniqueallows a userto retrieve datafrom a server without the
server beingableto tell whatdatatheuserobtained.It is of interestasacoun-
terbalanceto the increasingeaseof collectingandstoringinformationabout
a person's onlineactivities, especiallyastheseactivities becomea signi�cant
partof theperson's life.

Examplesof wherePIRcanbeusefulabound,usuallywheretra� c analysis
of encrypteddatacanyield useful information. A medicaldoctorretrieving
medicalrecords(evenif encrypted)from adatabasemayrevealthattheowner
of therecordhasadiseasein which thedoctorspecializes.A company retriev-
ing apatentfrom apatentdatabasemayrevealthatthey arepursuingasimilar
idea. Clientsof bothdatabaseswould bene�t from theability to retrieve their
datawithout thedatabasebeingableto know whatthey areinterestedin.

Two ratherseparatetracksexist in the PIR researchrecord—onefocuses
ondesigningcryptographicprotocolswhichachieve PIRby eithermakinguse
of having thedataseton multiple non-communicatingservers[3], or by using
techniquesbasedon intractabilityassumptionswithoutmultipleservers[2, 9].

The othertrack attemptsto producePractical PIR schemes[1, 7, 18] that
can be integratedinto existing infrastructure,by limiting the schemeto the
server, andonly requiringtheclient to negotiateasecuresessionto theserver,
as is typical in SSL sessions.This is madepossibleby using a physically
protectedspaceat theserver—a Secure Coprocessor(SCOP)[17].

1.1 Existing Prototype

Our previouswork on PracticalPIR (PPIR)[7] produceda PPIRprototype
runningon theIBM 4758securecoprocessorwith Linux [17], ando� eringan
LDAP1 interfaceto the outside. We will �rst describethe backgrounditems
relatedto this prototype.

Secure Copro cessors. A securecoprocessoris asmallgeneralpurpose
computerarmoredto besecureagainstphysicalattack,suchthatcoderunning
on it hassomeassuranceof runningunmolestedandunobserved [22]. It also
includesmechanismsto prove that somegiven outputcamefrom a genuine
instanceof somegivencoderunningin anuntamperedcoprocessor[16]. The
coprocessoris attachedto ahostcomputer. TheSCOPis assumedto betrusted
by clients(by virtueof all theaboveprovisions),but thehostis not trusted(not

1LightweightDirectoryAccessProtocolÐtheprotocolof choicefor interfacingto onlinedirectories.
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evenits rootuser).Thestrongestadversaryagainsttheschemespresentedhere
is thesuperuseron thehost.

IBM 4758 Secure Copro cessor. The4758is a commerciallyavail-
able device, validatedto the highestlevel of software and physicalsecurity
scrutiny currentlyo� ered—FIPS140-1level 4 [19]. It hasan Intel 486 pro-
cessorat 99 MHz, 4MB of RAM and4MB of FLASH memory. It alsohas
cryptographicaccelerationhardware.It connectsto its hostvia PCI (hencewe
often refer to it asa card). Our hostrunsDebianLinux, with kernelversion
2.4.2-2from Redhat7.1asneededby the4758/Linux devicedriver.

In production,the4758runstheCP/Q++ embeddedOS;however, experi-
mentalresearchdevicescanrunaversionof Linux (asdoesthefollow-onprod-
uct from IBM). Linux hasconsiderableadvantagesin termsof codeportability
andeaseof development—ourprototypeis written in C++, makingextensive
useof its languagefeaturesandtheStandardTemplateLibrary, andit runs�ne
on the4758with Linux.

PIR using Secure Copro cessors. The modelwhich we follow is
thatwe have availableaphysicallyprotectedcomputingspaceat theserver. If
this spacewaslarge enoughto hold thewholedataset,theproblemwould be
solved,asclientscouldnegotiateasecuresessionwith it, andthenretrievetheir
data. Sinceit is physicallyprotected,no oneshouldbe ableto observe what
item theclient obtained.Unfortunatelypracticalconsiderationsresult in real
protectedenvironmentsbeingquite small, muchtoo small to hold the entire
dataset.Thus, the problembecomesthat we want to provide privateaccess
to a large datasetwhile usingonly a small amountof protectedspace.This
is almostisomorphicto the Oblivious RAM problem[6], which we discuss
furtherin Section2.

Mo del. In Figure1 we show themoreconcretesetup:we have a dataset
of N nameditemseachof sizeM. Theitemsmaybevisible to thehost;they
may also be encrypted(for the SCOP's private key), thoughwhy and how
they maybeencryptedaheadof time is orthogonalto our topic here.A client
connectsto theSCOP(tunnelingvia thehost)anddeliversarequestfor oneof
the items. The SCOPis very limited in memory—itis allowed O(lgN + M)
memory, which is the minimum neededto storepointersinto the dataset,as
well asa constantnumberof actualdataitems. Any larger storage,like the
actualdatasetor pre-processedversionsof it, is providedby thehost.Thusthe
SCOPhasto make I/O requeststo thehostin orderto servicea client request.
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To be a correctPIR scheme,it must be the casethat the host cannotlearn
anything2 aboutclient requestsfrom observingtheI/O from theSCOP.
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Figure 1. Thesetupof hardwareassistedPIR

Simply encryptingthe recordsdoesnot solve the problem;the server can
still learntheidentityof requesteditems,and(if theservercolludeswith auser)
canlearnwhatany givenrecorddecryptsto. It is alsoinsu� cient to only hide
the identity of singleretrievals,asthenanattacker could learnthepopularity
of individual items,andcorrespondencebetweenrequests,eg. “Aphroditeand
Borisbothretrievedthesamedataitemtoday”.

The Initial PIR with secure copro cessors algorithm. In their
initial proposalof usingsecurehardwarefor PIR, SmithandSa� ord kept the
datasetunprocessedon the host [18]. Given a requestfor item i, the SCOP
readsevery item in the dataset,internally keepsitem i and returnsit to the
client at theend.Thehostonly observesthattheSCOPtouchedevery record,
soit doesnot learnanything abouti. Theclearproblemis thatevery retrieval
takesO(N) time. (Carefuldatastructurescanpermit the work to be divided
evenlyacrossseveraldevices,but this timeboundis still problematic.)

Latest PIR Algorithm. The structureof the algorithmwe usewas
originallydevelopedby GoldreichandOstrovsky for theObliviousRAM prob-
lem[6]. Wenote�rst thatit reliesonhaving adatasetof numbereditems,from
1 to N. It proceedsin retrieval sessions, whereasessionS consistsof:

2Weareassumingthatcryptographyworks;strictly speaking,this schemeis not securein theinformation-
theoreticsense,sincethehostcanstill seeciphertext.
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Randomly permuting the contentsof records 1 thr ough N. First, the
SCOPencryptseachrecordin thedataset.Then,theSCOP(pseudo)randomly
selectsa permutation� of [1..N], andrelocatesthecontentsof eachrecordr,
1 � r � N, to recordlocation� (r), changingtheencryptionalongtheway. This
producesthe shu� ed3 datasetof encrypteditems D� . The relocationsmust
be doneso that the hostcannotlearnwhich permutedrecordcorrespondsto
whichinputrecord,afterhaving observedthepatternof recordaccessesduring
the permutation.Using the terminologyof Goldreichet al., the permutation
algorithmmustbe oblivious: have the sameI/O accesspatternregardlessof
theinput (ie. thepermutation)4. [6].

Servicing k � N retrievals. By now, thepermuteddatasetD� is available
on thehost,andtheSCOPknows � . The SCOPusesthis knowledgeto hide
theidentitiesof retrievedrecords.In orderto retrieve recordr, theSCOPreads
in � (r) from D� , andthehostdoesnot learnwhatr canbe.

Whatis left is to hidetherelationshipsbetweenretrieved items,sothehost
(for example)cannottell how many times a given item was retrieved. The
approachis to copy recordswhichhave beenaccessedinto a workingpool PS
of maximumsizek, which is scannedin its entirety for every retrieval. On
eachretrieval for recordr, onerecordfrom D� is addedto PS: eitherr if it is
not alreadythere,or a randomuntouchedrecordif it is. Thus,recordsin D �
areaccessedat mostonce.

Theimplementercanseta a maximumvalueof k, to put a maximumvalue
on theresponsetime for any givenquery. However, theshu� ing stepneedsto
befastenoughto have anew shu� e readywhenPS reachesthatmaximumk.

The private shu� e implementationhas varied in the literature, and in
our prototypewe hadaddeda new approach:usingBenešpermutationnet-
works[21]. A Benešnetwork canperformany permutation� of N input items
by passingthemthroughO(N lg N) crossbarswitcheswhich operateon two
items,eithercrossingthemor passingthemstraight.Theconnectionsbetween
theswitchesare�x edfor a given N, only thecross-barsettingsdi� er for dif-
ferent� .

This network is usefulfor ourproblembecause(1) theSCOPcanusecryp-
tographyto performacross-barswitchon two itemsresidenton thehostwith-
out the host learningwhich way the switch went, and (2) by doing this for
all theswitchesin a Benešnetwork, theSCOPcanpermutethewholedataset
without thehostlearninganything aboutthepermutation,eventhoughheob-
servesall therecordI/O.Morespeci�cally, to executeaswitchtheSCOPreads

3We usepermuteandshu� e interchangeably, but shu� e alwaysrefersto permutingthewholedataset,as
opposedto computing� (i) for somei
4Theaccesspattern,ie. thesequenceandvaluesof I/O operations,will not beidenticalfor all � , but must
look identicalto acomputationallyboundobserver.
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in thetwo recordsinvolved,internallycrossesthemor not,andwritesthemout
encryptedunderanew key sothehostcannottell if it wasacrossor not. Since
the network consistsof 2lg N columnsof switcheswith N=2 switcheseach,
andtheSCOPcanexecutetheswitchescolumnby column,hecanuseonekey
percolumn,thusnever needingto storemorethantwo keys at a time during
theoperation.

Networkssimilar to theBenešarecapableof performingothertasksobliv-
iously, againmakinguseof thefact that theSCOPcanhidewhich way a unit
operation(on two inputs)went,andby virtue of the�x edstructureof thenet-
work, theability to hide thesettingof eachunit extendsto beingableto hide
the settingof the whole network. We later make useof sortingandmerging
networksin this manner.

1.2 Improvements to the Prototype

Therearetwo areaswherewe saw thepotentialto improve our prototype:
memoryusageinsidetheSCOP, andtheability to updateitemsprivately.

Memory usage. Our prototypeusedtwo techniqueswhich required
O(N lg N) bits of storageinside the SCOP5. One was the storageof a per-
mutation� selecteduniformly at randomfrom thesetof all N! permutations.
Theotherwastheexecutionof aBenešnetwork onthedataitems;in particular
computingtheswitchsettingsof thenetwork requiredO(N lg N) bits6.

These“memory-hungry” techniqueswere not a problemfor the kind of
datasetswe weretreating,with N < 213 or so, andthe memoryavailable in
the4758. However even for N = 218, two objectsof N lg N bits eachwould
needmorethan1MB, which beginsto strainthe4758's memory. In any case,
thememoryrequirementswere,strictly speaking,inconsistentwith thedesire
to have asmallprotectedspace.

Up dates. OurprototypewasreallyaPrivateInformationRetrieval server,
anddidnothavetheoptionfor clientsto updatethecontentsof dataitems.This
ability couldbeof interestthough,in moreinteractive applicationsof thePIR
technique,for exampleif onewantedto build aprivate�lesystem,whichcould
behousedin aremotelocationbut assureauserthatnothingabouthisactivities
on the�lesystemcouldbegleanedby theremotesite.

5Notethatthis is lessthantheO(NM) storagewhichwould beneededto hold thewholedatabase:thesize
of dataitemswewereworking with wasat least1KB.
6It is not usefulto storethesettingson thehost,asthey arecomputedin anorderdependenton the input,
soanadversarycouldlearnabout� by observingthis order
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2. Related Work

Throughout this paper one notices references to Oblivious RAM
(ORAM) [6]. This is becausethat problemhasa very similar structureto
hardware-assistedPIR, andthemechanismsdevelopedtherearefor themost
applicableheretoo. TheORAM problemis for aphysicallyshieldedbut space-
limited CPU to executean (encrypted)programsuchthat untrustedexternal
RAM cannotlearnanything abouttheprogramby observingthememoryac-
cesspattern.TheCPUcorrespondsto theSCOP(actingon behalfof clients),
anduntrustedRAM correspondsto the host. The asymptoticallyslower so-
lution presentedthere(square-rootalgorithm)is what we baseour algorithm
on.

Theasymptoticallysuperiorsolution(polylogalgorithm),hasaO(lg4 N) per
memoryaccessoverhead.An actualoperationcountrevealsthatit hasa larger
actualoverheadthat thesquare-rootalgorithmfor aboutN < 220. Suchlarge
datasetsizesarepracticallyinfeasiblefor bothalgorithmson thehardwarewe
currentlyhave,sowe have notexperimentedwith thepolylogalgorithm.

The ORAM work hascoveredsomeof the aimswe addressin this paper,
namelyprivatereadingandwriting of memorywordsusinga protectedCPU
with logarithmicin N memorysize.

Thenew contributionsover ORAM in thispaperare:

an asymptoticallyandpracticallymoree� cient methodof re-shu� ing
thedatasetbetweensessions(Section3.2),
apracticallye� cientsession-transitionscheme(Section4.2),
permutationusingtheLuby-Racko� scheme(whichhasadvantages,for
exampleenablingus to composeand invert pseudo-randompermuta-
tions)(Section3.1),
anactualimplementationoncommoditysecurehardware.

Ostrovsky andShoupintroducedcommunication-e� cient privateinforma-
tionstorage,thecomputationallysecureversionof whichisbasedontheObliv-
iousRAM algorithm[14].

3. Memory usage

In this sectionwe presentsolutionsto the high memoryneedsof the pre-
viousprototype.As mentionedbefore,we hadtwo distinct sourcesof super-
logarithmicmemoryusage,bothof whichareaddressed.

3.1 Permutation

Weneedapermutationonthesetof integersf1; : : : ; Ng. It shouldbestorable
in O(lgN) space,which rulesout theuseof a truly randompermutation:it re-
quiresO(N lg N) bits of storage.It shouldalsobeinvertible,which is required
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by our re-shu� ing algorithm(Section3.2). Becauseof thestoragerestriction,
wehave to settlefor apseudorandompermutation,andtheonewechoseis the
Luby-Racko� -stylecipheron lg N-bit blocks,with 7 rounds(LR7

n) [11].
An L-R cipher (on 2n-bit blocks) is a Feistel networkwith independent

pseudo-randomroundfunctions.A Feistelnetwork consistsof severaliterated
roundsRi(L;R) = (R; L � fi(R)), where

L;R 2 f0;1gn areinitializedsuchthatLR = x, x beingtheplaintext,
fi areroundfunctions, fi 2 f0;1gn ! f0; 1gn. Notethatthey do not have
to be permutationsfor the whole network to be a permutation—thisis
partof thepoint in fact,thatnon-invertiblefunctionsareusedto produce
apermutation.
� is thebitwiseXOR operation.

Luby andRacko� initially provedchosen-plaintext securitywith 3 rounds,and
chosen-ciphertext securitywith 4 rounds,in both caseswith only a limited
numberof queriesagainstthecipheroracle.

Recentresultshave improved the securityboundsfor higher-round L-R
ciphersto statethat LR7

2n is indistinguishablefrom a truly randompermu-
tation by an unboundedadversarygiven m chosen-plaintext queries,where
m � 2n(1� " ) [15]. The potentialweaknessto chosenplaintext attacks(CPA)
is signi�cant in our casebecausethe hostcanmountsuchan attackby issu-
ing requeststo theSCOP(posingasaclient),andobservingwhichitemsin the
shu� eddatasettheSCOPaccesses.In factthehostcanharvestupto k chosen-
plaintext pairsfrom thepermutation� , wherek is thenumberof retrievals in
thesession.

A variationon thebasicL-R schemehasbeenconjecturedto give a much
higherresistanceto CPA—unbalancedFeistelschemeswhichhaveroundfunc-
tions fi 2 f0;1gr ! f0; 1g2n� r , wherer , n. In particularPatarinconjectures
that an unbalancedL-R scheme(as described,amongothers,by Naor and
Reingold[13,Sect.6]) on2nbits,usingroundfunctionsfi 2 f0;1g2n� 1 ! f0; 1g
(ie. booleanfunctionson2n � 1 bits),aresecureagainstCPA givenmchosen-
plaintext queries,wherem � 22n(1� " ) [15].

For thepseudo-randomfunctionsinsidethecipher, we useTDES(which is
hardwareacceleratedon the4758)with expansionandcompressionto give a
functionon therequireddomain.

3.2 Shuffling the Dataset

Oncewe have establisheda randomor pseudo-randompermutation,we
needto actually permutethe recordssuchthat the server cannotlearn any-
thing aboutthepermutation.As mentionedbefore,theBenešnetwork is not
applicableif we are to useonly logarithmicspace. The algorithmto set its
switchesfor a givenpermutationhasresistedmany simpli�cation attempts.
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Thesolutionwhich wecameup with takesadvantageof thefactthatonly a
smallfractionof thedatasetis touchedduringa querysession.Theuntouched
itemsdo not needto bereshu� ed,only the touchedonesdo. Informally, the
procedurefor reshu� ing is asfollows.

Let the currentpermutationbe � 1. Let T be the toucheditemsat the end
of a session,andT be the remainingitems,untouched.Let the sizeof T be
k (which is constantin our prototype,soasto limit thequeryresponsetime).
For thenext sessionwe generatea new permutation� 2. Also we assumethat
the indicesof the itemsin T areavailablein a list LT in the SCOP. Thenwe
follow thefollowing algorithm:

Reshu�ing algorithm.

(i) Re-orderthe itemsin T so they aresortedby � 2(i). We do not needto
do thisobliviously. We justneedto hidewhataretheindicesof T under
� 2 (but notunder� 1—this is alreadyknown).

(ii) Obliviously re-ordertheitemsin T sothey aresortedby � 2(i).

(iii) Obliviously merge the re-orderedT and T, to give a datasetshu� ed
under� 2.

Thisyieldssavingsbothin timeandspaceoverusingaBenešnetwork to do
a full reshu� e. We will �rst describein moredetail thealgorithmsused,and
thenpresentthe resourcesneeded.We assumethat we cancomputeinverse
permutations,which is true with Luby-Racko� style permutations.Step (i)
is shown in Algorithm 1. Step (ii) canbe directly performedusinga sorting
network, eg. oneof Batcher's networks. However a moree� cient approach
is to usethe Benešnetwork, after computingthe permutationvector for the
reorderingneeded.Thiscanbeaccomplishedusingthelist LT , with onesorting
stepto obtain a sortedlist of the indicesin T under� 2

7. Step (iii) can be
performedusingamerging network.

A goodreferencefor sortingandmergingnetworksis foundin “Introduction
to Algorithms” [4, chap.27],andattheendof Section1.1weexplainhow such
networkscanbeusedto performoperationson a largedatasetobliviously.

Notes. Step6 in Algorithm 1 musttake thesameamountof time at every
execution8, but thisis easygiventhesortedarrayLT;� 2, andtakesconstanttime.

7Notethatwehadto performthissortingat thestartof Algorithm 1 too,sotheoutputof thatcanbereused.
8Or anadversarycouldusetiming attacksto deduceinformationabouttheindicesof T under� 2.
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Algorithm 1 Step(i) of the re-shu� e algorithm: Reorderingthe itemsin T
from � 1 to � 2

Require: T is thesetof touchedrecords,T aretheremainingrecords.
Require: D� 1: thewholedatasetunder� 1, on thehost.
Require: LT : list of theindicesof T, in theSCOP.

1: LT;� 2  indicesof T under� 2, sorted . UsingLT

2: T � 2  ; . Thedestinationarray (on thehost)for therecordsin T
3: j  0 . j is an index under� 2
4: while j < N do
5: j  next index in T in orderof � 2 . guidedby LT;� 2

6: r  � 1(� � 1
2 ( j)) . r is an index under� 1

7: R  read from host D� 1[r]
8: TagRwith destinationj . But this tag is hiddenfromthehost
9: AppendencryptedR to T � 2 . RecallT � 2 is on thehost

10: end while

Step Time cost Spacecost(in bits)
(i) O(k lg k) for sorting,O(N � k) for theloop O(k lg N) for theindicesof T
(ii) O(k lg k) for theBene�network O(k lg N) for building andstoring

thepermutationvector,
O(k lg k) for theBene�network

(iii) O(N lg N) for themerging network O(lg N) for indices

Table 1. Costof thereshu� e algorithm.k is thenumberof queriesin a session,sameasthe
sizeof a touchedset.Notethatthecostof themerging network in thelaststepis thedominant
one,andthatis half thecostof aBene�network onthesameinputsize.Also thestorageneeded
is O(k lg N), which is O(lg N) for constantk (which is how we setk). Evenif k =

p
N asin the

ORAM square-rootalgorithm,thestoragerequiredis considerablysublinear.

The initial shu�e. For the initial shu� e, which hasto re-orderall the
itemsobliviously, we resortto the useof Batcher's bitonic sortingnetwork.
Thismethodwasusedin theORAM work for all shu� esof memory.

SortingnetworkssortN itemsby passingthemthroughaseriesof compara-
tors, whichare2-inputunitsthatsortthetwo inputs.Theconnectionsbetween
thecomparatorsare�x edfor a givenN.

Batcher'ssortershavedepthlg2 N
2 , whichisappreciablylargerthantheBeneš

network whichwe have sofar used,by a factorof lg N
4 , but sinceweonly need

to useit once,beforethedatabasecanbeused,this is notabig problem.
Ourusageof thebitonicsortingnetwork is verysimilar to how weusedthe

Benešnetwork. Firstwetageachrecordr with itsdestinationtagdr = � (r), and
passtherecordsthroughthesortingnetwork, with dr asthekey. Weimplement
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a comparatorinsidetheSCOPsuchthat thehostcannottell whetherthe two
recordswerecrossedor not.

4. Updates

Theproblemof evolving our previousdesignto supportprivateupdatesof
dataitemsreducedto two maintasks:ensuringintegrity of data,evenagainst
replayattacks9; anddealingwith thefactthatincomingupdatesrenderthedata
in any long-livedpreprocessingstepsstale:for exampleashu� eddatasetwill
be out-of-dateby the time the shu� e is done(assumingthat shu� es run in
parallelto queries,which is necessaryto avoid downtimebetweensessions).

The easypart wasmodifying the retrieval sessionto dealwith (1) hiding
whethera client requestis anupdateor a retrieval, and(2) hiding which item
in the working pool is beingupdated.The approachis to updateall records
in the working pool (but not all recordsin the dataset)with every request.
In particular, for every recordr in the pool, the SCOPwrites either frgK , or
frnewgK if a new valuernew is providedby theclient. ThevariableK is a new
key generatedfor this encryptionof theworking pool only. Giventhis change
of key, thehostcannottell if andwherea new recordwaswritten. Note that
theSCOPdoesnotneedto keepthekeys for previousversionsof thepool.

4.1 Integrity

The integrity of any objectstoredon the hostis assuredby �rst taggingit
with a value t which speci�es both the physicaland temporal 10 locationof
theobject,andthenapplyinga keyedmessageauthenticationcode(MAC) to
theobjectandthetag. ThelocationcodeandMAC arestoredwith theobject
on the host. For example,during the last stepof a re-shu� e operation(the
merging network) we have t = hs;d; ii , wheres is thecurrentshu� e number,
d is thedepthwithin thenetwork11 (bothtemporal),andi is theitem's current
actuallocationin thedataset(physical).Thus,anadversaryobviously cannot
modify the item's contentsundetected,but it also cannotsubstitutean item
from anearliertime(ie. cannotperforma replayattack).

Of moreinterestis how to computethe temporallocationof anobjectup-
datedduringaquerysession.Within thesth querysession,at theendof thei th

client request,thequerySCOPhasbuilt up aworkingpool of touchedrecords
Ps = hr1; r1; : : : ; r i i . The temporaltag for eachrecordin Ps would then be
t = hs; ii . Thenotableaspecthereis thattheSCOPcancomputethetemporal

9Replayattacksare wherethe adversaryreplacesan item with anotherone which hasa correctcheck-
sum/MAC, but comesfrom apreviousexecutionof thealgorithm.
10ªTemporalºin thesenseof wherein thetimelineof thealgorithmtheobjectis located.
11Themergingnetwork has1

2 lg N levelsof N=2 independentcomparatorseach,andthedepthis thecurrent
level numberduringanexecutionof thenetwork.
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tagfor eachobjectwhichneedsit while maintainingonly a�x edsmallamount
of state—s and i in this case. This temporaltaggingwith small stateis the
samenotionasthe“time-labelled”propertyexpoundedfor someof theObliv-
iousRAM simulations,andalsousedto protectagainsttamperingandreplay
attacks[6].

4.2 Session Continuity

Theproblemof transitioningbetweenquerysessionsis trivial in thecaseof
read-onlyPIR: sincethedatabasecontentsareassumedstatic,severalshu� ed
copiescanbeproducedin advanceandusedimmediatelywhenever needed—
theshu� edatadoesnotgostale.If updatesaresupportedthough,pre-shu� ing
is notanoptionastheshu� eddatasetswill bestalesoon.Evenworse,updates
will occurbetweenthestartandendof ashu� e, requiringthemto beincorpo-
ratedinto theoutputof thatshu� e beforeit canbeused.Herewedescribeour
schemefor transitioningbetweensessions.

Giventhatwe run ashu� e concurrentlywith a querysession,theoutputof
theshu� e will not containtheupdatesreceived during thatsession.We deal
with thisproblemby incorporatingtherecordsTi touchedduringsessioni into
theworkingpool of sessioni + 1 from thebeginning. This meansthatsession
i + 1 will toucheachrecordin Ti at every operation,in addition to its own
accumulatingTi+1. At theendof sessioni + 1, its working pool will contain
bothTi andTi+1.

Ov erview of the algorithm. In Figure2 we show a diagrammatic
representationof theactionsof all thecomponentsduringonefull session.

We �rst note that the working pool of the query sessionconsistsof two
parts—thesetof recordstouchedduringthatsession(which is emptyat �rst),
andtheonestouchedduringthelastsession.

At the endof sessioni � 1, the querySCOPhasproduceda new touched
setTi� 1, andthe shu� er hasproduceda new shu� ed datasetD� i . The new
sessioni startsby writing theitemsin Ti� 1 into D� i (directly, oneby one),and
alsoaddingthemto its workingpool.

Theshu� er begins to re-shu� e thedatasetD� i , with touchedsetTi� 1, for
usein sessioni + 1 (recall from Section3.2 thatwe only needto obliviously
reorderthe itemsin a shu� eddatasetwhich have beentouchedsincethe last
shu� e—theseitemsarenow Ti� 1).

5. Experimental Results

Herewe presentsomeperformanceresultsfrom our prototype,whosecon-
stitutionis describedin Section1.1.
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� 1 ! � 2

Partially full working pool, con-
taining the touchedset Ti from
sessioni

Datasetshu� edunder�

Servicingqueries

Reshu� e from � 1 to � 2

�

Figure 2. A snapshotof theoverall algorithmacrossonesession.At theendof sessioni � 1
theshu� er haspreparedD� i , andthequerySCOPhasa working pool containingthe touched
setsTi� 1 andTi� 2 (seeSection3.2). Then,theshu� er beginsa reshu� e with permutation� i+1

andwith touchedsetTi� 1. ThequerySCOPbeginsanew sessioni with Ti� 1 in its workingpool,
and�lling in its own Ti .

In Figure3 is shown therunningtimefor thereshu� eoperationdescribedin
Section3.2. In Figure4 weshow how long it takesthequerySCOPto process
queries.Puttingthesetwo measurementstogethergivesan ideaof whatkind
of servicethis prototypecano� er. In Table2 we show the queryprocessing
time possiblefor di� erentN, with two limiting factors: the queryprocessor
speed,andthere-shu� e speed(keepingin mind that thequeryprocessorcan
only servicek = 128 queriesbeforeneedinga new shu� ed datasetfrom the
shu� er).

6. Future Work and Conclusions

Wehavepresentedtheevolutionof ourpreviousworkonahardware-assisted
private information retrieval prototype—improved performancein termsof
both running time andspace,and the ability to updateitemsprivately. The
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prototypegivesreasonableperformanceon datasetsizesup to about10;000,
andcanbene�t easilyfrom parallelismvia extrahardwareunits.

Thereareseveralavenuesof interestingandusefulfurtherinvestigations.
Wedid ourprototypework ontheIBM 4758,but alternatetrustedhardware

is emerging. We are particularly interestedin exploring the hardened-CPU
variations(e.g.,[10, 12, 20]), sincethesedevicesmayprovide higherperfor-
mance,aswell asbeingcheaperandmoreubiquitous.

Experimentswith the poly-logarithmicoblivious RAM schemeby Ostro-
vsky [6] could be interesting,for both PIR on larger datasets,andoblivious
programexecution.Especiallynow thathardenedCPU's,similar to themodel
usedfor ORAM, arecominginto thepicture,thetool of runningarbitrarypro-
gramsobliviouslymaybepracticallyuseful.
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N Queryprocessorlimit Shu� er limit ResponseTime
1024 5.5 2.0 5.5
2048 5.5 4.1 5.5
4096 5.5 8.7 8.7
8192 5.5 18.5 18.5

Table2. Queryresponsetimes(in seconds)attainablewith di� erentsizesof datasets.Thetwo
limit columnsshow how therespectiveoperationslimit theresponse—thequeryprocessorwith
its averagelatency (from Figure4), andtheshu� er by virtueof having to completeawholere-
shu� e beforethenext sessioncanbegin. In theN � 4096cases,thequerySCOPcouldhandle
morehits,but a singleshu� er is not producingshu� eddatasetsquickly enough.An easyway
out hereis to do the merge stepof the re-shu� e in parallel,using two or moreSCOPs,and
gaininglinearspeedupwith thenumberof SCOPs,asthemergingnetwork is actuallyintended
for paralleluse.For N = 1024,thequerySCOPcanbealwaysbusyandtheshu� er will keep
up.

As mentionedearlier, privateinformationstoragecouldbe a usefulprimi-
tive for a stronglyprivacy-protectedremote�lesystem, providing the “block
device” on top of which a �lesystemcouldbebuilt. Relevanthereis work an-
alyzingtheapplicabilityof block-PIRprotocolssuchaswe have describedto
retrieval of linkedstructures,eg. webpages[8].

Ac kno wledgmen ts. This researchhasbeensupportedin partby theMellon Foun-
dation,NSF(CCR-0209144),Internet2/AT&T andtheO� ce for DomesticPreparedness,De-
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assistancewith the4758securecoprocessors.

This paperdoesnotnecessarilyre�ect theviews of thesponsors.
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