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Web-based commerce is rife with scenarios where a party needs to trust properties of computation

and data storage occurring at a remote machine, operated by a different party with different

interests. In our WebALPS project, we have used off-the-shelf hardware and open source software
to build trusted co-servers co-resident with Web servers, and bring the secure SSL channel all
the way into these trusted co-servers. In this paper, we survey how this tool can be used to
systematically address privacy and security issues in e-commerce.

1. INTRODUCTION

Moving commercial activit y into distributed electronic environments createsa fun-
damental trust problem: how doesa client know what happensat remotesites? The
current \secure" Web infrastructure addressessomeissuesof server authentication
and channel protection, but does not addressthis core trust problem. This paper
surveys how our WebALPS project may help addressthese issues. (We refer the
reader to other reports [Jiang 2001;Jiang et al. 2001;Knop 2001]for architectural
and implementation details.)

1.1 Trust Issues

By freeing merchants from the overheadof bricks-and-mortar and of the barriers of
local neighborhoods and legacy media, the Web transforms the commerceplaying
�eld. A start-up bookstore can have the sameon-line presenceand reach the same
potential customersas an establishedon-line merchant such as Amazon|and can
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reach more than a bricks-and-mortar merchant at the local mall.
Unfortunately, the start-up merchant hasa disadvantage when it comesto trust.

Commerce typically requires that customers trust the merchant with sensitive
data|credit card numbers, home addresses,preferences,health information. Cus-
tomers are more likely to trust merchants with pre-establishedreputations. The
risk of fraud at least partially negatesthe wider range of this new marketplace.

The trust relations in commercego beyond this initial characterization, with
more parties and more complex relationships. Each trust issueraisesmore security
and privacy risks.

1.2 The Current Infrastructure

The currently deployed infrastructure for \secure" Web-basedcommerceconsists
of Secure Sockets Layer (SSL) [Freier et al. 1996] with server-side authentication.
One of the standard browser trust roots certi�es that a merchant's server is the
unique possessorof a private key matching a speci�c public key. When a customer
Alice wishesto engagein a sensitive interaction with a merchant Bob, she opens
an SSL session: Alice's browser and Bob's server use Bob's key pair to establish
symmetric keysthat protect the channel betweenthem. If Alice trusts her browser
to accurately indicate that an SSL sessionexists with Bob, then shecan trust that
her information is protected from adversariesalong the channel.

This infrastructure is insu�cien t for security. To start with, it is not clear that
Alice should trust her browserto indicate an SSLsessionexistswith Bob|in related
work [Yuan et al. 2001],we have demonstratedhow, for commonclient platforms, a
malicious server can spoof all of the SSLclues. But furthermore, this infrastructure
does not protect what happens at Bob's machine, and gives no grounds for non-
repudiation of any transaction activit y.

1.3 This Paper

In this paper, Section 2 quickly reviews our WebALPS project to remedy these
infrastructure problems. Section 3 surveysapplications of this tool for privacy and
security issuesin e-commerce.Section4 concludesby discussingthe path to making
thesepotential applications real.

2. WEBALPS

Addressingserver-side
a ws in the current infrastructure requiresproviding a server-
side sanctuary for computation and data storage safe from attack by the server
operator. Making a solution real, not just hypothetical, also requiresa way for real
server operators to set up such sanctuaries,and for real clients (as well as all other
stakeholders) to interact with and trust this sanctuary.

Our WebALPS project [Jiang 2001; Jiang et al. 2001] does this. We started
with a commercialo�-the-shelf securecoprocessor[IBM 2000]that permits usersto
install third-part y applications in the hostile �eld [Smith and Weingart 1999],that
providescryptographic mechanismsfor remote parties to verify they are interacting
with theseapplications [Smith 2001],and that is validated against the highest level
of assurancefor commercial devices [NIST 1994; Smith et al. 1999]. We then
integrated this coprocessorwith Apache and modSSL, so that a server's SSL key
pair residesin the coprocessor,and the client's SSL sessiongoes all the way into
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coprocessor-protectedcode.
In the current infrastructure, clients trust the the CA to certify the identit y of a

server. Our approach extendsthis by trusting a CA to alsocertify the identit y of the
co-server application|a judgment the underlying coprocessortechnology enables.
The client can then trust that this application will carry out its advertised activit y
without risk of subversion even by a malicious server operator.

A functioning protot ype [Jiang 2001]and demonstration application [Jiang et al.
2001]exist; we are currently preparing this code for open-sourcedistribution.

3. PROBLEMS AND SOLUTIONS

We now survey someareaswhere WebALPS may provide privacy and security for
e-commerce.(Validating this potential is an area of ongoing work.)

3.1 Credit Card Transaction Security

Problem. The current Web infrastructure provides securetransmission of a client's
information to the server|but what happensthere is anyone's guess.

For example, consider the credit-card information and transaction amount a
client sendswhen he wishes to purchase something. An adversary who compro-
misesthe server (or a malicious server operator) can usethis data to carry out lots
of mischief:

|He can increasethe amount of the transaction.

|He can retain the amount but repeat the transaction many times.

|He can usethe credit card information to forge additional transactions.

This situation may signi�cantly reducethe potential market for new e-merchants
without a pre-establishedreputation. (\Rib o's Bookshasa cheaper price than well-
known Amazon, but how do I know that unknown Ribo won't steal or accidentally
divulge my credit card info?")

Solution. To solve this problem the WebALPS guardian at the server can trap
the credit card and transaction information, and then inject it directly into the
acquirer's system. The CCN data never appears in plaintext at the server site;
the server operator or a penetrator has no opportunit y to in
ate the transaction
amount; and (unlik e SET) the client neednot changethe way sheoperates.

We are currently implementing this approach in a scenariothat doesnot require
changing how acquirers accept charge information. Many entities (such as theater
groups and athletics) at Dartmouth wish to sell tickets online; our computing ser-
vices group is happy to set up a server, but would rather not have the liabilit y of
exposure to customer data. Consequently , a WebALPS co-server can capture the
client information over an SSL channel, then re-encrypt it with the public key of
the actual merchant party.

3.2 Nonrepudiation of Client Authentication

Problem. The current Web infrastructure prevents a server from being able to prove
anything to a third party about the identity of an allegedclient.

Without a public-key infrastructure for citizens, clients are forced to usehuman-
usable authenticators, such as userids and passwords. However, in the current



30 � S.W. Smith

infrastructure, theseauthenticators are exposedto the server of unknown integrit y.
As a consequenceof this exposure,an adversary who compromisesthe server (or a
malicious server operator) can impersonatethis user at that site, and at any other
site where the user has used these authenticators. This exposure also prevents
legitimate server operators from being able to argue that it really was a particular
client who openeda particular a session.

Solution. To solve this trust problem, the WebALPS guardian at the server
can trap the password, authenticate the client, then issuea signed receipt for the
server that client properly authenticated for that session. (Our demonstration
application [Jiang et al. 2001]already doesthis �rst step of this process,using the
legacyusername-password system in place on campus.)

The client can trust that the password safelyremainsinside the coprocessor,even
if the server operator might be motivated to retrieve it. The server operator, addi-
tionally , hasa signedstatement from a mutually trusted third party (the WebALPS
guardian) that the allegedclient really did authenticate correctly.

3.3 Nonrepudiation of Client Activity

Problem. The current Web infrastructure prevents a server from being able to prove
anything to a third party about the activity of an allegedclient.

For example, how can an insurance company taking an application from Alice
over the Web turn around and prove that Alice really answered that question that
way?

Solution. To solve this trust problem, the WebALPS guardian of Section 3.2
above can also issue a signed receipt for the entire transaction. \Alice not only
authenticated correctly, but she issueda request of type X with parametersY ."

3.4 Nonrepudiation of Server Activity

Problem. The current Web infrastructure prevents a server from being able to prove
anything to a third party about the activit y of that server in an interaction.

For example,considertrying to prove somethingabout the questionsthat gener-
ated the answers a client provided.

|Case law already exists that permits, in paper interactions, a client to alter a
waiver before signing it|and if the service provider accepts the form without
noticing the alteration, he is bound by it.

|Colleagues of the author have reported di�cult y in U.S. Government security
clearance processes,becausean answer to a question �v e years ago was not
consistent with the current revision of that question.

Do the responsesto Web forms typically include the questions (or a hash of
them)? If the clients are not even signing responses,how can we expect them to
sign questionstoo?

Solution. To solve this trust problem, the WebALPS guardian of Section 3.3
above can include, in its signed receipt for the transaction, the prompts and re-
sponsesthe server provided.

3.5 Taxes on E-Commerce Activity

Problem. The current Web infrastructure provides no acceptablemeansto balance
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the legitimate interests of a third party to accurately learn certain information
about individual or collective Web interactions, with the privacy interests of the
other participants.

For example, consider the problem of a government tax collection servicetrying
to learn how much salestax an e-merchant owesthem for last month.

|Rep orting all transactions to the government would be unacceptableto the mer-
chant and customer for privacy concerns.

|Rep orting only a total amount owed would be unacceptableto the government,
since the �gure would be unveri�able, and the merchant reporting this unveri�-
able �gure would be motivated to understate it.

Solution. To solve this trust problem, the WebALPS guardian at the server
can monitor the total tax owed by that merchant for the transactions that went
through it (e.g., becauseof someother co-server application there), and report that
authenticated total back to the government revenue agency. The agencycan trust
that the reported amount is correct; the merchant and customers can trust that
the agency learns only what it is supposedto|and, in particular, is not learning
details of transactions or identities of customers.

This problem is fairly complex; to be e�ectiv e, this solution requires that some-
thing elseexist to motivate customersto purchasethrough this channel.

3.6 Re-Selling of Intellectual Property

Problem. The current Web infrastructure provides no acceptablemeansfor a third
party who participates in an interaction indirectly , by licensing proprietary infor-
mation to the server, to protect their legitimate interests.

For example, a publisher who owns a large copyrighted image databasemight
wish to make this available to a university library|but might worry that compro-
mise of the university server will compromisethe database.

Solution. To solve this trust problem, the WebALPS guardian at the server
would be set up to receive a sessionkey and licensing rules from the owner of
the intellectual property. The owner would provide the intellectual property in
ciphertext to the server; the guardian would decrypt the particular items being
used,and ensurethat whatever licensing/royalty/w atermarking requirements were
being enforced.

3.7 Privacy of Sensitive Web Activity

Problem. The current Web infrastructure provides no meansfor a server operator
to plausibly deny that they (or an adversary who has compromisedtheir machine)
is not monitoring all client interactions for nefarious purposes.

We present someexamplesfrom several domains:

| Commerce. Supposea corporation provides a patent server as a public service.
How can its competitors know for sure that the server operator is not data-
mining their queries, in order to learn details of their proprietary research and
development e�orts?

| Defense. A unit preparing a special operation may request many maps for the
particular region of interest. What prevents the operator of the map server from
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observing this sequenceof requests|all from the sameunit and focusedon the
same region|and drawing a conclusion about the existenceand target of the
planned operation?

| Social. Consider people who wish to obtain sensitive literature|ab out health
topics, for example, or about currently unfashionable politics. What prevents
the server operator from learning of their activit y, and acting in a manner (such
asinforming employersor health insurers) in way that would unjustly compromise
their privacy?

Solution. To solve this trust problem, the WebALPS guardian would be set up
with the appropriate private information retrieval software (e.g., [Smith and Sa�ord
2001]) that makes use of encrypted storage in the server's �le system. The client,
through the SSL-protectedchannel, makesher request to the WebALPS guardian,
which then retrieves the record, re-encrypts it, and returns it to the client. If we
assumethat cryptography works, the server operator learnsnothing except the fact
that a query has beenmade.

3.8 Correctness of Web Activity

Problem. The current Web infrastructure provides no meansfor a server operator
to establish that they (or an adversary who has compromisedtheir machine) has
not otherwise altered or corrupted important correctnessproperties of the service.

For example, supposean auction server provides a bulletin board servicewhere
customerscan post \timestamp ed, anonymous, con�dential" comments about par-
ticipants and interactions. How can customers know that the anonymous posts
camefrom bona �de customers,and that the timestamps are correct?

Solution. To solve this trust problem, we move the computation critical to the
appropriate correctnessproperties from the server into the WebALPS guardian|
whoseapplication program would need to advertise that it was performing these
computations.

Of course,this solution only establishesthat the trusted guardian witnessesthat
the allegedbona �de customersauthenticated properly. Subverting the authentica-
tion system subverts this approach (however, Section 3.2 may help).

3.9 Enforcement of Logo Licenses

Problem. The current Web infrastructure provides no e�ectiv e meansfor a party
to ensurethat logosor endorsements appear only on the appropriate server pages.

For example, Dartmouth ISTS could establish an \ISTS-insp ected" logo to en-
dorseserverswho have withstood penetration testing by ISTS specialists. However,
any client who visits these pagescan capture the logo, and put it on any page,
whether or not that site has withstood the testing.

Solution. To solve this trust problem, the WebALPS guardian would be set up to
provide the logo information, when appropriate. Logos that do not appear in the
portion of the browser window from an authenticated guardian-to-client channel
are not legitimate.

3.10 Safety of Downloadable Content

Problem. The current Web infrastructure providesno meansfor the client to ensure
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that executablecontent downloaded from a server is indeed safe.
With the current state of consumerplatforms, safety dependson the client them-

selvesactually running the latest anti-virus software. Sincemost consumersdo not
do this, this leaves them at risk. Moving the virus-checking computation (and the
concomitant problem of maintaining the latest updates of virus signatures) to the
server is more e�cien t|but how can clients know the server really carried this out?

Solution. To solve this trust problem, the WebALPS guardian could run the
anti-virus software with the latest signatures:

|either dynamically, as the guardian was feedingdata back to the client;

|or o�ine (but then, when the guardian was feeding data back to the client, it
would verify that it had indeed scannedthis data earlier).

Clients could then trust that content downloadedvia this SSL-authenticated chan-
nel from the trusted co-server has beenscanned.

3.11 Authenticity of Downloadable Content

Problem. The current web infrastructure provides no easymeansfor the client to
authenticate the origin of downloadable content.

Posters of content can provide digital signatures, but then the client needsto
explicitly obtain and verify the trust chain on each item. Moving this veri�cation
computation (and the concomitant problem of maintaining the latest certi�cate
revocation lists) to the server is more e�cien t|but how can clients know the server
really carried this out?

Solution. To solve this trust problem, the WebALPS guardian could itself verify
the signaturesof the postedcontent (using all the latest certi�cate revocation lists,
etc.), and then include in the SSL-encryptedchannel an assertionthat this content
had beenveri�ed, and the identit y of its poster. The client Alice could then trust
that content she downloaded via this SSL-encryptedchannel from the trusted co-
server did indeed originate with the allegedposter. (We can even save bandwidth
here, since the client only needdownload the identit y of the poster, not his public
key, signature, and appropriate certi�cates.)

3.12 Integrity of Server Machine

Problem. The current Web infrastructure provides no meansfor the client to verify
the integrit y and site security of server machines.

For example, someservers may run on machines whoseadministrators who run
hardened operating systemsand/or engagein other good security practices, such
as regular runs of a network security analyzer, or enhancedOS boot via secure
hardware (e.g., [Arbaugh et al. 1997;Yee1994]).

But any site can claim to do this. How can a client know?
Solution. To solve this trust problem, the WebALPS guardian can witness that

the appropriate computational security tool (such as a network security analyzer
or a particular hardware-directedsecureboot technique) was applied to the host|
perhapsbecausethis tool wasapplied from the co-server itself, or from a companion
trusted machine. The client Alice can trust such assertionsit receivesthrough the
SSL-authenticated communication channel from the co-server to the client.
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4. CONCLUSIONS

By providing a practical way to insert a trusted third party into Web interactions,
WebALPS provides a way to systematically address privacy and security issues
in Web-basede-commerce. The next step is using our protot ype to build practi-
cal implementations of these solutions. This work requires designing coprocessor-
protected code that implements the required functionalit y, modifying the client-
merchant sessionto invoke this code in a non-spoofable way. Widespread deploy-
ment requires setting up an SSL CA to certify such enhancedservers, educating
clients to recognizesuch certi�cates. and releasing the applications as o�cially
signedcodeloadsfor the coprocessorplatform.

Our group's current research includes these activities; however, we would be
happy to work with additional colleagues.
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