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ABSTRACT

Techniquegor informationhidinghave becomeéncreasingly
more sophisticatecand widespread. With high-resolutiam
digital imagesas carriers, detectinghidden message$as
becomeconsiderablymoredif cult. This paperdescribesa
new approacho detectinghiddenmessages images.The
approachusesawavelet-likedecompositioro build higher
order statisticalmodelsof naturalimages. A Fisherlinear
discriminantanalysisis thenusedto discriminatebetween
untouchedandadulteratedmages.

1. INTRODUCTION

Informationhiding techniquege.g.,steganographyndwa-
termarking)have recentlyreceved quite a bit of attention
(see[8, 1, 6, 11] for generalreviews). With digital images
ascarriersdetectinghe presencef hiddenmessageposes
signi cant challenges. Although the presenceof embed-
ded messagess often imperceptibleto the humaneye, it
may neverthelesdlisturbthe statisticsof animage. Previ-
ous approacheso detectingsuchdeviations[5, 7, 21, 13]
typically examine rst-order statisticaldistributions of in-
tensityor transformcoefcients (e.g.,discretecosinetrans-
form, DCT). The drawback of this analysisis that simple
countermeasureshat match rst-order statisticsarelikely
to foil detection. In contrast,the approachtakenherere-
lies on building higherorder statisticalmodelsfor natural
images[9, 15, 22, 10, 17] andlooking for deviationsfrom
thesemodels.l shav that,acrossa large numberof natural
images,thereexists stronghigherorder statisticalregular
ities within a wavelet-like decomposition.The embedding
of amessagsigni cantly altersthesestatisticsandthusbe-
comegdetectable.
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2. IMA GE STATISTICS

The decompositionof imagesusing basisfunctions that
arelocalizedin spatialposition,orientation,andscale(e.g.,
wavelets)hasproven extremely usefulin a rangeof appli-
cations(e.g.,image compressionjmage coding, hoisere-
moval, andtexture synthesis).Onereasonis that suchde-
compositiongxhibit statisticalregularitiesthat can be ex-
ploited (e.g.,[16, 14, 2]). Describedbelow is onesuchde-
composition,and a setof statisticscollectedfrom this de-
composition.

The decompositioremployedhereis basedon separa-
ble quadraturamirror Iters (QMFs)[19, 20, 18]. Thisde-
compositionsplitsthe frequeng spacento multiple scales
and orientations. This is accomplishedby applying sep-
arablelowpassand highpasslters alongthe image axes
generating vertical, horizontal diagonalandlowpasssub-
band.Subsequergcalesarecreatedy recursvely ltering
the lowpasssubband. The vertical, horizontal,and diago-
nal subbandst scalei = 1;:::; n aredenotedasV;(x;y),
Hi(x;y), andD;j(x; y), respectiely.

Given this image decompositionthe statisticalmodel
is composedf the mean,variance skavnessandkurtosis
of the subbandcoefcients at eachorientationandat scales
i = 1, n 1 Thesestatisticscharacterizéhe basiccoef-
cient distributions. The secondsetof statisticsis basedn
the errorsin anoptimallinear predictorof coefcient mag-
nitude. As describedin [2], the subbandcoefcients are
correlatedo their spatial, orientationand scaleneighbors.
For purposesof illustration, consider rst a vertical band,
Vi(x;y), atscalei. A linearpredictorfor the magnitudeof
thesecoefcients in a subsetof all possibleneighbors! is
givenby:

Vi(x;y)

wiVi(x  Ly) + waVi(x + 1Y)
waVi(xy 1)+ waVi(x;y + 1)
WsVis1 (x=2;y=2) + weDi (X; y)
w7Dj+1 (X=2; y=2); Q)

+ o+ o+

1The particularchoiceof spatial,orientationand scaleneighborswas
motivatedby the obsenationsof [2] andmodi ed to include non-casual
neighbors.



wherewy denotescalarweightingvalues.Thislinearrela-
tionshipis expressednorecompactlyin matrix form as:

vV o= Qw; (2

wherethe columnvectorw = (w; W7)T, the vec-
tor V containghecoefcient magnitude®f V; (x; y) strung
outinto a columnvector andthe columnsof the matrix Q
containthe neighboringcoefcient magnitudesasspeci ed
in Equation(1) also strungout into columnvectors. The
coefcients aredetermineddy minimizing the quadraticer-
ror functionE(w) = [V Qw]2. This error function is
minimizedanalyticallyby differentiatingwith respecto w:
dE(w)=dw = 2QT[V  Qw], settingthe resultequalto
zero,andsolvingfor w to yield:

w = (Q'Q) 'Q'V: ®3)
Thelog errorin thelinear predictoris thengivenby:
E = logy,(V) log,(jQwj): 4

It is from this error that additional statisticsare collected,
namelythe mean,variance,skavness,and kurtosis. This
processs repeatedor eachvertical subbandhat scales =
1;::;;n 1, whereateachscaleanew linearpredictoris es-
timated.A similarprocesss repeatedor the horizontaland
diagonalsubbands.The linear predictorfor the horizontal
subbandss of theform:

Hi(xy)

wiHi(x  Ly)+ woHi(x+ 1;y)
wsHi(x;y 1)+ waHi(x;y + 1)
wsH i1 (x=2;y=2) + WeDi (X; y)
W7D+ (X=2; y=2); (5)

+ + o+

andfor the diagonalsubbands:

Di(x;y)

wiDi(x  Ly) + woDi(x + 1y)
w3Di(x;y 1)+ wgaDi(x;y+ 1)
wsDi+1 (x=2;y=2) + weHi(X; y)
w7 Vi (X y): (6)

+ o+ o+

The sameerror metric, Equation(4), and error statistics
computedfor the vertical subbandsare computedfor the
horizontalanddiagonabandsfor atotalof 12(n 1) error
statistics.Combiningthesestatisticswith the12(n 1) co-
efcient statisticsyieldsatotal of 24(n 1) statisticsthat
form afeaturevectorwhich is usedto discriminatebetween
imageghatcontainhiddenmessageandthosethatdo not.

3. CLASSIFICATION

From the measuredstatisticsof a training set of images
with andwithout hiddenmessageghegoalis to determine

whethera novel (test)imagecontainsa message.To this
end,Fisherlinear discriminantanalysis(FLD), a classspe-
ci ¢ methodfor patternrecognitionjs employed4, 3]. For
simplicity atwo-classFLD is described.
Denotecolumnvectorsx;, i = 1;:::; Ny andy;, j =
1;::; Ny asexemplarsfrom eachof two classedrom the
trainingset. Thewithin-classmeansarede ned as:

1 X 1 X
~X:N_x._ xi; and ~y:N—y__ ¥ - (7
i=1 j=1
Thebetween-clasmeanis d8 ned as:
1 @%X %V A
~ = Xi + : 8
NX + Ny i=1 I j=1 y] ( )

Thewithin-classscattematrix is de ned as:
Su = MM+ MyMJ; (9)

wherethei™ columnof matrixM , containghezero-meaned
i exemplargivenby %; ~,. Similarly, thej™ column

of matrix My containsy;  ~,. Thebetween-classcatter
matrixis de ned as:

Sy, = Nx("'x
+  Ny(~y

S )T
)=y ) (10)
Finally, lete bethemaximalgeneralizeeigervalue-eigemector
of S, andS,, (i.e.,Spe = S y€). Whenthe training ex-
emplarsx; andy; are projectedonto the one-dimensional
linearsubspacele nedby € (i.e., x/ eandy, €), thewithin-
classscattelis minimizedandthebetween-classcattemax-
imized. For the purpose®f patternrecognition,sucha pro-
jectionis clearly desirableasit simultaneouslyeduceghe
dimensionalityof the dataandpreseresdiscriminability.
Oncethe FLD projectionaxis is determinedfrom the
trainingset,anovel exemplar z, from thetestingsetis clas-
sied by rst projectingonto the samesubspacez’e. In
the simplestcase the classto which this exemplarbelongs
is determinedvia a simplethreshold.In the caseof a two-
classFLD, we are guaranteedo be ableto projectontoa
one-dimensionasubspacdi.e., therewill be at mostone
non-zeroeigervalue). In the caseof a N -classFLD, the
projectionmay be onto ashigh asa N  1-dimensional
subspace.A two-classFLD is employedhereto classify
imagesaseithercontainingor notcontaininga hiddenmes-
sage. Eachimageis characterizedy its featurevectoras
describedn the previoussection.

4. RESULTS

Shawvnin Fig. 1 areseveralexamplestakenfrom adatabase
of naturalimages®. Each8-bit perchannelRGB imageis

2lmagesweredownloadedrom: philip.greenspun.com andre-

producecherewith permissiorfrom Philip Greeenspun.



Fig. 1. Sampleémages.

croppedto a central640 480 pixel area. Statisticsfrom
1,800 suchimagesare collectedas follows. Eachimage
is rst corvertedfrom RGB to gray-scalg(gray = 0:299R
+ 0:587G + 0:114B). A four-level, three-orientatiorQMF
pyramidis constructedor eachimage,from which a 72-
length feature vector of coefcient and error statisticsis
collected,Section2. To reducesensitvity to noisein the
linear predictor only coefcient magnitudesgreaterthan
1.0 are considered. The training set of “no-stey” statis-
tics comesfrom either1,800JPEGimages(quality  75),
1,800GIF images(LZW compression)or 1,800 TIFF im-
ages(no compression)The GIF andTIFF imagesarecon-
vertedfrom their original JPEGformat.
Messagesreembeddednto JPEGimagesusingeither
Jstg® or OutGues$ (run with (+) andwithout ( ) statis-
tical correction). Jstgg and OutGuessaretransform-based
systemghatembedmnessageby modulatingthe DCT coef-
cients. Uniqueto OutGuesss a techniquefor embedding
into only one-halfof the redundanbits andthenusingthe
remainingredundanbitsto presere the rst-order distribu-
tion of DCT coefcients [12]. Messagegsreembeddednto
GIF imagesusing EzStgo® which modulateshe leastsig-
ni cant bits of the sortedcolor paletteindex. Messagesire
embeddednto the TIFF imagesusinga genericLSB em-
beddingthatmodulategheleast-signi cantbit of arandom
subsebf the pixel intensities.In eachcase amessageon-
sistsof an n pixel (n 2 [32;256) centralportion of a
randomimagechosenfrom the sameimagedatabase Af-
terthemessagés embeddednto the coverimage thesame
transformationdecompositionand collection of statistics

3Jstegv4, by DerekUphamijis availableat ftp.funet.fi
4OutGuessby Niels Prows, is availableat www.outguess.org
5EZStegoby Romanaviachadojs availableat www.stego.com

Embedding Messsage JPEG GIF TIFF

Jstg 256 256 94.0 - -
Jsteg 128 128 95.7 - -
Jsteg 64 64 95.3 - -
Jsteg 32 32 51.7 - -
OutGuess 256 256 92.8 - -
OutGuess 128 128 63.4 - -
OutGuess 64 64 27.7 - -
OutGuess 32 32 5.9 - -
OutGuess 256 256 74.4 - -
OutGuess 128 128 41.4 - -
OutGuess$ 64 64 14.0 - -

OutGuess 32 32 4.1 - -

EzStgo 194 194 - 45.2 -
EzStgo 128 128 - 13.8 -
EzStgo 64 64 - 2.9 -
EzStgo 32 32 - 1.6 -
LSB 194 194 - - 42.3
LSB 128 128 - - 16.8
LSB 64 64 - - 2.8
LSB 32 32 - - 1.3

Table 1. Classi cation accurag (percent)with lessthan
1%falsepositivesfor varyingmessagsizes(the maximum
messagsizefor EzStgo andLSBis 194 194).

asdescribedabove is performed.

The two-classFLD, Sectiong3, is trainedseparatelyto
classifythe JPEG GIF andTIFF embeddingsin eachcase,
thetraining setconsistsof the 1,800"no-stey” images,and
a randomsubsetof 1,800"“steg” imagesembeddedeither
with OutGuess, EzStego or LSB, andwith varying mes-
sagesizes.® For eachclassi er, the FLD projectionaxis
and a threshold,yielding a 1% false-positve rate,is x ed
andthenusedto classifyall of theremainingpreviously un-
seenstgg imagesof the sameformat, Table 1. In thistable,
thethird through fth columnscorrespondo theJPEG GIF
andTIFF classi ers,respectiely. Notethatthe JPEGclas-
si er generalizego the differentembeddingprogramsnot
previously seerby theclassi er. In generakeachimagefor-
mat,andpossiblyeachclassof embeddinglgorithms,will
requireseparatérainingto learntherelevant statisticalde-
viations.

5. DISCUSSION

Messagesanbeembeddedhto digital imagesin waysthat
areimperceptibleto the humaneye, andyet, thesemanipu-
lationscansigni cantly alterthe underlyingstatisticsof an

60utGuesss runwith unlimitediterationsto nd thebestembedding.
OutGuessmposedimits onthemessagsize,sonotall imageswereable
tobeusedor cover Thisis signi cant only for messagsizesof 256 256,
wherelessthan300stegimagesweregenerated.



image. To detectthe presencef hiddenmessagea model
basedn higherorderstatisticiakenfrom amulti-scalede-
compositiorhasbeenemployed.This modelincludesbasic
coefcient statisticsaswell aserror statisticsfrom anopti-
mallinearpredictorof coefcient magnitude Thesehigher
orderstatisticsappeaito capturecertainpropertiesof “nat-
ural” imagesandmoreimportantly, thesestatisticsaresig-
ni cantly alteredwhena messagés embeddedwvithin an
image. This makesit possibleto detect,with a reasonable
degreeof accuray, the presencef hiddenmessagem dig-
ital images. To avoid detection,of course,one needonly
embeda small enoughmessagehat doesnot signi cantly
disturbtheimagestatistics.

Thereare sevseral directionsthat canbe exploredin or-
der to improve detectionaccurag. The particularchoice
of statisticsis somevhat ad hoc, assuchit would be ben-
e cial to choosea setof statisticsthat optimize detection
rates.However cornvenient,FLD analysisis linear, andde-
tection rateswould almostcertainly bene t from a more
e xible non-linearclassi cation scheme. The indiscrimi-
nantcomparisorof imagestatisticsacrossall imagescould
bereplacedvith aclass-basednalysiswhere for example,
indoor and outdoorscenesare comparedseparately And
lastly, althoughonly testedon images thereis no inherent
reasonwhy the approacheslescribecherewould not work
for audio signalsor video sequencesarbitraryimage le
formats,or otherhiding algorithms.

Onebene t of thehigherordermodelsemployecdhereis
thatthey arenotasvulnerableto counterattackghatmatch
rst-order statisticaldistributionsof pixel intensityor trans-
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ings of InformationHiding, First International\Work-
shop CambridgeUK, 1996.

[9] D. Kersten. Predictabilityandredundang of natural
images.Journal of the Optical Societyof AmericaA,
4(12):2395-2080,1987.

[10] G. Krieger, C. ZetzscheandE. Barth. Higherorder
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[11] E.A.R PetitcolasR.J.AndersonandM.G. Kuhn. In-
formationhiding - asurnwey. Proceeding®fthe IEEE,
87(7):1062-1@8,1999.

[12] N. Provos. Defendingagainststatistical steganaly-
sis. In 10th USENIXSecuritySymposiumWashing-
ton,DC, 2001.

[13] N.ProvosandP. Honeyman.Detectingsteganographic
contenton theinternet. TechnicalReportCITI 01-1a,
Universityof Michigan,2001.

[14] R.RinaldoandG. Calvagno. Imagecodingby block
predictionof multiresolutionsubimages|EEE Trans-
actionson ImageProcessing4(7):909-9201995.

[15] D.L. Rudermanand W. Bialek. Statisticsof natu-
ral image: Scalingin the woods. Phys.Rev. Letters
73(6):814-8171994.

form coefcients. It is possiblehowever, thatcountermeasures [16] J. Shapiro. Embeddedmage coding using zerotrees

will bedevelopedthatcanfoil thedetectionrschemeutlined
here.The developmentof suchtechniquewill in turnlead
to betterdetectionschemesandsoon.
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