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SteganalysisUsing Higher-Order ImageStatistics
Siwei Lyu, StudentMember, IEEE, andHany Farid, Member, IEEE

Abstract— Techniquesfor information hiding (steganography)
are becoming increasingly more sophisticated and widespread.
With high-resolution digital images as carriers, detecting hid-
den messagesis also becoming considerably more dif�cult. We
describe a universal approach to steganalysisfor detecting the
presenceof hidden messagesembeddedwithin digital images.We
show that, within multi-scale,multi-orientation imagedecomposi-
tions (e.g., wavelets),�rst- and higher-order magnitudeand phase
statisticsare relatively consistentacrossa broad range of images,
but are disturbed by the presenceof embeddedhidden messages.
We show the ef�cacy of our approach on a large collection
of images, and on eight differ ent steganographic embedding
algorithms.

I . INTRODUCTION

Thegoalof steganographyis to embedwithin an innocuous
looking cover medium (text, audio, image, video, etc.) a
messageso that casual inspectionof the resulting medium
will not reveal the presenceof the message(see,e.g.,[1]–[4]
for generalreviews). For example,with plain text as a cover
medium,aGermanspy, duringWorld War I, sentthefollowing
message:

Apparentlyneutral'sprotestis thoroughlydiscounted
and ignored. Ismanhard hit. Blockadeissueaffects
pretext for embargo on by-products,ejecting suets
and vegetableoils.

which uponcasualinspectionseemsfairly harmless.Whenthe
secondletter of eachword is extracted,however, this text is
seento be a carrier for the following message:

Pershingsails from NY June1.
With the advent of the Internetand the broaddissemination
of largeamountsof digital media,digital imageshave become
a popular cover medium for steganographytools. At the
time of this paper's publication there are more than 100
freely available steganographysoftware tools for embedding
messageswithin digital images.In addition to being nearly
ubiquitouson mostweb pages,digital imagesarewell suited
as a cover medium. An uncompressedcolor image of size
640 � 480, for example, can hide approximately100; 000
charactersof text. A simplemethodfor embeddinga message
into a digital imageis to changethe leastsigni�cant bit (LSB)
of the image pixels, so that the LSB of consecutive pixels
encodea message.In sodoing,theperceptualdistortionto the
cover imageis nearly negligible and unlikely to be detected
by simplevisual inspection.

It is not surprisingthat with the emergenceof steganogra-
phy, that the developmentof a counter-technology, steganal-
ysis, has also emerged (see [5] for a review). The goal of
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steganalysisis to determineif an image (or other carrier)
containsan embeddedmessage.As this �eld hasdeveloped,
determining the length of the message[6] and the actual
contentsof the messageare also becomingan active area
of research.Current steganalysismethodsfall broadly into
one of two categories: embeddingspeci�c (e.g., [7]–[12])
or universal (e.g., [13]–[17]). While universal steganalysis
attemptsto detectthe presenceof an embeddedmessagein-
dependentof theembeddingalgorithmand,ideally, the image
format, embeddingspeci�c approachesto steganalysistake
advantageof particularalgorithmic detailsof the embedding
algorithm.Given the ever growing numberof steganography
tools, universalapproachesare clearly necessaryin order to
performany type of generic,large-scalesteganalysis.

We have previously describeda universal approach to
steganalysis.Speci�cally, in [18], we showed how a sta-
tistical model based on �rst- and higher-order magnitude
statistics extracted from a wavelet decomposition,coupled
with a linear discriminantanalysis(LDA), could be usedto
detectsteganographyin grayscaleimages.In [13], we replaced
the LDA classi�er with a non-linearsupportvector machine
(SVM), affordingbetterclassi�cationaccuracy. And in [19] we
extendedthestatisticalmodelto color images,anddescribeda
one-classSVM that simpli�ed the trainingof theclassi�er. In
this culminatingpaperwe summarizetheseresultsandextend
the statisticalmodel to include phasestatistics.We show the
ef�cacy of our approachon a large collectionof images,and
on eight different steganographyembeddingalgorithms.We
examinethegeneralsensitivity androbustnessof our approach
to messagesize, false-positive rate, JPEGcompression,the
speci�c componentsof the statistical model, cover image
format, and to the choiceof classi�er.

I I . STATISTICAL MODEL

The decompositionof imagesusing basis functions that
are localized in spatial position, orientation and scale
(e.g.,wavelets)have proven extremely useful in imagecom-
pression,imagecoding,noiseremoval and texture synthesis.
One reason is that such decompositionsexhibit statistical
regularitiesthat canbe exploited.From suchdecompositions,
our statisticalmodelextracts�rst- andhigher-ordermagnitude
and phase statistics. Before describing the details of this
model,we motivateour choiceof imagerepresentationsover
others.

A. Choosingan Image Representation

At the coreof our statisticalmodel is the choiceof decom-
posingimagesusingbasisfunctionsthatarelocalizedin spatial
position, orientation and scale.There are, of course,many
other possiblerepresentationsto choosefrom. The simplest
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Fig. 1. Shown in the®rst columnarea pair of imageswith identicalintensity
histograms(bottompanel).Shown in the secondcolumnarea pair of images
with identicalFourier magnitudes(bottompanel).

representation,for example,would be a pixel-basedapproach,
wheretherepresentationis simply theoriginal intensityvalues.
In this representationan n � n grayscaleimageis considered
asa point in a n2-dimensionalspace,wherethe i th coordinate
is determinedby the intensity value of the i th pixel (a color
RGB image is representedby a point in a 3n2-dimensional
space).From sucha representation,the most standardmodel
is basedon the histogramof intensity values.Shown in the
�rst column of Fig. 1 are two imageswith exactly the same
intensityhistograms(bottompanel).This exampleshows that
sucha pixel-basedrepresentationis not suf�ciently powerful
to even discriminatebetweenan imageanda noisepattern.

Another popular representationis that basedon a global
Fourier decomposition.In this representation,an image is
representedasa sumof sinesandcosinesof varyingfrequency
and orientation: F (! x ; ! y ) =

P
x

P
y I (x; y)e� j ( ! x x + ! y y) ,

where I (x; y) is a grayscaleimage, and F (! x ; ! y ) is its
Fourier transform(eachchannelof a color imageis indepen-
dently representedin the sameway). It has been observed
that the power spectrum,jF (! x ; ! y )j of natural imagesare
oftenwell modeledwith anexponentialfall-off: jF (! x ; ! y )j �
(! 2

x + ! 2
y )� p, wheretheexponentp determinesthe rateof the

fall-off [20]. Shown in the right columnof Fig. 1 aretwo im-
ageswith exactly thesameFouriermagnitude(bottompanel).
This exampleshows that sucha Fourier-basedrepresentation
is not suf�ciently powerful to discriminatebetweenan image
anda “fractal-like” pattern.

The pixel- and Fourier-basedrepresentationsare, in some
ways,at oppositeendsof a spectrumof representations.The
basisfunctionsfor thepixel-basedrepresentationareperfectly
localizedin space,but are in�nite in termsof their frequency
coverage.On theotherhand,thebasisfunctionsfor a Fourier-

space frequency

(a)

(b)

(c)

Fig. 2. Shown are1-D spaceandfrequency (magnitude)representationsof
(a) pixel, (b) Fourier, and(c) wavelet-like basisfunctions.

basedrepresentationare perfectly localizedin frequency, but
are in�nite in the spatialdomain.Imagerepresentationswith
basisfunctionspartially localizedin bothspaceandfrequency
(e.g.,wavelets),offer a compromisebetweentheserepresen-
tations,Fig. 2. As a result,theserepresentationsaregenerally
betterthanpixel- or Fourier-basedrepresentationsat capturing
local imagestructure.To this end,we employ a wavelet de-
compositionanda local angularharmonicdecompositionfrom
which we extract a statisticalfeaturevectorfor differentiating
betweenclean and stego images.We empirically show that
theserepresentationsandsubsequentstatisticalmeasurements
capturecertainfundamentalpropertiesof an imagewhich are
disturbedin the presenceof steganography.

B. Image Representation

We describetwo imagedecompositionsthat localizeimage
structurein both spaceand frequency – a wavelet decompo-
sition anda local angularharmonicdecomposition.From the
former we extract magnitudestatisticsand from the latter we
extract phasestatistics.

1) WaveletDecomposition:The imagedecompositionem-
ployed here is basedon separablequadraturemirror �lters
(QMFs)[21]–[23]. Wechoosethisspeci�c decompositionover
moretraditionalwavelets(e.g.,Haaror Daubechies)because,
unlike otherwavelets,QMFs minimize spatialaliasingwithin
thedecompositionsubbands.On theotherhand,QMFsdo not
afford perfect reconstructionof the original image – though
reconstructionerrors can be minimized with a careful �lter
design[23].

The separableQMFs consistof a pair of one-dimensional
low-pass,l (�), and high-pass,h(�), �lters. The �rst scaleof



3

the decomposition,consistingof a vertical, horizontal, and
diagonal subband,is generatedby convolving each color
channel,c 2 f r; g; bg, of the intensity image,I c(x; y), with
these�lters:

V c
1 (x; y) = I c(x; y) ? h(x) ? l (y); (1)

H c
1(x; y) = I c(x; y) ? l (x) ? h(y); (2)

and

D c
1(x; y) = I c(x; y) ? h(x) ? h(y); (3)

where ? is the convolution operator. Subsequentscalesare
generatedby creatinga low-passsubband:

L c
1(x; y) = I c(x; y) ? l (x) ? l (y); (4)

which is down-sampledby a factorof two and �ltered in the
sameway asabove, to yield V c

2 (x; y), H c
2(x; y), D c

2(x; y) and
L c

2(x; y). This entire processis repeatedto createas many
scales,V c

i (x; y), H c
i (x; y), D c

i (x; y) andL c
i (x; y), asdesired,

or as is possiblegiven the imagesize. Shown in Fig. 3, for
example,is a three-scaleQMF decomposition.

2) Local Angular HarmonicDecomposition:It is possible
to modellocal phasestatisticsfrom a complex waveletdecom-
postion[24], affording a uni�ed underlyingimagerepresenta-
tion with thewaveletdecompositiondescribedin theprevious
section.Wehavefound,however, thata localangularharmonic
decomposition(LAHD) affords more accurateestimatesof
localphase[25]. TheLAHD decomposeslocal imagestructure
by projectingontoa setof angularFourierbasisfunctions.The
pth -orderLAHD, a two-dimensionalcomplex valuedquantity,
is given by:

Ac
p(x; y) =

Z

r

Z

�
I c

x;y (r; � )g(r )ej p� drd� ; (5)

where j =
p

� 1, g(r ) is an integrable radial function, and
I c

x;y (r; � ) is the polar parameterizationof the color channel,
c 2 f r; g; bg, centeredat location(x; y).

The pth -order LAHD can be computedef�ciently by con-
volving the image with derivatives of a differentiableradial
�lter (e.g.,a Gaussian):

Ac
p(x; y) = I c(x; y) ?

 
pX

k=0

�
p
k

�
j p� k @pG(x; y)

@xk @yp� k

!

: (6)

For example:

A c
1(x; y) = I c(x; y) ?

�
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�
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�
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Note that,aswith thebasisfunctionsof theprevioussection,
thesebasisfunctions,sumsof derivativesof a low-pass�lter ,
arealso localizedin spaceandfrequency.

C. MagnitudeStatistics

Given the QMF decompositiondescribedin SectionII-B.1,
the �rst componentof the statisticalmodel is composedof
the mean, variance,skewnessand kurtosis of the subband
coef�cients at eachorientation,scaleandcolor channel.While
thesestatisticscharacterizethe basiccoef�cient distributions,
they are unlikely to capturethe strongcorrelationsthat exist
acrossspace,orientation,scaleandcolor. For example,edges
tend to extend spatially and acrossmultiple scales.As such,
if a large coef�cient is found in a horizontal subband,then
it is likely that its left and right spatial neighborsin the
samesubbandwill also have a large value.Similarly, a large
coef�cient at scale i might indicate a large value for its
“parent” at scalei + 1.

In order to capturesome of thesehigher-order statistical
correlations,we collecta secondsetof statisticsthatarebased
ontheerrorsin a linearpredictorof coef�cient magnitude[26].
For thepurposeof illustration,consider�rst a verticalbandof
the greenchannelat scalei , V g

i (x; y). A linear predictorfor
themagnitudeof thesecoef�cients in a subset1 of all possible
spatial,orientation,scale,andcolor neighborsis given by:

jV g
i (x; y)j = w1jV g

i (x � 1; y)j + w2 jV g
i (x + 1; y)j

+ w3jV g
i (x; y � 1)j + w4 jV g

i (x; y + 1)j

+ w5jV g
i (x=2; y=2)j + w6 jD g

i (x; y)j

+ w7jD g
i +1 (x=2; y=2)j + w8 jV r

i (x; y)j

+ w9jV b
i (x; y)j; (7)

wherej � j denotesabsolutevalueandwk aretheweights.This
linear relationshipcanbeexpressedmorecompactlyin matrix
form as:

~v = Q ~w; (8)

where~v containsthecoef�cient magnitudesof V g
i (x; y) strung

out into a column vector, and the columnsof the matrix Q
contain the neighboringcoef�cient magnitudesas speci�ed
in Equation(7), and ~w = (w1 ::: w9)T . Only magnitudes
greaterthan1 areconsidered,with the intensityvaluesin the
range[0; 255]. Low magnitudecoef�cients are ignoredwhen
constructingthe linear predictor becausewe expect them to
be less predictablefrom their neighbors,and thereforeless
informative in capturingstatisticalregularities.Theweights ~w
are determinedby minimizing the following quadraticerror
function:

E( ~w) = [~v � Q ~w]2: (9)

Thiserrorfunctionis minimizedby differentiatingwith respect
to ~w:

dE( ~w)
d~w

= 2QT (~v � Q ~w); (10)

settingthe resultequalto zero,andsolving for ~w to yield the
least-squaresestimate:

~w = (QT Q) � 1QT ~v: (11)

1The particular choice of neighborswas motivated by the observations
of [26] andmodi®edto includenon-casualneighbors.
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Fig. 3. A three-scale,three-orientationdecompositionof the greenchannelof the image shown to the left. Shown are, starting from the lower-left and
moving counter-clockwise,the horizontal,diagonal,andvertical subbandsat eachof threescales,with the residuallow-passsubbandin the upperleft corner.

Given the large numberof constraints(oneper pixel) in only
nine unknowns, it is generallysafeto assumethat the 9 � 9
matrix QT Q will be invertible.

Given the linear predictor, the log error betweenthe actual
coef�cient and the predictedcoef�cient magnitudesis:

~p = log(~v) � log(jQ ~wj); (12)

where the log(�) is computed point-wise on each vector
component.It is from this error that additionalstatisticsare
collected,namelythe mean,variance,skewnessandkurtosis.
This processis repeatedfor scalesi = 1; :::; n � 1, and for
thesubbandsV r

i andV b
i , wherethe linearpredictorsfor these

subbandsareof the form:

jV r
i (x; y)j = w1jV r

i (x � 1; y)j + w2 jV r
i (x + 1; y)j

+ w3jV r
i (x; y � 1)j + w4 jV r

i (x; y + 1)j

+ w5jV r
i (x=2; y=2)j + w6 jD r

i (x; y)j

+ w7jD r
i +1 (x=2; y=2)j + w8 jV g

i (x; y)j

+ w9jV b
i (x; y)j; (13)

and

jV b
i (x; y)j = w1jV b

i (x � 1; y)j + w2jV b
i (x + 1; y)j

+ w3jV b
i (x; y � 1)j + w4jV b

i (x; y + 1)j

+ w5jV b
i (x=2; y=2)j + w6jD b

i (x; y)j

+ w7jD b
i +1 (x=2; y=2)j + w8 jV r

i (x; y)j

+ w9jV g
i (x; y)j: (14)

A similar processis repeatedfor the horizontalanddiagonal
subbands.As an example,the predictorfor the greenchannel

takes the form:

jH g
i (x; y)j = w1 jH g

i (x � 1; y)j + w2 jH g
i (x + 1; y)j

+ w3 jH g
i (x; y � 1)j + w4 jH g

i (x; y + 1)j

+ w5 jH g
i (x=2; y=2)j + w6jD g

i (x; y)j

+ w7 jD g
i +1 (x=2; y=2)j + w8jH r

i (x; y)j

+ w9 jH b
i (x; y)j; (15)

jD g
i (x; y)j = w1 jD g

i (x � 1; y)j + w2jD g
i (x + 1; y)j

+ w3 jD g
i (x; y � 1)j + w4jD g

i (x; y + 1)j

+ w5 jD g
i (x=2; y=2)j + w6jH g

i (x; y)j

+ w7 jV g
i (x; y)j + w8jD r

i (x; y)j

+ w9 jD b
i (x; y)j: (16)

For the horizontal and diagonalsubbands,the predictor for
the red andblue channelsaredeterminedin a similar way as
was donefor the vertical subbands,Equations(13)-(14).For
eachoriented,scaleandcolor subband,a similar error metric,
Equation(12),anderror statisticsarecomputed.

For a decompositionwith scalesi = 1; :::; n, the total
numberof basiccoef�cient statisticsis 36(n � 1) (12(n � 1)
per color channel),and the total numberof error statisticsis
also36(n � 1), yielding a total of 72(n � 1) statistics.These
statisticsform the �rst half of the featurevectorto be usedto
discriminatebetweencleanandstego images.

D. PhaseStatistics

Given the local angularharmonicdecomposition(LAHD)
of SectionII-B.2, a measureof relative phase,as described
in [25], is computedas follows:

� c1 ;c2
p;q (x; y) = 6 f [Ac1

q (x; y)]p ; [Ac2
p (x; y)]qg; (17)
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where 6 f :; :g is the angle betweentwo complex numbers,
and c1; c2 2 f r; g; bg. From the relative phase,the following
rotationinvariantsignature,asdescribedin [25], is computed:

sc1 ;c2
p;q (x; y) =

p
jAc1

q (x; y)jjAc2
p (x; y)j

� exp(j � c1 ;c2
p;q (x; y)) ; (18)

wherej � j denotesmagnitudeand j =
p

� 1.
From the 1st - through N th -order LAHDs, 6N (N � 1)

signaturesare collectedfrom within and acrosscolor chan-
nels (thereare N (N � 1)=2 combinationsof LAHD orders,
6 orderedcombinationsof color channels,and 2 statistics
per combination,yielding 6N (N � 1)). The phasestatistics
are collectedfrom the two-dimensionaldistribution of these
signaturesin the complex plane.Speci�cally, assumingzero-
meandata,we considerthe covariancematrix:

M c1 ;c2
p;q =

�
m11 m12

m21 m22

�
; (19)

where:

m11 =
1
S

X

x;y

< (sc1 ;c2
p;q (x; y))2 (20)

m12 =
1
S

X

x;y

< (sc1 ;c2
p;q (x; y))= (sc1 ;c2

p;q (x; y)) (21)

m22 =
1
S

X

x;y

= (sc1 ;c2
p;q (x; y))2 (22)

m21 = m12; (23)

whereS is the total numberof signatures,and< (�) and= (�)
correspondto therealandimaginarycomponentsof acomplex
quantity. The structureof this covariancematrix is captured
by the measures:

� 1 =
min(m11; m22)
max(m11; m22)

; (24)

and,

� 2 =
m12

max(m11; m22)
: (25)

Consideringthis distribution asa scaledandrotatedGaussian
distribution, the�rst measurecorrespondsto therelativescales
along the minor and major axes, and the secondof these
measuresto the orientationof the distribution.

In order to capturethesephasestatisticsat variousscales,
this entireprocessis repeatedfor several levels of a Gaussian
pyramid decompositionof the image [27]. Thesestatistics
form the secondhalf of the feature vector to be used to
discriminatebetweencleanandstego images.

E. Summary

Herewesummarizetheconstructionof thestatisticalfeature
vector from a color (RGB) image.

1) Build a n-level, 3-orientationQMF pyramid for each
color channel,Equations(1)-(4).

2) For scalesi = 1; : : : ; n � 1 and for orientationsV , H
and D, acrossall three color channels,c 2 f r; g; bg,
computethe mean,variance,skewness,and kurtosisof
thesubbandcoef�cients. This yields36(n � 1) statistics.

3) For scalesi = 1; : : : ; n � 1, and for orientationsV, H
and D, acrossall three color channels,c 2 f r; g; b]g,
build a linear predictorof coef�cient magnitude,Equa-
tion (11). Fromtheerror in thepredictor, Equation(12),
compute the mean, variance,skewness,and kurtosis.
This yields 36(n � 1) statistics.

4) Build an-level Gaussianpyramidfor eachcolorchannel.
For eachlevel of thepyramid,computethe1st - through
N th -order LAHD, Equation(6). Computethe relative
phases,Equation (17). Computethe rotation invariant
signature,Equation(18), acrossall color channelsand
LAHD orders,from which thecovariancematrix, Equa-
tion (19), andsubsequentphasestatisticsare extracted,
Equation(24) and(25). This yields 6N (N � 1)n statis-
tics.

I I I . CLASSIFICATION

From the measuredstatisticsof a training setof cleanand
stego images,the goal is to determinewhethera test image
containsa hiddenmessage.To this end, we employ support
vector machines(SVM) [28]–[30]. In the next section,we
considerthe effectivenessof linear, non-linearand one-class
SVMs – see[13], [19] for the full detailson the construction
of theseclassi�ers.

IV. RESULTS

We have collected 40; 000 natural images2. These color
imagesspana rangeof indoor andoutdoorscenes,areJPEG
compressedwith an averagequality of 90%, and typically
are 600� 400 pixels in size (on average,85:7 kilobytes).To
contendwith slight variationsin imagesize,only the central
256� 256region of eachimagewasconsideredin theanalysis.
Statistics,asdescribedin SectionII, werecollectedfrom each
image,yieldinga432-D featurevectorof magnitudeandphase
statistics. For the magnitudestatistics, a four-level, three-
orientationQMF pyramid wasconstructedusing9-tap �lters,
from which 108marginaland108errorstatisticsarecollected.
For the phasestatisticsa three-level Gaussianpyramid was
constructed(using the 5-tap binomial �lter [1 4 6 4 1]=16),
from which the 1st - through4th -orderLAHDs arecomputed,
to yield 216 phasestatistics3.

Next, 40; 000 stego imageswere generatedby embedding
messagesof varioussizesinto thefull-resolutioncover images.
Themessagesconsistedof centralregionsof randomlychosen
imagesfrom thesameimagedatabasewith sizes6:0, 4:7, 1:2,
0:3 kilobytes(K), correspondingto 100%, 78%, 20% and5%
of total covercapacity. Thetotal covercapacityis de�ned to be
the maximumsizeof a messagethat canbe embeddedby the
embeddingalgorithm.Sincethis quantitywill vary depending
on the cover image,we computethe averagecapacityacross
1; 000 cover images.The steganographycapacityis then the

2All naturalimagesweredownloadedfrom www.freefoto.com- all images
werephotographedwith a rangeof different ®lms, cameras,and lenses,and
digitally scanned.

3SincetheN th -orderLAHD requiresanN th -orderdiscretederivative, the
computationof higher-order LAHDs requiressimilarly higher-order deriva-
tives. While computinghigher-order discretederivatives can be challenging,
we ®nd that we areable to computestableLAHDs up to 4th -order.
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ratio betweenthe sizeof the embeddedmessageandthe total
cover capacity. Messageswere embeddedusing Jsteg [31],
Outguess[32], Steghide [33], Jphide[34] and F5 [35]. Each
stego image was generatedwith the samequality factor as
the original cover image so as to minimize double JPEG
compressionartifacts.The samestatistical featurevector as
describedabove was computedfrom the central 256 � 256
region of each stego image. In all of the results presented
below, 32; 000of thecleanandstego imageswereusedto train
a SVM, andthe remaining8; 000 imageswereusedin testing
– throughout,resultsfrom the testingstagearepresented.

Shown in Fig. 4 is the detectionaccuracy for eachof � ve
steg embeddingprograms,four differentmessagesizes,andfor
the following typesof SVMs (a) linear, (b) non-linear(RBF
kernel) and (c) one-classwith six hyperspheres(fewer hy-
perspheresled to poor generalization,andmorehyperspheres
led to over-�tting). All SVM parameterswere optimizedby
a grid searchthat optimized the SVM training and testing
accuracy. Speci�cally, the classi�er was trained on 30; 000
coverand30; 000stego images,andthentestedon2; 000cover
and2; 000stego images.After this searchwascompleted,the
parametersetresultingin thebestperformance,while keeping
the false positive rate �x ed, was usedas the starting point
for the next round of training that reducedthe granularity
of the parametersearch.The left-most gray bar in Fig. 4
correspondsto the detectionaccuracy of cleanimageswhich
is, on average,greaterthan 99:0% (the false-positive rate, a
cleanimageincorrectly classi�ed as stego, is 100 minus this
value).For the linear SVM, the averagedetectionaccuracy is
44:7%, 26:7%, 11:2% and1:0% for embeddingsat capacities
100%, 78%, 20% and5%, with a maximum/minimumdetec-
tion accuracy of 61:4%=31:1%, 31:2%=16:5%, 12:3%=8:3%,
and 2:3%=0:3%. For the non-linearSVM4, the averagede-
tection accuracy is 78:2%, 64:5%, 37:0% and 7:8% with
a maximum/minimumdetectionaccuracy of 91:1%=66:4%,
76:4%=51:8%, 43:2%=31:3% and 11:2%=4:8%. For the one-
classSVM4, the averagedetectionaccuracy is 76:9%, 61:5%,
30:3% and 5:4%, with a maximum/minimumdetectionac-
curacy of 92:4%=64:4%, 79:6%=49:2%, 42:3%=15:8% and
8:9%=2:7%. Thenon-linearSVM givesaclearbene�t over the
linearSVM, while theone-classSVM resultsin only a modest
degradationin detectionaccuracy, while affording a simpler
training stage.For point of comparison,the results for the
non-linearSVM (Fig. 4(b)) are annotatedwith the detection
accuracy for the linear SVM (Fig. 4(a)), and the detection
accuracy for theone-classSVM (Fig. 4(c)) areannotatedwith
the detectionaccuracy for the non-linearSVM (Fig. 4(b)).

Shown in Fig. 5(a) is the detectionaccuracy for a non-
linear SVM4 with a classi�cation accuracy of 99:9% (0:1%
false-positive rate).The averagedetectionaccuracy is 70:7%,
56:5%, 27:7% and3:9% for embeddingsat capacities100%,
78%, 20% and 5%, with a maximum/minimum detection
accuracy of 86:3%=58:3%, 71:2%=42:1%, 37:8%=14:6% and
7:1%=1:3%. For point of comparison,theseresults are an-
notatedwith the detectionaccuracy for the non-linearSVM

4LIBSVM[36], with a radialbasiskernel,wasusedastheunderlyingSVM
algorithm.
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(b) Non-linearSVM
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(c) One-classSVM
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Fig. 4. Classi®cationaccuracy for (a) linear, (b) non-linear, and(c) one-class
SVMs. The left-mostgray bar correspondsto the classi®cationaccuracy (the
false-positive rate,a cleanimageclassi®edasstego, is 100 minusthis value).
Eachgroup of four barscorrespondsto different steg embeddingprograms
(jsteg (js); outguess(og); steghide(sh); jphide(jp); andF5 (f5)). Thenumeric
valueson thehorizontalaxescorrespondto themessagesize(asa percentage
of cover capacity).For point of comparison,the dotsin panel(b) correspond
to the detectionaccuracy of panel (a); and the dots in panel (c) correspond
to the detectionaccuracy of panel(b).
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with a 99:0% detectionaccuracy (1:0% false-positive rate),
Fig. 4(b). Notethatanorderof magnitudelower false-positive
rate results in a relatively small degradation in detection
accuracy.

Shown in Fig. 5(b) is thedetectionaccuracy for a non-linear
SVM4 trained on JPEGimageswith quality factor 90 (left)
or 70 (right) and then testedon JPEGimageswith quality
90 and 70. The classi�er trainedand testedon imageswith
quality factor 90, and a messageembeddedat a capacityof
20%, achieves an averagedetectionaccuracy of 64:5% with
a classi�cation accuracy of 98:8% (1:2% false-positive rate).
Whentestedon imagesof quality factor70, thissameclassi�er
achievesan averagedetectionaccuracy of 77:0%. This higher
accuracy seems,at �rst glance,to be a bit puzzling,but note
that the classi�cation accuracy decreasesto 77:4% (22:6%
false-positive rate),renderingthis classi�er largely uselessfor
imagequalitiesother than thosenear to the training images.
The classi�er trainedandtestedon imageswith quality factor
70 achieves an averagedetectionaccuracy of 54:4% with a
classi�cation accuracy of 98:8% (1:2% false-positive rate).
Whentestedon imagesof quality factor90, thissameclassi�er
achieves an averagedetectionaccuracy of only 19:2%, with
a classi�cation accuracy of 91:3% (8:7% false-positive rate),
againrenderingthis classi�er largely uselessfor imagequal-
ities other than thosenear to the training images.For point
of comparisonthe dots on the left-most bars correspondto
testing on quality factor 70 after training on quality factor
90, and the dots on the right-mostbarscorrespondto testing
on quality factor90 after training on quality factor70. These
resultsshow that our classi�ersdo not generalizewell to new
JPEGquality factors,but that individually trainedclassi�ers,
on several JPEG quality factors,are able to detect steg in
carrier imagesof varying compressionfactors.

Shown in Fig. 5(c), from left to right, is thedetectionaccu-
racy for a non-linearSVM4 trainedwith magnitudemarginal
statisticsonly, magnitudeerror statisticsonly, phasestatistics
only, and magnitudemarginal and error statistics.For point
of comparison,the dots correspondto a non-linear SVM
trained on the completeset of statistics.Theseresultsshow
that the combinedmagnitudeandphasestatisticsprovide for
betterdetectionaccuracy than only a subsetof the statistics.
The phasestatistics,however, provide only an incremental
improvement in overall accuracy – see below for a further
discussionon this.

While the previous results were based on JPEG cover
images,theresultspresentednext arefor TIFF andGIF format
images(convertedfrom their original JPEGformat – perfor-
manceon thesepreviously compressedimagesmay not be
perfectly representative of true TIFF or GIF images).For the
TIFF cover images,messageswereembeddedusinga generic
least signi�cant bit (LSB) algorithm. Thesemessageswere
of sizes84:6K , 75:0K , 18:8K and 4:6K correspondingto
embeddingcapacitiesof, approximately, 100%, 89%, 22%and
5%. For theGIF coverimages,messageswereembeddedusing
EZStego [37]. Thesemessageswere of sizes26:2K , 22:7K ,
6:7K and 1:6K correspondingto embeddingcapacitiesof,
approximately, 100%, 85%, 25% and6%. Shown in Fig. 6 is
thedetectionaccuracy for non-linearSVMs4 separatelytrained

(a) False-positive
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(b) JPEGcompression
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(c) Statisticalfeatures
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Fig. 5. Classi®cationaccuracy for (a) a non-linearSVM with 0:1% false-
positives. For point of comparison,the dots correspondto the detection
accuracy for a non-linearSVM with 1:0% false-positives; (b) a non-linear
SVM trained on JPEG imageswith quality factor 90 (left) or 70 (right).
The dots on the left-most bars correspondto testing on quality factor 70,
and the dots on the right-most bars correspondto testingon quality factor
90; and (c) a non-linear SVM trained on (from left to right) magnitude
marginal statisticsonly, magnitudeerror statisticsonly, phasestatisticsonly,
and magnitudemarginal and error statistics.The dots correspondto a non-
linearSVM trainedon thecompletesetof statistics.Thegraybarscorrespond
to the classi®cationaccuracy (the false-positive rate,a cleanimageclassi®ed
asstego, is 100 minusthis value).Eachgroupof barscorrespondsto different
steg embeddingprograms(jsteg (js); outguess(og); steghide(sh); jphide (jp);
and F5 (f5)). The numericvalueson the horizontal axes correspondto the
messagesize (asa percentageof cover capacity).
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Fig. 6. Classi®cationaccuracy for non-linearSVM on TIFF andGIF format
images.The gray bars correspondto the classi®cationaccuracy (the false-
positive rate, a clean image classi®edas stego, is 100 minus this value).
Eachgroupof four barscorrespondsto differentsteg embeddingprograms(a
genericLSB embeddingin TIFF (ls) andEzStego in GIF (ez). The numeric
valueson the horizontalaxis correspondto the messagesize(asa percentage
of cover capacity).

on theTIFF andGIF images.Eachgroupof barscorresponds
to a differentembeddingalgorithm:from left to right, LSB (ls)
and EZStego (ez). The gray bars correspondto a detection
accuracy of 99:0% (1:0% false-positive rate). For the TIFF
images,the detectionaccuracy is 72:3%, 52:9%, 11:3% and
1:2%.

Note that the overall detection accuracy for these TIFF
carriersis lower thanfor theJPEGcarriers,whichmay, at �rst,
seemsurprising given that the uncompressedTIFF images
provide a considerablylarger cover medium.We suspectthat
the reasonfor this differenceis that the TIFF embeddingis
LSB-based,while the JPEGembeddingis block DCT-based.
As a result, changesto the DCT coef�cients affect an entire
8 � 8 pixel block, whereaschangesto the LSB only affect
a single pixel. For the GIF images,the detectionaccuracy
is 64:4%, 48:2%, 17:6% and 2:1%. In terms of embedding
capacity, these detection rates are slightly lower than the
detectionaccuracy for JPEGcover images.

We wonderedwhich set of statistics,coef�cient, error or
phase,were most crucial for the classi�er. Shown in Fig. 7
(top panel) is the accuracy of classi�ers plotted againstthe
numberand category of feature(coef�cient or error) for the
linear classi�er 5. We began by choosingthe single feature,
out of the216possiblecoef�cient anderror features,thatgave
thebestclassi�cationaccuracy. This wasdoneby building 216
classi�ers eachbasedon a single feature,and choosingthe
featurethat yielded the highestaccuracy (the featurewas the
variancein the error of the greenchannel's diagonalbandat
the secondscale).We thenchoosethe next bestfeaturefrom
the remaining 215 components.This processwas repeated
until all featureswere selected.The solid line in Fig. 7 (top
panel)is theaccuracy asa functionof thenumberof features.
Thewhite andgrayregionscorrespondto errorandcoef�cient

5This analysiswas performedonly on the linear classi®er becausethe
computationalcostof retraining23; 220 = 216+ � � �+ 1 non-linearclassi®ers
wasprohibitive. Weexpectasimilar patternof resultsfor thenon-linearSVM.
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Fig. 7. Shown is the detectionaccuracy of linear classi®ersasa function of
(top) the numberandcategory of feature(coef®cient or error); and(bottom)
thenumberandcategory of feature(magnitudeor phase).Thehorizontalaxis
correspondsto the numberof statisticsincorporated,and the vertical axis
correspondsto thedetectionaccuracy in percentage.In thetop panelthewhite
andgray stripescorrespondto error andcoef®cient statistics,respectively. In
the bottompanelthe white andgray stripescorrespondto the magnitudeand
phasestatistics,respectively.

features,respectively. That is, if the featureincludedon the
i th iterationis a coef�cient thenwe denotethatwith a vertical
gray line at the i th position on the horizontalaxis. Note that
thecoef�cient anderrorstatisticsareinterleaved,showing that
both setsof statisticsare important for classi�cation. Shown
in Fig. 7 (bottom panel) is the accuracy of the classi�er
plotted againstthe numberand category of feature(magni-
tude or phase).In this case,it is clear that the magnitude
statistics(coef�cient anderror)arefarmoreimportantthanthe
phasestatistics.That is, the �rst 70 categoriesbelongto the
magnitudestatistics(for which we don't differentiatebetween
coef�cient or error).We weresurprisedthatthephasestatistics
did notprovidea largerboostto theoveralldetectionaccuracy.
There are several possiblereasonsfor this: (1) our speci�c
statisticalmodel for phasesimply fails to capturethe relevant
phasestatisticsof natural images;(2) our phasestatisticsdo
capturethe relevant phasestatistics,but the steg embedding
algorithmsdo not disturbthesestatistics;or (3) whatwe think
most likely, the magnitudeerror statisticsimplicitly capture
similar propertiesof the phasestatistics– that is, geometric
regularities(e.g., edges)are explicitly capturedby the phase
statisticsthroughcorrelationsbetweenthe angularharmonics,
while thesesameregularities are implicitly capturedby the
error statisticsthrough correlationsof the magnitudeacross
spaceandscale.

V. RELATED WORK

There are, of course,many steganalysistechniquesthat
have emerged over the past few years.While many of these
are speci�c to individual embeddingprograms,a few are
universal, or near-universal approaches.In this section we
attemptto comparethe effectivenessof our approachto that
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of Fridrich [17], asit hasclearlyemergedhasoneof themost
effective techniques.

Fridrich extracted statistical measurementsbased on
marginal and joint DCT statistics, from clean and stego
images.A Fisherlineardiscriminantclassi�er wasthentrained
and tested on a collection of 1; 800 images. While there
are someobvious high-level similarities to our approaches,a
directcomparisonis dif�cult since(1) Fridrich'sapproachwas
speci�cally designedto detectsteganographyin JPEGimages
while our approachwas applied to JPEG, GIF, and TIFF
formats; (2) Fridrich employed a linear classi�er while we
employed linear andnon-linearclassi�ers; (3) Fridrich tested
herapproachon 1; 800grayscaleimages,while we testedours
on 40; 000 color images;and (4) Fridrich employed only 23
statisticalfeatures,while we employed a considerablylarger
432 features.

With thesecaveatsin mind, we comparedthe performance
of our approacheson OutGuessand F5. For a 1% false-
positive rateandan embeddingratefor Outguessof 0:05 and
0:1 bpc 6 (bits per non-zeroDCT coef�cient), our detection
accuracies(non-linearSVM) were 53:8% and 71:3% while
those of Fridrich were 31:1% and 99:1%. For a 1% false-
positive rate and an embeddingrate for F5 of 0:05 and 0:1
bpc, our detectionaccuracieswere 10:7% and 26:3% while
thoseof Fridrich were 2:6% and 7:2%. While our approach
seemsto bemoreeffectiveat lowerembeddingrates,Fridrich's
approachis more effective at higher embeddingrates.This
is particularly impressive given the low-dimensionalfeature
vectorand the useof only a linear classi�er.

VI . DISCUSSION

We have describeda universalapproachto steganalysisthat
relieson building a statisticalmodelof �rst- andhigher-order
magnitudeand phase statistics extracted from multi-scale,
multi-orientationimagedecompositions.We have shown that
thesestatisticsarerelatively consistentacrossa broadrangeof
images,but aredisturbedby thepresenceof hiddenmessages.
We areable to reliably detect,with a fairly low false-positive
rate,thepresenceof hiddenmessagesembeddedat or nearthe
full capacityof the underlyingcover image.As the message
sizebecomessmaller, thechanceof detectionfalls – messages
utilizing approximately5% of the cover are unlikely to be
detected.We expect that as universal steganalysiscontinues
to improve, steganographytools will simply embed their
messagesinto smallerandsmallerportionsof thecover image.
As a result, hidden messageswill continue to be able to
be transmittedundetected,but high-throughputsteganography
will becomeincreasinglymoredif�cult to conceal.

6Our detectionaccuraciesaregivenwith respectto the total cover capacity,
de®nedto be the maximum size of a messagethat can be embeddedby
the embeddingalgorithm.Comparablebpc valuesfor theseembeddingrates
were determinedto allow for a direct comparisonto Fridrich's results.For
OutGuess,a bpcvalueof 0:05 and0:1 correspondsto anembeddingcapacity
of 44:2% and 88:5%, respectively. For F5, a bpc value of 0:05 and 0:1
correspondsto an embeddingcapacityof 7:8% and15:7%, respectively.
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