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Abstract— Techniquesfor information hiding (steganograply)
are becoming increasingly more sophisticated and widespread.
With high-resolution digital images as carriers, detecting hid-
den messagess also becoming considerably more dif cult. We
describe a universal approach to steganalysisfor detecting the
presenceof hidden messagegmbeddedwithin digital images.We
show that, within multi-scale, multi-orientation image decomposi-
tions (e.g, wavelets), rst- and higher-order magnitude and phase
statistics are relatively consistentacrossa broad range of images,
but are disturbed by the presenceof embeddedhidden messages.
We show the efcacy of our approach on a large collection
of images, and on eight different steganographic embedding
algorithms.

I. INTRODUCTION

The goal of steganographys to embedwithin aninnocuous
looking cover medium (text, audio, image, video, etc.) a
messageso that casualinspectionof the resulting medium
will not reveal the presencef the messagésee,e.g.,[1]-[4]
for generalreviews). For example,with plain text asa cover
medium,a Germanspy, duringWorld War |, sentthefollowing
message:

Appaentlyneutrl' s protestis thoroughlydiscounted
and ignored. Ismanhard hit. Blockadeissueaffects
pretext for embago on by-products, ejecting suets
and vegetableoils.

which uponcasuainspectionseemdairly harmlessWhenthe
secondletter of eachword is extracted,however, this text is
seento be a carrierfor the following message:

Pershing sails from NY June 1.

With the adwent of the Internetand the broad dissemination
of large amountsof digital media,digital imageshave become
a popular cover medium for steganographytools. At the
time of this papers publication there are more than 100
freely available steganographysoftware tools for embedding
messagesvithin digital images.In addition to being nearly
ubiquitouson mostweb pages digital imagesare well suited
as a cover medium. An uncompressedolor image of size
640 480 for example, can hide approximately 100, 000
characterof text. A simplemethodfor embeddinga message
into a digital imageis to changethe leastsigni cant bit (LSB)
of the image pixels, so that the LSB of consecutie pixels
encodea messageln sodoing,the perceptuatlistortionto the
cover imageis nearly negligible and unlikely to be detected
by simple visual inspection.

It is not surprisingthat with the emegenceof steganogra-
phy, that the developmentof a countertechnology steganal-
ysis, has also emeged (see[5] for a review). The goal of

S. Lyu (Isw@cs.dartmouth.eduand H. Farid (farid@cs.dartmouth.edu)
are with the Departmentof ComputerScienceat DartmouthCollege, 6211
Sudiloff Lab, Hanover NH 03755.

steganalysisis to determineif an image (or other carrier)

containsan embeddednessageAs this eld hasdeveloped,
determining the length of the message[6] and the actual
contentsof the messageare also becomingan active area
of research.Current steganalysismethodsfall broadly into

one of two cateyories: embeddingspecic (e.g., [7]-[12])

or universal (e.g., [13]-[17]). While universal steganalysis
attemptsto detectthe presenceof an embeddedmessagen-

dependenbf the embeddingalgorithmand,ideally, the image
format, embeddingspeci ¢ approachedo steganalysistake

adwantageof particularalgorithmic details of the embedding
algorithm. Given the ever growing numberof steganography
tools, universalapproachesre clearly necessaryn orderto

performary type of generic,large-scalesteganalysis.

We have previously describeda universal approachto
steganalysis. Speci cally, in [18], we shaved how a sta-
tistical model basedon rst- and higherorder magnitude
statistics extracted from a wavelet decomposition,coupled
with a linear discriminantanalysis(LDA), could be usedto
detectsteganographyn grayscalémageslin [13], wereplaced
the LDA classi er with a non-linearsupportvector machine
(SVM), affording betterclassi cationaccurag. Andin [19] we
extendedthe statisticalmodelto colorimagesanddescribech
one-classSVM that simpli ed the training of the classi er. In
this culminatingpaperwe summarizeheseresultsandextend
the statisticalmodelto include phasestatistics.We shav the
efcacy of our approachon a large collection of images,and
on eight different steganographyembeddingalgorithms. We
examinethe generakensitvity androbustnes®f our approach
to messagesize, false-positre rate, JPEG compressionthe
speci ¢ componentsof the statistical model, cover image
format, andto the choiceof classi er.

Il. STATISTICAL MODEL

The decompositionof imagesusing basis functions that
are localized in spatial position, orientation and scale
(e.g.,wavelets)have proven extremely usefulin image com-
pression,image coding, noise removal and texture synthesis.
One reasonis that such decompositionsexhibit statistical
regularitiesthat can be exploited. From suchdecompositions,
our statisticalmodelextracts rst- andhigherordermagnitude
and phase statistics. Before describing the details of this
model, we motivate our choiceof imagerepresentationsver
others.

A. Choosingan Image Repesentation

At the coreof our statisticalmodelis the choiceof decom-
posingimagesusingbasisfunctionsthatarelocalizedin spatial
position, orientation and scale. There are, of course,mary
other possiblerepresentationso choosefrom. The simplest



Fig. 1. Shawn in the®rst columnarea pair of imageswith identicalintensity
histogramgbottompanel).Shavn in the secondcolumnarea pair of images
with identical Fourier magnitudegbottom panel).

representatiorfor example,would be a pixel-basedapproach,
wheretherepresentatiois simply the original intensityvalues.
In this representatiomnn n grayscalédmageis considered
asapointin an?-dimensionakpacewherethei™ coordinate
is determinedby the intensity value of the i™ pixel (a color

RGB imageis representedy a point in a 3n2-dimensional
space).From sucha representationthe most standardmodel
is basedon the histogramof intensity values.Shawn in the

rst columnof Fig. 1 aretwo imageswith exactly the same
intensity histogramgbottom panel). This exampleshawvs that
sucha pixel-basedrepresentatioris not sufciently powerful

to even discriminatebetweenan imageanda noise pattern.

Another popular representatioris that basedon a global
Fourier decomposition.In this representationan image is
representedsa sumof sinesant';{posp'meS)f varyingfrequeny
and orientation: F (! ;1y) = 1 (xy)e 1o+,
where | (x;y) is a grayscaleimage, and F(! x;!y) is its
Fourier transform(eachchannelof a color imageis indepen-
dently representedn the sameway). It has beenobsened
that the power spectrum,jF (! «;!y)j of naturalimagesare
oftenwell modeledwith anexponentialfall-off: jF (! ;! y)j
(! Z+ 1) P, wherethe exponentp determineghe rate of the
fall-off [20]. Shawn in theright columnof Fig. 1 aretwo im-
ageswith exactly the sameFourier magnitude(bottompanel).
This example shows that sucha Fourierbasedrepresentation
is not sufciently powerful to discriminatebetweenan image
and a “fractal-like” pattern.

The pixel- and Fourierbasedrepresentationsre, in some
ways, at oppositeendsof a spectrumof representationsThe
basisfunctionsfor the pixel-basedepresentatioare perfectly
localizedin spacebut arein nite in termsof their frequengy
coverage On the otherhand,the basisfunctionsfor a Fourier

space frequengy
(a)
(b)
(©) \I\

Fig. 2. Shavn are 1-D spaceandfrequenyg (magnitude)representationsf
(a) pixel, (b) Fourier and(c) wavelet-like basisfunctions.

basedrepresentatiorare perfectly localizedin frequeng, but
arein nite in the spatialdomain.Imagerepresentationwith
basisfunctionspartially localizedin both spaceandfrequeng
(e.g.,wavelets), offer a compromisebetweentheserepresen-
tations,Fig. 2. As aresult,theserepresentationare generally
betterthanpixel- or Fourierbasedepresentationat capturing
local image structure.To this end, we employ a wavelet de-
compositionanda local angularharmonicdecompositiorfrom
which we extract a statisticalfeaturevectorfor differentiating
betweenclean and stego images.We empirically shov that
theserepresentationand subsequenstatisticalmeasurements
capturecertainfundamentapropertiesof animagewhich are
disturbedin the presenceof steganography

B. Image Repesentation

We describetwo imagedecompositionghat localizeimage
structurein both spaceand frequeny — a wavelet decompo-
sition and a local angularharmonicdecompositionFrom the
former we extract magnitudestatisticsand from the latter we
extract phasestatistics.

1) WaveletDecomposition: The image decompositiorem-
ployed here is basedon separablequadraturemirror lters
(QMFs)[21]-[23]. We choosehis speci ¢ decompositiorover
moretraditionalwavelets(e.g.,Haaror Daubechiespecause,
unlike otherwavelets,QMFs minimize spatialaliasingwithin
the decompositiorsubbandsOn the otherhand,QMFs do not
afford perfectreconstructionof the original image — though
reconstructionerrors can be minimized with a careful lter
design[23].

The separableQMFs consistof a pair of one-dimensional
low-pass,|I( ), and high-passh(), Iters. The rst scaleof



the decomposition,consistingof a vertical, horizontal, and
diagonal subband,is generatedby corvolving each color
channel,c 2 fr;g; bg, of the intensity image, | ¢(x;y), with
these lters:

VE(xGy) = 1°0xy) ?h(x) ?1(y); 1)

HIGY) = 1°(xy) ?21(x) ?2h(y); )
and

DS(x;y) = 1°(xy) ?h(x) ?h(y); ©)

where ? is the corvolution operator Subsequenscalesare
generatedy creatinga low-passsubband:

LEOGY) = 190 y) ?1(x) ?1(y); (4)

which is down-sampledby a factorof two and ltered in the
sameway asabove, to yield V5 (x; y), H5(x; y), D5(x; y) and

5(x;y). This entire processis repeatedto createas mary
scalesV,6(x;y), HE(x; y), Df(x; y) andL{(x;y), asdesired,
or asis possiblegiven the image size. Shaovn in Fig. 3, for
example,is a three-scal€QMF decomposition.

2) Local Angular Harmonic Decomposition:It is possible
to modellocal phasestatisticsfrom a complex waveletdecom-
postion[24], affording a uni ed underlyingimagerepresenta-
tion with the waveletdecompositiordescribedn the previous
section We have found,however, thatalocal angularharmonic
decomposition(LAHD) affords more accurateestimatesof
local phas€g25]. The LAHD decomposelcalimagestructure
by projectingontoa setof angularFourierbasisfunctions.The
p" -orderLAHD, atwo-dimensionatomple valuedquantity
is given by:

ZZ

AS(Xy) = Igy (r;)g()eP drd ;. (5)

r
wherej = p_l, o(r) is an integrable radial function, and
Iy (r; ) is the polar parameterizatiorof the color channel,
c2 fr;g; bg, centeredat location (x; y).
The p" -order LAHD can be computedef ciently by con-
volving the image with derivatives of a differentiableradial

Iter (e.g.,a Gaussian):
I

X .
V) = 150 P o @C(XY)
AS(x;y) = 1°(x;y) ? jp k=A%) ©)
P k k
o K @kQ@r
For example:
Af(xy) = 1°(xy)? %+j%
S (x ~ oin @G @G . , @G @G
As(xy) = 15(xy)? @ 3@@2+J 3@2@ &

Note that, aswith the basisfunctionsof the previous section,
thesebasisfunctions,sumsof derivativesof a low-pass lter,
arealsolocalizedin spaceandfrequeng.

C. Magnitude Statistics

Giventhe QMF decompositiordescribedn Sectionll-B.1,
the rst componentof the statisticalmodel is composedof
the mean, variance, skewnessand kurtosis of the subband
coefcients at eachorientation,scaleandcolor channel While
thesestatisticscharacterizeghe basiccoefcient distributions,
they are unlikely to capturethe strong correlationsthat exist
acrossspace prientation,scaleand color. For example,edges
tend to extend spatially and acrossmultiple scales.As such,
if a large coefcient is found in a horizontal subbandthen
it is likely that its left and right spatial neighborsin the
samesubbandwill alsohave a large value. Similarly, a large
coefcient at scalei might indicate a large value for its
“parent” at scalei + 1.

In order to capturesome of thesehigherorder statistical
correlationswe collecta secondsetof statisticsthatarebased
ontheerrorsin alinearpredictorof coefcient magnitudg26].
For the purposeof illustration, considerrst a vertical bandof
the greenchannelat scalei, V,%(x; y). A linear predictorfor
the magnitudeof thesecoefcients in a subset of all possible
spatial,orientation,scale,and color neighborsis given by:

VO (x; )i

wijVI(x  Ly)j+ woVi(x + 1Y)
waiVOoOGy  1)j + wajVo(x; y + 1)j
wsj Vi (x=2; y=2)j + WejDP(X; Y)]
w7jD P, (x=2;y=2)j + wgjV}" (X; )]
woj Vi°(X; y)j;

+ o+ o+ +

()

wherej j denotesabsolutevalueandwy arethe weights.This
linearrelationshipcanbe expressednore compactlyin matrix
form as:

¥ =

Qw; (8)

wherev containgthe coefcient magnitudef V,9(x; y) strung
out into a column vector and the columnsof the matrix Q
contain the neighboring coefcient magrnitudesas speci ed
in Equation(7), andw = (wy :: wg) . Only magnitudes
greaterthan 1 are consideredwith the intensity valuesin the
range[0; 255] Low magnitudecoefcients are ignoredwhen
constructingthe linear predictor becausewve expect them to
be less predictablefrom their neighbors,and thereforeless
informative in capturingstatisticalregularities.The weightsw
are determinedby minimizing the following quadraticerror

function:
E(w) = Qwl: 9)

This errorfunctionis minimizedby differentiatingwith respect
to w:

[v

dE(wW) _

T .
o 2Q (v Qw);

settingthe resultequalto zero,andsolving for w to yield the
least-squaresstimate:

(10)

(Q'Q) 'Q'w:

1The particular choice of neighborswas motivated by the obserations
of [26] and modi®edto include non-casuaheighbors.

w = (11)



Fig. 3.

| 5‘ i

FIE.“ A et

A three-scalethree-orientatiordecompositionof the greenchannelof the image shavn to the left. Shavn are, starting from the lower-left and

maving counterclockwise, the horizontal,diagonal,and vertical subbandsat eachof threescaleswith the residuallow-passsubbandn the upperleft corner

Given the large numberof constraintgone per pixel) in only
nine unknawns, it is generallysafeto assumethatthe9 9
matrix Q" Q will be invertible.

Given the linear predictor the log error betweenthe actual
coefcient andthe predictedcoefcient magnitudess:

p = log(v) log(jQwj); (12)
where the log() is computed point-wise on each vector
componentlt is from this error that additional statisticsare
collected,namelythe mean,variance,skawnessand kurtosis.
This processis repeatedfor scalesi = 1;:::;n 1, and for
the subbands/" andV,®, wherethe linear predictorsfor these

subbandsare of the form:

wijVi' (X L y)j+ WiV (x + 11y)j
wajVi' (i y  1)j + wajVi" (x;y + 1)]
Wsj V" (x=2;y=2)] + We]D{ (X; Y)j
w7jD{,y (x=2;y=2)j + wgjV*(x; y)j
wojV;*(x; V)j;

NACSY)]

+ + + +

(13)

and

WijVP(x  Ly)j+ WiV (x + 1;y)j
wVP(x;y 1) + waViP(x; y + 1)j
wsjViP(x=2; y=2)j + WejDP(X; y)]
w7jD Py (x=2;y=2)j + WgjVi" (X; y)]
woj V4 (x; y)j:

iVP(x; y)i

+ 4+ 4+ o+

(14)

A similar processs repeatedor the horizontaland diagonal
subbandsAs an example,the predictorfor the greenchannel

takesthe form:

wijHI(x  Ly)j + wojH 2 (x + 1;y)j
wajHI(x;y  1)j + wajHI (x;y + 1)j
wsjH (x=2; y=2)j + wejD }(x; y)]
w7jD 2, (x=2;y=2)j + wejH{ (X; y)]
WojH P(X; y)j;

iHIOG Y

+ o+ + o+

(15)

wijDI(x  Ly)j+ wajDI(x + 1;y)j
wsiDI(x;y  1)j+ waiDP(x;y + 1)j
wsjD P (x=2; y=2)j + wejH °(x; y)]
w7jVi2(x; y)j + weiD{ (x; y)j
WejDP(X; y)j:

iDY(x; Y)i

+ o+ 4+ +

(16)

For the horizontal and diagonal subbandsthe predictor for
the red andblue channelsare determinedn a similar way as
was donefor the vertical subbandsEquations(13)-(14). For
eachoriented,scaleandcolor subbanda similar error metric,
Equation(12) and error statisticsare computed.

For a decompositionwith scalesi = 1;::;n, the total
numberof basiccoefcient statisticsis 36(n 1) (12(n 1)
per color channel),and the total numberof error statisticsis
also36(n 1), yielding atotal of 72(n 1) statistics.These
statisticsform the rst half of the featurevectorto be usedto
discriminatebetweencleanand stego images.

D. PhaseStatistics

Given the local angularharmonicdecomposition(LAHD)
of Sectionll-B.2, a measureof relatve phase,as described
in [25], is computedas follows:

&f [AZ 06 VIPS [AR (X )]%;

pc(xy) = (7)



where 6f:;:g is the angle betweentwo complex numbers,
andcg; c; 2 fr;g;bg. From the relative phase the following
rotationinvariantsignature asdescribedn [25], is computed:

Spa (i y) = JAG (WA (% Y
exp( pig? (X Y); (18)
wherej j denotesmagnitudeandj = p_1
From the 15t- through N -order LAHDs, 6N(N 1)

signaturesare collectedfrom within and acrosscolor chan-
nels (thereare N(N  1)=2 combinationsof LAHD orders,
6 ordered combinationsof color channels,and 2 statistics
per combination,yielding 6N (N 1)). The phasestatistics
are collectedfrom the two-dimensionaldistribution of these
signaturedn the comple plane.Speci cally, assumingzero-
meandata,we considerthe covariancematrix:

M1 Mia2

C1,C _ .
Mpg™ = Mz My (19)
where:
1 x C1,C 2
mu = o <(spig 2 (x; ¥)) (20)
Xy
1 x C1,C2 C1,C2
mp = g <(spig 2 () =(spig*(xy)) (21)
Xy
1 X C1;C 2
M2 = g =(Spiq 2 (X;Y)) (22)
Xy
Mz = Miaz; (23)

whereS is the total numberof signaturesand<() and=()
correspondo therealandimaginarycomponent®f a complex
guantity The structureof this covariancematrix is captured
by the measures:

min(maq; Ma2)

max(mag; Mz2)’ 24)

and,
) = —2___ (25)
max(myy; Mz2)
Consideringthis distribution as a scaledand rotatedGaussian
distribution, the rst measureorrespondso therelative scales
along the minor and major axes, and the secondof these
measuredo the orientationof the distribution.

In orderto capturethesephasestatisticsat variousscales,
this entire processs repeatedor several levels of a Gaussian
pyramid decompositionof the image [27]. These statistics
form the secondhalf of the feature vector to be used to
discriminatebetweencleanand stego images.

E. Summary

Herewe summarizehe constructiorof the statisticafeature

vectorfrom a color (RGB) image.

1) Build a n-level, 3-orientation QMF pyramid for each
color channel Equations(1)-(4).

2) For scalesi = 1;:::;n 1 andfor orientationsV, H
and D, acrossall three color channels,c 2 fr;g; bg,
computethe mean,variance,skeawness,and kurtosis of
the subbandcoefcients. Thisyields36(n 1) statistics.

3) Forscalesi = 1;:::;n 1, andfor orientationsV, H

and D, acrossall three color channelsc 2 fr;g; blg,
build a linear predictorof coefcient magnitude Equa-
tion (11). Fromthe errorin the predictor Equation(12),
compute the mean, variance, skewness, and kurtosis.
Thisyields 36(n 1) statistics.

Build an-level Gaussiampyramidfor eachcolor channel.
For eachlevel of the pyramid, computethe 15t - through
N -order LAHD, Equation(6). Computethe relative
phases Equation (17). Computethe rotation invariant
signature Equation(18), acrossall color channelsand
LAHD orders,from which the covariancematrix, Equa-
tion (19), and subsequenphasestatisticsare extracted,
Equation(24) and(25). Thisyields6N (N 1)n statis-
tics.

4)

I1l1. CLASSIFICATION

From the measuredstatisticsof a training setof cleanand
stego images,the goal is to determinewhethera testimage
containsa hidden messageTo this end, we employ support
vector machines(SVM) [28]-[30]. In the next section, we
considerthe effectivenessof linear, non-linearand one-class
SVMs — see[13], [19] for the full detailson the construction
of theseclassi ers.

IV. RESULTS

We have collected 40; 000 natural image$. These color
imagesspana rangeof indoor and outdoorscenesare JPEG
compressedvith an average quality of 90% and typically
are600 400 pixelsin size (on average,85:7 kilobytes). To
contendwith slight variationsin imagesize, only the central
256 256region of eachimagewasconsideredn theanalysis.
Statistics,asdescribedn Sectionll, werecollectedfrom each
image yielding a432-D featurevectorof magnitudeandphase
statistics. For the magnitude statistics, a four-level, three-
orientationQMF pyramid was constructedusing 9-tap lters,
from which 108 marginaland 108 error statisticsarecollected.
For the phasestatisticsa three-level Gaussianpyramid was
constructed(using the 5-tap binomial Iter [1 4 6 4 1]=16),
from which the 15¢- through4" -order LAHDs are computed,
to yield 216 phasestatistics®.

Next, 40; 000 stego imageswere generatecbhy embedding
messagesf varioussizesinto thefull-resolutioncoverimages.
The messagesonsistedf centralregionsof randomlychosen
imagesfrom the sameimagedatabasevith sizes6:0, 4:7, 1.2,
0:3 kilobytes (K), correspondindo 100% 78% 20% and5%
of total cover capacity Thetotal cover capacityis de nedto be
the maximumsize of a messagéhat canbe embeddedy the
embeddingalgorithm. Sincethis quantitywill vary depending
on the cover image,we computethe averagecapacityacross
1; 000 cover images.The steganographycapacityis thenthe

2All naturalimageswere downloadedfrom www.freefoto.com all images
were photographedvith a rangeof different®Ims, camerasandlenses,and
digitally scanned.

3SincetheN ™ -orderLAHD requiresanN ! -orderdiscretederiative, the
computationof higherorder LAHDs requiressimilarly higherorder derva-
tives. While computinghigherorder discretederivatives can be challenging,
we ®nd that we are ableto computestableLAHDs up to 4" -order



ratio betweenthe size of the embeddednessagandthe total
cover capacity Messageswvere embeddedusing Jstg [31],
Outguesq32], Stegghide [33], Jphide[34] and F5 [35]. Each
stego image was generatedwith the samequality factor as
the original cover image so as to minimize double JPEG
compressiorartifacts. The samestatistical feature vector as
describedabore was computedfrom the central 256 256
region of eachstego image.In all of the results presented
below, 32; 0000f thecleanandstegoimageswereusedto train
a SVM, andthe remaining8; 000 imageswereusedin testing
— throughout,resultsfrom the testingstageare presented.
Shown in Fig. 4 is the detectionaccurayg for eachof ve
steg embeddingrrogramsfour differentmessagsizes andfor
the following typesof SVMs (a) linear, (b) non-linear(RBF
kernel) and (c) one-classwith six hyperspheregfewer hy-
persphere$ed to poor generalizationand more hyperspheres
led to over- tting). All SVM parameteravere optimized by
a grid searchthat optimized the SVM training and testing
accurag. Speci cally, the classi er was trained on 30; 000
coverand30; 000stegoimagesandthentestedon 2; 000cover
and?2; 000 stego images After this searchwascompletedthe
parametesetresultingin the bestperformancewhile keeping
the false positive rate x ed, was used as the starting point
for the next round of training that reducedthe granularity
of the parametersearch.The left-most gray bar in Fig. 4
correspondsgo the detectionaccurag of cleanimageswhich
is, on average,greaterthan 99:0% (the false-positie rate, a
cleanimageincorrectly classi ed as stego, is 100 minus this
value). For the linear SVM, the averagedetectionaccurag is
44:7%, 26:7%, 11:2% and 1:0% for embeddingst capacities
100% 78%, 20% and 5%, with a maximum/minimumdetec-
tion accurag of 61:4%=31:1%, 31:2%=16:5%, 12:3%=8:3%,
and 2:3%=0:3%. For the non-linear SVM*, the averagede-
tection accurayg is 78:2%, 64:5%, 37:0% and 7:8% with
a maximum/minimumdetectionaccuray of 91:1%=66:4%,
76:496=51:8%, 43:2%-31:3% and 11:2%~4:8%. For the one-
classSVM*, the averagedetectionaccurag is 76:9%, 61:5%,
30:3% and 5:4%, with a maximum/minimumdetectionac-
curagy of 92:4%=64:4%, 79:6%=49:2%, 42:3%=15:8% and
8:9%=2:7%. Thenon-linearSVM givesaclearbene t overthe
linear SVM, while the one-classSVM resultsin only a modest
degradationin detectionaccurag, while affording a simpler
training stage.For point of comparison,the resultsfor the
non-linearSVM (Fig. 4(b)) are annotatedwith the detection
accurag for the linear SVM (Fig. 4(a)), and the detection
accurag for the one-classSVM (Fig. 4(c)) areannotatedvith
the detectionaccurag for the non-linearSVM (Fig. 4(b)).
Showvn in Fig. 5(a) is the detectionaccurag for a non-
linear SVM* with a classi cation accurag of 99:9% (0:1%
false-positie rate). The averagedetectionaccurag is 70:7%,
56:5%, 27:7% and 3:9% for embeddingsat capacities100%
78%, 20% and 5%, with a maximum/minimum detection
accurag of 86:3%=58:3%, 71:2%=42:1%, 37:8%=14:6% and
7:1%=1:3%. For point of comparison,theseresults are an-
notatedwith the detectionaccurag for the non-linearSVM

4LIBSVM[36], with a radial basiskernel,wasusedasthe underlyingSVM
algorithm.

(a) Linear SVM
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(b) Non-linearSVM
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(c) One-classSVM
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Fig. 4. Classi®catioraccurag for (a) linear, (b) non-lineay and(c) one-class
SVMs. The left-mostgray bar correspondso the classi®cationaccurag (the

false-positie rate,a cleanimageclassi®edas stego, is 100 minusthis value).

Eachgroup of four barscorrespondgo different steg embeddingprograms

(isteg (js); outguesgoq); steghide (sh); jphide (jp); andF5 (f5)). The numeric

valueson the horizontalaxescorrespondo the messageize (asa percentage
of cover capacity).For point of comparisonthe dotsin panel(b) correspond
to the detectionaccurag of panel(a); and the dotsin panel(c) correspond
to the detectionaccurag of panel(b).



with a 99:0% detectionaccuray (1:0% false-positie rate),
Fig. 4(b). Notethatan orderof magnitudeower false-positie
rate results in a relatively small degradationin detection
accuray.

Shown in Fig. 5(b) is the detectionaccurag for a non-linear
SVM* trained on JPEGimageswith quality factor 90 (left)
or 70 (right) and then testedon JPEGimageswith quality
90 and 70. The classi er trained and testedon imageswith
quality factor 90, and a messageembeddedat a capacity of
20%, achieves an averagedetectionaccurag of 64:5% with
a classi cation accurag of 98:8% (1:2% false-positie rate).
Whentestedonimagesof quality factor70, this sameclassi er
achievesan averagedetectionaccurag of 77:0%. This higher
accurag seemsat rst glance,to be a bit puzzling, but note
that the classi cation accuray decreaseso 77:4% (22:6%
false-positie rate),renderingthis classi er largely uselesgor
image qualities other than thosenearto the training images.
The classi er trainedandtestedon imageswith quality factor
70 achieves an averagedetectionaccurag of 54:4% with a
classi cation accurag of 98:8% (1:2% false-positie rate).
Whentestedonimagesof quality factor90, this sameclassi er
achieves an averagedetectionaccurag of only 19:2%, with
a classi cation accurag of 91:3% (8:7% false-positie rate),
againrenderingthis classi er largely uselesdor image qual-
ities other than thosenearto the training images.For point
of comparisonthe dots on the left-most bars correspondto
testing on quality factor 70 after training on quality factor
90, and the dots on the right-mostbars correspondo testing
on quality factor 90 after training on quality factor 70. These
resultsshow thatour classi ersdo not generalizewell to nen
JPEGquality factors,but that individually trainedclassi ers,
on several JPEG quality factors, are able to detectstey in
carrierimagesof varying compressiorfactors.

Shawn in Fig. 5(c), from left to right, is the detectionaccu-
racy for a non-linearSVM* trainedwith magnitudemarginal
statisticsonly, magnitudeerror statisticsonly, phasestatistics
only, and magnitudemaiginal and error statistics.For point
of comparison,the dots correspondto a non-linear SVM
trained on the completeset of statistics.Theseresultsshav
that the combinedmagnitudeand phasestatisticsprovide for
betterdetectionaccurag thanonly a subsetof the statistics.
The phasestatistics, however, provide only an incremental
improvementin overall accuray — seebelow for a further
discussionon this.

While the previous results were basedon JPEG cover
imagestheresultspresentechext arefor TIFF andGIF format
images(cornvertedfrom their original JPEGformat — perfor
manceon thesepreviously compressedmagesmay not be
perfectly representatie of true TIFF or GIF images).For the
TIFF coverimagesmessagewere embeddedisinga generic
least signi cant bit (LSB) algorithm. These messagesvere
of sizes84:6K, 750K, 188K and 4:6K correspondingo
embeddingcapacitieof, approximately100% 89%, 22%and
5%. For the GIF coverimagesmessagewereembeddedising
EZStayo [37]. Thesemessagesvere of sizes26:2K , 227K,
6:7K and 1:6K correspondingo embeddingcapacitiesof,
approximately 100% 85%, 25% and 6%. Shown in Fig. 6 is
thedetectioraccurag for non-linearSVMs* separatelyrained
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Fig. 5. Classi®cationaccurag for (a) a non-linearSVM with 0:1% false-
positives. For point of comparison,the dots correspondto the detection
accurag for a non-linearSVM with 1:0% false-posities; (b) a non-linear
SVM trained on JPEGimageswith quality factor 90 (left) or 70 (right).
The dots on the left-most bars correspondto testing on quality factor 70,
and the dots on the right-most bars correspondto testingon quality factor
90; and (c) a non-linear SVM trained on (from left to right) magnitude
mamginal statisticsonly, magnitudeerror statisticsonly, phasestatisticsonly,
and magnitudemauginal and error statistics.The dots correspondo a non-
linear SVM trainedon the completesetof statistics.The gray barscorrespond
to the classi®cationaccurag (the false-positie rate,a cleanimageclassi®ed
asstego, is 100 minusthis value).Eachgroupof barscorrespondso different
steg embeddingorograms(jsteg (js); outguesgog); steghide (sh); jphide (jp);
and F5 (f5)). The numericvalueson the horizontal axes correspondo the
messagesize (asa percentagef cover capacity).
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Fig. 6. Classi®catioraccurag for non-linearSVM on TIFF and GIF format
images.The gray bars correspondto the classi®cationaccurag (the false-
positive rate, a clean image classi®edas stego, is 100 minus this value).
Eachgroup of four barscorrespondso differentsteg embeddingorograms(a

genericLSB embeddingn TIFF (Is) and EzStgo in GIF (ez). The numeric

valueson the horizontalaxis correspondo the messageize (asa percentage
of cover capacity).

on the TIFF and GIF images.Eachgroupof barscorresponds
to adifferentembeddingalgorithm:from left to right, LSB (Is)
and EZSteyo (ez). The gray bars correspondto a detection
accurag of 99:0% (1:0% false-positie rate). For the TIFF
images,the detectionaccurag is 72:3%, 52:9%, 11:3% and
1:2%.

Note that the overall detectionaccuray for these TIFF
carriersis lower thanfor the JPEGcarriers which may; at rst,
seemsurprising given that the uncompressed’|FF images
provide a considerablylarger cover medium.We suspecthat
the reasonfor this differenceis that the TIFF embeddingis
LSB-basedwhile the JPEGembeddingis block DCT-based.
As a result,changego the DCT coefcients affect an entire
8 8 pixel block, whereaschangesto the LSB only affect
a single pixel. For the GIF images,the detectionaccuray
is 64:4%, 48:2%, 17:6% and 2:1%. In terms of embedding
capacity these detection rates are slightly lower than the
detectionaccuray for JPEGcover images.

We wonderedwhich set of statistics,coefcient, error or
phase,were most crucial for the classi er. Shavn in Fig. 7
(top panel)is the accurag of classi ers plotted againstthe
numberand catgyory of feature(coefcient or error) for the
linear classi er °. We began by choosingthe single feature,
out of the 216 possiblecoefcient anderrorfeaturesthatgave
thebestclassi cationaccurag. Thiswasdoneby building 216
classi ers eachbasedon a single feature,and choosingthe
featurethat yielded the highestaccurag (the featurewasthe
variancein the error of the greenchannels diagonalbandat
the secondscale).We thenchoosethe next bestfeaturefrom
the remaining 215 components.This processwas repeated
until all featureswere selected.The solid line in Fig. 7 (top
panel)is the accurag asa function of the numberof features.
Thewhite andgrayregionscorrespondo errorandcoefcient

5This analysiswas performedonly on the linear classi®er becausethe
computationatostof retraining23; 220 = 216+  + 1 non-linearclassi®ers
wasprohibitive. We expecta similar patternof resultsfor the non-linearSVM.
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Fig. 7. Shawn is the detectionaccurag of linear classi®ersasa function of
(top) the numberand category of feature(coef®cient or error); and (bottom)
the numberand cateyory of feature(magnitudeor phase)The horizontalaxis
correspondgo the numberof statisticsincorporated,and the vertical axis
correspondso thedetectionaccurag in percentageln the top panelthewhite
andgray stripescorrespondo error and coef®cient statistics respectiely. In
the bottom panelthe white andgray stripescorrespondo the magnitudeand
phasestatistics,respectiely.

features,respectiely. Thatis, if the featureincludedon the
i iterationis a coefcient thenwe denotethatwith a vertical
gray line at the i™ position on the horizontalaxis. Note that
the coefcient anderror statisticsareinterleaved, showving that
both setsof statisticsare importantfor classi cation. Shavn

in Fig. 7 (bottom panel) is the accurag of the classier

plotted againstthe numberand categyory of feature (magni-
tude or phase).In this case,it is clear that the magnitude
statisticg(coefcient anderror)arefar moreimportantthanthe
phasestatistics.That is, the rst 70 cateyoriesbelongto the
magnitudestatistics(for which we don't differentiatebetween
coefcient or error). We weresurprisedhatthe phasestatistics
did not provide alargerboostto the overall detectionaccurag.

There are several possiblereasonsfor this: (1) our specic

statisticalmodelfor phasesimply fails to capturethe relevant
phasestatisticsof naturalimages;(2) our phasestatisticsdo

capturethe relevant phasestatistics,but the steg embedding
algorithmsdo not disturbthesestatistics;or (3) whatwe think

most likely, the magnitudeerror statisticsimplicitly capture
similar propertiesof the phasestatistics— that is, geometric
regularities (e.g., edges)are explicitly capturedby the phase
statisticsthroughcorrelationsbetweenthe angularharmonics,
while thesesameregularities are implicitly capturedby the

error statisticsthrough correlationsof the magnitudeacross
spaceandscale.

V. RELATED WORK

There are, of course,mary stegganalysistechniquesthat
have emepged over the pastfew years.While mary of these
are speci ¢ to individual embeddingprograms,a few are
universal, or nearuniversal approachesin this section we
attemptto comparethe effectivenessof our approachto that



of Fridrich [17], asit hasclearly emegedhasoneof the most
effective techniques.

Fridrich extracted statistical measurementsbased on
mauginal and joint DCT statistics, from clean and steggo
imagesA Fisherlineardiscriminantclassi er wasthentrained
and tested on a collection of 1;800 images. While there
are someobvious high-level similaritiesto our approachesa
directcomparisoris dif cult since(1) Fridrich's approactwas
speci cally designedo detectsteganographyn JPEGimages
while our approachwas applied to JPEG, GIF, and TIFF
formats; (2) Fridrich employed a linear classi er while we
employed linear and non-linearclassi ers; (3) Fridrich tested
herapproacton 1; 800 grayscalémages while we testedours
on 40; 000 color images;and (4) Fridrich employed only 23
statisticalfeatures,while we employed a considerablylarger
432 features.

With thesecaveatsin mind, we comparedhe performance
of our approacheson OutGuessand F5. For a 1% false-
positive rate and an embeddingate for Outguessf 0:05 and
0:1 bpc © (bits per non-zeroDCT coefcient), our detection
accuraciesgnon-linear SVM) were 53:8% and 71:3% while
those of Fridrich were 31:1% and 99:1%. For a 1% false-
positive rate and an embeddingrate for F5 of 0:05 and 0:1
bpc, our detectionaccuraciesvere 10:7% and 26:3% while
thoseof Fridrich were 2:6% and 7:2%. While our approach
seemdo bemoreeffective atlower embeddingates Fridrich's
approachis more effective at higher embeddingrates. This
is particularly impressve given the low-dimensionalfeature
vectorandthe useof only a linear classi er.

VI. DISCUSSION

We have describedh universalapproacho steganalysisthat
relieson building a statisticalmodelof rst- andhigherorder
magnitude and phase statistics extracted from multi-scale,
multi-orientationimage decompositionsWe have shovn that
thesestatisticsarerelatively consistenacrossa broadrangeof

images but aredisturbedby the presencef hiddenmessages.

We areableto reliably detect,with a fairly low false-positie
rate,the presencef hiddenmessageembeddedt or nearthe

full capacityof the underlyingcover image.As the message
sizebecomesmaller the chanceof detectionfalls — messages

utilizing approximately5% of the cover are unlikely to be
detected.We expect that as universal steganalysiscontinues
to improve, steganographytools will simply embed their
messagemto smallerandsmallerportionsof the coverimage.
As a result, hidden messageswill continueto be able to

be transmittedundetectedbut high-throughpusteganography

will becomeincreasinglymore dif cult to conceal.

80ur detectionaccuraciesregiven with respecto the total cover capacity
de®nedto be the maximum size of a messagethat can be embeddedby
the embeddingalgorithm. Comparablebpc valuesfor theseembeddingrates
were determinedto allow for a direct comparisonto Fridrich's results.For
OutGuessa bpcvalueof 0:05 and0:1 correspond$o an embeddingcapacity
of 44:2% and 88:5%, respectiely. For F5, a bpc value of 0:05 and 0:1
correspondso an embeddingcapacityof 7:8% and 15:7%, respectiely.
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