AggregatedPath Authenticationfor E cientBGP Security

MeiyuanZhaoandSeanw. Smith
Departmenbf ComputerScience
DartmouthCollege

David M. Nicol
Departmenbf ElectricalandComputerEngineering
Universityof lllinois at Urbana-Champaign

Dartmouth Computer ScienceTechnicalReport TR2005-541

May 2005

Abstract

Theborder gatevay protocol (BGP) controlsinter-domainroutingin thelnternet. BGPis vulnerable
to mary attacks,sinceroutersrely on hearsayinformationfrom neighbors.Secue BGP (S-BGP)uses
DSA to provide route authenticatiorand mitigate mary of theserisks. However, mary performance
anddeploymentissuegreventS-BGPS real-world deployment. Previouswork hasexploredimproving
S-BGP processingatencies,but spaceproblems,suchas increasedmessagesize and memory cost,
remainthemajorobstaclesln this paperwe combinetwo e cientcryptographidechniques—signature
amortizationand aggreate signatures—tadesignnen aggreated path authenticatiorschemes. We
proposesix constructiongor aggrgiatedpathauthenticatiorthat substantiallyimprove e ciengy of S-
BGP's path authenticatioron both speedand spacecriteria. Our performanceevaluationshavs that
the new schemeschieve suchane cieng thatthey may overcomethe spaceobstaclesandprovide a
real-world practicalsolutionfor BGP security

1 Intr oduction

TheBorder Gatevay Protocol (BGP)[49, 57] is a distributedrouting protocolthatestablishefiow Internet
tra cis routedbetweerautonomousystemgASes) The stability of the Internetrelieson the correctand
e cientfunctioningof theBGPprotocol.Despiteits centralrolein thelnternet BGPlackssecurity[53, 54].

Therootof theproblemis thatBGPreliesonhearsaynformationto updateroutingtables.Maliciousrouters
caninsertfalseinformationinto the messagethey sendwhichwill be usedby otherroutersandfurtherbe
propagtedwhenhonestrouterssendextensionsof theseforgedmessagesA successfutompromiseof a
routermay causea variety of serioussecurityproblemsguickly throughout the Internet[42].

Thecurrentdominantsecurityproposal Secue BGP (S-BGP)[27], wasproposedo addresgwo major

BGP vulnerabilitiesblackof authenticityof the informationcorveyedin messageandlack of authoriza-
tion for BGP routersto representertainASes. S-BGPensuresoute authenticationbienforcesonly the
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authorizedoutepropagtionby eachAS in the path;eachrouteannouncemerftom a peerwassentby the
indicatedpeer the pathwasproperlyextended andwasnot modi ed enroutefrom the peer

Whenit comesto deployment, S-BGPhasfacedtwo main obstaclestime andspace.Performingthe
signingandveri cation theprotocolrequirescansigni cantly slow down thetime it takesfor routechanges
to propa@tethroughouthe network. To make S-BGPperformfast,routersrequirelarge amountsof RAM
to storethe necessarpublic key certi catesanddigital signature§29]bindeed,storingthe digital signa-
tureson storedrouteannouncementsasbeencited asbeingthe mainobstacleo S-BGPdeployment[24].
Previously, we proposedh Signatue Amortization(S-A)schemd43] thatcansigni cantly speedup S-BGP
routeauthenticationbut at the costof evenhighermemorycost. In subsequentvork, we consideredising
aggreatesignatureswhich reducednemorybut greatlyincreaseduthenticationimebmorethanoriginal
S-BGP[62].

In this paper we proposenew aggregatedpath authenticationschemedor authenticatingpath infor-
mationin BGP routeannouncementsThe mainideais to combinethetime-e cientschemeof signature
amortizationwith the space-e cienttechniquef aggraatesignatureg4]. Theaggregatesignaturetech-
niquese ectively reducethe numberof storedsignaturesiecessaryor pathauthentication.Furthermore,
we show that they are capableof producingvery shortsignaturesand utilizing hardware acceleratiorto
speedup signatureveri cation.

We proposesix construction®f aggrgatedpathauthenticatiorto take advantageof optionsprovided
by S-A andaggr@atesignaturetechniquesWe thenevaluatetheir performanceaisingnetwork simulation.
Mainly, comparedvith aggressiely optimizedS-BGR the aggrgjatedpathauthenticatiorschemeschieve
signi cant performancenhancements:

Software-onlyimplementationganreducecornvergencetime by 32%over S-BGP

With hardwareaccelerationye canreduceprocessindateng by 68%. The resultingspeeds very
closeto the speedf plain BGPwithoutary cryptographicoverhead.

We canshorternthemessagsizeby 66%on average.. Furthermoretheamountof signaturedataper
messagataysroughly constanwith the pathlength.

We canreducethe signaturememoryrequiremenby morethan72%,evenwhenrouterstry to cache
all information. This suggestsanoverall memorysavingsof 60 70%.

Given the hugeimprovementson spaceandimprovementon timingband,if we admit hardware, the es-
sentialelimination of a timing costbaggrgated path authenticatiorschemesemore major obstacleso
deploying S-BGP We areonestepcloserto practicalande cientBGP security

This Paper Section2 reviews BGP and S-BGP pathauthentication.Section3 reviews relatedwork on
improving BGP securityperformanceSectiond present®ur new aggreatedpathauthenticatiorschemes.
Section5 presentperformancevaluationmethodologyandexperimentresults.Section6 furtherdiscusses
real-world deploymentissuesandSection7 concludeshis study

2 BGPand S-BGP

BGP The BorderGatevay Protocol(BGP)is the routing protocolfor maintainingconnectity between
autonomousystemgASes)in the Internet. EachAS is assigned uniqueinteger asits identi er, known
asits ASnumber An AS managesubnetvorks expresseds|P pre xesbrangesf IP addressesA BGP



spealkerbarouterexecutingBGP protocolbmaintaingonnectiongor calledBGP sessiongwith neighbor
ing spealers,known asits peess, andsendsan Updateto announcea new preferredrouteto pre x p. The
routeis a (prefix, AS path) tuple. The ASpathis a sequenc®f AS numbersthat speci esa sequence
of autonomoussystemshroughwhich one cantraversethe network; the last AS in this sequenceés the
originator of this route. For instance,f the autonomousystemAS, owns IP pre x p, the autonomous
systemAS might sendout an Update(p; fAS; AS; @ : : ASQ to announceheroutethatAS) prefersto use
for reachingp. BGP spealrskeeproutesin the RoutinglnformationBasegRIBs) one Adj-RIBs-In per
peerkeepsrecevedroutesfrom the peer;one Adj-RIBs-Outperpeerstoresall sentroutesto thatpeer;and
Loc-RIB recordsall preferredroutesfor eachpre x. DependsonimplementationAdj-RIBs andLoc-RIB
caneitherbe separate@r centralizedphysically. In this study we considerthe Adj-RIBs-In andLoc-RIB
togetherastheroutingtablefor the BGP spealer.

Typically, aspealer's Loc-RIB changesvhenit addsanew route,deletesapreferredoute,or replaces
previously preferredroutewith anew one.BGP spealrsincrementallysendUpdatemessaget announce
suchchangego their peers.Whenspealersestablish(or re-establishp BGP sessionthey sharetheir own
Loc-RIBs with eachothervia a large numberof Updatemessagesinnouncingall preferredroutes.Ifit
resultsin new preferredroutes,processingdf an Updatemessagenay createa numberof new Updates.
If the spealer choosego announcea new preferredroute, it extendsthe existing AS pathby perpending
its AS numberto it and sendsit to all of its peers,exceptthe one who sentthe route earlier Whena
spealerannouncesrouteto pre x p, it implicitly withdrawsthelastrouteit announcedo p. Therecipient,
understandinghis implicit routewithdrawal, decideswhetherit prefersthe new route. A withdrawval can
alsobeanexplicit announcementyith nomentionof analternatie preferrecroute. In thiscasetherecipient
may examinethe previously recevedroutesfrom Adj-RIBs-Insto the samepre x anddecidewhetherthere
is analternatve to announcedo its peers.If no suchroutefoundat hand,it simply withdravs the routeas
well.

BGP rate-limitsthe sendingof Updatemessagewith parametecalledthe MinimumRouteAdvertise-
mentinterval (MRAI), whichis basicallythe minimumamountof time thatmustelapsebetweersuccessie
batcheof Updatessentto a neighbor BGP spealershave outputbu ersto keepwaiting Updatemessages,
andsendthemin batchesvhenreachingthe MRAI. A spealer may have adi erentMRAI for eachof its
peersor may have oneMRAI thatcontrolsall peers.In practice throughouthe Internet,the default value
of theMRAI is 30 seconds.

Any changeof network reachabilitywill bere ectedin the Loc-RIB of someBGP spealer. BGP will
thenpropagtethis changevia Updatemessagethroughthe entirenetwork, like awave. The corvergence
time measureshe lengthof time for suchwave of announcement® die out completelybinotherwords,
for thenetwork to returnto a stablestate.Duringthetransienperiodof corvergencethecontinualchanging
of preferredroutesdegradeshe e ectivenesof paclet forwarding. Longercorvergencetimesthusre ect
increasechetwork instability and may causesevere network performanceroblems. Studiesof BGP have
considereaornvergence[18, 32,52] andpossibleoptimizationsto controlandacceleratét [21, 31, 33, 35,
46,56].

S-BGP It hasbeenwidely recognizedhatthe lack of securityin BGP is a critical problemto the Inter
net[27, 42]. BGPis vulnerableto maliciousactorsaswell asto accidentakrrors. BecauseBGP spealers
completelyrely on andbelieve in the routing informationsentfrom peers,authenticatiormechanismsre
neededo provide routeannouncemerduthenticity Origin authenticationconsidersvhetherthe originat-
ing AS really controlsthe claimedIP addresganges. Path authenticationcon rms thatall the ASesare
authorizedo announceheroutesto thedestinationlP addresdlock(s). In otherwords,the entire AS path
is authenticatednly whentheall participatingASesarecon rmed to propagtethe AS pathshonestlyand



to attachcorrectextensiongo the AS pathscorrectly

The dominantsecurityproposal,Secue BGP (S-BGP)[27] usesattestationdo authenticateoute an-
nouncements AddressAttestations/AAs) are for origin authenticationand RouteAttestationgRAs)are
for pathauthentication.To supportsigningandveri cation operationsS-BGPalsosetsup public key in-
frastructurego establishthe authenticityof the involved parties. ASes,organizations,and spealkrs have
theirown X.509[23] publickey certi cates,expressinghebindingbetweerthe public key andtheidentity.
Therearealsoaddresallocationcerti cate expressingauthorizedP addres®wnershipby organizations.

Next, we review moredetailsof the S-BGPdesign.Sincethe focusof this paperis on pathauthentica-
tion, we skip thedetailson S-BGPPKIs andaddressttestationsMore detailscanbefoundin [27, 28]. For
performanceomparisonwe assumaell pathauthenticatiorschemesliscussedh this paperapplythesame
settingsof PKIs andthey alsoadoptS-BGPAAs for origin authentication.
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Figure 1: The procesf sendingrouteannouncementasndtheir routeattestationsWe have four ASesnumberedas
1, 2, 3, and4. AS 1 initiatesthe processy sendingannouncemen(p, flg statingthatit ownspre®x p andit is
reachablelt generateshe correspondingoute attestatiorby signingfl, p, 2gusingits privatekey K;. It putsits
AS path®rst, thenthe pre®x, thenthe intendedrecipient. The other ASescontinuethis procesdy signingthe latest
AS pathsthepre®x,andtheintendedrecipient. The®gureshavs the AS pathcomponentsén bold.

For pathauthenticationarouteattestation(RA)is signedoy a BGPspealerto authenticatéheexistence
andpositionof an AS numberin an AS path[27]. Suchattestatioris nested:.eachBGP spealer signsthe
AS pathin sequenceasit joins. Thatis, rst the origin BGP spealer signsthe AS numberof the origin
autonomousystemandthe intendedreceier (in theform of AS number).The next signeris therecipient
of this RA,; it computesandsignsthe concatenatioof the new AS path,the pre x, andintendedrecipient.
Theprocesgoeson until theentireAS pathis signed.Theinclusionof theintendedrecipientandthe pre x
in eachsignaturds necessaryo preventagainst“cut-and-pasteattacks Figurel demonstratethe process
of sendingrouteannouncemen@ndtheir routeattestationsisinganexample.

Performance Issues Several factorsa ectthe performanceof path authenticationn S-BGR given the
structuralpropertiesof RAs.

First, BGPspealkrsconsumextra CPUcycleswhensigningandverifying RAs andwhenhandlingand
validating certi cates. Eachpreferredroute announcementvolvesone signing operationby eachsigner
andk veri cation operationdy eachveri er (wherek is thenumberof RAs for this AS path).SecondRAs
increasemessagsize. Eachmessagavith an AS pathof lengthk carriesk nestedRAs. Finally, to decrease
the numberof signingveri cation operationspnecouldcachethe signedor/andveri ed routesin memory
For both thesereasonsmemorycostbecomesanotherimportantperformancedssue. Moreover, spealers
shouldalsoremembepublic keys, thuscorrespondingpublic key certi cates,to validateRAs.
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Researcherbave introduceda numberof optimizationsfor S-BGP[26], mainly focusingon caching
signedandveri ed routesandapplying DSA pre-computation.Theseoptimizationsreducethe computa-
tional costrelatedto cryptographicoperationsjn exchangefor extra memorycostand computationcom-
plexity.

Performanceroblemsof S-BGPpathauthenticatiorpreventits realizationon the Internet. The criti-
cismsaremainly focusedbntoo muchmemoryfor holdingsignaturesndcerti catesfor Updateprocessing,
andhigh processingverheadsThis researctsolvesboth problems;astheresult,we bring S-BGPonestep
closerto real-world realization.

3 RelatedWork

Despiteits strongsecurity S-BGPS performancaessueshecomemajorobstaclesThe performancestudies
in [26,29] 0 erdetaileddiscussion®n deploying S-BGPin therealworld. Theauthorscollecteda variety
of datasourcego analyzeS-BGPS performancémpactson BGP processingtransmissiorbandwidth,and
routingtablesize. Thesestudiesconcludedhatthe memoryrequirementsf holdingrouteinformation,the
necessaryerti cates, andrelatedcryptographicdataarea major hurdle. On the otherhand,our previous
studiesin [43, 62] examinethe S-BGPperformanceausingsimulation. Dueto public key cryptograply, S-
BGP pathauthenticatioris expensve on operationalateny andthusgreatlyincrease88GP corvergence
time. We thenproposedhe signatureamortization(S-A) schemefor improving e cieng.. However, the
substantiabpeed-upby S-A comesat the costof signi cant lengthenednessageandincreasedmemory
consumption.

Otherstudiestried to improve e cieng by loweringthe securityrequirementspsBGP[58] increases
practicalityby combiningthe centralizednodelof authenticatingAS numberswith a de-centralizeanodel
of authenticatindP pre x ownershipandAS paths.Subramaniaetal. [55] proposedheListenandWhisper
protocolsto addresghe BGP securityproblem. The Listen protocol helpsdataforwarding by detecting
“incomplete” TCP connectionsthe Whisperprotocoluncoversinvalid routeannouncementsy detecting
inconsisteng amongmultiple Updatemessagesriginatingfrom a commonAS. The ListenandWhisper
approactdispensewvith therequiremenbf PKI or atrustedcentralizedlatabaseandaimsfor “signi cantly
improved security”ratherthan“perfectsecurity”.

Besidegublickey cryptograply, therearee ortsonsecuringBGPusingsymmetrickey algorithmg[17,
25,61]. Theseproposalsaremoree cientontheoperationalateng, but requiremorestoragejoosetime
synchronizationandor comple key-pair pre-distritution. Otherwork hasexaminedthe origin authentica-
tion problem[1, 11,12,59].

4 AggregatedPath Authentication Schemes

In this study our goalis to maintainthe strongsecuritythat S-BGP provides, while also providing more
e cient path authenticatiorschemeghat easepracticaldeployment on the Internet. We want not only
to improve the processindateng but alsoto reducethe spaceburdenon the routersand on the network.
We canachiese both goalsby combiningtime-e cienttechnique signatureamortization(S-A) [43], and
space-e cientcryptographicschemeaggreatesignature$4, 5, 34].

In the rst step,we usesignatureamortizationtechniquego reducethe lateng by cryptographicoper
ations,thusspeedingup BGP corvergence.Next, we useaggregate signaturealgorithmsto reduceUpdate
messagsizeandsignaturanemoryrequirement®n BGP spealers. We examinethe concepbf aggregated
pathauthenticatioanaggregatedsignaturdor authenticatingheentireAS path. Theideahasbeenmen-



tionedin corversationasa potentialapplicationby the designer®f aggregatesignatureschemes$4, 5]. In
previouswork, we appliedsequentiabggreate signatureto S-BGP[62], but spaceconsumptioronly got
worse.We now take a morethoroughlook.

In therestof this sectionwe rst brie y introducethe signatureamortizationtechniqueandthe aggre-
gatesignaturealgorithms. Then,we discusghe detailsof our nenv e cientaggrgatedpathauthentication
schemes.

4.1 Signature Amortization

Signatureamortization(S-A) was rst proposedn our previous study[43]. The designis speci cally for
speedingup the processon S-BGPRAs. S-BGPusesDSA as signaturealgorithm, mainly becauséDSA
producesshortsignatures However, DSA signatureveri cation is relatively slow. Realizingthat majority
of cryptographicoperationsnvolved are signatureveri cations, we usedRSA, which hasfastveri cation
but slow signings.We thencompensatetbr the slov RSA signingsby amortizationjn two steps.

In stepone,whena BGP spealer sendghe samerouteannouncemertb multiple recipientsjt collapses
it to literally the sameannouncementbusingbit vector (or a morespace-e cientequialent)to express
which of the spealer's peersare the recipients. Thus, the spealer only needsto generateone signature,
insteadof onefor eachrecipient;the veri er of this RA usesthe bit vectorto checkthe intendedrecever.
To dothis, thespealer needdo pre-establistanorderedist of its neighborsanddistribute this to potential
veri ers; S-A achiezesthe goalby puttingthis informationin the spealer's X.509 certi cate.

BGP spealkrskeepoutgoingUpdatemessages outputbu ersand,usingMRAI timers,sendthemin
bulk. Thus,in steptwo, whenanMRAI timer res andaBGPspealrsendgshemessageaccumulatedh its
outputbu ers,it collectsall “unsigned’messageduilds aMerkle hashtree[36, 37] onthem,andsignsthe
root of thetreebthusgeneratingonesignaturefor all unsignednessagesnsteadof onefor eachmessage.
A leaf of the treeis the hashof the pair of a routeandthe recipientbit vector The resultingRA consists
of the RSA signatureon the root, the the hashpathfrom the root to thatleaf, the route,andthe recipient
bit vector A veri er of the RA canusethesehashvaluesandinformationin the route announcemerto
constructtheroot of thetreecorrectly Therearetrade-o s, however. Theveri er needso performa few
extra hashingoperationsvhenverifying a RA, andthe messagsizegrows (dueto the hashpath).

Our studieg[43, 62] have shavn thatS-A is very e cientin termsof speed.However, it substantially
increasesnessageize and memoryconsumption.This is becauséRSA sighaturesare muchlongerthan
DSA signatureg128bytesvs. 40 bytes for theRSA moduluslengthcurrentlyregardedassecure)andS-A
needsadditionalhashvaluesfor eachsignatureveri cation (20 byteseachassumingsHA-1is still secure).
It is suggestethatan S-A variantcanuseonly the bit vectorsto amortizethe signingcost. This variantcan
decreasspacecost,sinceno hashpathsareinvolved. Moreover, becauséit vectorsaremuchmorestable
thanthe Merkle hashtrees,it providesthe opportunityto cachethe signedandveri ed routes.Experiments
in [62] have shawvn thatthis variantreduceshe messagsize,but increaseshe cornvergencetime compared
with original S-A design.

4.2 AggregateSignatures

An aggregate signatue is a digital signaturethat supportsaggreation: given n signatureson n distinct
messageffom n distinctusersiit is possibleto aggrayateall thesesignaturesnto a singleshortsignature.
This singlesignaturgandthen original messagesyill corvincetheveri er thatthen usersdid indeedsign
then original messages.

Thereare mainly two proposalsof constructingaggreyate signatureq44], geneal aggreate signature
schemesndsequentiahggrejatesignatureschemes.
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General AggregateSignature

The rst approachis basedon a co-GDH signatureschemewhich canbe basedon ary gap group. The
shortsignatureschemeby Boneh,Lynn, and ShachamBLS)[7] is sucha co-GDH signatureschemehat
makes useof elliptic curves. It is referredto as a “general” aggregate signature,since the aggreation
algorithmis publicbgivenn signatures 1;:::; n, aryonecanusea public aggregationalgorithmto take
all n signaturesand calculatethe aggreate signature . The aggreation algorithm usesa bilinear map
betweentwo (multiplicative) cyclic groupsof prime order p, G1 andG,. Given anadditionalgroupGr,
suchthatjG,j = jGyj = jGtj, abilinearmapisamape : G; G, ! Gy with thefollowing properties:

Bilinear: for all u 2 G1;v 2 G, anda; b 2 Z; e(u?; V°) = e(u; v)2.

Non-degeneratee(gs; g2) , 1, whereg; is ageneratoof G; andgy is ageneratoof G,.

We brie y summarizethe Sign Verify, Aggregate andAggregate \erify algorithmasthefollowing.

Sign For a particularuser the algorithmworks a normalco-GDH signaturescheme Giventhe privatekey
x andamessagé/l, computeh  h(M), whereh 2 G,, and h*. 2 G, isthesignature.

Verify Given a users public key v, the messageM, andthe signature , computeh h(M); acceptif
&01; ) = &v; h) holds.

AggregateFor(ssetofusersU,whererj =k, signatures {2G,j1 i kgonmessagefM;j1 i kg
compute !‘:1 i. Theaggregatesignaturégs 2 Go.

AggregateVerify Giventhe aggregjatesignature , themessagesetfM; j1 i kgonwhichit's based,
andpublickeysv; 2 G; for all usersy; 2 U, verify theaggreatesignature in two steps:

1. ensurghatthemessageM; areall distinct,otherwiserejecéand

2.computehy  h(M;)forl i Kk, andacceptf e(g:; )= !‘:1 e(vi; hy) holds.

Like a co-GDH signature a bilinear aggreate signatureis a single elementof G,. Note thatthe ag-
gregationcanbe performedncrementally This way, theaggreationis asfastasa modularmultiplication.
The calculationinvolved in verify andaggraate verify algorithmsis mostly the mappinge, which canbe
implementedisingpairingcalculations We discussnoredetailson how to computepairinge ciently later
in Section5.1.3.

SequentialAggregateSignatures

A sequentialbggreate signaturescheme[34] is basedon homomorphictrapdoorpermutationssuchas
RSA. Eachsignerincrementallysignsthe nev messagendincorporatest into the aggraatesignature .
A party with knowledgeof n messagesyublic keys of the n orderedsigners,and is ableto verify that
eachsigners hascorrectly signedhis messageM; and is a valid sequentiabggreate signature. The
designersalsoshoved how to instantiatethe constructionwith the RSA trapdoorpermutation.Brie y , we
review theresultingRSA aggreate signatureschemdor n userswith moduli of lengthl in the following.
LetH : fO;1g ! f0;1d ! bea hashfunction. Note thatthe following versionrequiresthat the moduli
mustbe ordered However, themoduli canbe unrestrictedvith a few additionalstepsin thealgorithm.

Key generationEachuseri generatean RSA publickey (N;; ) andprivatekey (N;; di).

AggregateSign AggrSign( % M;)
As the basecase,leti = 1, andthe initial aggrejate signature ° 0 on an empty messageset. For



lowing checks:

1. publickeys satisfyrequirements;

. checkthatO N;i;

Jifged Ni) =1, lety & mod N;, elselety ;

.computeh;  H((My;:::; Mp); (N e); i (Ne)))and © (v hi) mod N;;
.verify Crecursiely;

.accepif = 0holdswheni = 0, rejectotherwise.

OO WN

Running time Thedetailsof aggreatesignalgorithmis the sameasthe ordinaryRSA signingalgorithm
plusa few additionalbig numbercalculationswhoserunningtimesarenegligible comparedwvith ordinary
RSA computationsHence we estimatehe runningtime of aggrgatesignasthesameasthe ordinaryRSA
signing. The recursve aggreate verify algorithmworks throughlayersof the aggreation until the base
case. Thusthe runningtime canbe estimatedasthe time of i RSA veri cations plus a bit time on extra
calculation.

4.3 AggregatedPath Authentication

Now, we describegheaggrgatedpathauthenticatiorschemeshatapply S-A togethemwith aggreatesigna-
ture schemesAgain, S-A is a goodcandidateo speedup processindJpdateswhile aggrejate signatures
canshorterthemessagsizeandreleasehememoryburden. Thenumberof signaturesn arouteannounce-
mentis nolongerlinearin thelengthof the AS path. Oneaggreatesignaturds enoughto the authenticity
of theentireAS path.

Using S-A, we have two choices.Recallthat S-A amortizessigningcostin two steps.We may choose
to usebit vectorsonly (referredto as S-A-vectay or to apply bit vectorswith Merkle hashtreestogether
(referredto as S-A-ted. Although S-A-vector may not resultin high degreeof signingamortization,it
allows us to apply two additional optimizations. First, since spealers no longer enclosehashpathsin
Updatemessageto help signatureveri cation, we cancertainly further reducethe storageconsumption.
Second S-A-vectorprovidesmuchmorestablesignaturegor routes.In otherwords,with high probability,
whenthe sameroute announcemertiasbeensignedtwice and sentto the samesetof recipients,it will
have the samesignature.This propertyallow the spealkrsto cacheveri ed signatureso avoid duplicated
cryptographimperationsin contrastsuchstraightforvard cachingoptimizationfor the S-A-treeis useless.
If the spealer usesthe S-A-treeschemeit is unlikely thatthe samerouteannouncemenwill endup with
the samesignaturesincethe tree constructiondependson the outgoingroutesin the outputbu ers. Such
informationis highly dynamic.

As discussedn Sectiond.2,we alsohave two choiceson aggreatesignatureschemesGeneralaggre-
gatesignaturesarebasedon shortsignatureschemgBLS). For standardsecurityparametersghe signature
lengthis abouthalf that of a DSA signaturewith a similar level of security Sequentiabggreate signa-
turesareimplementedisingRSA trapdoormpermutationthusthe signaturdengthis the samethatof aRSA
signaturewith the samelevel of security Certainly generalaggreate signatureoutperformin termsof
space However, theaggreyateverify operationprovided by the sequentiabggr@atesignatureschemanmay
be substantiallyfasterthanthe one provided by generalaggreate signaturescheme. Sincethe majority
of cryptographicoperationgperformedby BGP spealkers are veri cations, sequentiabggreate signature
schemecanbe potentiallythewinnerin termsof thespeed.

To achieve the moste cient aggr@ate path authenticatiorscheme we designfour constructiondy
combiningchoiceswe have for S-A andaggregatesignaturesWe thenusenetwork simulationto evaluate



their performancendto identify themoste cientscheme.

First, we de ne several notations. Let (pa; p) be the currentroute announcementyherep is the an-
nouncedpre x andpais theassociated\S pathto be sent.Let v bethebit vectorindicatingtherecipients
of theroute. Let © be the aggreate signatureon the previous route announcemerand  be th newly
generatecdggrajatesignatureontheupdatedouteannouncement.eta b standfor concatenating with
b. We now considerour four constructions.

GAS-V BGP speakrsorganizeoutgoingrouteannouncementssinga bit vectorv, generatdBLS signa-
turesons signpa p V), andcomputethe aggreate signature 0 s. The outgoingroute
announcementontainsthe route, the bit vector andthe aggrejate signature f(pa; p;v); g For caching,
spealkrscancachetheroute(pa; p; v) andassociatedggreatesignature to avoid duplicatedsigningor
veri cation. Furthermorewe canuseeithersoftwareor hardwareimplementatiorof pairing calculationfor
verify andaggreateverify operationwe denotethesetwo variantsasGAS-V(SWandGAS-V(HW)

GAS-T BGP spealkrsorganizeoutgoingroute announcementssinga bit vectors,constructa hashtree
(the resultingroot of the treeis R), generateBLS signaturess sign(R), and computethe aggraate
signature 0 s The outgoingrouteannouncementontainsthe route, the bit vector the hashpath
in the tree, andthe aggreyate signature f(pa; p; v); hashpath g BGP spealrsdo not cacheary signed
or veri ed routes,their aggreate signaturespr hashpaths. Similar to GAS-V, therearetwo variantsfor
GAS-TOGAS-T(SWandGAS-T(HW)

SAS-V BGPspealkrsorganizeoutgoingrouteannouncementssingabit vectorv, andgenerateaggrejate
signhature AggrSign( ®pa p  v). Theoutgoingrouteannouncemertontainsthe route, the bit
vector andthe aggr@atesignaturef(pa; p;Vv); g For caching,spealkrscancachetheroute(pa; p;v) and
associatedggreatesignature to avoid duplicatedsigningor veri cation.

SAS-T BGP spealkrsorganizeoutgoingthe routeannouncementssingbit vectors,constructa hashtree
(theresultingroot of thetreeis R), andgenerateaggreatesignature AggrSign( %R). Theoutgoing
route announcementontainsthe route, the bit vector the hashpathin the tree,andthe aggreate signa-
ture, f(pa; p; v); hashpath g BGP spealersdo not cacheary signedor veri ed routes,their aggreate
signaturesor hashpaths.

5 PerformanceEvaluation

Next, we discusshow we setup the simulationexperimentsfor performanceevaluationand presentex-
perimentresultsthat compareperformanceof aggrgjatedpath authenticatiorschemesith S-BGProute
attestations We focuson simulationexperimentsin this section. Section6 will extendour discussioron
real-world deploymentissues.

5.1 Evaluation Methodology

Giventhedistributednatureof BGP andthe scaleof the network systemwe turn to simulationfor perfor
manceevaluation. Section5.1.1describeghe metricswe usefor performancecomparison.Section5.1.2
discusseshe tools we useto carry out experiments. Section5.1.3 presentsssuesof gettingappropriate
benchmark®f runningtimesfor variouscryptographigrimitives.
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5.1.1 PerformanceMetrics

We usea setof metricsto evaluateperformancen termsof time andspace.

For time, we measureghe numberof cryptographicmperationsnvolved, the resultingCPU cycles,and
theBGPcornvergencedime: thetime it takesthe systemio re-achi@e a stablestateaftera perturbationsuch
asa new routeannouncemeng routewithdrawal, or a routerreboot. Particularly in our experimentswe
measure@ebootingcornvergencetimebthetime betweenwvhenacrasheBGP spealer returnsto life andall
the changeghatinducesthroughthe network. For eachsecurityschemeywe compardts corvergencetime
with corvergencetime thatoriginal BGP achieresfor the sameperturbation.(Giventhe distributednature
of BGR corvergencetimeis verydi cult to predictusinganalyticaltechniques.)

For spaceywe measurdoththemessagsizeandthestoragecostin memory For simulation we assume
a simpleform of Updatemessagesin otherwords,we measurdhe bytesfor basicUpdatemessageelds
andbytesfor additionalsignaturesbhit vectors andhashvalues.NotethatcurrentMTU limitation on Update
messagées 4096 bytes. In experimentswe relaxthis limitation. The experimentseportboth averageand
maximummessagsaizesfor usto understandhee cacg of di erentoptions.

To understanadnemorycost,we measuresignaturememoryrequirementsThatis, experimentsoutput
memoryspacefor routeannouncementsjgnaturesandbit vectors. For fair comparisonwe assumeBGP
spealkrsspendsameamountof memoryfor storingcerti catesandAAs. Ourfurtherdiscussiorin Sectioné
coversmoreissuegelatedto storingcerti catesandAAs.

5.1.2 Simulation

We usediscrete-gentsimulationto understandhe performancenf pathauthenticatiorschemesn alarge-
scaleervironment. Similar to otherstudies[43, 62, 63], our experimentsuse SSFNet[9, 44], a discrete-
eventsimulatorthat providesa comprehensie modelof basicBGP operationg47]. We take advantageof

theaddedhooksfor variantsof processingnodelsof BGP securityscheme$43].

Throughouthis study we evaluatesecurityschemesn the samenetwork topologyandsameBGP ac-
tivity setting.We usea 110-AStopology with oneoperatingBGP spealer perAS. For modelingsimplicity,
eachBGP spealkrannounceswo pre xes.In ourmodel,eachAS alsopossessedgrtual BGP spealers that
don't actuallyrunasimulatedBGP protocol. We usethe numberof suchBGP spealersto representhesize
of anAS; its sizea ectsthetimeit takesfor oneUpdatemessagéo be propagtedthroughanAS.

We usethe public dataprovided by RouteMews project[50] to generatea graphof AS connectvity
of the Internet,thenreducethe sizeto 110 ASesusinga collapsingprocedure. This reducedgraphstill
preseres certainmacroscopigroperties[13] seenon the entire Internet. Moreover, we incorporateour
estimationof route Itering policiesinto thetopologyusinga method similar to the oneproposedn [16].

During normal BGP actuities, we let one BGP spealer crashandcomebackto life. We evaluatethe
performancef the entiresystemduringrouterrebootingprocessTheworkloadon BGP spealkrscouldbe
muchhigherthannormal BGP actvities. Whenre-establishindGP sessionsvith its peerstherebooting
BGP spealer recevesroutingtabledumpsin a shortperiodof time from eachits peersyia alargeamount
of routeannouncementdio maximizethee ects,we let therebootingBGP spealer to be the onewith the
mostpeers.

5.1.3 Benchmarks

It's straightforvard to decidethe unit lengthof datastructuresnvolvedin pathauthentication For similar
level of security S-BGPusesDSA algorithmwith SHA-1, which resultsin 40-bytesignatureand20-byte
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Algorithms RunningTime (ms)
Miller' s Algorithm on Fzor 24.0
BKLS on Fzo7 23.6
Re ned Duursam-Leen Fzo7 [20] 16.8
Modi ed Duursam-Leen Fzo7 [3] 8.6
Hardwareimplementatiorf30] 1.3

Table 1. Runningtimes of Tate pairing calculation. Runningtimes by software implementationsare normalized
to 1 GHz processar The hardware implementatiorassumes conserative 10 MHz clock frequeny on the target
technology

1024-bitRSA | 1024-bitDSA | 1024-bitSAS | GAS basedn For
Sign(ms) 50.0 25.5 50.0 11.0
Veri cation (ms) 25 31.0 25 430 2
SW AggregateVeri cation (ms) - - 25 k 430 (k+1)
HW AggregateVeri cation (ms) - - - 1.3 (k+1)
AggregateSign (ms) - - 50.0 11.0
Signaturdength(bytes) 128 40 128 20

Table 2: Benchmark®f signaturealgorithmswith sameevel of security Runningtimesarenormalizedto 200 MHz
CPU,atypicaltype of processordy edgeBGP routerson the Internet,excepthardwareimplementatiorof aggreate
veri®cation.We assumehataggreateveri®cationhandlesk distinctmessagesSignaturdengthby generabggreate
signatures basedn BLS on Fz. For the saméevel of security BLS rendersl57-bitsignatures.

hashvalues.A BLS shortsignatures 20 byteslong, andthussois the aggreate signatureby the general
aggreate signaturescheme.An RSA signatureis 128 byteslong, which is alsothe lengthof a sequential
aggreatesignatureln building the hashtrees,S-A usesSHA-1. Thushashvaluesare20 byteslong.

We obtainedherunningtimesfor standargignaturealgorithms suchasRSAandDSA, by benchmark-
ing theOpenSSlcryptolibrary. However, OpenSSldoesnothave implementationsf aggraatesignatures.
Fortunatelywe candecomposef calculationof eachalgorithm,obtainthe runningtime of eachstepsand
combineto estimatethetotal runningtime. We consultedhe communityandtheliteraturefrom othercrypto
librariesor implementation$2, 6, 40].

As mentionedabore, the implementatiorof sequentiabggra@ate signaturegust requiresminor modi-

cation of the RSA algorithm. Hence ,we immediatelyestimatethat signingandveri cation time by SAS
is the sameasthe RSA algorithm (runningtimes by additionalarithmeticoperationsare negligible); and
aggragateveri cation onk distinctmessagesostsaboutk timesindividual veri cation times.

To understandherunningtimesby generabggregatesignaturedasedn elliptic curves,we turnto the
literatureof pairing-basearyptosystemsFrom[2], we learnthatit costsabout2.2 ms to signa message
usingBLS. Aggregationon two BLS signaturesieedsanothemodularmultiplicationon 157-bitnumbers,
whoserunningtime is negligible comparedwith signing.

To estimateveri cation andaggreationveri cation performancewe needto understangbairing calcu-
lation. Pairing calculationin the veri cation andaggreate veri cation operationgs relatively slow com-
paredwith scalarmpoint multiplicationin signingoperationsin the generalggr@atesignatureschemepne
veri cation is composeaf two pairingcalculationsandanaggreateveri cation onk distinctmessagese-
quiresk + 1 pairingcalculationsIn recentyearsaneverincreasinghumberof pairing-basedryptosystems
have appearedh theliterature[48]. In turn, this hasdrivenresearchnto e cientalgorithmsfor theimple-
mentationof bilinear pairingon elliptic curves. To date,the Tatepairing[14] hasattractedattentionasthe
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moste ciently computablébilinearpairingon elliptic curves.In particular Tatepairingover supersingular
elliptic curvesachievesits maximumsecurityin characteristi¢hree. The classicalgorithmfor Tatepairing
computationon elliptic curvesis Miller' s algorithm[38, 39]. Later, BKLS/GHS algorithmsfurtheredthis
developmentso thatthe Tate pairing becameeasierto computein practice[2, 15]. DuursmaandLee[10]
furtherimproved the Tate pairing calculationand extendedto moregeneralhyperelliptic curves. Yet even
moreenhancement® Duursam-LeeAlgorithm have appearedor supersingulaelliptic curvesover elds
of characteristi¢hree[3, 20,51].

Accompaniedwith hugeimprovementson software implementation®f Tate pairing, thereare a few
e ortson developinghardwareto calculatepairingse ciently [19, 30, 45]. The main obsenationlies in
the factthatarithmeticarchitecturesn the extension eld GF(3%) aregoodcandidategor parallelization,
leadingto a similar calculationtime in hardwareasfor operationsverthebaseeld GF(3™) [30]. Tablel
summarizesherunningtimesof pairingcalculations We choseherunningtimesby moste cientsoftware
optimizationandby hardwareacceleratiorior our simulationexperiments.Table2 illustratesour estimation
of runningtime andsignaturdength.We usethesenumbersasparameters the simulationexperiments.

5.2 Simulation Results

Thesecurityschemes$iave performanceverheadver the plain BGP protocol. Mainly, we areinterestedn
comparingour aggreatedpathauthenticatiorschemesvith S-BGPandS-A. Our simulationexperiments
shaw thateachconstructiorof aggreatedpathauthenticatiorasits strengthandweaknessGAS-V (HW)
clearly standsout to be the moste cient pathauthenticatiorscheme.Like S-A, GAS-V (HW) achieves
fastBGP corvergence evenslightly fasterthanS-A. At the sametime, the resultingmessagsizeis about
34% of themessagsizein S-BGP This keepsthe Updatemessagevay belov the MTU limit. In addition,
Updatemessagesssentiallydo not grow asAS pathlengthincreasesThis nice propertyis alsore ected
in the signaturememoryconsumption.GAS-V (HW) signaturesostonly 28% of the memoryfor S-BGP
signatures All togetheywe cancon rm that GAS-V (HW) is a practicalande cientpathauthentication
for BGPthatkeepsthe samédevel of securityasS-BGProuteattestations.

For software-onlyimplementationsAS-V (SW) hassimilar memorycostsasGAS-V (HW), andstill
hasfastercorvergencethanS-BGP

Next, we presentetailedexperimentresultsby cateyories.

Processind_atenciesand ConvergenceTime

We analyzethe performanceon speedoy countingcryptographimperationsrst, thenexaminingnecessary
CPUcycles,and nally comparingcornvergencetime duringrouterrebooting.

In simulation,we modeltwo versionsof S-BGP We use“S-BGP” to denotebasic S-BGP and “S-
BGP(CP)"for S-BGPwith cachingoptimizationandusingDSA pre-computatiorio speedup the signing
process.

Figure 2 presentxountingof veri cation andsigningoperations.All the schemesn this paperadopt
thesamé'lazy verify” optimizationproposedy S-BGP[26], thatis, BGP spealrsverify signature®nthe
routeonly whenthey decideto installtherouteinto Loc-RIB. For veri cations, cachingoptimizationis quite
e ectiveto reducethenumber As for reducingsigningoperationsall of theaggregjatedpathauthentication
constructionsgree ective. The numberof signingoperationgor S-BGPandS-BGP(CPare22,072.3and
11,521.9respectiely, which aretoo large to be shavn in Figure 2. Most aggreatedpath authentication
constructionaswell asS-A canreduced8% of signingsfor S-BGP Surprisingly if usingsoftwarepairing
calculation,GAS-T (SW) is theleaste cientconstructiorfor amortizingsigningcost. The mainreasons
that GAS-T (SW) veri cation is muchslower thanthat of hardwareimplementatiorand RSA veri cation.
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Figure 2: Countsfor cryptographicmperations Note thataggr@ateveri®cationsarecountedtoo. For oneaggreate
veri®cationon k messagesye countit ask veri®cations. We alsotreatthe pairing calculationthe sameway asfor
normalsignatureveri®cations.

BGP spealersusingGAS-T (SW) spendmuchlongertime processingecevedroutes.As the result,there
are not mary outgoingmessagesvaiting for MRAI timersat atime. The amortizationdegreeby S-A is
morethan60, while GAS-T (SW) only achieves28:2.
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Figure 3: Runningtime overheadsndresultingconvergencetime.

Figure 3 shaws the total CPU time spentfor cryptographicoperationsand the resultingcorvergence
time. The CPUtime for thedi erentaggreatedpathauthenticatiorschemewariesgreatly GAS-V (HW)
is the moste cientschemeof our new schemeswhile GAS-T (SW) is the worst. The lateng is mostly
a ectedby numberof operationsandunit runningtimes.

Clearlyshawvn in Figure3, all our aggrgjatedpathauthenticatiorschemegonvergefasterthanS-BGR
All, exceptgeneralaggraate signaturesisingsoftware pairing calculation,corvemgesmuchfasterthanS-
BGPwith bothoptimizations.Theperformancdy GAS (HW) is evenbetterthanS-A, andis only 5 seconds
slowerthanplain BGP withoutary pathauthenticatioormechanism.

Recallthat we measurehe corvergencetime during router rebootingprocess.We canconcludethat
aggreated path authenticatiorschemesan achieze minimum impact on BGP corvergenceeven when
routersareunderpressure.

MessageSizeand Signature Memory Cost

Our experimentresultspresentedn Figure4 furtherconcludethat GAS-V (HW) is not only the fastesin
cornvergencdime, butis alsothemosteconomimnspace NotethatGAS-V (or GAS-T)with eithersoftware
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or hardware pairing calculationpresentthe similar performanceon space. Hence,we simply illustrate
experimentresultsfor hardwarepairing calculationin Figure4. Among all aggrgjatedpathauthentication
constructionsGAS-V produceshortestUpdatemessagedJsing GAS-V, we have successfullyshortenS-
BGP messageby 66%. GAS-V canalsosare about72% of the signaturenemoryrequirementbdy S-BGP

As mentionedibore,theaggregatedpathauthenticatioschemesareall capableof fastcorvergence For
theresultingmessagsize,however, tree-basedchemegeneratéongerUpdatemessagedecaus®f extra
hashvaluescarriedin the messagesMoreover, GAS-basedschemeoutperformSAS-basedchemesn
messagsize,becaus®f muchshorteraggraatesignatureg20 bytesvs. 128bytes).Vectorbasedschemes
(GAS-V andSAS-V) have anothemice featureDmaximunmessagsizeis closeto the averagesize. This
featuregivesuscon dencethatvectorbasedschemesvill havenodi culty complyingthe Updatemessage
MTU limit, in the simulatednetwork.
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Figure 4: Performance®n space.

We alsocompareahesignaturanemoryoverhead$y cachingschemesvith the plainBGP. Thenumbers
shawvn in Figure 4 are the averagememoryoverheaddor cachingsignatureson one BGP spealer. This
includesignaturedor AAs aswell asfor RAs. For completenessf experimentswe includethe memory
overhead®n AAs for all of the pathauthenticatiorschemesGAS-V, acain, achiezesthe bestperformance.
Theresultingoverheads only about28% the amountspentby S-BGP Note thatthe currentcriticism on
S-BGPpracticalityis mainly on extra memoryburdens. Our experimentsndicatethat GAS-V is not just
e cientbitcanbea practicalsecuritysolutionfor BGP pathauthentication.

6 Discussion

Sofar, our simulationexperimentshave con rmed that our designof aggr@atedpathauthenticatioris ca-
pableof saving storagespacesigni cantly for S-BGProuteattestationsandthey have minimumprocessing
overheadmpacton BGP corvergenceevenwhenthe BGP spealkrsareunderstress.Theseresultssuggest
thatour aggregatedpathauthenticatiortanbe a goodcandidatdor practicaldeploymentin therealworld.
In doingso,sereralissueslesere morecarefuldiscussiorandconsideration.

6.1 The RealWorld

Limited by thescaleof thesimulation,we arenotableto modeltheentirelnternetto studythe performance
impacts.Usingthe publicly availableBGP data,we could geta senseon whatit lookslikeif anaggreated
pathauthenticatiorschemas deployedin the Internetandhow muchit canimprove basedn S-BGP

To male our discussiorcomplete we usethe BGP routingtabledumpfrom Route-Views to understand
the memorycoston a real router This tabledumpis collectedfrom AS6447archive on May 04, 2005,
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which takes209MB in MRT[41] format. It contains162,237uniquelP pre xesand2,011,005unique(AS
path, pre x) tuples. To cacheall receved S-BGProute attestationsthe router shouldrecord 8,284,042
DSA signaturesyhich requiresabout316MB in cache.Moreover, if therouteralsocachesignedaddress
attestationsit shouldconsumeanother76.8MB at least. In total, we arelooking at 393MB memorycost,
addingmorethan 180%to the BGP routing tablesize. In fact, we underestimatéhe amountby looking
at signaturdengthonly. As discussedn [29], the averagesizewould be larger sinceotherinformationis
involvedin eachattestation We speci cally choseto examinesignaturdengthonly, sothatwe could have
appropriatecomparisorwith aggregatedpathauthenticatiorschemes.

Now, let uscalculatethe spaceequirementor GAS-V schemethemoste cientschemeshavn in the
simulation. We assumehatthe bit vectorstake 4 byteson average.Sincethereare2,011,005unique(AS
path,pre x) tuples,GAS-V will take 108MB memoryto cacheall recevved and sentaggreate signatures
andbit vectorsin memory This numberis substantiallysmallerthantheonefor S-BGP Theactualmemory
costfor signaturesonly is reducedto lessthan29%, increasingthe routing table size by only 52%. We
believe GAS-V is muchmoremanageablandfeasiblefor real-world deployment.

To deply S-BGR we must considerthe memoryoverheaddor all necessarglatastructuresone of
themis storagefor certi cates. In simulation,we just assumeevery path authenticatiorschemeusesthe
sameamountof memoryfor certi catesasthe commonbasefor comparisonNow, we pay closerattention
to thisamount.As discussedh [29], the scaleof theInternetin 2003required75-85MBmemoryonaBGP
spealerto storeall necessarypublic key certi cates. Takingthis amountinto accountwe concludethatthe
overall savingsby GAS-V agninstall memoryoverheadsy S-BGPis 60%.

Kentetal. proposedo let ISPsextractonly necessarynformationfrom certi catesandAAs, andpush
the datato their routers[26]. Routersdo not needto storesignaturedor certi catesandAAs. Suchopti-
mizationmay save 50%—60%of the correspondingnemory We adjustthe above calculationaccordingly
Theresultingoverallmemorysaving is estimatedas70:5% Moreover, if we considettheextractedinforma-
tion from certi cates,the spacempactof di erentsignaturealgorithmscomesfrom theirkey sizes.Shavn
in Table6.2,the 1024-bitDSA with 160-bitexponentrequiresabout408 bytesto storethe public key and
domainparametersThis numberis higherthanthe key sizefor BLS or RSA, which suggestshatwe can
expecttheoverall memorysaving to beslightly higherthan70:5%.

Notedin [29], for S-BGPin 2003,the Adj-RIBs spacaequiredfor RAsis about30—-35MBperpeer and
the total requiremenfor a spealer with tensof peersmay be gigabytes.However, currentdeployed BGP
spealkrscannotbecon guredwith morethan128Mor 256M of RAM. With aggregatedpathauthentication,
we still call for additionalRAM on routers,unfortunately The overall 70:5% memorysavings certainly
reducethe gap betweerthe memorydemandsindthereality?’.

6.2 Switchingto ECDSA

Elliptic Curve Cryptograply (ECC)is emepging asanattractve public-key cryptosystemComparedo tra-
ditionalcryptosystemke RSA,ECCo ersequialentsecuritywith smallerkey sizesfastercomputations,
lower power consumptionaswell asmemoryandbandwidthsavings. ECC hasbeenendorsedy the US
governmentasthenext generatiorcryptograply. Aggregatesignaturgechniquesliscussedh this studyare
examplesof usingmoree cienttechniquego achiere the equivalentsecurity

ECDSA[60] is theelliptic curve counterparof the traditional DSA algorithm. It hasattractedalot of
attentionsrecently Popularcryptographidibraries have ECDSA implementatiorsupported.Somehard-

We do not excludethe possibility of addingmorememoryon routers.If onecannotaddmemoryto arouterbecause¢hevendor
provided no additionalslotsfor more DIMMs, thenary schemehat exceedshe memorylimitations of deployed routerswill be
decriedasnotdeployable
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RSA BLS DSA ECDSA
(1024-bit) (1024-bit) | secpl192rl| sectl63kl| sectl63r2
Key Size(bytes) 135 100 408 180 139 155
Sign(mg 7.8 2.2 3.5 1.0 3.1 3.1
Verify (m9 0.4 8.6 4.5 4.4 8.2 8.7

Table 3: Key sizeandrunningtimesof signaturealgorithmswith equialentsecurity The benchmarknumbersare
obtainedrom OpenSSlL0.9.8betaversionwith ECDSAsupportona1GHzprocessorElliptic curvesfor ECDSAare
recommendedty NIST for federalgovernmentuse[60]. Key sizeaccountdor public key anddomainparameters.

warearchitecturesuchasSizzle[22], evenallow e cientSSLhandsha& onsmalldevicesusingECDSA.
S-BGPcaneasilyswitchto useECDSAasthedigital signaturealgorithm.We usethelatestE CDSAimple-
mentationin OpenSSL0.9.8betaversionto understandts performanceWhile, ECDSAIs certainlymuch
moree cientthan RSA computationsijt is unclearif it outperformsDSA, excepton the key size crite-
rion. Table6.2demonstratethe performancealataof di erentsignaturealgorithmswith equivalentsecurity
Comparedo DSA, ECDSA signingmay performfaster Recallthat majority of cryptographicoperations
for S-BGPRAs areveri cations, we expectno signi cant improvementon processindatencies Moreover,
bothDSA andECDSA using160-bitcurvesproduced0-bytesignatures Certainly moredevelopmenton
speedingip ECDSAINn thefuturemayleadusto re-examinethisissue.

6.3 Hardware Acceleration

Anotherinterestingissuebroughtup by aggreated path authenticatiorschemess the hardware acceler
ation for pairing calculation. Recentrapid developmentsin improving pairing calculationare driven by
applicabilityto mary new EC-basectryptosystemsndprotocols. To give a few examples pairing-based
systemscan supportidentity-basedencryptionsystemsge cientkey agreemenprotocols,credentialsand
secrethandshaks, provable securesignaturesshort signaturesgroup signatureshplind signaturesproxy
signaturesmulti-signaturesthresholdsignaturesintrusion-resilienencryptionsystemsetc. Marny studies
have designedand prototypedsigni cantly improvede cientsoftwardhardwareimplementation®f pair
ing calculationthatmale thesecryptosystemgractical.For instancein 2001whenshortsignaturevas rst
invented,the authorsreport2:9 seconddor veri cation [6]. Thenin 2004,the reportedrunningtime for
BLS veri cation wasreducedo 45:2 ms[2]. Now, hardwareparallelizationallows the pairing calculation
to beaccomplishedvithin 1:8 ms[30]. Our experimentscon rm thatsuchhardwareimplementatiorallow
usto achiavee cientBGP securityonbothspeedandspace.

In addition,the aggregateveri cation algorithmin the generalaggreyate signatureschemeprovidesus
even more opportunitiesfor potentialhardware parallelization. As discussedn Section4.2, the corecal-
culationfor aggreateveri cation is to testwhetherthefollowing equationholds: e(g1; ) = !‘:1 e(vi; hy).
The pairing calculationson theright handsideareall independentFor a typical smallvalueof k, it should
bepossibleto designa hardwareimplementatiorthatfurther parallelizeghe calculationsin fact,k is fairly
smallin therealworld. CurrentBGP CIDR reportshavs thatAS pathsareof length3:7 on averageand11
maximum[8].

Moreover, we ervision wide deploymentof suchhardware acceleratofor cryptographiccalculations
notonly for its e ciengy, but alsofor its practicalityandusabilityin therealworld. (If studentwantsto do
adoctoralthesishere,pleaseapplyto theauthors.)
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7 Conclusion

The secureBGP proposalhasbeenaroundfor sometime. It provides comprehensie security counter
measures$o authenticateoutinginformationpropagtedby BGP spealers. However, routeattestationdy
S-BGPareexpensve in termsof processingverheadandspaceconsumption.

We combinethe e orts by signatureamortizationandaggreyate signatureschemeanddesignnew ag-
gregatedpathauthenticatiorschemesChoosingvariousoptionsfor eachtechniquewe try outsix di erent
constructiongor aggregatedpathauthenticationDGAS-V(SWGAS-T(SW),GAS-V(HW), GAS-T(HW),
SAS-\, andSAS-T.

We usesimulationto evaluationperformanceof eachconstructiorandcomparethemwith S-BGPand
S-A. Experimentresultsshav that GAS-V using hardwareimplementatiorof pairing calculationdelivers
bestperformance.lt hasminimum impacton BGP corvergenceand cansubstantiallyreduce66% of the
messagéengthand60 70% memorycostby S-BGP

Our work is the rst publishedreportapplying aggreate signatureso BGP path authenticatiorand
analyzingthe practicability and performancedssues. Our further analysison real-world deploymentand
hardwareacceleratiortorvincethatGAS-Vis ane cientandpracticalsolutionfor BGP security

The simulationmethodologywe applyin this studyhaslimitations. Therearesereralissuedeft out.So
far, we usesimulatednetwork tra ¢ in the experiments. One may suggestusereal BGP tra c to drive
simulation.This methodmay producemorerealisticanalysisresultson messagasizeandmemorycost.On
the otherhand,we needa singleeventto measureorvergencetime. It isdi  cult to separataneventfrom
suchcontinuoudJpdatetra c. In thefuture,we will considerthe possibilityto useemulationapproacho
combinethe simulatednetwork with realisticBGPtra c.

Whena BGP spealer hashigh degreeof connectity, thereexistsatrade-o whenexplicit inclusionof
AS numbersasrecipientsyieldsa smallerRA thanthebit vector In thesimulatedl10-AStopology the bit
vectorapproachs alwaysbetterthanAS numberapproachsinceBGP spealkrsonly have afew peers.We
will considedargersimulationmodelin futureto learnsuchtrade-o s.

Moreover, we aregoingto explore the issueson storagespacefor certi cate distribution andpractical
hardwarecryptographicaccelerators.
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