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Abstract

Thebordergatewayprotocol(BGP)controlsinter-domainroutingin theInternet.BGPis vulnerable
to many attacks,sinceroutersrely on hearsayinformationfrom neighbors.Secure BGP(S-BGP)uses
DSA to provide routeauthenticationandmitigatemany of theserisks. However, many performance
anddeploymentissuespreventS-BGP's real-world deployment.Previouswork hasexploredimproving
S-BGPprocessinglatencies,but spaceproblems,suchas increasedmessagesize and memorycost,
remainthemajorobstacles.In thispaper, wecombinetwo e� cientcryptographictechniques—signature
amortizationand aggregate signatures—todesignnew aggregatedpath authenticationschemes.We
proposesix constructionsfor aggregatedpathauthenticationthatsubstantiallyimprove e� ciency of S-
BGP's pathauthenticationon both speedandspacecriteria. Our performanceevaluationshows that
thenew schemesachieve suchane� ciency that they mayovercomethespaceobstaclesandprovide a
real-world practicalsolutionfor BGPsecurity.

1 Intr oduction

TheBorderGatewayProtocol(BGP)[49, 57] is a distributedroutingprotocolthatestablisheshow Internet
tra� c is routedbetweenautonomoussystems(ASes). Thestability of theInternetrelieson thecorrectand
e� cientfunctioningof theBGPprotocol.Despiteits centralrolein theInternet,BGPlackssecurity[53, 54].
Therootof theproblemis thatBGPreliesonhearsayinformationto updateroutingtables.Maliciousrouters
caninsertfalseinformationinto themessagesthey send,which will beusedby otherroutersandfurtherbe
propagatedwhenhonestrouterssendextensionsof theseforgedmessages.A successfulcompromiseof a
routermaycauseavarietyof serioussecurityproblemsquickly throughout theInternet[42].

Thecurrentdominantsecurityproposal,SecureBGP(S-BGP)[27], wasproposedto addresstwo major
BGPvulnerabilitiesÐlackof authenticityof the informationconveyed in messagesandlack of authoriza-
tion for BGProutersto representcertainASes. S-BGPensuresrouteauthenticationÐitenforcesonly the
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authorizedroutepropagationby eachAS in thepath;eachrouteannouncementfrom a peerwassentby the
indicatedpeer, thepathwasproperlyextended,andwasnotmodi�ed enroutefrom thepeer.

Whenit comesto deployment,S-BGPhasfacedtwo mainobstacles:time andspace.Performingthe
signingandveri�cation theprotocolrequirescansigni�cantly slow down thetime it takesfor routechanges
to propagatethroughoutthenetwork. To make S-BGPperformfast,routersrequirelargeamountsof RAM
to storethenecessarypublic key certi�catesanddigital signatures[29]Ðindeed,storingthedigital signa-
tureson storedrouteannouncementshasbeencitedasbeingthemainobstacleto S-BGPdeployment[24].
Previously, weproposedaSignatureAmortization(S-A)scheme[43] thatcansigni�cantly speedupS-BGP
routeauthentication,but at thecostof evenhighermemorycost. In subsequentwork, we consideredusing
aggregatesignatures,whichreducedmemorybut greatlyincreasedauthenticationtimeÐmorethanoriginal
S-BGP[62].

In this paper, we proposenew aggregatedpath authenticationschemesfor authenticatingpath infor-
mationin BGProuteannouncements.Themain ideais to combinethe time-e� cientschemeof signature
amortizationwith thespace-e� cient techniquesof aggregatesignatures[4]. Theaggregatesignaturetech-
niquese� ectively reducethe numberof storedsignaturesnecessaryfor pathauthentication.Furthermore,
we show that they arecapableof producingvery short signaturesandutilizing hardwareaccelerationto
speedupsignatureveri�cation.

We proposesix constructionsof aggregatedpathauthenticationto take advantageof optionsprovided
by S-A andaggregatesignaturetechniques.We thenevaluatetheir performanceusingnetwork simulation.
Mainly, comparedwith aggressively optimizedS-BGP, theaggregatedpathauthenticationschemesachieve
signi�cant performanceenhancements:

� Software-onlyimplementationscanreduceconvergencetimeby 32%overS-BGP.

� With hardwareacceleration,we canreduceprocessinglatency by 68%. The resultingspeedis very
closeto thespeedof plainBGPwithoutany cryptographicoverhead.

� Wecanshortenthemessagesizeby 66%onaverage.. Furthermore,theamountof signaturedataper
messagestaysroughlyconstantwith thepathlength.

� We canreducethesignaturememoryrequirementby morethan72%,evenwhenrouterstry to cache
all information.Thissuggestsanoverallmemorysavingsof 60� 70%.

Given the hugeimprovementson spaceandimprovementon timingÐand,if we admit hardware,the es-
sentialeliminationof a timing costÐaggregatedpathauthenticationschemesremove major obstaclesto
deploying S-BGP. Weareonestepcloserto practicalande� cientBGPsecurity.

This Paper Section2 reviews BGP andS-BGPpathauthentication.Section3 reviews relatedwork on
improving BGPsecurityperformance.Section4 presentsour new aggregatedpathauthenticationschemes.
Section5 presentsperformanceevaluationmethodologyandexperimentresults.Section6 furtherdiscusses
real-world deploymentissues,andSection7 concludesthisstudy.

2 BGP and S-BGP

BGP TheBorderGateway Protocol(BGP) is the routingprotocolfor maintainingconnectivity between
autonomoussystems(ASes)in the Internet. EachAS is assigneda uniqueintegerasits identi�er, known
asits ASnumber. An AS managessubnetworksexpressedasIP pre�xesÐrangesof IP addresses.A BGP
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speakerÐarouterexecutingBGPprotocolÐmaintainsconnections(or calledBGPsessions) with neighbor-
ing speakers,known asits peers, andsendsanUpdateto announcea new preferredrouteto pre�x p. The
routeis a (prefix, AS path) tuple. The ASpath is a sequenceof AS numbersthat speci�esa sequence
of autonomoussystemsthroughwhich onecan traversethe network; the last AS in this sequenceis the
originator of this route. For instance,if the autonomoussystemASk owns IP pre�x p, the autonomous
systemAS0 might sendout anUpdate(p; fAS0;AS1; : : :ASkg) to announcetheroutethatAS0 prefersto use
for reachingp. BGPspeakerskeeproutesin theRoutingInformationBases(RIBs): oneAdj-RIBs-In per
peerkeepsreceivedroutesfrom thepeer;oneAdj-RIBs-Outperpeerstoresall sentroutesto thatpeer;and
Loc-RIB recordsall preferredroutesfor eachpre�x. Dependson implementation,Adj-RIBs andLoc-RIB
caneitherbeseparatedor centralizedphysically. In this study, we considertheAdj-RIBs-In andLoc-RIB
togetherastheroutingtablefor theBGPspeaker.

Typically, aspeaker'sLoc-RIB changeswhenit addsanew route,deletesapreferredroute,or replacesa
previouslypreferredroutewith anew one.BGPspeakersincrementallysendUpdatemessagesto announce
suchchangesto their peers.Whenspeakersestablish(or re-establish)a BGPsession,they sharetheir own
Loc-RIBs with eachother via a large numberof Updatemessagesannouncingall preferredroutes.If it
resultsin new preferredroutes,processingof an Updatemessagemay createa numberof new Updates.
If the speaker choosesto announcea new preferredroute, it extendsthe existing AS pathby perpending
its AS numberto it and sendsit to all of its peers,except the one who sentthe route earlier. When a
speakerannouncesarouteto pre�x p, it implicitly withdrawsthelastrouteit announcedto p. Therecipient,
understandingthis implicit routewithdrawal, decideswhetherit prefersthe new route. A withdrawal can
alsobeanexplicit announcement,with nomentionof analternativepreferredroute.In thiscase,therecipient
mayexaminethepreviously receivedroutesfrom Adj-RIBs-Insto thesamepre�x anddecidewhetherthere
is analternative to announceto its peers.If no suchroutefoundat hand,it simply withdraws therouteas
well.

BGPrate-limitsthesendingof Updatemessageswith parametercalledtheMinimumRouteAdvertise-
mentInterval (MRAI), which is basicallytheminimumamountof time thatmustelapsebetweensuccessive
batchesof Updatessentto a neighbor. BGPspeakershave outputbu� ersto keepwaitingUpdatemessages,
andsendthemin batcheswhenreachingtheMRAI. A speaker mayhave a di� erentMRAI for eachof its
peersor mayhave oneMRAI thatcontrolsall peers.In practice,throughouttheInternet,thedefault value
of theMRAI is 30seconds.

Any changeof network reachabilitywill be re�ected in theLoc-RIB of someBGPspeaker. BGPwill
thenpropagatethis changevia Updatemessagesthroughtheentirenetwork, like a wave. Theconvergence
timemeasuresthe lengthof time for suchwave of announcementsto die out completelyÐinotherwords,
for thenetwork to returnto astablestate.Duringthetransientperiodof convergence,thecontinualchanging
of preferredroutesdegradesthee� ectivenessof packet forwarding. Longerconvergencetimesthusre�ect
increasednetwork instability andmaycauseseverenetwork performanceproblems.Studiesof BGPhave
consideredconvergence[18, 32,52] andpossibleoptimizationsto controlandaccelerateit [21, 31,33,35,
46,56].

S-BGP It hasbeenwidely recognizedthat the lack of securityin BGP is a critical problemto the Inter-
net [27, 42]. BGPis vulnerableto maliciousactorsaswell asto accidentalerrors.BecauseBGPspeakers
completelyrely on andbelieve in the routing informationsentfrom peers,authenticationmechanismsare
neededto provide routeannouncementauthenticity. Origin authenticationconsiderswhethertheoriginat-
ing AS really controlsthe claimedIP addressranges.Path authenticationcon�rms that all the ASesare
authorizedto announcetheroutesto thedestinationIP addressblock(s).In otherwords,theentireAS path
is authenticatedonly whentheall participatingASesarecon�rmed to propagatetheAS pathshonestlyand
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to attachcorrectextensionsto theAS pathscorrectly.

The dominantsecurityproposal,Secure BGP (S-BGP)[27] usesattestationsto authenticateroutean-
nouncements.AddressAttestations(AAs)are for origin authentication,andRouteAttestations(RAs)are
for pathauthentication.To supportsigningandveri�cation operations,S-BGPalsosetsup public key in-
frastructuresto establishthe authenticityof the involved parties. ASes,organizations,andspeakershave
theirown X.509[23] publickey certi�cates,expressingthebindingbetweenthepublickey andtheidentity.
Therearealsoaddressallocationcerti�cate expressingauthorizedIP addressownershipby organizations.

Next, we review moredetailsof theS-BGPdesign.Sincethefocusof this paperis on pathauthentica-
tion, weskip thedetailsonS-BGPPKIsandaddressattestations.Moredetailscanbefoundin [27, 28]. For
performancecomparison,weassumeall pathauthenticationschemesdiscussedin thispaperapplythesame
settingsof PKIsandthey alsoadoptS-BGPAAs for origin authentication.
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Figure 1: Theprocessof sendingrouteannouncementsandtheir routeattestations.We have four ASesnumberedas
1, 2, 3, and4. AS 1 initiatesthe processby sendingannouncement(p, f1g) statingthat it owns pre®x p andit is
reachable.It generatesthecorrespondingrouteattestationby signingf1, p, 2gusingits privatekey K1. It putsits
AS path®rst, thenthepre®x, thenthe intendedrecipient.TheotherASescontinuethis processby signingthe latest
AS paths,thepre®x,andtheintendedrecipient.The®gureshows theAS pathcomponentsin bold.

For pathauthentication,arouteattestation(RA)is signedby aBGPspeakerto authenticatetheexistence
andpositionof anAS numberin anAS path[27]. Suchattestationis nested:eachBGPspeaker signsthe
AS pathin sequence,asit joins. That is, �rst the origin BGP speaker signsthe AS numberof the origin
autonomoussystemandtheintendedreceiver (in theform of AS number).Thenext signeris therecipient
of this RA; it computesandsignstheconcatenationof thenew AS path,thepre�x, andintendedrecipient.
Theprocessgoesonuntil theentireAS pathis signed.Theinclusionof theintendedrecipientandthepre�x
in eachsignatureis necessaryto preventagainst“cut-and-paste”attacks.Figure1 demonstratestheprocess
of sendingrouteannouncementsandtheir routeattestationsusinganexample.

Performance Issues Several factorsa� ect the performanceof pathauthenticationin S-BGP, given the
structuralpropertiesof RAs.

First,BGPspeakersconsumeextraCPUcycleswhensigningandverifying RAsandwhenhandlingand
validatingcerti�cates. Eachpreferredrouteannouncementinvolvesonesigningoperationby eachsigner
andk veri�cation operationsby eachveri�er (wherek is thenumberof RAs for thisAS path).Second,RAs
increasemessagesize.Eachmessagewith anAS pathof lengthk carriesk nestedRAs. Finally, to decrease
thenumberof signing/veri�cation operations,onecouldcachethesignedor/andveri�ed routesin memory.
For both thesereasons,memorycostbecomesanotherimportantperformanceissue. Moreover, speakers
shouldalsorememberpublickeys, thuscorrespondingpublickey certi�cates,to validateRAs.
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Researchershave introduceda numberof optimizationsfor S-BGP[26], mainly focusingon caching
signedandveri�ed routesandapplyingDSA pre-computation.Theseoptimizationsreducethe computa-
tional costrelatedto cryptographicoperations,in exchangefor extra memorycostandcomputationcom-
plexity.

Performanceproblemsof S-BGPpathauthenticationprevent its realizationon the Internet. The criti-
cismsaremainlyfocusedontoomuchmemoryfor holdingsignaturesandcerti�catesfor Updateprocessing,
andhighprocessingoverheads.This researchsolvesbothproblems;astheresult,webringS-BGPonestep
closerto real-world realization.

3 RelatedWork

Despiteits strongsecurity, S-BGP's performanceissuesbecomemajorobstacles.Theperformancestudies
in [26, 29] o� er detaileddiscussionson deploying S-BGPin therealworld. Theauthorscollecteda variety
of datasourcesto analyzeS-BGP's performanceimpactson BGPprocessing,transmissionbandwidth,and
routingtablesize.Thesestudiesconcludedthatthememoryrequirementsof holdingrouteinformation,the
necessarycerti�cates,andrelatedcryptographicdataarea majorhurdle. On theotherhand,our previous
studiesin [43, 62] examinetheS-BGPperformanceusingsimulation.Dueto public key cryptography, S-
BGP pathauthenticationis expensive on operationallatency andthusgreatlyincreasesBGP convergence
time. We thenproposedthe signatureamortization(S-A) schemefor improving e� ciency. However, the
substantialspeed-upby S-A comesat the costof signi�cant lengthenedmessagesandincreasedmemory
consumption.

Otherstudiestried to improve e� ciency by lowering thesecurityrequirements.psBGP[58] increases
practicalityby combiningthecentralizedmodelof authenticatingAS numberswith a de-centralizedmodel
of authenticatingIPpre�x ownershipandASpaths.Subramanianetal. [55] proposedtheListenandWhisper
protocolsto addressthe BGP securityproblem. The Listen protocolhelpsdataforwardingby detecting
“incomplete”TCP connections;the Whisperprotocoluncoversinvalid routeannouncementsby detecting
inconsistency amongmultiple Updatemessagesoriginatingfrom a commonAS. The Listen andWhisper
approachdispenseswith therequirementof PKI or atrustedcentralizeddatabase,andaimsfor “signi�cantly
improvedsecurity”ratherthan“perfectsecurity”.

Besidespublickey cryptography, therearee� ortsonsecuringBGPusingsymmetrickey algorithms[17,
25,61]. Theseproposalsaremoree� cienton theoperationallatency, but requiremorestorage,loosetime
synchronization,and/or complex key-pair pre-distribution. Otherwork hasexaminedtheorigin authentica-
tion problem[1, 11,12,59].

4 AggregatedPath Authentication Schemes

In this study, our goal is to maintainthe strongsecuritythat S-BGPprovides,while alsoproviding more
e� cient path authenticationschemesthat easepracticaldeployment on the Internet. We want not only
to improve the processinglatency but alsoto reducethe spaceburdenon the routersandon the network.
We canachieve both goalsby combiningtime-e� cient technique,signatureamortization(S-A) [43], and
space-e� cientcryptographicscheme,aggregatesignatures[4, 5, 34].

In the�rst step,we usesignatureamortizationtechniquesto reducethelatency by cryptographicoper-
ations,thusspeedingup BGPconvergence.Next, we useaggregatesignaturealgorithmsto reduceUpdate
messagesizeandsignaturememoryrequirementsonBGPspeakers.Weexaminetheconceptof aggregated
pathauthenticationÐanaggregatedsignaturefor authenticatingtheentireAS path.Theideahasbeenmen-
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tionedin conversationasa potentialapplicationby thedesignersof aggregatesignatureschemes[4, 5]. In
previouswork, we appliedsequentialaggregatesignaturesto S-BGP[62], but spaceconsumptiononly got
worse.Wenow takeamorethoroughlook.

In therestof this section,we �rst brie�y introducethesignatureamortizationtechniqueandtheaggre-
gatesignaturealgorithms.Then,we discussthedetailsof our new e� cientaggregatedpathauthentication
schemes.

4.1 SignatureAmortization

Signatureamortization(S-A) was�rst proposedin our previousstudy[43]. Thedesignis speci�cally for
speedingup the processon S-BGPRAs. S-BGPusesDSA assignaturealgorithm,mainly becauseDSA
producesshortsignatures.However, DSA signatureveri�cation is relatively slow. Realizingthatmajority
of cryptographicoperationsinvolvedaresignatureveri�cations, we usedRSA, which hasfastveri�cation
but slow signings.We thencompensatedfor theslow RSAsigningsby amortization,in two steps.

In stepone,whenaBGPspeakersendsthesamerouteannouncementto multiple recipients,it collapses
it to literally thesameannouncementÐusinga bit vector(or a morespace-e� cientequivalent)to express
which of the speaker's peersare the recipients. Thus, the speaker only needsto generateonesignature,
insteadof onefor eachrecipient;theveri�er of this RA usesthebit vectorto checkthe intendedreceiver.
To do this, thespeaker needsto pre-establishanorderedlist of its neighbors,anddistributethis to potential
veri�ers; S-A achievesthegoalby puttingthis informationin thespeaker'sX.509certi�cate.

BGPspeakerskeepoutgoingUpdatemessagesin outputbu� ersand,usingMRAI timers,sendthemin
bulk. Thus,in steptwo,whenanMRAI timer�res andaBGPspeakersendsthemessagesaccumulatedin its
outputbu� ers,it collectsall “unsigned”messages,buildsaMerklehashtree[36, 37] on them,andsignsthe
root of thetreeÐthusgeneratingonesignaturefor all unsignedmessages,insteadof onefor eachmessage.
A leaf of the treeis thehashof thepair of a routeandthe recipientbit vector. The resultingRA consists
of the RSA signatureon the root, the the hashpathfrom the root to that leaf, the route,andthe recipient
bit vector. A veri�er of the RA canusethesehashvaluesandinformationin the routeannouncementto
constructtheroot of the treecorrectly. Therearetrade-o� s, however. Theveri�er needsto performa few
extrahashingoperationswhenverifying aRA, andthemessagesizegrows (dueto thehashpath).

Our studies[43, 62] have shown thatS-A is very e� cient in termsof speed.However, it substantially
increasesmessagesizeandmemoryconsumption.This is becauseRSA signaturesaremuchlongerthan
DSA signatures(128bytesvs. 40bytes,for theRSAmoduluslengthcurrentlyregardedassecure),andS-A
needsadditionalhashvaluesfor eachsignatureveri�cation (20byteseach,assumingSHA-1 is still secure).
It is suggestedthatanS-A variantcanuseonly thebit vectorsto amortizethesigningcost.Thisvariantcan
decreasespacecost,sinceno hashpathsareinvolved. Moreover, becausebit vectorsaremuchmorestable
thantheMerklehashtrees,it providestheopportunityto cachethesignedandveri�ed routes.Experiments
in [62] haveshown thatthis variantreducesthemessagesize,but increasestheconvergencetimecompared
with originalS-A design.

4.2 AggregateSignatures

An aggregatesignature is a digital signaturethat supportsaggregation: given n signatureson n distinct
messagesfrom n distinctusers,it is possibleto aggregateall thesesignaturesinto a singleshortsignature.
Thissinglesignature(andthen originalmessages)will convincetheveri�er thatthen usersdid indeedsign
then originalmessages.

Therearemainly two proposalsof constructingaggregatesignatures[4], general aggregatesignature
schemesandsequentialaggregatesignatureschemes.
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GeneralAggregateSignature

The �rst approachis basedon a co-GDH signaturescheme,which canbe basedon any gap group. The
shortsignatureschemeby Boneh,Lynn, andShacham(BLS)[7] is sucha co-GDHsignatureschemethat
makes useof elliptic curves. It is referredto as a “general” aggregate signature,sincethe aggregation
algorithmis publicÐgivenn signatures� 1; : : : ; � n, anyonecanusea public aggregationalgorithmto take
all n signaturesandcalculatethe aggregatesignature� . The aggregation algorithmusesa bilinear map
betweentwo (multiplicative) cyclic groupsof prime order p, G1 andG2. Given an additionalgroupGT ,
suchthatjG1j = jG2j = jGT j, abilinearmapis amape : G1 � G2 ! GT with thefollowing properties:

� Bilinear: for all u 2 G1; v 2 G2 anda;b 2 Z;e(ua; vb) = e(u; v)ab.

� Non-degenerate:e(g1; g2) , 1, whereg1 is ageneratorof G1 andg2 is ageneratorof G2.

Webrie�y summarizetheSign, Verify, Aggregate, andAggregateVerify algorithmasthefollowing.

Sign For a particularuser, thealgorithmworksa normalco-GDHsignaturescheme.Giventheprivatekey
x andamessageM, computeh  h(M), whereh 2 G2, and�  hx. � 2 G2 is thesignature.

Verify Given a user's public key v, the messageM, andthe signature� , computeh  h(M); acceptif
e(g1; � ) = e(v;h) holds.

AggregateFor asetof usersU, wherejUj = k, signaturesf� i 2 G2 j 1 � i � kgonmessagesfMi j 1 � i � kg,
compute�  

Q k
i=1 � i . Theaggregatesignatureis � 2 G2.

AggregateVerify Given theaggregatesignature� , themessagesetfMi j 1 � i � kgon which it' s based,
andpublickeysvi 2 G1 for all usersui 2 U, verify theaggregatesignature� in two steps:
1. ensurethatthemessagesMi areall distinct,otherwisereject;and
2. computehi  h(Mi) for 1 � i � k, andacceptif e(g1; � ) =

Q k
i=1 e(vi ; hi) holds.

Like a co-GDH signature,a bilinear aggregatesignatureis a singleelementof G2. Note that the ag-
gregationcanbeperformedincrementally. This way, theaggregationis asfastasa modularmultiplication.
Thecalculationinvolved in verify andaggregateverify algorithmsis mostly themappinge, which canbe
implementedusingpairingcalculations.Wediscussmoredetailsonhow to computepairinge� ciently later
in Section5.1.3.

SequentialAggregateSignatures

A sequentialaggregate signaturescheme[34] is basedon homomorphictrapdoorpermutations,suchas
RSA. Eachsignerincrementallysignsthenew messageandincorporatesit into theaggregatesignature� .
A party with knowledgeof n messages,public keys of the n orderedsigners,and� is ableto verify that
eachsignersi hascorrectlysignedhis messageMi and� is a valid sequentialaggregatesignature.The
designersalsoshowedhow to instantiatetheconstructionwith theRSA trapdoorpermutation.Brie�y , we
review theresultingRSA aggregatesignatureschemefor n userswith moduli of lengthl in the following.
Let H : f0;1g� ! f0; 1gl� 1 be a hashfunction. Note that the following versionrequiresthat the moduli
mustbeordered.However, themoduli canbeunrestrictedwith a few additionalstepsin thealgorithm.

KeygenerationEachuseri generatesanRSApublickey (Ni ; ei) andprivatekey (Ni ; di).

AggregateSignAggrSign(� 0; Mi)
As the basecase,let i = 1, and the initial aggregate signature� 0  0 on an empty messageset. For
the ith signer, givena valid aggregatesignature� 0 on fM1; : : : ; Mi� 1gandpublic keys, shecomputeshi  
H((M1; : : : ; Mi); ((N1; e1); : : : ; (Ni ; ei))), y  hi + � 0, andoutputs�  ydi mod Ni .
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AggregateVerify Givenaggregatesignature� on fM1; : : : ; Mig, andpublic keys, theveri�er doesthefol-
lowing checks:
1. publickeyssatisfyrequirements;
2. checkthat0 � � � Ni ;
3. if gcd(� ; Ni) = 1, let y  � ei mod Ni , elselet y  � ;
4. computehi  H((M1; : : : ; Mi); ((N1; e1); : : : ; (Ni ; ei))) and� 0  (y � hi) mod Ni ;
5. verify � 0 recursively;
6. acceptif � = 0 holdswheni = 0, rejectotherwise.

Running time Thedetailsof aggregatesignalgorithmis thesameastheordinaryRSAsigningalgorithm
plusa few additionalbig numbercalculations,whoserunningtimesarenegligible comparedwith ordinary
RSAcomputations.Hence,weestimatetherunningtimeof aggregatesignasthesameastheordinaryRSA
signing. The recursive aggregateverify algorithmworks throughlayersof the aggregation until the base
case.Thusthe runningtime canbe estimatedasthe time of i RSA veri�cations plus a bit time on extra
calculation.

4.3 AggregatedPath Authentication

Now, wedescribetheaggregatedpathauthenticationschemesthatapplyS-A togetherwith aggregatesigna-
tureschemes.Again, S-A is a goodcandidateto speedup processingUpdates,while aggregatesignatures
canshortenthemessagesizeandreleasethememoryburden.Thenumberof signaturesin arouteannounce-
mentis no longerlinearin thelengthof theAS path.Oneaggregatesignatureis enoughto theauthenticity
of theentireAS path.

UsingS-A, we have two choices.RecallthatS-A amortizessigningcostin two steps.We maychoose
to usebit vectorsonly (referredto asS-A-vector) or to apply bit vectorswith Merkle hashtreestogether
(referredto asS-A-tree). Although S-A-vectormay not result in high degreeof signingamortization,it
allows us to apply two additionaloptimizations. First, sincespeakers no longer enclosehashpathsin
Updatemessagesto help signatureveri�cation, we cancertainlyfurther reducethe storageconsumption.
Second,S-A-vectorprovidesmuchmorestablesignaturesfor routes.In otherwords,with high probability,
whenthe samerouteannouncementhasbeensignedtwice andsentto the samesetof recipients,it will
have thesamesignature.This propertyallow thespeakersto cacheveri�ed signaturesto avoid duplicated
cryptographicoperations.In contrast,suchstraightforwardcachingoptimizationfor theS-A-treeis useless.
If thespeaker usestheS-A-treescheme,it is unlikely that thesamerouteannouncementwill endup with
the samesignaturesincethe treeconstructiondependson the outgoingroutesin the outputbu� ers. Such
informationis highly dynamic.

As discussedin Section4.2,we alsohave two choiceson aggregatesignatureschemes.Generalaggre-
gatesignaturesarebasedon shortsignaturescheme(BLS). For standardsecurityparameters,thesignature
lengthis abouthalf that of a DSA signaturewith a similar level of security. Sequentialaggregatesigna-
turesareimplementedusingRSAtrapdoorpermutation,thusthesignaturelengthis thesamethatof aRSA
signaturewith the samelevel of security. Certainly, generalaggregatesignaturesoutperformin termsof
space.However, theaggregateverify operationprovidedby thesequentialaggregatesignatureschememay
be substantiallyfasterthan the oneprovided by generalaggregatesignaturescheme.Sincethe majority
of cryptographicoperationsperformedby BGP speakersareveri�cations, sequentialaggregatesignature
schemecanbepotentiallythewinnerin termsof thespeed.

To achieve the moste� cient aggregatepathauthenticationscheme,we designfour constructionsby
combiningchoiceswe have for S-A andaggregatesignatures.We thenusenetwork simulationto evaluate
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their performanceandto identify themoste� cientscheme.

First, we de�ne several notations.Let (pa; p) be the currentrouteannouncement,wherep is the an-
nouncedpre�x andpa is theassociatedAS pathto besent.Let v bethebit vectorindicatingtherecipients
of the route. Let � 0 be the aggregatesignatureon the previous routeannouncementand � be th newly
generatedaggregatesignatureontheupdatedrouteannouncement.Let a � b standfor concatenatinga with
b. Wenow considerour four constructions.

GAS-V BGPspeakersorganizeoutgoingrouteannouncementsusinga bit vectorv, generateBLS signa-
tureson s  sign(pa � p � v), andcomputethe aggregatesignature�  � 0 � s. The outgoingroute
announcementcontainsthe route,the bit vector, andthe aggregatesignature,f(pa; p; v); � g. For caching,
speakerscancachetheroute(pa; p; v) andassociatedaggregatesignature� to avoid duplicatedsigningor
veri�cation. Furthermore,wecanuseeithersoftwareor hardwareimplementationof pairingcalculationfor
verify andaggregateverify operation,wedenotethesetwo variantsasGAS-V(SW)andGAS-V(HW).

GAS-T BGPspeakersorganizeoutgoingrouteannouncementsusinga bit vectors,constructa hashtree
(the resultingroot of the tree is R), generateBLS signaturess  sign(R), and computethe aggregate
signature�  � 0 � s. The outgoingrouteannouncementcontainsthe route,the bit vector, the hashpath
in the tree,andthe aggregatesignature,f(pa; p; v); hashpath; � g. BGP speakersdo not cacheany signed
or veri�ed routes,their aggregatesignatures,or hashpaths. Similar to GAS-V, therearetwo variantsfor
GAS-TÐGAS-T(SW)andGAS-T(HW).

SAS-V BGPspeakersorganizeoutgoingrouteannouncementsusingabit vectorv, andgenerateaggregate
signature�  AggrSign(� 0; pa � p � v). Theoutgoingrouteannouncementcontainstheroute,thebit
vector, andtheaggregatesignature,f(pa; p; v); � g. For caching,speakerscancachetheroute(pa; p; v) and
associatedaggregatesignature� to avoid duplicatedsigningor veri�cation.

SAS-T BGPspeakersorganizeoutgoingtherouteannouncementsusingbit vectors,constructa hashtree
(theresultingroot of thetreeis R), andgenerateaggregatesignature�  AggrSign(� 0;R). Theoutgoing
routeannouncementcontainsthe route,the bit vector, the hashpathin the tree,andthe aggregatesigna-
ture, f(pa; p; v); hashpath; � g. BGP speakersdo not cacheany signedor veri�ed routes,their aggregate
signatures,or hashpaths.

5 PerformanceEvaluation

Next, we discusshow we setup the simulationexperimentsfor performanceevaluationandpresentex-
perimentresultsthat compareperformanceof aggregatedpathauthenticationschemeswith S-BGProute
attestations.We focuson simulationexperimentsin this section.Section6 will extendour discussionon
real-world deploymentissues.

5.1 Evaluation Methodology

Giventhedistributednatureof BGPandthescaleof thenetwork system,we turn to simulationfor perfor-
manceevaluation. Section5.1.1describesthe metricswe usefor performancecomparison.Section5.1.2
discussesthe tools we useto carry out experiments.Section5.1.3presentsissuesof gettingappropriate
benchmarksof runningtimesfor variouscryptographicprimitives.
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5.1.1 PerformanceMetrics

Weuseasetof metricsto evaluateperformancein termsof timeandspace.

For time, we measurethenumberof cryptographicoperationsinvolved,theresultingCPUcycles,and
theBGPconvergencetime: thetime it takesthesystemto re-achieveastablestateafteraperturbation,such
asa new routeannouncement,a routewithdrawal, or a routerreboot. Particularly in our experiments,we
measurerebootingconvergencetimeÐthetimebetweenwhenacrashedBGPspeaker returnsto life andall
thechangesthat inducesthroughthenetwork. For eachsecurityscheme,we compareits convergencetime
with convergencetime thatoriginal BGPachievesfor thesameperturbation.(Giventhedistributednature
of BGP, convergencetime is verydi� cult to predictusinganalyticaltechniques.)

For space,wemeasureboththemessagesizeandthestoragecostin memory. For simulation,weassume
a simpleform of Updatemessages.In otherwords,we measurethebytesfor basicUpdatemessage�elds
andbytesfor additionalsignatures,bit vectors,andhashvalues.NotethatcurrentMTU limitation onUpdate
messageis 4096bytes. In experiments,we relax this limitation. Theexperimentsreportbothaverageand
maximummessagesizesfor usto understandthee� cacy of di� erentoptions.

To understandmemorycost,we measuresignaturememoryrequirements.That is, experimentsoutput
memoryspacefor routeannouncements,signaturesandbit vectors.For fair comparison,we assumeBGP
speakersspendsameamountof memoryfor storingcerti�catesandAAs. Ourfurtherdiscussionin Section6
coversmoreissuesrelatedto storingcerti�catesandAAs.

5.1.2 Simulation

We usediscrete-eventsimulationto understandtheperformanceof pathauthenticationschemesin a large-
scaleenvironment. Similar to otherstudies[43, 62, 63], our experimentsuseSSFNet[9, 44], a discrete-
eventsimulatorthatprovidesa comprehensive modelof basicBGPoperations[47]. We take advantageof
theaddedhooksfor variantsof processingmodelsof BGPsecurityschemes[43].

Throughoutthis study, we evaluatesecurityschemesin thesamenetwork topologyandsameBGPac-
tivity setting.Weusea110-AStopology, with oneoperatingBGPspeakerperAS. For modelingsimplicity,
eachBGPspeakerannouncestwo pre�xes.In ourmodel,eachAS alsopossessesvirtual BGPspeakers that
don't actuallyrunasimulatedBGPprotocol.Weusethenumberof suchBGPspeakersto representthesize
of anAS; its sizea� ectsthetime it takesfor oneUpdatemessageto bepropagatedthroughanAS.

We usethe public dataprovided by RouteViews project [50] to generatea graphof AS connectivity
of the Internet,thenreducethe size to 110 ASesusinga collapsingprocedure.This reducedgraphstill
preservescertainmacroscopicproperties[13] seenon the entire Internet. Moreover, we incorporateour
estimationof route�ltering policiesinto thetopologyusingamethod,similar to theoneproposedin [16].

During normalBGP activities, we let oneBGP speaker crashandcomebackto life. We evaluatethe
performanceof theentiresystemduringrouterrebootingprocess.TheworkloadonBGPspeakerscouldbe
muchhigherthannormalBGPactivities. Whenre-establishingBGPsessionswith its peers,therebooting
BGPspeaker receivesroutingtabledumpsin a shortperiodof time from eachits peers,via a largeamount
of routeannouncements.To maximizethee� ects,we let therebootingBGPspeaker to betheonewith the
mostpeers.

5.1.3 Benchmarks

It' s straightforwardto decidetheunit lengthof datastructuresinvolved in pathauthentication.For similar
level of security, S-BGPusesDSA algorithmwith SHA-1,which resultsin 40-bytesignaturesand20-byte
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Algorithms RunningTime(ms)
Miller' sAlgorithm onF397 24.0
BKLS onF397 23.6
Re�ned Duursam-LeeonF397 [20] 16.8
Modi�ed Duursam-LeeonF397 [3] 8.6
Hardwareimplementation[30] 1.3

Table 1: Runningtimes of Tate pairing calculation. Runningtimes by software implementationsare normalized
to 1 GHz processor. The hardware implementationassumesa conservative 10 MHz clock frequency on the target
technology.

1024-bitRSA 1024-bitDSA 1024-bitSAS GASbasedonF397

Sign(ms) 50.0 25.5 50.0 11.0
Veri�cation (ms) 2.5 31.0 2.5 43:0 � 2
SWAggregateVeri�cation (ms) – – 2:5 � k 43:0 � (k + 1)
HW AggregateVeri�cation (ms) – – – 1:3 � (k + 1)
AggregateSign(ms) – – 50.0 11.0
Signaturelength(bytes) 128 40 128 20

Table 2: Benchmarksof signaturealgorithmswith samelevel of security. Runningtimesarenormalizedto 200MHz
CPU,a typical typeof processorsby edgeBGProuterson theInternet,excepthardwareimplementationof aggregate
veri®cation.Weassumethataggregateveri®cationhandlesk distinctmessages.Signaturelengthby generalaggregate
signatureis basedonBLS onF397. For thesamelevel of security, BLS renders157-bitsignatures.

hashvalues.A BLS shortsignatureis 20 byteslong, andthusso is theaggregatesignatureby thegeneral
aggregatesignaturescheme.An RSA signatureis 128byteslong, which is alsothe lengthof a sequential
aggregatesignature.In building thehashtrees,S-A usesSHA-1. Thushashvaluesare20byteslong.

Weobtainedtherunningtimesfor standardsignaturealgorithms,suchasRSAandDSA,by benchmark-
ing theOpenSSLcryptolibrary. However, OpenSSLdoesnothaveimplementationsof aggregatesignatures.
Fortunately, we candecomposeof calculationof eachalgorithm,obtaintherunningtime of eachsteps,and
combineto estimatethetotalrunningtime. Weconsultedthecommunityandtheliteraturefrom othercrypto
librariesor implementations[2, 6, 40].

As mentionedabove, the implementationof sequentialaggregatesignaturesjust requiresminor modi-
�cation of theRSA algorithm. Hence,we immediatelyestimatethatsigningandveri�cation time by SAS
is the sameasthe RSA algorithm(runningtimesby additionalarithmeticoperationsarenegligible); and
aggregateveri�cation onk distinctmessagescostsaboutk timesindividual veri�cation times.

To understandtherunningtimesby generalaggregatesignaturesbasedonelliptic curves,we turn to the
literatureof pairing-basedcryptosystems.From[2], we learnthat it costsabout2.2 ms to signa message
usingBLS. Aggregationon two BLS signaturesneedsanothermodularmultiplicationon 157-bitnumbers,
whoserunningtime is negligible comparedwith signing.

To estimateveri�cation andaggregationveri�cation performance,weneedto understandpairingcalcu-
lation. Pairing calculationin the veri�cation andaggregateveri�cation operationsis relatively slow com-
paredwith scalarpointmultiplicationin signingoperations.In thegeneralaggregatesignaturescheme,one
veri�cation is composedof two pairingcalculations,andanaggregateveri�cation onk distinctmessagesre-
quiresk+ 1 pairingcalculations.In recentyears,anever-increasingnumberof pairing-basedcryptosystems
have appearedin theliterature[48]. In turn, this hasdrivenresearchinto e� cientalgorithmsfor theimple-
mentationof bilinearpairingon elliptic curves. To date,theTatepairing[14] hasattractedattentionasthe
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moste� cientlycomputablebilinearpairingonelliptic curves.In particular, Tatepairingoversupersingular
elliptic curvesachievesits maximumsecurityin characteristicthree.Theclassicalgorithmfor Tatepairing
computationon elliptic curvesis Miller' s algorithm[38, 39]. Later, BKLS/GHSalgorithmsfurtheredthis
developmentso that theTatepairingbecameeasierto computein practice[2, 15]. DuursmaandLee[10]
further improved theTatepairingcalculationandextendedto moregeneralhyperellipticcurves. Yet even
moreenhancementsto Duursam-LeeAlgorithm have appearedfor supersingularelliptic curvesover �elds
of characteristicthree[3, 20,51].

Accompaniedwith hugeimprovementson software implementationsof Tatepairing, therearea few
e� orts on developinghardwareto calculatepairingse� ciently [19, 30, 45]. The main observation lies in
the fact thatarithmeticarchitecturesin theextension�eld GF(36l) aregoodcandidatesfor parallelization,
leadingto a similar calculationtime in hardwareasfor operationsover thebase�eld GF(3m) [30]. Table1
summarizestherunningtimesof pairingcalculations.Wechosetherunningtimesby moste� cientsoftware
optimizationandby hardwareaccelerationfor oursimulationexperiments.Table2 illustratesourestimation
of runningtimeandsignaturelength.Weusethesenumbersasparametersin thesimulationexperiments.

5.2 Simulation Results

Thesecurityschemeshaveperformanceoverheadover theplainBGPprotocol.Mainly, weareinterestedin
comparingour aggregatedpathauthenticationschemeswith S-BGPandS-A. Our simulationexperiments
show thateachconstructionof aggregatedpathauthenticationhasits strengthandweakness.GAS-V (HW)
clearly standsout to be the moste� cient pathauthenticationscheme.Like S-A, GAS-V (HW) achieves
fastBGPconvergence,evenslightly fasterthanS-A. At thesametime, theresultingmessagesizeis about
34%of themessagesizein S-BGP. This keepstheUpdatemessageway below theMTU limit. In addition,
Updatemessagesessentiallydo not grow asAS pathlengthincreases.This nicepropertyis alsore�ected
in thesignaturememoryconsumption.GAS-V (HW) signaturescostonly 28%of thememoryfor S-BGP
signatures.All together, we cancon�rm thatGAS-V (HW) is a practicalande� cientpathauthentication
for BGPthatkeepsthesamelevel of securityasS-BGProuteattestations.

For software-onlyimplementations,GAS-V (SW) hassimilar memorycostsasGAS-V (HW), andstill
hasfasterconvergencethanS-BGP.

Next, wepresentdetailedexperimentresultsby categories.

ProcessingLatenciesand ConvergenceTime

Weanalyzetheperformanceonspeedby countingcryptographicoperations�rst, thenexaminingnecessary
CPUcycles,and�nally comparingconvergencetimeduringrouterrebooting.

In simulation,we model two versionsof S-BGP. We use“S-BGP” to denotebasicS-BGP, and “S-
BGP(CP)”for S-BGPwith cachingoptimizationandusingDSA pre-computationto speedup thesigning
process.

Figure2 presentscountingof veri�cation andsigningoperations.All theschemesin this paperadopt
thesame“lazy verify” optimizationproposedby S-BGP[26], thatis, BGPspeakersverify signaturesonthe
routeonly whenthey decideto install therouteinto Loc-RIB.For veri�cations,cachingoptimizationis quite
e� ective to reducethenumber. As for reducingsigningoperations,all of theaggregatedpathauthentication
constructionsaree� ective. Thenumberof signingoperationsfor S-BGPandS-BGP(CP)are22,072.3and
11,521.9respectively, which aretoo large to be shown in Figure2. Most aggregatedpathauthentication
constructionsaswell asS-A canreduce98%of signingsfor S-BGP. Surprisingly, if usingsoftwarepairing
calculation,GAS-T (SW) is theleaste� cientconstructionfor amortizingsigningcost.Themainreasonis
thatGAS-T (SW) veri�cation is muchslower thanthatof hardwareimplementationandRSA veri�cation.
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Figure 2: Countsfor cryptographicoperations.Notethataggregateveri®cationsarecountedtoo. For oneaggregate
veri®cationon k messages,we countit ask veri®cations.We alsotreatthe pairing calculationthe sameway asfor
normalsignatureveri®cations.

BGPspeakersusingGAS-T (SW) spendmuchlongertime processingreceivedroutes.As theresult,there
arenot many outgoingmessageswaiting for MRAI timersat a time. The amortizationdegreeby S-A is
morethan60,while GAS-T (SW)only achieves28:2.
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Figure3: Runningtimeoverheadsandresultingconvergencetime.

Figure3 shows the total CPU time spentfor cryptographicoperationsandthe resultingconvergence
time. TheCPUtime for thedi� erentaggregatedpathauthenticationschemesvariesgreatly. GAS-V (HW)
is the moste� cient schemeof our new schemes,while GAS-T (SW) is the worst. The latency is mostly
a� ectedby numberof operationsandunit runningtimes.

Clearlyshown in Figure3, all our aggregatedpathauthenticationschemesconvergefasterthanS-BGP.
All, exceptgeneralaggregatesignaturesusingsoftwarepairingcalculation,convergesmuchfasterthanS-
BGPwith bothoptimizations.Theperformanceby GAS(HW) is evenbetterthanS-A,andis only 5 seconds
slower thanplainBGPwithoutany pathauthenticationmechanism.

Recall that we measurethe convergencetime during routerrebootingprocess.We canconcludethat
aggregatedpath authenticationschemescan achieve minimum impact on BGP convergenceeven when
routersareunderpressure.

MessageSizeand SignatureMemory Cost

Our experimentresultspresentedin Figure4 furtherconcludethatGAS-V (HW) is not only thefasteston
convergencetime,but isalsothemosteconomiconspace.NotethatGAS-V(orGAS-T)with eithersoftware
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or hardware pairing calculationpresentthe similar performanceon space. Hence,we simply illustrate
experimentresultsfor hardwarepairingcalculationin Figure4. Amongall aggregatedpathauthentication
constructions,GAS-V producesshortestUpdatemessages.UsingGAS-V, we have successfullyshortenS-
BGPmessagesby 66%.GAS-V canalsosaveabout72%of thesignaturememoryrequirementsby S-BGP.

As mentionedabove,theaggregatedpathauthenticationschemesareall capableof fastconvergence.For
theresultingmessagesize,however, tree-basedschemesgeneratelongerUpdatemessages,becauseof extra
hashvaluescarriedin the messages.Moreover, GAS-basedschemesoutperformSAS-basedschemeson
messagesize,becauseof muchshorteraggregatesignatures(20bytesvs. 128bytes).Vector-basedschemes
(GAS-V andSAS-V) have anothernicefeatureÐmaximummessagesizeis closeto theaveragesize.This
featuregivesuscon�dencethatvector-basedschemeswill havenodi� culty complyingtheUpdatemessage
MTU limit, in thesimulatednetwork.
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Figure 4: Performanceonspace.

Wealsocomparethesignaturememoryoverheadsby cachingschemeswith theplainBGP. Thenumbers
shown in Figure4 are the averagememoryoverheadsfor cachingsignatureson oneBGP speaker. This
includesignaturesfor AAs aswell asfor RAs. For completenessof experiments,we includethememory
overheadsonAAs for all of thepathauthenticationschemes.GAS-V, again,achievesthebestperformance.
The resultingoverheadis only about28% the amountspentby S-BGP. Note that the currentcriticism on
S-BGPpracticalityis mainly on extra memoryburdens.Our experimentsindicatethat GAS-V is not just
e� cientÐit canbeapracticalsecuritysolutionfor BGPpathauthentication.

6 Discussion

Sofar, our simulationexperimentshave con�rmed thatour designof aggregatedpathauthenticationis ca-
pableof saving storagespacesigni�cantly for S-BGProuteattestations,andthey haveminimumprocessing
overheadimpacton BGPconvergenceevenwhentheBGPspeakersareunderstress.Theseresultssuggest
thatour aggregatedpathauthenticationcanbea goodcandidatefor practicaldeploymentin therealworld.
In doingso,severalissuesdeservemorecarefuldiscussionandconsideration.

6.1 The RealWorld

Limited by thescaleof thesimulation,wearenotableto modeltheentireInternetto studytheperformance
impacts.Usingthepublicly availableBGPdata,we couldgeta senseon whatit lookslike if anaggregated
pathauthenticationschemeis deployedin theInternetandhow muchit canimprovebasedonS-BGP.

To makeourdiscussioncomplete,weusetheBGProutingtabledumpfrom Route-Views to understand
the memorycoston a real router. This tabledumpis collectedfrom AS6447archive on May 04, 2005,
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which takes209MB in MRT[41] format. It contains162,237uniqueIP pre�xesand2,011,005unique(AS
path, pre�x) tuples. To cacheall received S-BGProute attestations,the router shouldrecord8,284,042
DSA signatures,which requiresabout316MB in cache.Moreover, if therouteralsocachessignedaddress
attestations,it shouldconsumeanother76.8MB at least. In total, we arelooking at 393MB memorycost,
addingmorethan180%to the BGP routing tablesize. In fact, we underestimatethe amountby looking
at signaturelengthonly. As discussedin [29], theaveragesizewould be largersinceotherinformationis
involvedin eachattestation.We speci�cally choseto examinesignaturelengthonly, sothatwe couldhave
appropriatecomparisonwith aggregatedpathauthenticationschemes.

Now, let uscalculatethespacerequirementfor GAS-V scheme,themoste� cientschemeshown in the
simulation.We assumethat thebit vectorstake 4 byteson average.Sincethereare2,011,005unique(AS
path,pre�x) tuples,GAS-V will take 108MB memoryto cacheall receivedandsentaggregatesignatures
andbit vectorsin memory. Thisnumberis substantiallysmallerthantheonefor S-BGP. Theactualmemory
cost for signaturesonly is reducedto lessthan29%, increasingthe routing tablesizeby only 52%. We
believeGAS-V is muchmoremanageableandfeasiblefor real-world deployment.

To deploy S-BGP, we mustconsiderthe memoryoverheadsfor all necessarydatastructures,oneof
themis storagefor certi�cates. In simulation,we just assumeevery pathauthenticationschemeusesthe
sameamountof memoryfor certi�catesasthecommonbasefor comparison.Now, we paycloserattention
to thisamount.As discussedin [29], thescaleof theInternetin 2003required75–85MBmemoryonaBGP
speaker to storeall necessarypublic key certi�cates.Takingthis amountinto account,we concludethatthe
overall savingsby GAS-V againstall memoryoverheadsby S-BGPis 60%.

Kentet al. proposedto let ISPsextractonly necessaryinformationfrom certi�catesandAAs, andpush
thedatato their routers[26]. Routersdo not needto storesignaturesfor certi�catesandAAs. Suchopti-
mizationmaysave 50%–60%of thecorrespondingmemory. We adjusttheabove calculationaccordingly.
Theresultingoverallmemorysaving is estimatedas70:5%Moreover, if weconsidertheextractedinforma-
tion from certi�cates,thespaceimpactof di� erentsignaturealgorithmscomesfrom their key sizes.Shown
in Table6.2, the1024-bitDSA with 160-bitexponentrequiresabout408bytesto storethepublic key and
domainparameters.This numberis higherthanthekey sizefor BLS or RSA, which suggeststhatwe can
expecttheoverallmemorysaving to beslightly higherthan70:5%.

Notedin [29], for S-BGPin 2003,theAdj-RIBs spacerequiredfor RAsis about30–35MBperpeer, and
the total requirementfor a speaker with tensof peersmaybegigabytes.However, currentdeployedBGP
speakerscannotbecon�guredwith morethan128Mor 256Mof RAM. With aggregatedpathauthentication,
we still call for additionalRAM on routers,unfortunately. The overall 70:5% memorysavings certainly
reducethegapbetweenthememorydemandsandthereality1.

6.2 Switching to ECDSA

Elliptic CurveCryptography (ECC)is emergingasanattractivepublic-key cryptosystem.Comparedto tra-
ditionalcryptosystemslikeRSA,ECCo� ersequivalentsecuritywith smallerkey sizes,fastercomputations,
lower power consumption,aswell asmemoryandbandwidthsavings. ECChasbeenendorsedby theUS
governmentasthenext generationcryptography. Aggregatesignaturetechniquesdiscussedin thisstudyare
examplesof usingmoree� cienttechniquesto achieve theequivalentsecurity.

ECDSA[60] is theelliptic curve counterpartof thetraditionalDSA algorithm. It hasattracteda lot of
attentionsrecently. Popularcryptographiclibrarieshave ECDSA implementationsupported.Somehard-

1Wedonotexcludethepossibilityof addingmorememoryonrouters.If onecannotaddmemoryto arouterbecausethevendor
providedno additionalslotsfor moreDIMMs, thenany schemethatexceedsthememorylimitationsof deployed routerswill be
decriedasnotdeployable

15



RSA
BLS

DSA ECDSA
(1024-bit) (1024-bit) secp192r1 sect163k1 sect163r2

Key Size(bytes) 135 100 408 180 139 155
Sign(ms) 7.8 2.2 3.5 1.0 3.1 3.1
Verify (ms) 0.4 8.6 4.5 4.4 8.2 8.7

Table 3: Key sizeandrunningtimesof signaturealgorithmswith equivalentsecurity. Thebenchmarknumbersare
obtainedfrom OpenSSL0.9.8betaversionwith ECDSAsupportona1GHzprocessor. Elliptic curvesfor ECDSAare
recommendedby NIST for federalgovernmentuse[60]. Key sizeaccountsfor public key anddomainparameters.

warearchitecture,suchasSizzle[22], evenallow e� cientSSLhandshake on smalldevicesusingECDSA.
S-BGPcaneasilyswitchto useECDSAasthedigital signaturealgorithm.WeusethelatestECDSAimple-
mentationin OpenSSL0.9.8betaversionto understandits performance.While, ECDSAis certainlymuch
moree� cient thanRSA computations,it is unclearif it outperformsDSA, excepton the key sizecrite-
rion. Table6.2demonstratestheperformancedataof di� erentsignaturealgorithmswith equivalentsecurity.
Comparedto DSA, ECDSAsigningmayperformfaster. Recallthatmajority of cryptographicoperations
for S-BGPRAsareveri�cations,weexpectnosigni�cant improvementonprocessinglatencies.Moreover,
bothDSA andECDSAusing160-bitcurvesproduce40-bytesignatures.Certainly, moredevelopmentson
speedingupECDSAin thefuturemayleadusto re-examinethis issue.

6.3 HardwareAcceleration

Another interestingissuebroughtup by aggregatedpathauthenticationschemesis the hardwareacceler-
ation for pairing calculation. Recentrapid developmentsin improving pairing calculationaredriven by
applicability to many new EC-basedcryptosystemsandprotocols.To give a few examples,pairing-based
systemscansupportidentity-basedencryptionsystems,e� cient key agreementprotocols,credentialsand
secrethandshakes,provablesecuresignatures,shortsignatures,groupsignatures,blind signatures,proxy
signatures,multi-signatures,thresholdsignatures,intrusion-resilientencryptionsystems,etc. Many studies
have designedandprototypedsigni�cantly improvede� cientsoftware/hardwareimplementationsof pair-
ing calculationthatmakethesecryptosystemspractical.For instance,in 2001whenshortsignaturewas�rst
invented,the authorsreport2:9 secondsfor veri�cation [6]. Thenin 2004,the reportedrunningtime for
BLS veri�cation wasreducedto 45:2 ms[2]. Now, hardwareparallelizationallows thepairingcalculation
to beaccomplishedwithin 1:8 ms[30]. Our experimentscon�rm thatsuchhardwareimplementationallow
usto achievee� cientBGPsecurityonbothspeedandspace.

In addition,theaggregateveri�cation algorithmin thegeneralaggregatesignatureschemeprovidesus
even moreopportunitiesfor potentialhardwareparallelization.As discussedin Section4.2, the corecal-
culationfor aggregateveri�cation is to testwhetherthefollowing equationholds:e(g1; � ) =

Q k
i=1 e(vi ; hi).

Thepairingcalculationson theright handsideareall independent.For a typical smallvalueof k, it should
bepossibleto designahardwareimplementationthatfurtherparallelizesthecalculations.In fact,k is fairly
small in therealworld. CurrentBGPCIDR reportshows thatAS pathsareof length3:7 on averageand11
maximum[8].

Moreover, we envision wide deploymentof suchhardwareacceleratorfor cryptographiccalculations
not only for its e� ciency, but alsofor its practicalityandusabilityin therealworld. (If studentwantsto do
adoctoralthesishere,pleaseapplyto theauthors.)
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7 Conclusion

The secureBGP proposalhasbeenaroundfor sometime. It provides comprehensive securitycounter-
measuresto authenticaterouting informationpropagatedby BGPspeakers. However, routeattestationsby
S-BGPareexpensive in termsof processingoverheadandspaceconsumption.

We combinethee� ortsby signatureamortizationandaggregatesignatureschemeanddesignnew ag-
gregatedpathauthenticationschemes.Choosingvariousoptionsfor eachtechnique,we try outsix di� erent
constructionsfor aggregatedpathauthenticationÐGAS-V(SW),GAS-T(SW),GAS-V(HW), GAS-T(HW),
SAS-V, andSAS-T.

We usesimulationto evaluationperformanceof eachconstructionandcomparethemwith S-BGPand
S-A. Experimentresultsshow that GAS-V usinghardwareimplementationof pairing calculationdelivers
bestperformance.It hasminimum impacton BGP convergenceandcansubstantiallyreduce66% of the
messagelengthand60� 70%memorycostby S-BGP.

Our work is the �rst publishedreportapplyingaggregatesignaturesto BGP pathauthenticationand
analyzingthe practicabilityandperformanceissues. Our further analysison real-world deploymentand
hardwareaccelerationconvincethatGAS-V is ane� cientandpracticalsolutionfor BGPsecurity.

Thesimulationmethodologywe applyin this studyhaslimitations. Thereareseveral issuesleft out.So
far, we usesimulatednetwork tra� c in the experiments.Onemay suggestusereal BGP tra� c to drive
simulation.Thismethodmayproducemorerealisticanalysisresultsonmessagesizeandmemorycost.On
theotherhand,weneedasingleeventto measureconvergencetime. It is di� cult to separateaneventfrom
suchcontinuousUpdatetra� c. In thefuture,we will considerthepossibility to useemulationapproachto
combinethesimulatednetwork with realisticBGPtra� c.

Whena BGPspeaker hashighdegreeof connectivity, thereexistsa trade-o� whenexplicit inclusionof
AS numbersasrecipientsyieldsasmallerRA thanthebit vector. In thesimulated110-AStopology, thebit
vectorapproachis alwaysbetterthanAS numberapproach,sinceBGPspeakersonly have a few peers.We
will considerlargersimulationmodelin futureto learnsuchtrade-o� s.

Moreover, we aregoing to explore the issueson storagespacefor certi�cate distribution andpractical
hardwarecryptographicaccelerators.
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