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UDP library to compensate for the difference, but this consiant is set for Eastern Daylight Time.
Therefore it is incorrect oufside of the Eastern United Siates during the summer and incorrect
inside of the Eastern United States during the winter. Further, my calculation of the constant
could be wrong. Since the protocol was tested against itself, the same compensaiing conslants
were used, thus an erroneous constant would not be detecied. TFinally, as mentioned in Section
2.2.2, this constant is actually calculated becanse @ did not know how to create a long integer
constant declaration in Pascal. The second caveal concerns the reuse of packet and commection
storage. PCIP is intended to be run only once, and for some undocumented reason, the time
server doss nol recover the space it allocates for its connection. (The code is present but
commented out.) Since the PCIP program will end as soon as the fime is retrieved, the
unrecovered storage will not adversely affect program performance. However, the Macinfosh
program is intended to run "forever™, and therefore cannot afford {o waste storage. I admif that 1
have yel to see the system run out of storage in the TIME program, but the possibility exists if

the timer routines are used as part of another package that runs for a substantial period of time.

The name-service part of the package has been tested and seems not to work. [ bave not spent
any time debugging the name-service routines. They do not look complicated and I believe that
they could be made to work In a very short time. However, like the time-service part of the
UDP package, the name-service parts confain code to recover used storage, but for some reason,
that code has been commented out. Therefore, frequent reuse of the name-service may cause the

heap to run out of storage.

The logging-service parts of the package have not been tested. The server parts of the package
have been compiled, but not the all of the user parts. I noticed that most of the logging user
code that was included throughout the package was commented out. 1 did not reinstate the user
code. However, 1 warn future administrators: this feature is a deactivated {rap-door function.
Should those comments be removed, it would be a simple technical malter to have the logger
record selected pieces of traffic sent or received by the rest of the UDP package -- wonderful

for debugging, not so wonderful for confidential (and wnencrypted) mail.

3.4.6. TFTP Package

The TFTP protocols are implement by the routines in the file NET-TFTP_LIB.TEXT. One can
divide each routine in the TFTP package into two sections: the network manipulation piece and
the file manipulation piece. Most of the network parts of these routines were transliterated from
the C version. The file system parts of these routines were written from scratch. Therefore, the
file handling pieces of code contain the major departures from the C version: the use of different
file system calls, the knowledge that Macintosh files have three parts and the elimination of

character transformations when moving data between a packet and a file.
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For ecach of the three parts of a file, three different sets of file system calls are used to get
the information. Usually, sach operation is surrounded by a CASE statement which controis where

file data should be found.

The most significan! difference beiween the C version and the Pascal version for handling the
network operations comes from the extension of the TFTP protocol to allow for the three parts

of a Macintosh file. These changes are manifested im

Request Packets The routines which send request and receive request packets must either use
the extended TFTP protocol (see Section 2.1.1) or, when a user process,
perform the necessary file name transformations. (When acting as a server,
the program pever performs file name transformations. Either the extended
protocol is used or the program will transfer the data fork of the file.)

User-Process Interface
The procedure responsible for acting as the TFTP user, ifipuse, includes an
extra parameter for describing which part of the file should be transferred.
Depending on the transfer mode sclected, this parameter will be transformed
into a file part in the request packet or will cause remote file name
transformations.

Because Macintosh files use all § bits in a character to represent a datum, no translations of
the bytes are done during transfer. Therefore the code in PCIP for processing the end of linesg

and end of files was removed.

A minor difference in the code which causes a significant difference in performance is the
changing of time-out constants. Using the original C values (even scaled to make them agree with
the faster Macintosh clock) almost always causes a time-out. The TFTP package can become very
confused when too many time-outs happen at the wrong iime. Because the package leaves its UDP
connection open and starts receiving multiple replies {(or acknowledgements), it starts rejecting
legitimate replies as being messages for an "old” connection. The problem is that the server
cannot process the packet, spin the disk to verify the necessary file information and send an
outgoing packet within | sscond. Therefore I arbifrarily increased the iimeout period to a very
large vaiue (1§ seconds). The system times out infrequently, but when it does, there is a

noticeable pause until the handshaking required by TFTP resumes.

Because the TFTP routines are quite large, 1 divided the package inlo several segments:

TFTPServ The TFTPServ segment contains the routines for the server process for TFTP.
TFTPUser The TEFTPUser segment contains the routines for the user process for TFTP.
{Blank> The main segment contains the routines shared by both the user and the server.

Although the TFTP Macintosh program can act as a server or a user process, it cannot act as
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both at the same time. Therefore, the division of the user code and the server code into two

segments permits only the needed code to be loaded instead of the eatire TFTP package.

Although the Initial version seems 1o work, there are several changes that should be

implemented. These are outlined below.

Because data forks are opened with the FSOpen call instead of PBOpen, if the file was already
opened with write access, the FSOpen call will fail. I do not know what will happen if the file
o be read cannot be opened for writing at all. Therefore data forks should be opened with
PBOpen instead of FSOpen.

Zero-length files present another problem. In principle, an empty file should not be transferred
and an atiempt to do so should be flagged as an error. In PCIP, the TFTP package made this
check and printed the error message. Although this approach is incorrect, it is unchanged in
MacIP. The incorrect error message is generated when a data fork or resource fork is cmpty
without the file being empty, since a Macintosh-moede file transfer (which is three TFTP file

transfers) may actiually attempt to send or receive a zero length fork.

An observable bug in the current TFTP package is the placement of newly transferred file.
New files appear at folder location 0,0. Both the Finder and a simple copy-file program 1 wrote
seem to pick an empty location in which to place a new icon. The TFTP program somehow
creates a file with the icon always at lecation 0,0. By printing out the icon’s lccation after
every file system call, it seems that the 0,0 location is chosen during file creation. 1 speculate
that some pointer is changing a some file system variable in low memory thal specifies where lo

place the next icon. However, I was unable to find such a bug.

A more seripits bug can be observed under the following conditions: Start a server, start a
user, send a file (with only a resource fork or only a data fork) three times. In the middle of
the last file part (data or rescurce fork} of the third transfer, the user Macintosh will freeze.
Through some experimentation, I noticed that this situaiion occurs every 6th TFTP-level file
reception by the TFTP server. 1 also noticed that around the 12th file reception, the TFTP server
starts prinfing error messages about its inability to allocate more connection space or packet
buffers. Finally, 1 noticed that this problem happens when using the new (Release 2.0) of the
MPP. My speculations are that a place exists in the TFTP server that attempts to allocate storage
but does not check 16 see if a null poinler was returned. The pointer is then used in an explicit
pointer calculation, yielding some low memory address. This address in is then used, in some
way, to send a packe! {o the user. The "garbage” packet contains some sort of DDP packet that
the MPP processes internally. Because the packet contains worthless information, the procedure

that processes the packet goes crazy, and ome sees the results: first the mouse goes dead, then the
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blinking cursor freezes, then the inderrupt button goes dead. One must push the reboot (reset)
bution several times before the Macintosh will reboot. 1 admit that I am accusing the MPP
without any bhard evidence. One could as easily blame that faulty packet as causing disruption in
TETP (for example, maybe a bad packet length is causing TFTP to overwrite some of iis
pointers.) One way to check this speculation is to hook up a Macintosh as a spy and see what

packets are send out by the server when this situation arises.

A problem that is not yet a bug, but which may become a bug, is that TFTP uses only the
defauit volume, that is volume number O is always passed to file system calls, However, the file
name given in the request is passed directly to the open~file call; fo the extent that the open call
will handle other volumes, so wil TFTP. Otherwise, the current sysiem cannot handle extra disk

drives (unless that external disk drive appears to be the default volume).

Another potential problem results from the decision to truncate an existing file when using a
name for a file thal already exists. One could argue thal the file should be deleted, since the
truncation only affects the fork being transferred; the other fork is left unmolssted. I believe
this problem is really one that results from the simplicity of the TFTP protocol - it just was

not designed for fine comtrol of file transfer.

3.4.7. Customization Package
The customization package can be found in NET-CUST_LIB.TEXT. This package provides the
declarations for . the cusiomization record and a procedure for getting the customization

information.

For now, the file name "Customization Values™ is buill into the package. Maybe a later version
will allow the wuser to use different customizations in different circumstances. Another
improvement would be to have the application CUSTOM/ZE be automatically launched when the

customization file is opened.

3.4.8. TCP Packgge

The package for the TCP library can be found in NET-TCP_LIB.TEXT. This contains a
partizlly transliterated version of the C code; the transiiteration is not complete and this package
does not compile. Even if the transliteration were complete, parts of the code would still have to
be rewritten so that 1) the customization information was gotlen from the new customization
package, 2) a uniform upcalling was provided and 3) appropriaie timer values were included. I
include this file in the distribution only for those who feel that they want to finish this piece; it

is useless to everyone else.
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4. Overall Design Changes te the PCIP Implementation
The previous sections discussed particular pieces of the network implementation in detail. There
are some changes in the overall design of MaclIP from PCIP. Some of the minor changes are

presented followed by a discussion of a rather major design departure.

4.1. Minor Changes -~ Initialization, Segmentation

4.1.1. Initialization

Initialization of the network system is different in MacIP than PCIP. First, the initialization
procedures have been changed so that some of the functions performed by the initialization
routines have been moved to other sections of the Macintosh code. For example, the booting
procedure for the Macintosh initializes the network drivers, and the customization package reads
in preliminary values for IP addresses. Thus in the old package, the initialization sequence for a

network program was:

Initl{):

Netinit{<{main stack valued);
in_init{);

Icmpinit();

Udpinit(};

LogInit{);

In the Macintosh version, the following code is a typical initialization sequence:

DOPStack := < DDP Stack value »;
NetInit(<main stack valuel);
Icmpinit;

Ggplnit;

vdplInit;

There are three obvious changes: the assignment to DOPStack, the omission of the call to /n_init

and the omission of the call to Log/nit.

As mentioned in Section 3.4.2, the initialization for the internet protocol package is performed
a¢ a side effect of calling Net/nit. Because the programmer may need to control the size of the
stack used by the DDP demuitiplexer (as explained in Section 3.4.2) the programmer must assign
some value to the variable DDPStack. Finally, because the logging package is not available, there

is no need to initialize it

Another departure in MaclP from PCIP concerns the location of initialization. The main loop
of the a network program using MacIP assumes that the tasking and timer packages have been
started. As these packages are Initialized as a side effect of initializing the network, the network
must be inifialized before the main loop of the program is started. This is like initialization for
the Macintosh managers. In PCIP, however, the nelwork imitialization does not take place until

the program is ready to use the network.
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4.1.2. Segmentation
The system as a whole is divided into two segments: a segment to hold initialization procedures,
and the main segment to hold procedures that will used throughout a program. Some packages

{(UD¥P and TFTP in particular) further divide their routines into more specialized segments.

The initialization segment, called /n/tSeg, coniains initialization procedures that are execuied
before the main event loop, such as those listed in the section above. Once the initialization has

occurred, the /n/tSeg can be unloaded, freeing its space for other unses.

4.2. Major Changes -- Interrupt Structure

Although the Macintosh does support the addition of interrupt handlers, the softiware architecture
is designed to be used with synchronous events. Rather than fight the basic software design, I
tried to fit the applicalion into the basic architecture.’ The main event loop is viewed as the
interrupt handler, where each event is an inferrupt. User programs are writlen as separate tasks.
When a command is issued, say by a user selecting 2 command from a menu, the appropriate
task for that command is continued (or started, as the case may be). Each event (viewed as an
inferrupt) is handled as appropriate. For example, packet receptions are reporied as network
events, and so cause the fask responsible for packel receptions to be continued (which is the
network demultiplexing process for the Applebus network, DDPDemux). When no event is
available to be processed (as documented by a null event being returned by the call to
GetNextEvent) the timer is checked (and processed as necessary) and the task scheduler is called
to permit other tasks to run. Because of the unusual circumstance which allows a read request
to be satisfied without an event being posted (see Section 3.4.2), the lest of a missed network

event is included when null events are processad.'o

Because every application will have to contain similar code for these special events, the code

that the programmer should inciude in the evemt loop for every application is shown below:

But not entirely: I believe that the inclusion of a tasking package is a good design.

There is a possible race condition here, Suppose that ne events are present and z nuil evenl is generated. Immedistely afler the
cali 1o GetNextEvent (which just genersied the nuli event), a packei i% received and a network event is placed in the cvent gquete. The
packel reception also sets a global variable to indicate that a packet has been received. Now the rest of the event loop is executed,
which causes the cuse arm dealing with nufl events to be run. The null-event armm checks the plobal variables for packet reception (via
DDPReadDone) and finds a pucket has already been received. But since 2 null event has been pencraled, the system assumes thal the
event was lost, and so calls DDPGotPacket. When the posted aelwork event is retrieved during a later cycle through the event loop, a
spurtous call to DDPGotPacket will be made. This race condition is another reason why DDPGotPacket verifies that a packet is
available for reading when it first starls exccuiing.
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NetworkEvt: { We got a packet ! }
BEGIN
DDPGotPacket;

END;

nullEvent: { Nothing pressing, so check cn the timers }

BEGIN
IF TimerEnabled THEN IF TickCount > AlarmValue THEN BEGIN

TimerEnabled := FALSE;
tm_signal (TIMERSIGNAL};
END;

IF¥ DDPReadDone THEN BEGIN
{ Reenable the read with the same packet buffer }
DDPGotPacket;
END;

tk_yield; { See if anvone else wants to execute }

END; { end of null event }

Along with the use of the event loop as amn inferrupt handler, user applications must be written
as tasks which are started and continued as necessary. A simple example is provided from the

time user program. Within the event loop, a menu event for the "Get Time" command causes the

following kind of code to be executed: !

IF NOT UsersStarted THEN BEGIN
Send_Task := tk fork(Main Task,@MySend,3*1024,'MyTSend',NIL);
{ Remember that forking a task merely sets it up to run; forking
does not actually execute any part of the task }

{ UserStarted flag says whether the task has ever been started }.
Userstarted := True;

{ User Running flag says whether the task in processing a command }
User Running := True;
END;

IF Send Task <> NIL THEN
IF User Running THEN WriteLnStr('Already executing a command.')
ELSE tk_wake (Send Task)
ELSE WritelLnStr('Sending task died unexpectedly'):

[n this example, the actual application task is called MySend, and has a structure similar to the

procedure below:

11
The actual code contains additional statements for various kinds of debugging, which are omilted here.
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PROCEDURE MySend{dummy:ptr):
VAR time answer: time t;

DT: DateTimeRec;
BEGIN

WHILE TRUE DO BEGIN
Yser Running := True;
time answer := udptime(0,1);
{ convert to Macintosh format }
time_answer := time answer — GMTIOffset;
{ Convert to Time record }
Secs2Date (time_answer,DT);
{ Print the values }
PrintTime (DT);

{ Wait for next reguest }
User Running := False;
tk _block;

END;

END;

5. Availability

The runnable versions of the software (Macintosh programs) are available from me at the
address on the front on this report. If you started work on network software using Release 1.0 .
of the MPP, you should know that the distributed Macintosh programs will probably interfere
with your programs, since 7F7P and 7/ME use Relsase 2.0 (which is incompatible witk 1,0).
Source files are available as Workshop (Release 3.0) minidisks and as a2 Unix tar tape. Hard
copies of the sources are also available. The sources are intended to work with the Release 3.0
of the Lisa Workshop with the Macintosh supplement. I spent about z week trying to get the

system to work under Sumac without lack. If someone else succeeds, I would like to know.

Because this software is partly provided by Apple, partly by MIT and partly by me, different
notices appear in each file identifying copy rights. Material that has an MIT or my copyright
notice 1s available from me at the address given in the notice. I will distribute material that has
an Apple copyright notice 1o consortium schools (since they got it anyway). If Apple lets me
know that I can freely distributed their files, I will do so. Until then, people and organizations
not associated with the university consortium have to get the files with Apple’s copyright from
Apple Computer. Sorry. In any case, be aware that you are receiving a piece of software that is

not bug free, still under development and subject to change at the author’'s whim.
For the record, the notices in the files are a subset of the following notices.

MIT's copyright notice is as follows:
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Copyrignt 1983, 1584 Massachusetts Institute of Technology

Permission to use, copy, modify, and distribute this program
for any purpose and without fee is hereby granted, provided
that this copyright and permission notice appear on all copies
and supporting documentation, the name of M.I.T. not be used
in advertising or publicity pertaining to distribution of the
program without specific prior permission, and notice be given
in supporting decumentation that copying and distributicn is
by permission of M.I.T. M.I.T. makes no representations about
the suitability of this software for any purpese. It is pro-
vided "as is"™ without express or implied warranty.

My copyright notice is as follows:

Copyright 1984 Mark Sherman

Permission to use, copy, modify, and distribute this program
for any purpose and without fee is hereby granted, provided
that this copyright and permission notice appear on all copies
and supporting documentation, the name of Mark Sherman not be used
in advertising or publicity pertaining to distribution cof the
program without specific prior permission, and notice be given
in supporting deocumentation that copying and distributicn is
by permission of Mark Sherman. Mark Sherman makes no representations about
the suitability of this software for any purpose. It is pro- '
vided "as is"™ without express or implied warranty.
People acquiring, modifying or using this version of the
software are requested to let the author know by sending correspondence to:
¥Mark Sherman
Department of Mathematics and Computer Science
Dartmeuth Ceollege
Hanover, NH 03755

Mark.Shernman@CMU-CS~A.ARPR
mss@lartmouth.CSNet
_...decvax!dartvax!mss

Apple’s copyright is as follows:

COPYRIGHT (C) 1984 APPLE COMPUTER Inc.

Apple Computer &ssumes no responsibility for the correct coperation of
this software. Nor does Apple assume responsibility for any errors it
may contain, or have any liabilities or obligatiocns arising out of or in
connection with the use of this software.
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I. Distribution Materials

The current release of MaclP contains Lisa Workshop sources for the packages and programs,
and compiled versions of the Macintosh programs. The sources assume that you are using
Version 3.0 of the Lisa Workshep {with the appropriale supplement disks for Macintosh
development}. The neiwork programs assume that they are using Release 2.0 of the MPP

{(Macintosh Protocol Package).

A copy of the distribution malerials contains the following items:

#® 2 Lisa minidisks that contain the Workshop sources for MaclP.

® 2 Macintosh minjdisks that contain working versions of the 7/ME, TFTP and
CUSTOMIZE with reciprocal IP addresses in the customization files (The disk
marked Host 7 has 1P address S80020078 assigned to it, while the disk marked
Host 2 has the 1P address S80020004 assigned 1o it.)

® A copy of this document.
¢ A hard copy of the sources on the Lisa minidisks.

* If requested, a Unix tar tape containing copies of the sources on the Lisa minidisks
and a copy of the sources for PCIP. (The Lisa sources were moved to Unix by an
experimental version of a Lisa file {ransfer program. Although a qguick wvisual
inspection suggests that the files were reliably {ransferred, any discrepancies between
Unix sources and Lisa sources are resolved in-favor of the Lisa sources.)

The names of the source files that should be installed on the Lisa hard disk, that come on the

 Unix tfar tape, and that come on the lisa distribution disk are given below. Note that object files

(Obj) are not available on the Unix tape.

Lisa File Name

net-q_ lib.text
net-task_ lib.lext
net-task__asm.text
net-timer_ lib.text
net-cust__lb.text
net-net__lib.text
net-ip__lib.text
net-ddp_ lib.text
nef~udp_ lib.text
net-tftp_ lib.text
net-tcp_lib.text
c-cvinumstr.text
c-io.text
c-to__asm.iext
c-operations.texi
c-call.text
ab-abpasintf.iext
ab-abpasintf.obj
ab-abpascalls.obj

Unix File Name

net/q_lib.text
net/task _lib.text
net/task__asm.iext
net/timer_ lib.text
net/cust_lib.text
net/net-lib.text
net/ip_lib.text
net/ddp_lib.text
net/udp_lib.text

 net/tftp_lib.text

net/tep_lib.text
c/cvinumstr.text
cfio.text
c/io_asm.text
¢/operations.text
c/call.text
ab/abpasintf.text

Distribution Disk File Name

net/q. lib.text
net/task__lib.text
net/task__asm.text
net/timer__lib.fext
net/cust_lib.text

.net/net_lib.text

net/ip_lib.text
net/ddp_ lib.text
pet/udp_lib.text
net/tftp_lib.fext
net/tep, lib.text
c/cvinumstr.text
clio.text
cfio_asm.text
c/operations.text
c/call.text
ab/abpasintf.text
ab/abpasintf.obj
ab/abpascalls.obj



ab-getnet.text
ab-mppdefs.text
ab-atpdefs.text
appi-cust.iext
appi-cusir.text
appi-times.iext
appi-timesr.text
appi-tftp.text
appl-tftpr.text
t-link.text

42

ab/abpascalis.text
ab/getnet.text
ab/mppdefs.text ,
ab/atpdefs.text
appl/cust.text
appl/custr.text
appl/times.text
appl/timesr.text
appl/tftp.text
appl/tftpr.text
t/link.text

ab/mppdefs.text
ab/atpdefs.text
appl/cust.text
appl/custr.text
appl/times.text
appl/timesr.text
appl/tftp.text
appl/tftpr.text
t/link.text

The files should be compiled in the following order:

c-cvinumstr.text
c-lo.text
¢c-operations
net-g_lib
net-task__lib
net-iimer__lib
net-cust_ lib
net-net__lib
net-ip__lib
net~-ddp__lib
net-udp_ lib
net-tfip_lib

After compiling the units above, the following files should be assembled:

¢-lo__asm.iext
c~call.fext

ab-getnet.text
net-task_asm

Any of the three applicaticn programs can be compiled by using the Workshop "P” command.’

After compilation, a program can be linked using the command:

r{t-iink {appi~prog)
where "prog"” is the program you wish {o link. The resulling resource is named appl-prog.ssrc, for
example, appl-iftp.rsrc. You can then copy the resource file to a Macintosh disk by using the

Maccom utility.

Warning: Almost all of the files in the ab directory are distributed by Apple. The file ab-
getnel.text is a new file that contains an assembly language procedure GetNetNumber which
refurns the network number of the Macintosh, In addition, the files ab-abpasintf.text and ab-

abpasintf.obj have been changed to include the Pascal specification of GetNetNumber.
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IL. Registration of Parts
Like all protocol systems, this implementation uses severzl "magic numbers” which should be
registered with appropriate authorities. A list of the numbers and the respective authorities are

listed here.

IL.1. Apple
Two new DDP prolocol lypes need lo be registered with Apple: the Internet Protocol and the

Address Resolution Protocol.
IP Protocol number is 22.
ARP protocel number is 23.

Further, Maclp uses DDP socket 72 for receiving and transmifting its packets.

IL.2. NIC/ISI

Three numbers need {o be registered with the Network Information Center {via Jon Postel at
ISI): a third protocol type number for the Address Resolution profocol (same number as for
Apple, 23), a new hardware type within the Address Resclution protocol for identifying Appiebus
hardware addresses (3), and the new “file part” extension to TFTP. I do not know how the
number for ARP will be handled. Unforfunately, the NIC has alveady assigned a number for
ARP, but that number does not fit in 8 bits, hence cannot be used in the DDP type field.
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