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computer network laboratory to be feasible and effective. Macintoshes are sufficiently inexpensive that
many can be purchased for use as a computer network laboratory, yet they are powerful and sophisticated
enough to permit explorations of technical issues that can not be pursued on central time-sharing
computers or even workstations used as computer utilities. Because students can gain access to the most
secure levels of the oparating system in a workstation, they can affect the availability of resources and
violate the privacy of fellow students. Thus students who participate in a course like ours are forced to
consider the security and ethical implications of their work.

We are sufficiently encouraged by our use of workstations that we are preparing ancther course, this time
in software engineering, that uses the capabilities of workstations. We already use the same equipment for
our computer architecture course and the Physics Department offers a laboratory-equipment interface
course using similar equipment with special controllers, amplifiers and sensors. All three courses
recognize the importance of distributed systems and networks, and each course discusses how that
technology affects the subject. Through this arlicle, we wish to encourage other universities to view
workstations as a new, flexible resource that can be used to enrich courses well beyond a simple
replacemenit of time-sharing machines for service courses.
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Appendix It Development Systems for Students
L1 Development Tools

A successful computer laboratory needs sufficient tools to altow students to perform their work effectively
and efficiently. Especially among manufacturers who offer reduced or restricted systems for "educationat
use”, there is a widespread belief that student facilities need only minimal suppornt. In fact, students need
the most advanced tools to which they can gain access. All of the usual needs to improve productivity that
are asserted for comimercial projects apply equally well to students -- those alone should justify the jools.
Because of the academic calendar, students face some unusual situations that demand sophisticated
tools for their projects: exceptional learning curves, productivity requirements and strict deadlines.

Exceptional Learning Curves. A fypical 10 week quarter will have about eight assignments, one per
week. Since academic regulations generally prohibit assignments due-dates during the last two weeks of
a term (o prevent finals being surreptitiously given during the regular term), students are required to
produce some relevant piece of software during their first week in class. The students must therefore learn
the editor, decode compiler diagnostic messages, understand any provided packages and interpret the
documentation before they can start on the intellectual content of the first assignment. Unlike an industrial
environment, students are expected to work without collaboration of their coworkers. Therefore each
student must learn a great deal of incidental material before any real work can actually be performed. A
good set of tools can greatly minimize this effort. As a simple example, a structure editor can save time by
making sure that a program is syntactically correct. By the time a student gets to an advanced course, he or
she understands the concept of a block and should not waste time learning that PL/1 uses the predefined
identifler do and requires a semicolon while Pascal uses the keyword begin and has no semicolon. Good
tools can improve the learning curve of a system and permit a student to spend fime on relevant aspects of
a course.

Productivity Gains. A second reason for good tools is to minimize the unproductive work that a
student performs. A typical student programming environment requires the student to perform source
control, backup and even the basic edit-compile-link ¢cycle in a primitive or manual fashion. Even when the
student is familiar the system software, a student can waste encrmous amounts of time verifying a particular
linker switch or breaking a program into small enough units so that a compiler's symbol table does not
overflow. Although this time might be considered useful if one wants to experience "real world" problems,
the time is wasted in that less effort is spent learning compilers, operating systems or computer networks.

Unfortunately, the problem here is not only with unavailable tools, but also with poorly written assignments.
In examining the materials used in a variety of courses at a number of schools, we saw exercises of such
breadth that realistic scaffolding for the preblem was as large as the final program. Although learning how 1o
build scaffolding is useful in general, it is irrelevant to the objectives of most assignments. Therefore
instructors must take the responsibifity of ensuring that sufficient supporting materials are available for
assignments. Together with good tools, students can concentrate on the content of the assignments and
not merely on the form required by the systems programs.

Hard Deadlines. Like industry, students have real deadlines. Although a grade penalty can lure some
students into meeting the weekly deadlines, it is the end-oi-term deadline that causes the most problems
for a student. The problems we are concerned with are not whether a particular program is written or not,
but whether the student has had an adequate opportunity to study the material in the course. In industry,
one can usually slip "one more week". When a term ends at a university, there are no more weeks to slip;



11

Sherman and Marks

the instructor cannot cover another lecture, extend another assignment, or require another reading.
Therefore students must be able to finish their work expeditiously. The end-of-term deadline is immutable;
missing that deadline usually means misunderstanding some course material, Therefore an instructor
should try to provide good enough tools that expedite the completion of assignments.

.2 Sceme Requirements for an Educational Environment

A reasonable environment for software laboratories in computer science should include the following

kinds of tools:

Quality editors

Translators

Source control

Mail systems

Printers

Backups

At the very minimum, a good screen editor should be provided. Better would be a
programmable editor, such as Emacs. Still better would be a structure editor for the
languages being used. Ordinary text editors with a good string matching and
replacement facility, batch editors and file-difference locators are also valuable aids.

A fast compiler with good diagnostics is needed. For large projects, a good, fast
separate compilation facility is needed. For intricate algorithms, a good interpreter for
the same language can help immensely. The translators should either provide or be
integrated with symbolic (source level) debuggers and performance analysis tools.

Large projects are built out of many parts and will require tools to build and manags
libraries. Students need a way to organize thelr materials and coordinate efforts among
many people. A source control tool turns out to be critical when some members of a
student project live on campus and some live off campus. Such people cannot
effectively leave notes for one anoiher and rely on technological aids to keep order in
their chaotic system.

A good mait system is needed 1o record notes on design decisions, communicate
about mesatings between team members, ask for extensions from the instructor and
coordinate people with vastly different schedules who cannot attend face-to-face
meetings.

Students need fast, convenient, good-quality hard copy for their work. When a
computation center piles all listings for an entire day for all users on a table in random
order, the students waste hoth their own time and computer time resubmitting print
reauests for lost {or unfound) listings. 3-hole punched, notebock-sized paper is far
more convenient than large, fanfoided 14-inch paper. As students start to use bit
mapped displays for design documents, the printing {acilities for these graphics must
be provided as a matter of course, not as a special device for which students are
charged $0.50 a page.

Although students should take some responsibility for backing up their work, there
should be some straightforward facility to assist them. For example, a student should
be able to upload an entire disk of materials to the campus utility for safe-keeping.

Application dependent support tools

Special projects may require special tools. Some projects should have access to a
parser generator, lexical analyzer or load generator. For example, we provided two such
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tools for our network class. The first was a network spy that could record all traffic on the
netwark. Students used this tool to observe how their programs communicated over
the network. The second was a packet injector, which could place an arbitrary kind of
packet on the network, This allowed students to feed erronecus packeis to their
system for testing purposes.

Qur list is not intended to be exhaustive, but we feel that the current state at most universities is far below
even the suggestions above.
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Appendix il: A Network Course

Our Computer Network Laboratory course was designed as an elective course for students to gain
aexperience with network protocols and distributed systems. Through experiments, we wanted students to
observe the effects of unreliable communication, unstable network routing algorithms, window size on
stream protocols and malicious network agents. We also wanted students to construct broadecast-based
applications, to use soft layering of protocols, to build a server and to build a client. After students
compileted our laboratory exercises, we wanted them fo design and impiement a network project of their
own choosing. We believe we met our objectives using the course format described below.

The course met twice a week. Each class meeting lasted 105 minutes with a 5-10 minute break between
50-minute halves. One class meeting a week was devoted to general network theory while the other was
devoted to a discussion of the week's laboratory assignment or a case study. Below we give a
week-by-week description of the material that was covered in each lecture.

Week Theoretical Pan of the Course

Overview of Networks: layering, 1SO-O8I model description and evaluation

Network Design issues: topology and its effect on performance; design of network topologies,
review of graph theory

Physical Link Level: basic communications techniques

Data Link Level: flow control, error recovery

Network Level: network-wide control, queueing thecry resuits

Routing, stability, multiple networks, bridges, gateways

Local area networks: contention, token passing

Transport Level: communications services for user processes, remote procedure calls, message
passing operating systems, virtual sockets

Distributed computing systems: synchronization, two phase commit, load sharing

Future of Computer Networks: technology trends, privacy, legal aspects, intemational networks
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Overview of Macintosh Operating System and Teoolbox, Lisa Development System
Overview of AppleTalk architecture and implementation
Overview of DoD Internet Protocols, MaciP package, implementing soft layering of prolocols
Broadcast and distributed protocois
Connection initiation, flow control, security issues
Design of gateways, bridges, addressing, connecting heterogeneous networks
Guest Lecture/Case Study: SUN's Network File System; Project ideas
Guest Lecture/Case Study: Apple's Printer Access Protocol
Final project review
0 Guest Lecture/Case Study: Practical issues of wiring dorms with AppleTalk, remote evaluation of
network performance, maintenance problems, building codes.

wh (3 Q0 ] D2 U1 I (O DD e

The readings for the course included documentation on the Macintosh's Toolbox,® documentation on
AppleTalk protocols,”+15 documentation on various DoD Internet protocols,19.11.14,18 documentation on
locally developed network protocols,® critiques of the 1SO-0SI moedel!7 and protocol design in general,18
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overviews of Suns’ NFS protocol19.20 and Tanenbaum's textbook on computer networks.8

14
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Appendix 1ll: Laboratory Assignments

The laboratory assignmenis were intended 1o provide experience with the design and performance of
several network architectures. In particular, the students had to become comfortable with the available
development facilities, the general organization of the communications sofiware and a variety of protocols,

Our plans originally included a hardware laboratory where students would experiment with a network
interface and observe attenuation, echoes and other phenomena. Unfortunately, we could not assemble
the necessary facilities to provide this experiment. If we had had our hardware laboratory equiped before
the course started, we would have assigned the experiment between the second and third laboratories
listed below.

In addition to the hardware and software facilities of the Macintosh, students were alse given accounts on a
Unix machine where they could use the mail system, print files and backup disks.

For each assignment, the students were given a handout that described where to find appropriate
documentation {essential given the sheer mass of documentation provided), a working sample solution
(runnable object code only), source for the sample solution with the relevant parts of the assignment
removed and a broken sample solution (runnable object code only). We gave the panial source for the
sample solution to minimize the busywork for students. Most programs for the Macintosh follow a standard
form that initializes various facilities, dispaiches events to appropriate routines and maintains the visual
coherence of the screen. We wanted the students to concentrate on the network issues and not on
Macintosh details. Therefore we provided the sources for correct intaractions with the operating system
and toolbox, and let the students add the network facilities. For example, the provided source for the "taik”
program in laboratory 5 created the two windows and provided procedures for writing and maintaining the
text in the windows. The students wrote the procedures for timeouts, retransmitting packets, initial
connection protocol, and so on.

We also provided broken programs, that is, programs that supericially seemed to work. However, the
programs would violate the requirements of the assignment in various ways, for example, the broken
program for laboratory 5 would send packets in the wrong order, duplicate packets, ignore received
packels and sporadically refuse acknowledgements. Students used these programs to aid their
debugging, and we used the programs for evaluating the assignments. {As a practical matter, we
combined both correct and broken solutions in one program that had a switch for controlling its mode of
operation.)

We tried to give the student a reasonable dehugging environment for each assignment. A typical
debugging configuration used five minimally-configured Macinteshes as shown in Figure 1 on thenex!

page.
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Three Macintoshes -- the ones across the top of the diagram -- are connected to an AppleTalk network.
Two of the Macintoshes run the student's application program which communicates via whatever protocol
is being studied. The figure shows the sample solution for laboratory 4, the Maze Game, running on the
machines at the ends of the figure. Underneath each machine running the Maze Game is another
Macintosh acting as a debugger. Debugging machines are connected to application machines by a serial
link and control the Macintosh running the application program. A programmer may set breakpoints,
examine and change memory, trace instructions and perform the usual debugging operations on the
application machine through a multiple-window, mouse-oriented program on the debugging machine.
Between the the two application machines is a "spy" -- a promiscuous listener on the network. It can display
all network traffic in a packet format. The spy machine is used to observe how the two application machines
are communicating. Although typical, the exact configuration in Figure 1 is not essential. Debugging
machines may be removed, application machines may be added, multiple networks can be bridged
{possibly using multiple spies), and a "packet injector” program can be run on a Maciniosh connected 1o
the network. These and other configurations were constructed by students during the course. Indeed, an
essential element of the course requires reconfiguration of equipment for investigating different protoco!
issues.

The students were given 7-10 days for each laboratory listed below. Although our environment does not
completely meet our set of criteria for development tools, our students did not complain about a lack of
materials, an undue amount of busywork or the total time to complete an assignment. We did receive
several complaints that some assignments did not include references to documentation that were, in fact,
required for completion of the assignment.

Assignments

1. Practice using the Lisa to program the Macintosh: write & Pascal program that can create a window, write
text to that window, present dialogs to read strings and numbers, and manipulate various dialog controls
{radio buttons, push buttons, check boxes); learn how to move files between Macintoshes, Lisas and
Linix.

2. Practice using the Macintosh Protocol Package and its tools: wire together several networks, write a
Pascal program that can send and receive DDP packets, distinguish broadcast packets from
single-destination packets, accommodate packets of many different types, mainiain several socket
connections, validate packets, inject packets into the network via the Poke program, trace packets via the
Peek program.

3. Write a Time Server and a Timer User: write a program that implements the DoD Internet time server
protocol. The program should use UDP for packet delivery (UDP was provided). Multiple, simultaneous
requests should be handied correctly. Write another program that asks the time from the server. The UDP
package is implemented with soft layering, so the time server must be fit into the same paradigm.

4, Implement a distributed Maze game: write a program that uses a Maze-Game protocol for playing a
version of Maze War. The protocol describes how players report their positions and interactions with other
players. Students must also implement features of the protocol for players entering the game and leaving
the game. No "master” host can be used -- the protocol is egalitarian.

5. Implement a reliable byte stream: Use the P5 (full-duplex, sliding-window, byte-stream protocol with
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retransmission on timeout and piggy-backed acknowledgements) protocol given in Tanenbaum (P6 for
extra credit -- P6 uses a more sophisticated acknowledgement technigue). Write a program that
implements the Unix "talk" program on the Macintosh, i.e., divide the screen into two windows where the
teft window displays all characters typed on a local machine and the right window displays all characters
typed on a remote machine. The program should use AppleTalk's Name Binding Protoco! for connection
setup.

6. Measure file transfer protocels: Write a program that uses a half-duplex protoco! {packet/acknowledge)
for transferring a file using DDP. Compare the performance of the program with a (provided) program that
implements the DoD Internet Trivial File Transfer Protocol {also a half-duptex protocel but with two extra
protocol layers: UDP and IP}.





