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Again, relabel J1, ..., Je to be Ij+1, ..., Ij+k; also, recall that an rw-terminal
span between subjects is a connection. This establishes condition (iii), proving the

induction hypothesis and the claim.
Hence, theorem 11 has been proven. [

Let us return to the example of the previous section.

Take p’=p, q'=s, I1={ p.,x }, and I2={ s,a }. As s indeed rw-terminally spans
to ¢, and there is a connection between /1 and /2, cansknow(p, q, Go) is true, agreeing
with our previous result.

It should be clear that this theorem and the one presented in the previous section
are equivalent. As cases 1, 2, 4, and 5 of lemma 8 show, if there is an edge between
two subjects labelled ¢ or g an implicit edge labelled r can be added between those
vertices. Hence in addition to being a subgraph in which rights may be freely
transferred, an island is also a subgraph in which information may be freely transferred
assuming all subjects co-operate. (If not, other conditions apply; see [2].) Hence, the
islands connected by bridges and connections ensures that provides a sequence of sub-
jects connected by bridges and connections along which information can flow, as con-
dition (v) requires. Hence the conditions in theorem 11 being true implies the condi-
tions in theorem 10 are true. Similarly, the sequence of subjects in theorem 10 ‘may
be grouped into islands (if need be, the islands may contain only one vertex) to obtain

the conditions for theorem 11. This reasoning can be made more formal to show:
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Corollary 12: The conditions in theorem 10 hold if and only if the conditions in

theorem 11 hold.
Of course, this theorem also preserves the following property:

Corollary 13: Truth or falsity of the predicate cansknow may be determined in linear

time in the size of the initial graph. or connection.

7. Discussion and Future Directions

One of the more strinking feature of these theorems is the similarity betweem
theorems 3 and 11, and between theorems 4 and 10. Let us look at the first two in
some detail.

Take the capability represented by the s-to-x edge in theorem 3 to be a piece of
information. Then the only difference between the two theorems lies in the nature of
the paths along which the information is transmitted; if the information is a capability,
the class of paths is much smaller than if it were ordinary information. This makes
sense, because one of the characteristics of capabilities is that ‘‘... no ordinary program
can manufacture or modify the bit pattern with which a capability is represented’’ [3].
Capabilities are very special pieces of information, and cannot be handed around like
the contents of a file. So, in the Take-Grant Protection Model, the de jure rules mani-
pulate the flow of capability information, and the de facto rules implement the flow of

all other types of information.

This suggests two things. In [6], the notion of classifying subjects into groups
was explored in the context of ““‘groups of users.”” One could extend the classification

to quantities to be controlled, and provide several different sets of rules, each set



-33 .-

describing the flow of that quantty throughout the graph. One would then have to
discuss the interactions of the different rules and the quantities as the rules were
applied. Interestingly enough, only the flow of capabilities would change the explicit
edges in the graph, since the graph is designed to abstract only the capabilities; in
some instances, a new graph might have to be defined. (This has been done with the
de facto rules and the implicit edges; when one deals with implicit edges, one uses a

“‘pseudo-graph’’ with dashed arrows representing edges that “‘really aren’t there.””)

Continning on in our speculations, since the characterization of the transfer of
capabilities and information is so similar, the idea of a ““meta-theorem’’ that captures
the generalized notion of ‘‘sharing” immediately suggests itself. This theorem, and a
corresponding one for the predicates describing the theft of information and rights,
would be broad enough to incorporate the extensions to the model that deal with infor-
mation flow of all kinds, classes of information and subjects, and so forth. Such
theorems would be a step forward in making Take-Grant type protection models prac-

tical and useful.
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