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Corollary 5: The conditions in theorem 3 hold if and only if the conditions in theorem

4 hold.

Of course, this theorem alsé preserves the following property:
Corollary 6: Truth or falsity of the predicate caneshare may be determined in linear
time in the size of the initial graph.

Let us now consider the transfer of information, and re-examine the proof of the

predicate governing that type of transfer. or connection.

4. Transfers of Information

The de jure rules control the transfer of authority only; they say nothing about
the transfer of information. The two are clearly different; for example, if a user is
shown a document containing information which he does not have authority to read,
the information has been transfered to the user. The de jure rules do not model cases
like this. Instead, we use a different set of rules, called de facto rules, to derive paths

along which information may flow.

In order to describe transfers of information, we cannot use cxpiicit edges,
because no change in authority occurs. Still, some indication of the paths along which
information can be passed is necessary. Hence, we use a dashed line, labelled by 7, to
represent the path of a potential de facto transfer. Such an edge is called an implicit
edge. Notice that implicit edges cannot be manipulated by the de jure rules, since the
de jure ules can affect only authorities recorded in the protection system, and implicit

edges do not represent such authority.

A protection graph records all authorities as explicit edges, so when a de jure rule
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is used to add a new edge, an actual transfer of authority has taken place. But when a
de facto rule is used, a path along which information can be transferred is exhibited;
the actual transfer may, or may not, have occurred. It is impossible to tell this from
the graph, because the graph records authorities and not information. For the purposes
of this model, however, we shall assume that if it is possible for information to be

transferred from one vertex to another, such a transfer has in fact occurred.

One set of proposed de facto rules was introduced in [1] to model the transfer of
information. Although these are not the only rules possible, their effects have been
explored, and so we shall use them.
post: Let x, y, and z be three distinct vertices in a protection graph Go and let x and z

be subjects. Let there be an edge from x to y labelled o, where r € o, and an

edge from z to y labelled B, where w € B. Then the posr rule defines a new

graph G1 with an implicit edge from x to z labelled {r}. Graphically,

pass: Let x, y, and z be three distinct vertices in a protection graph Ge, and let y be a
subject. Let there be an edge from y to X labelled o, where w € «, and an edge
from y to z labelled B, where r € 8. Then the pass rule defines a new graph (1

with an implicit edge from x to z labelled {r}. Graphically,
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spy: Let x, y, and z be three distinct vertices in a protection graph Go, and let x and y
be subjects. Let there be an edge from X to ¥ labelled o, where r € o, and an
edge from y to z labelled B, where r € B. Then the spy rule defines a new graph

G1 with an implicit edge from x to z labelled {r}. Graphically,

find: Let x, y, and z be three distinct vertices in a protection graph Go, and let y and z
be subjects. Let there be an edge from y to X labelled o, where w € ¢, and an
edge from z to y labelled B, where w € B. Then the find rule defines a new

graph G1 with an implicit edge from X t0 z labelled {r}. Graphically,

Note that these tules add implicit and not explicit edges. Further, as these rules
model information flow, they can be used when either (or both) of the edges between

x and y, or y and z, are implicit.

4.1. Information Flow in a Graph with Static Rights

Now, consider the conditions necessary for a potential de facto transfer to exist in
a graph.
Definition: The predicate caneknowsf{x, y, Go) is true if and only if there exists a
sequence of graphs Gi,...,Gn (0sn), such that Gil¥ Gix1 (0<i<n) by one of the

de facto tules and in Gn either a X-to-y edge labelled r exists or a y-to-x edge labelled
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w exists and if the edge is explicit, its source is a subject.

Intuitively, caneknowsf(x, y, Go) is true if and only if x has the authority to read
y, y has the authority to write to X, or an implicit edge from x to y can be added by
means of the de facto rules. Note the duality of read and write. If x can write to y,
then y effectively can read x. All x has to do is write to y any information that y
wants to see. This duality will play an important role in later results.
Definition: An rw—path is a nonempty sequence vo, . .. ,vk of distinct vertices such
that for all i, O<i<k, vi is connected to vi+1 by an edge (in either direction) with a
label containing an r or a w.

With each rw—path, associate one or more words over the alphabet { 7, ¥, W, W }

in the obvious way; for instance, the protection graph

r 1 w

—>0<—@<—0

has associated 7Ww¥ and PWwiv. If the path has length 0, then the associated word is
the null word v.

Definition: An rw—path vao, ...,Vk, k21, is an admissible rw-path if and only if it
has an associated word a1a2 * - - ax in the regular language (PU)*, and if a;=F then
vi-1 is a subject and if a;=W then vi is a subject.

Note that there cannot be two consecutive objects on an rw—admissible path. Given
these definitions,

Theorem 7: Let x and y be vertices in a protection graph Go. Then cansknowsf(x, vy,

Go) is true if and only if there is an admissible rw—path between x and y.
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4.2. Information Flow in a Graph with Changing Rights

These results can be extended to include both de jure and de facto rules. To do
s0, we must define terms combining characteristics of those used in both the de jure
and de facto developments.
Definition: The predicate cansknow(x, y, Go) is true if and only if there is a sequence
of protection graphs G1, ...,Gn such that Got* Gn and in Gn either a x-to-y edge
labelled r exists, or a y-to-x edge labelled w exists and, if the edge is explicit, its
source is a subject.

This is merely cansknowef(x, ¥, G0) without the restriction on the types of rules
used.
Definition: An rwig—path is a nonempty sequence vo,...,Vk of distinct vertices
such that for all i, O<i<k, vi is connected to vi+1 by an edge (in either direction) with
a label containing a £, g, v, Or a w.

With each rwtg—path, associate one Or more words over the alphabet
(7.5, %, ¢, 7 F W, % }in the obvious way.
Definition: The vertex vo rw—initially spans to vi if vo is a subject and there is an
rwtg-path between vo and v with associated word in { T}
Definition: A vertex vo rw—terminally spans 1 vk if vo is a subject and there is an

rwtg-path between vo and Vi with associated word in { 7 1.
Definition: A bridge is an rwtg—path with associated word in the regular language
- « —y —H— —,

B={ trutr urrgtr urtgr* }

(Note that this is the same as the definition given earlier in this section.) A connection



- 20 -

is an rwtg—path with associated word in the regﬁla.r language
C={ TP U W1 U TP }
We can characterize the set of graphs for which cansknow is true:

In order to appreciate these results, let us now look at some examples of the uses
of the rules; these will be useful in deriving our later results. These two results are
quite basic, and state that there is a bridge or connection between two subjects, either
can (with the co-operation of the other) read information from the other. More for-
mally:

Lemma 8: If there is a bridge from X to y, then X can obtain an implicit read edge to
y.
Proof: By the take rule and the definition of bridge, it suffices to prove the lemma for

bridges of length 2 or less. Six cases arise.

Case 1: First, y creates (rw to new vertex) z:

e - e ee

X y X y zZ

Then, x takes (rw to z) from y:

rw

Finally, x and y use the post rule:
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Case 2: First, X creates (rw to new vertex) z:

X y z X y

Then, x grants (rw to z) to y:

Finally, x and y use the post rule:

Case 3: First, x creates (rw to new vertex) v:

X rw X
t\voy = VW}'
A z

Next, X grants (rw to v) to z:

Then y takes (rw to v) from z:
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Then y takes (rw to v) from z:

Case 4:
.é—tm—. see case 1
X y
Case 5:
.eé{—. see case 2
X y
Case 6:
see case 3
N &y
Z

In all cases, x gets implicit read rights over y, proving the claim. [

Lemma 9: Let x and y be subjects with a bridge or connection between them. Then

at least one of the following is true:
(i) an explicit read edge from x to ¥ exists or may be added;
(i) an implicit read edge from X to y may be added; or
(ili) an explicit write edge from y o X exists or may be added.

Proof: If thers is a bridge between x and y, case (D) holds by lemma 8. So, suppose
there is a connection from x to y. If the associated word is in t_z“'i‘“”, by using the take

rule, X can obtain an explicit read edge to ¥, establishing case (i). If the associated
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word is in wr*, by using the take rule, y can obtain an explicit write edge to X, estab-
lishing case (iii). If the associated word is in ?;‘?fﬁ:" x and y can each apply the take
rule until x obtains a read edge to a vertex to which y has a write edge (or vice versa);
then x and y can use the post rule to add an implicit read edge from x to y (case (ii).)

]

5. Statement and Proof of caneknow

The following theorem was presented in il]; the proof has been expanded upon
here.
Theorem 10: The predicate cansknow(x, y, Go) is true if and only if there is a
sequence of subjects u1, . . . ,um such that all of the following conditions hold simui-
taneously:

(i) u1=x or u} rw-initially spans to x;

(i) um=y or um, rw-terminally spans to y; and

(iif) for all i (1<i <m), there is an rwig-path between u; and u;+1 with an asso-

ciated word in B\ C.

Proof: (<) Assume the three conditions hold. By lemma 9, if p and q are subjects
joined by an rwig-path with associated word in BUC, then one can add an implicit
read edge between them. Once this is done, there is an rw-admissible path from x to
y; by theorem 7, this is a necessary and sufficient condition for cansknow(x, y, Go) t0
be true.
(=) Assume caneknow(x, y, Gn) is true. If a witness can be found by applying de

jure rules only, then caneshare(r, X, y, Go) is ttue. Let vi, ..., Vs be the sequence
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of subjectsh in theorem 4 instantiating that predicate, and let s be the vertex with an r
edge to q. Taking m=n+1, ui=v; for 1<i <n, and unp+1=s (if s is a subject) or
m=n and ui=v; for 1<i <n (if s is an object), conditions (1), (i), and (iii) follow
immediately.

So suppose at least one de facto rule application had to be used. Since de jure
rules do not manipulate implicit edges, we may without loss of generality reorder the
rule applications so that all de jure rules precede all de facto rules. It follows by
theorem 7 that there exists an rw-admissible path in the graph resulting from the appli-
cation of the de jure rules but before any de facto rtules are applied. Let
X =vo,...,vi=y be the vertices on that path. We now show by induction on the
length ! of the path that the desired conditions hold.

BASIS: Let =1, Then by the definition of an rw-admissible path, either x is a sub-
ject and rw-terminally spans to y, or y is a subject and rw-initially spans to x. In the
first case, take n =1 and x =u1 in the claim to see that conditions (i) and (i1) are true
and condition (iii) is trivially true; in the other case, take n=1 and y =u1 in the claim
to see once again that conditions (i) and (i) are true and condition (iii) is trivially true.
INDUCTION HYPOTHESIS: For I =1, ... ,k, if cansknow(x, ¥, G o), then the three
conditions hold.

INDUCTION STEP: Let /=k+1 and consider which de facto rule was applied to
produce the witness. What follows assumes that the rule application p; wis a spy tule;
the proofs for the other rules are similar.

If z exists in Go, that the spy rule was used means there is an (implicit or expli-

cit) edge from x to z, and an (implicit or explicit) edge from z to y. If the edge from X
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to z is explicit, theorem 4 gives us. condition (i) (take ui1=x in that theorem.) If it is
implicit, since z and y are distinct (by definition of the spy rule), we may apply the
induction hypothesis to obtain condition (i). Similarly, regardless of whether the edge
is implicit or explicit, either theorem 4 or the induction hypothesis gives us condition
(ii). Finally, condition (iii) follows from either the induction hypothesis or theorem 4
(remember, condition (iii) requires the edge labels to be in a subset of what condition
(iii) requires) or both.

Now suppose z does not exist in Go. Then by the nature of the create rule, z
must be in a subgraph connected to the vertices in Go by a single edge; moreover,
there is a path zo, . .. ,Zm =2 with edges from z; to zi+1, and for 0<i<m, z; is a
subject. If the edge from X to z is explicit, this means that by theorem 4, as zo lies on
all possible paths from x to z, one of caneshare(g, Zo, X, Go) and cansshare(t, X, Z0,
Go) is true. In either case, as x and zo are subjects, by lemma 8, cansknow(x, zo, Go)
is true. On the other hand, if the edge from x to z is implicit, since z and y are dis-
tinct (by definition of the spy rule), we may apply the induction hypothesis to show

cansknow(x, 2o, Go) is true. The three conditions follow immediately. O

An example will perhaps clarify what the theorem says. Consider the graph:

Take u1=p, u2=x, us=z, and us=s. s indeed rw-terminally spans to ¢, and
between each pair of u;s there is a bridge (between x and q, and between 8 and z) or

connection (between x and z). In this case, therefore, cansknow(p, 4, G0) is true. In



226 -

fact, the following witnesses the predicate:

(1) z takes (r to q) from s;

(2) x grants (rtoy) to p;

(3) p and z use the post rule to add an implicit edge labelled  from p to z;

(4) p and z use the spy rule to add an implicit edge labelled r from p to q.

However, note that caneshare(r, p, g, Go) is false because there is no bridge between

x and z.

6. An Alternate Statement of caneknow

Earlier, we gave a statement of the necessary and sufficient conditions for
caneshare to be true that is quite similar to the conditions for caneknow to be true. In
this section, we prove a symmetric result, namely that the conditions for caneknow to
be true may be stated in a form quite similar to the original statement of the theorem
for caneknow. The theorem relies upon lemma 9, which states a set of conditions that
must be met before cansknow is true. Hence, the theorem given next really only tries
to establish when there will be a series of bridges or connections from a vertex q to

another vertex p along which information can be sent.

Theorem 11: Let p and g be vertices in a protection graph Go. Then cansknow(p, q,
Go) is true if, and only if, cansshare(r, p, q, Go) is true or all of the following condi-
tions hold:

(i) There is a subject p’ such that p”=p or p” is rw-initially connected to p;

(ii) There is a subject g such that q” = ¢ or q” is rw-terminally connected to g;
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(iii) There is a sequence of islands {f; | 1<j<m} such that there is a bridge or

connection from [; to Ij+1, 1Sj<m,and p’ e /1, and q” € Inm.

Informal argument: To prove the “‘if’” part, note that if caneshare(r, p, q, Go) is true
then by definition caneknow is true. If not, condition (i) says that p’ can send any
information it gets to p, and part (ii) says that q” can obtain any information it needs
from q. Condition (iii) simply says that q” can send the information to a vertex z1 in
Im-1, which can in turn send it to a vertex z2 in fm-2, and so on, until a vertex zm-1
in I1 gets the information. By the properties of an island, this means that p’ can get

the information. Putting all this together, cansknow is true.

Going the other way involves considering the rule applications needed to produce
a witness. We can require all de facto rules to be applied last, and examine the condi-
tions needed for them to be applied. For example, in the pass rule, there is a vertex y
for which caneshare(w, ¥, p, Gn) and cansshare(r, y, p, Gn) are true. From the condi-
tions required for both caneshare rules to hold, the three condition of the theorem
must be true. (In the formal proof, we will show this for the post and spy rules; the
formal proof for the pass and find rules are left as an exercise for the reader.) And if
no de facto rules are used to generate a witness to caneknow, obviously caneshare(r, p,
q, Go) is true.
Proéf: (<) Consider condition (i). As p’ is rw-initially connected to p, it either has or
can obtain (through the take rule) a write edge to p. Similarly, by condition (1), if q’
is rw-terminally connected to g, it eithef has or can obtain (using the take rule) a read
edge to q. Thus, it suffices to show caneknow(p ‘. q’, Go) is true by condition (iii);

merely apply the spy rule (if q'#q), and then the post rule (if p’#p), to obtain
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cansknow(p, q, Go).

We show condition (iii) implies caneknow(p’, q@’, Go) by inducting on m, the
number of islands in that condition.
BASIS: Let m = 1. Then p’ and q” are in the same island, whence by cases 1, 2, 4,
and 5 of lemma 8, cansknow(p’, q’, Go) is true.
INDUCTION HYPOTHESIS: For m = 1,..., k, if condition (iii) holds,
cansknow(p’, q’, Go) also holds.
INDUCTION STEP: Let m =k + 1. Let zx be the subject in I that bounds the
bridge or connection between Jk and Te4+1; let zz+1 be zi’s counterpart in Je+1. By
lemma 9, caneknow(zk+1, 4", Go) holds; by lemma 8, this means cansknow(zk, ¢’
Go) holds; and by the induction hypothesis, cansknow(p’, Zk, G0) holds; whence by
the spy rule, cansknow(p’, q’, Go) is true. This proves the induction hypothesis, and
hence the “‘if’” part of the theorem.
(=) Now assume caneknow(p, q, G o) is true, and consider a minimal set of rule appli-
cations p;i needed to produce a witness. Without loss of generality, we may reorder
the pi’s so that all de jure rule applications precede any de facto rule applications,
since de facto rule applications do not change the state of the protection graph. If no
de facto rules are applied, the witness will end with an explicit read edge from p to g,
in which case cansshare(r, p, ¢, Go) holds; the three conditions then follow from

theorem 3. So suppose that at least one de facto rule application is needed.
Induct on the number m of such de facto rule applications.

BASIS: Let m = 1. Each of the de facto rules must be considered. We will give the

proof for the post rule; the other rules are treated similarly.
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Consider the post rule. In order to apply this rule, there must be a vertex x such
that caneshare(r, p, X, Go) and caneshare(w, q, y, Go) are true. By theorem 3, this
means that there is a sequence of islands 71, ... ,J; with p € /1, and a vertex a € /;
which terminally spans to another vertex a’, which has a read edge to x:

I | I

bridge

Similarly, there is a sequence of islands J1, ..., Ji, with @ € Ji, and a vertex

b e J1 which terminally spans to ancther vertex b’, which has a write edge to x:

J1
X w b’ terminal ob
®< O< span
bridge
Jk-1 J
Now, combining these two facts, relabel the islands J1,..., Ji as
li#1, ... ,Ij+k. Note that, as a terminal span has associated word in %, we have a

R
connection t*7wt* froma to b:
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Ij J1=1in

This is condition (iii). Taking p’=p and q’ = q, conditions (i) and (ii) hold.
INDUCTION HYPOTHESIS: Letm =1, ..., k. Then after n de facto rule appli-
cations, if caneknow(p, q, Go) is true, conditions (1), (i), and (iii) hold.

INDUCTION STEP: Let n =k + 1, and assume the k-+1st rule applied is a spy rule

(proofs for the other three rules are similar.)

As the spy rule is used, p is a subject, and there is a subject vertex x such that
caneknow(p, x, Go) and cansknow(x, q. Go) are true. By the induction hypothesis, the
first cansknow ensures that there is a subject p’ such that p’ =p or p’ ru-initially
spans to p, giving condition (i); the second caneknow ensures that there is a subject q”
such that " = q or g’ rw-terminally spans to 4, giving condition (ii). By the induc-
tion hypothesis, condition (iii) is assumed to hold for both caneknow(p, x, Gg¢) and
cansknow(x, q, Go). So, let I1, ..., I; and J1, ..., Jx be the sets of islands for
caneknow(p, X, Go) and cansknow(x, q, Go), respectively. Thus, the configuration is:

11 1

bridge
connection

connection

bridge
connection

Ji J1
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Again, relabel J1, ..., Je to be Ij+1, ..., Ij+k; also, recall that an rw-terminal
span between subjects is a connection. This establishes condition (iii), proving the

induction hypothesis and the claim.
Hence, theorem 11 has been proven. [

Let us return to the example of the previous section.

Take p’=p, q'=s, I1={ p.,x }, and I2={ s,a }. As s indeed rw-terminally spans
to ¢, and there is a connection between /1 and /2, cansknow(p, q, Go) is true, agreeing
with our previous result.

It should be clear that this theorem and the one presented in the previous section
are equivalent. As cases 1, 2, 4, and 5 of lemma 8 show, if there is an edge between
two subjects labelled ¢ or g an implicit edge labelled r can be added between those
vertices. Hence in addition to being a subgraph in which rights may be freely
transferred, an island is also a subgraph in which information may be freely transferred
assuming all subjects co-operate. (If not, other conditions apply; see [2].) Hence, the
islands connected by bridges and connections ensures that provides a sequence of sub-
jects connected by bridges and connections along which information can flow, as con-
dition (v) requires. Hence the conditions in theorem 11 being true implies the condi-
tions in theorem 10 are true. Similarly, the sequence of subjects in theorem 10 ‘may
be grouped into islands (if need be, the islands may contain only one vertex) to obtain

the conditions for theorem 11. This reasoning can be made more formal to show:
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Corollary 12: The conditions in theorem 10 hold if and only if the conditions in

theorem 11 hold.
Of course, this theorem also preserves the following property:

Corollary 13: Truth or falsity of the predicate cansknow may be determined in linear

time in the size of the initial graph. or connection.

7. Discussion and Future Directions

One of the more strinking feature of these theorems is the similarity betweem
theorems 3 and 11, and between theorems 4 and 10. Let us look at the first two in
some detail.

Take the capability represented by the s-to-x edge in theorem 3 to be a piece of
information. Then the only difference between the two theorems lies in the nature of
the paths along which the information is transmitted; if the information is a capability,
the class of paths is much smaller than if it were ordinary information. This makes
sense, because one of the characteristics of capabilities is that ‘‘... no ordinary program
can manufacture or modify the bit pattern with which a capability is represented’’ [3].
Capabilities are very special pieces of information, and cannot be handed around like
the contents of a file. So, in the Take-Grant Protection Model, the de jure rules mani-
pulate the flow of capability information, and the de facto rules implement the flow of

all other types of information.

This suggests two things. In [6], the notion of classifying subjects into groups
was explored in the context of ““‘groups of users.”” One could extend the classification

to quantities to be controlled, and provide several different sets of rules, each set
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describing the flow of that quantty throughout the graph. One would then have to
discuss the interactions of the different rules and the quantities as the rules were
applied. Interestingly enough, only the flow of capabilities would change the explicit
edges in the graph, since the graph is designed to abstract only the capabilities; in
some instances, a new graph might have to be defined. (This has been done with the
de facto rules and the implicit edges; when one deals with implicit edges, one uses a

“‘pseudo-graph’’ with dashed arrows representing edges that “‘really aren’t there.””)

Continning on in our speculations, since the characterization of the transfer of
capabilities and information is so similar, the idea of a ““meta-theorem’’ that captures
the generalized notion of ‘‘sharing” immediately suggests itself. This theorem, and a
corresponding one for the predicates describing the theft of information and rights,
would be broad enough to incorporate the extensions to the model that deal with infor-
mation flow of all kinds, classes of information and subjects, and so forth. Such
theorems would be a step forward in making Take-Grant type protection models prac-

tical and useful.
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