







































































Much work remains before the Take-Grant Protection Model can be used in practise. For
example, many systems treat rights reflexively (that is, a subject can take or grant itself rights, as
well as read itself).The Take-Grant Protection Model does not. But, as Snyder has pointed out, re-
flexivity “probably is not fundamental to the Take-Grant Model in the first place,” ({19], p. 179)
and it has some benefits when making an abstraction of an existing system. When one models a
“process,” one may actually be modelling several entities: the process thread itself, the process
control block (if the process can read or alter it directly), those portions of memory in which vari-
ables are stored (for processes which do not read or write anything are useless, unless one is con-
sidering the problem of covert channels, a subject well beyond the scope of this paper), and files.
Each of these should be considered as separate entities, because each interacts with the execution
of the process in a different way; and the lack of reflexivity in Take-Grant encourages such a divi-
sion. This suggests that in the application of a formal model like Take-Grant, irreflexivity may ben-
efit the modelling process. Analysis of a reflexive Take-Grant Protection Model would help

determine if this intuition is correct, or when a reflexive system should be used.

We have modified many of the Take-Grant graph rewriting rules to capture compliance with
a security policy. Part of the reason for this was to ensure the theorems stating necessary and suf-
ficient conditions for can®share, can®know, can®steal and can®snoop held. However, it might be
possible to produce “meta-theorems” which, for a given rule set, produce conditions under which
those four predicates hold. Such meta-theorems would almost be a necessity for any realistic use
of the Take-Grant Protection Model in systems analysis, since no two systems will have the same

rule sets. This issue requires much further work.

Finally, most computer systems have some concept of “group.” Incorporating such a notion

into the Take-Grant Model would be invaluable towards its practical application.
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