










































































NETSERV(3) UNIX System V (December 31, 1988) NETSERV (3}

NAME
netserv — set up a socket to receive connections

SYNOPSIS
#include net.h

int netserv(portno)
int portnoj

DESCRIPTION
The function nelserv sets up an address so that the calling process can accept connections at the

port number porine.

VARIABLES

Several library variables may be used to configure the system. The socket is created in the
domain nso_domain {default AF_INET, the Internet domain); is of the type defined by nso_type
(default SOCK_STREAM, the stream socket type); and is created with the underlying protocol
nso_proto (default 0, the default Internet domain protocols). The connection by default is set to
be reused, and not to linger, this is done at the level nso_level (default SOL_SOCKET, the
socket level). The maximum length of processes waiting to be netacp’ed is nli_quelen (default 1).
You can change these, but unless you know exactly what you are doing it is strongly
discouraged.

RETURN VALUE
On success, the file descriptor of the socket iz returned. On failure, —1 is returned and ne_errno

and ne_call are set appropriately.

SEE ALSO
netperror(3)
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NAME
netwrite — write to a remote connection

SYNOPSIS
#inciude net.h

int netwrite(fd, buf, nchars)
int fd;

char buff];

int nehars;

DESCRIPTION .
The function nefwrie writes up to nehars characters to the file deseriptor fd obtained from
netaep(3) or netconn(3), obtaining them from the buffer buf.

RETURN VALUE
On success, the number of bytes successfully written is returned. On failure, -1 is returned, and
ne_errno and ne_call are set appropriately.

SEE ALSCO
netperror(3)
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NAME
offhostname — return official host name of a host

SYNOPSIS
#include net.h

char *offhostname(host)
char *hosty

DESCRIPTION
The function offhostname returns the official host name of the argument host. Here, host must
be a name and not Internet numbers.

RETURN VALUE
If the host name is not found in the database, NULL is returned and ne_call and ne_errno are

set appropriately.

WARNING
The return value is contained in a static buffer which is overwritten by each call.

SEE ALSO
netperror(3)
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NAME

seal, unseal — digitally sign, and optionally encrypt, messages

SYNGPSIS

#include seal.h

¢har seal{locproc, lochost, remproe, remhost, buf,
char *locproe, *lochost;

char *remproc, *remhost;

char buf{];

int bufaz;

rover_to msg;

unsigned int *flag;

char unseal(locproe, lochost, remproc, remhost, buf,
ehar *loeproe, *lochost;

char *remproc, *remhost;

char buffl

int *bufsg

rover_to msg:

unsigned int *flag;

DESCRIPTION

The function seal() takes the message contained in buf and of length bufsz (maximum DATASZ),
and writes a specially formatted message into msg containing the originating process (or user)
locproe, the originating host lochost, the destination process {or user) remproe, and the destina-
tion host remhost. This packet is cryptographically signed using (for seel and unseal) the key
associated with lochost@loeproe or (for rseal and runseal) the key associated with
remhost@remproe.

For seal and rseal, users may request two special options by setting the bits in flag appropriately:
F_NONE clear all bits
F_ENCRYPTencrypt the message
F_PERMESSAGEmake a new connection for each packet
These are to be or’ed together. The last flag is useful in conjunction with the rover(1) digital sig-
nature scheme; normally, that system keeps the first connection open. The flag instructs rover to
drop the connection after authenticating each packet.

The password is obtained by checking for a series of files, and if none are present, prompting at
the controlling terminal. Let 8HOME be the user’s home directory, proe be argument 0 of the
process (that is, the basename of the program executed), and “<3P>" the space character {octal
040, hex 0x20). Then the files

SHOME/..word.proc.host<SP>

$HOME/..word.proc</SP>

$HOME/..word < sp >

are checked for, in that order. If any exists, is owned by the real UID of the process, and is read-
able by the owner only, its contents are used as the password. If none of those files meet the cri-
teria, a prompt for the password is sent te the controlling terminal.

REETURN VALUE
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All routines return a nonzero code indicating the result of the sealing or unsealing. To under-
stand these, one must realize that the paradigm is that the local process will seal the message
using its key and send it to rover, which will then unseal the message and reseal it using the
destination’s key, and return the newly-sealed message to the originator. The originator then for-
wards the message to the destination. Hence, the result is returned as the logical or of the follow-
ing:

¥ _PERMESSAGEconnections on a per-message basis
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SEAL(3) UNIX System V {December 31, 1888) SEAL(3)

F_ENCRYPTencrypt the message

F_EOF  unexpected end-of-file encountered

E_NOORIGorigin password unavailable

E_NODESTdestination password unavailable

E_BADINT integrity check failed; corrupted message

E_STALEmessage older than ROVER_INTERVAL

E_GARBLEDmessage is garbled

E_DBADINTIintegrity check failed; corrupted message

E_DSTALEmessage older than ROVER_INTERVAL

E_DGARBLEDmessage is garbled
E_BADINT , E_STALE , and E_GARBLED refer to the message as unsealed by rover;
E_DBADINT , E_DSTALE , and E_DGARBLED refer to the message zs unsealed by the
destination. Note that error flags may be placed within the message itself, but all such flags are
included in the digital signature.

BUGS
The use of the password files is strongly discouraged, but for processes without a controlling ter-
minal and no cryptographic box, you’re stuck.
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DBM(5)

NAME

UNIX System V (December 31, 1988} DBM(5)

dbm — rover database format

SYNOPSIS
dbmfune.o

DESCRIPTION

The command dbm{1} builds and manages a database of eryptographic information for the digital
signature scheme rover. The format of each entry in the database is:

char
char
char
char
int

inuse;
proc[68];
host[68];
key[1025]
keylens

The first field indicates whether the item is active or has been deleted. The second indicates the
name of the process {user), the third, the host on which the process {user) executes; the fourth,
the cryptographic key; and the fifth, the number of bytes in the key.

SE ALSO

dbm(1}, rover(1)
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