














each change in the quorum assignment. Quorum assignments can only be changed in sets of
communicating sites, or components, which possess at least a write quorum of votes (using
the old quorum assignment). When an access request is submitted to a site z, the quorum
assignment in effect is the assignment associated with the site having the highest version
number in the component containing z.

For this method to be valid, it must guarantee that no access be granted in a component
that is unaware of the new quorum assignments. This constraint is ensured by allowing the
assignments to change only in a component, Cy, containing a write quorum, g, of the votes,
and by the requiring, as in section 2.1, that only one such component exists at a time. The
quorum consensus protocol also requires that ¢, + g, > T. Thus ' is the only component
with ¢, or more votes. Since g, > ¢, no other component, C, may access the data item
until some site, z, from C joins . When z joins Co, €2 becomes aware of the new quorum
assignment, at which time every site in 5 updates their quorum assignment and version
vector. Therefore, no access can take place in a component using an old quorum assignment.

3 Measures of Data Availability

There are two definitions of data availability in the literature{13]. The metric more commonly
used, which we will call Survivability(SURV), is the probability that at an arbitrary time
there exists at least one site which may access the data object. This is equivalent to the
probability that a distinguished component exists or to one minus the probability of a halting
state. The second metric, which we will call Accessibility(ACC'), is the probability that at
an arbitrary time an arbitrary site may access the data object.

Informally, the difference between these two metrics is that SU RV measures the fraction
of time that there exists a site in the network which can access a data object, while ACC
takes into account the number of sites which are able to perform that access. For example,
policies which increase the number of sites which may access the data will increase ACC but
may leave SU RV relatively unchanged. On the other hand, SU RV favors dynamic protocols
since they tend to produce smaller distinguished components than do the static protocols. In
any case, the reliability of a single site is a lower bound for SURV, since SURV is always
realizable by a single copy, and an upper bound for ACC, since at least the site at which the
request originates must be up.

We have chosen to present our results using the ACC metric since we are interested in the
probability that an arbitrary site will be able to access the data item and therefore would not
expect availability greater than the reliability of that site. It is our view that ACC reports
more nearly the availability as experienced by a user of the system, who typically cannot
readily move from site to site or have knowledge a priori of which sites are functioning.?

3Our method could be adapted to find optimal quorum assignments using the SURV metric by substituting,
in step 1 of the algorithm in Figure 1, the distribution of the number of votes in the largest component rather
than the distribution of the number of votes in the component to which the transaction is submitted.



1 Assume that the following are known:
o = the fraction of the accesses which are read requests,
r; = the fraction of the read accesses submitted to site s;,
w; = the fraction of the write accesses submitted to site s;, and
f; = the probability density function for each site s;.
2 Let r(v)= Yy ri* fi(v), and
w(v) = Tl wi* fiv).

3 Let , r
Aag)=a S )+ (1-a) 3 wlk)
k=g, k=T —g: 41

4 Find ¢, for which A{e,q,) is maximized, and assign ¢, =7 — ¢, + 1.

Figure 1: Optimal Quorum Assignment Algorithm

4 Finding Optimal Quorum Assignments

The algorithm in Figure 1 describes how to determine the optimal quorum assignments given
the read rate, ) the access distributions, r; and w;; and the component size distribution, f;(v).
In section 4.1 we define each of these parameters and then describe the steps necessary to find
the optimal quorum assignments. In the presentation of the algorithm, S = {sy, 82, 83,..., Sn}
denotes the set of all sites s; in the network, and 7' denotes the total number of votes in the
system.

4.1 Description of the Algorithm

The optimal quorum assignment algorithm assumes that four parameters are known. The
first three of these, o, r;, and w;, are likely to be explicit in the model or can be directly
measured by the system. The fourth parameter, f;(v), is the probability that site s; is in a
component containing exactly v votes. The derivation of this probability density function is
discussed extensively in section 4.2.

In Step 2 we form two new probability density functions from the function fi(v). The first
function, r{v), is the probability that an arbitrary read request will be submitted to a site
within a component containing v votes. Likewise, w{v) is the probability that an arbitrary
write request will be submitted to a site within a component containing v votes. Notice that
if the access requests are uniformly distributioned, that is r; = w; = % for all sites i, then
r(z) = w(x).

In Step 3 we use the cumulative distribution functions R{gq,) = }:g; r{k) and W(g,) =
Z%_qr 41 w(k) to calculate availability given a and g¢.. Thus R(g,) is the probability that an
arbitrary read request will be granted, and W(q, ) is the probability that an arbitrary write
request will be granted.

The final step requires that, given a from step 1, we find the ¢, which maximizes A(e, g,).
Since g, can only assume integer values between 1 and l_%], one could naively, yet in polyno-



mial time in the number of sites, conduct an exhaustive search for the optimal ¢,.. However,
a number of characteristics of the function A(w,g,) can be used to significantly reduce the
computation time. As will be shown in section 5.3, A(a,¢,) is frequently maximized when
g =lorg = L%—J This fact can be used in a numeric technique such as the so-called golden
section search in one dimension (described, for example, in [18]). Other techniques can be
applied to the continuous approximations of A, where f;(v) = %ﬂl such that Fi(vy)~ F;(v2)
is the probability that the component containing site s; has between v, and v, votes. The
Brent’s Method {again, see [18]) makes use of the derivative of A, which we know from r(v)
and w(v).

4.2 Finding Component Sizes

Step 1 of the algorithm in Figure 1 assumes that we know the probability density function
fi(v). The function fi(v), the probability that site s; is in a component containing v votes,
can easily be found for some symmetric networks including ring, fully-connected, and single
bus networks.

A ring of n sites with a copy at each site and one vote per site has density function

optr?T (1 — 7)) + p¥r? fv=n="T
fi(v) = vptrv=! ((1 —p)+p(l~ 7‘)2) fv=T-1
' vprv1(1 — pr)? fo<ov<T -1
L (1-p) itv=0

where p and 7 are the reliability of the sites and links, respectively.

The density function for a fully-connected network of n nodes is more complicated than
that of a ring network. The expression for f;{v) below involves another function, Rel(m,r),
which is the probability that all m sites of a fully-connected network can communicate as-
suming that the sites never fail and the links have reliability r. Gilbert in [10] presented the
following recursive formula for Relm,r),

a1

Rellm,r)=1- Z (?:11)(1 ) {0 Rel(d, 7)

i=1

Using Rel, we can express the probability density function as

filr) = (’; j i)pv (=P +p(1=7)")"" Rellv,r)

The density function of the single bus network depends upon the design of the network.
If the architecture is such that no site can function when the bus is inoperative, then fi(v) =
(::%)rp"(l —~ p)"~*, where 7 is the reliability of the bus. If, on the other hand, the bus failure
does not necessitate site failure, then
PR I 2 if v=1
filv) = { (z:%)rpv(l - p)*™% otherwise.
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Unfortunately, it is very unlikely that f; can be calculated efficiently in general graphs.
In [14], we prove that calculating the expected size of the component containing a site ¢ is
#P-complete. Since this expectation is equivalent to the mean of the distribution f; when
the votes are uniform, and since the mean of this distribution can be calculated in polynomial
time in the number of sites, finding f; must be #FP-complete.

Although #P-complete in general, it is not difficult to approximate f; based upon past
performance of the database system. This method may even be preferable to exact calculation
since it requires very little computation time, is able to recognize changes in the system
not anticipated by the model, and can accommodate dynamic protocols (see section 4.3).
Periodically, each site s; queries every site with which it can communicate, recording the
total number of votes possessed by all the sites in its component. If past history is indicative
of future performance, then the values acquired in this manner approach fi(v).* Rather
than performing broadcasts solely to acquire this vote total, site i can record the totals
received while performing other functions required by the consistency control algorithm such
as acquiring permission for data access.

4.3 Dynamic Quorum Reassignments

Not only does the algorithm of Figure 1 describe an efficient method for finding optimal
gquorum assignments for static systems, it also provides a method for dynamically adjusting
quorum assignments. This allows the consistency control algorithm to adjust for temporary
or unanticipated changes in system state, such as a shifting pattern of data access or periodic
component failure. The potential benefits of dynamic quorum reassignment are significant.
A static quorum assignment must optimize over the entire stream of access requests and com-
ponent failures and recoveries, whereas, by dynamically adjusting the quorum assignments,
we can adjust for temporal characteristics of the access request stream and network con-
figurations. Moreover, a static quorum assignment generated off-line using a mathematical
mode] reflects the assumptions, such as full link reliability or component failure independence,
made in order to generate the assignments. If any of these assumptions are inaccurate, the
quorum assignments will be suboptimal. Superior availability is therefore achieved by basing
quorum assignment upon local, real-world performance characteristics, rather than abstract,
frequently unrealizable models.

The reassignment of quorum values is quite simple. Periodically each site ¢ determines f;
and uses the algorithm of Figure 1 to determine optimal quorum assignment. If site ¢ cannot
communicate with some site j, then site ¢ may approximate f;, use an old value for f;, or
wait until communication with site j is restored. When a site finds that the current quorum
assignment differs significantly from the optimal quorum assignment, the site attempts to
install the new assignment using the § R protocol described in section 2.2.

% Since non-operational sites cannot record access requests, density functions approximated in this manner
yield availability A’, the probability that an access request submitted to an arbitrary operational site will
succeed. The distinction between A’ and A, the probability that an access request submitted to an arbitrary
site will succeed, is of little consequence since pA’ = A, where p is the reliability of a site. Therefore g,
maximizes A{c, g} if and only if g, maximizes A'{(e,gr).



5 Examples and Enhancements

In this section we demonstrate the use of the algorithm as presented in section 4.1 by finding
the optimal quorum assignments for five read-write ratios on each of seven topologies. Figures
2-7 show the effect of the quorum assignments on availability. For every site 1, we approximate
the density function f; using the on-line technique described in section 4.2.

Although we find that optimal quorum assignments significantly improve performance, we
also discover that in some cases achieving the optimal availability eliminates nearly all writes.
We present and demonstrate an enhancement fo our algorithm that finds optimal quoram as-
signments given a minimum write throughput constraint. These new assignments are optimal
with respect to the new constraint; that is, they yield the highest possible availability while
ensuring that some minimum fraction of all write requests is granted. Before demonstrating
these new algorithms, we discuss our system model and simulator.

5.1 System Model

The system we consider is composed of sites and bi-directional links, Links fail by failing to
transmit messages; partial failures such as links operating in only one direction or garbling
messages are not considered. Our assumption is that any message transmitted is correct in
its entirety and that the sequential order of transmitted messages is preserved. Processors
are fail-stop [19]; although they may fail to send or receive a message, byzantine failures[16]
are not considered. Since message passing is the only inter-node communication mechanism,
processor and link failures can partition the network into components. Finally, all node and
link failures are eventually repaired, although once repaired they are again subject to failure,
All events, data accesses and site and link failures and recoveries, are modeled to occur
instantaneously. Therefore no site or link can either fail or recover while an access request is
processing.

The results cited below are for a single data object with one copy at every site. We
employ a uniform vote assignment of one vote per copy, since the data access distribution and
component reliabilities are all uniform and the topologies are roughly symmetric. Although
we investigate other scenarios in [14], our purpose here is not to be exhaustive but to illustrate
and enhance the algorithm for determining optimal quorum assignments.

We examine environments comprised of 101 sites configured into various topologies begin-
ning with a ring, and adding links until all the sites are fully connected. We chose to consider
ring-based networks since a ring is completely connected with the minimum number of links
necessary to guarantee at least two disjoint paths between every pair of sites. In this paper
we denote by Topology ¢ a ring with 7 = 0,1,2,4,16,256,4949 additional links, or chords.
The exact placement of the chords can be found in [14].

5.2 Simulator

The events, site and link failures and recoveries and access requests are generated by a steady-
state discrete event simulator. A detailed explanation of the necessity of simulation and of



the parameters used by our simulator is contained in [14]. We list these parameters and their
values below:

¢ The submission of data access requests by each site is modeled as a Poisson process
with mean u; = 1.

e The ratio, p, of the mean time-to-next-access to the mean time-to-next-failure is 3.

e Site and link failures and recoveries are modeled as Poisson processes. The mean time-
to-next-failure of each component, uy, is the same for both sites and links. Likewise,
the mean time to recovery, ji,, is the same for both.

¢ Each component is 96% reliable. Therefore -ﬁf;‘—f-i_-’-; = .96.

o In order to overcome the initial state, we do not monitor system state or performance
until an initial 100, 000 accesses have passed.

o The simulation is run for 1,000, 000 accesses beyond the initial 100, 000.

¢ We assume that both read and write requests are submitted uniformly at random to
every site in the network. Therefore 7{v) = w(v) as noted in section 4. We regard a
down site as a member of a component of size zero. This implies, as discussed in section
4, that the availability includes transactions submitted to down sites.

All simulations were run on a DEC Station 5000 and each batch required from one-half
to two hours depending upon the topology. Each availability figure reported in this paper
reflects the average availability over a number of baiches each consisting of 1,000, 000 accesses.
A batch is a series of events, and the number of batches, which ranges from five to eighteen, is
dictated by the desired confidence interval. The network is reset to the initial state before each
batch is begun. Availabilities reported are with a 95% confidence interval with an interval
half-size of at most +0.5%.

5.3 Optimal Quorums

Figures 2-7 show the various availability curves for seven different topologies, each with «, the
percentage of access requests which are reads, equal to 0, .25, .50, and .75. The availability
curves produced by topology 4949 (fully-connected) are not shown since they are nearly
identical to those produced by topology 256.

The most striking observation from these figures is that all curves for a given topology
converge at g, = L% |. This occurs since ¢, and g,, are nearly equal and therefore no distinction
is made between read and write requests. We also see that for a given a the availabilities
at g, = 1 is independent of the topology, the read succeeds whenever the site to which the
request was submitted is operational. Since the probability that a site is operational is 96%,
the availability at g. = 1 is .96a.

The graphs also show that all the curves, with only the exception of topology 16 at & = .75,
have maximum value at an endpoint of the curve. If the maximum occurs when ¢, = L%J,
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then this is clearly the best quorum assignment. On the other hand, a maximum that occurs
at g, = 1 may be unsuitable since ¢, = T and writes will succeed only when every copy is
accessible. Remedying this shortcoming is the subject of the next section. We return to the
case ¢, = | ] in section 5.5.

5.4 Write Constraint

As shown in the previous section, the optimal quorum assignment may be unacceptable
due to very low write availability. We now describe two techniques for introducing a write
constraint into the algorithm for finding optimal quorum assignments. In this context, the
optimal quorum assignment is that assignment which maximizes availability given the write
constraint.

The first technique for increasing write throughput is simply to weight the writes in the
calculation of “availability”. In this case, the formula for availability becomes

T

T
Alw,o,)=a Y rk)+w(l-a) Y, wk)

k=g k=T —g+1

where w is the weight given to writes. This changes the definition of availability to a weighted
linear combination of the availabilities of read and write accesses. We do not demonstrate this
method by showing any such curves in this paper for two reasons. Firstly, there are infinitely
many choices for w and no clear criteria for choosing a value. Secondly, the method which
foliows is preferable since it does not require any change in the definition of availability.

If the optimal quorum assignment is unacceptable due to low write availability, then let us
consider only those assignments which yield write availability of at least A,,. Such assignments
require read quorums ¢, such that A{0,¢.) > A,. We can now maximize A(a, ¢.) given this
new coustraint on g,.

We demonstrate this method in Figure 4. Notice that the bottom curve on each graph is
A(0, ¢,), and therefore we can use this curve to find the range of g, for which A(0,¢,) > A,,.
Suppose that o = 75%. Then the optimal availability is 72% and is achieved when ¢, = 1.
But at this point ¢,, = T and therefore a write request will succeed only when all copies are
accessible. Since this is very unlikely in a system of 101 copies, we can require A,, > 20%,
from which we find that g, must be greater than 27 votes. Since the availability at o = 75%
decreases monotonically as ¢, increases, ¢. = 28 is the quorum assignment that optimizes
availability when we require A,, > 20%. The availability at this point is 50%.

5.5 Effects of Read-Write Ratio

As mentioned in the introduction, previous work has concentrated on the effects of repli-
cation without distinguishing between read requests and write requests. This approach is
inherent in the majority consensus protocol[20], the coterie-based protocols[8], the primary
copy protocol[2], and the quorum consensus protocol with ¢, = gy, [9].
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From Figures 2-7, we see that one-half of the curves have maximum at ¢, = L’{-J The
situations in which this is true include low read rates and highly-connected topologies, sup-
porting the conclusion of [1] as mentioned in section 1. In these cases, the results of previous
research apply directly to the case where there are both read and write accesses. On the
other hand, the remaining curves indicate that we cannot ignore the read-write ratios in de-
termining availability. In fact, this ratio can have a profound effect on the optimal quorum
assignment and on consequent availability. Frequently, in fact, the assignment ¢, = [%j,
w = | Z] + 1 yields the lowest availability.

6 Conclusion

The results of this paper demonstrate both the critical influence of the quorum assignment on
the availability of replicated data and the ability of our algorithm to determine the optimal
quorum assignment. Although we have shown that a seemingly necessary calculation is #P-
complete, we have described and used a method for approximating this value on-line. In
addition to being feasible, this on-line method has the advantage of changing the quorum
parameters over time in response to changes in the network topology, component reliabilities,
or access request distribution. This property allows our algorithim to be employed by a
dynamic gquorum reassignment protocol, thereby adjusting quorum assignments to exploit
temporal characteristics of these parameters.

We have demonstrated via simulation the effectiveness of our algorithm and have shown
that optimal quorums frequently occur either when both read requests and write requests
require a majority of the votes or when read requests require only one vote and write requests
require all votes. We have then described an enhancement for our algorithm that modifies
quorum assignments of the latter type, which, while maximizing availability, incur an intolera-
ble reduction in write throughput. Quorum assignments found in this way yield the maximum
availability that can be achieved while guaranteeing some minimum write throughput.
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The curves of each figure represent, from bottom to top, a = 0, .25, .50, .75, and 1.
The parameter « is the fraction of access requests which are read requests.





