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ternet without a central administrator, this could lead to ambiguities. Also, in [26], the
Distinguished Name had to be written using the method in {24] before being put into ASN.1;

this requirement has been dropped as unnecessary.

[26], §5.2.1.3. Originally any disambiguating string could be used for any scheme, but since
certificates are issued with a serial nomber unique to each issuing authority, it is simplest to
make the identifying string identify the precise certificate. Note that certificates contain expi-

ration times, so those are as readily available as if they were given as the identifying string.
[26], §4.6.2.1.

[26], §5.2.

[26], §4.6.4.2.1.

[27], §1, §2.1.1, and §2.1.2, Other data exchange key encryption algorithms may be added lat-

er.
[27], §1, §4. Again, other message integrity check algorithms may be added later.

[26], §5.2.

[26], §4.64.2.2.

Other data exchange key encryption algorithms may be added later; see [27], §1 and 3.1.
[26], §4.6.3.1.

Other message integrity check algorithms may be added later; see [27], §1, §4.1, and 4.2.
This changes [23], §4.6.2.3, in which the signed message integrity check is never encrypted.
[23], §3.1.

[26], §4.6.2.1.

[26], §4.6.3.1.

{23}, §3.4.1.1.

[23], §3.4.1.2.

[23], §3.4.1.5.

[23], §3.4.1

Revisions to separate the signature algorithms from the hash algorithms; this particular signa-
ture algorithm is the same as given in [26], §3.1.4.7; [27], §4.2, but in those RFCs it is defined
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as a hash algorithm followed by an encryption algorithm. As other equally strong (or stronger)
signature functions are found that are computationally as efficient as this one, they may be add-
ed to the list of acceptable hash algorithms. A signature algorithm using RSA-MD4 was not
added as it is quite new, and so the protocol authors were less comfortable using it to protect

the interchange keys embodied in the certificates.

The Distinguished Name may be written using the full T.61 character set, as described in
X.500 [10]; however, some alternate representations of characters which software cannot print

would be represented as a backslash followed by the character’s octal representation.

Originally this was to be a structured Personal Name component (as defined in X.400 [8]) but

was changed to conform to X.500,

For compatibility with the U. S. Government Open Systems Interconnection Profile [19], [23],
§3.4.1.3 limited the number and length of each field in the Distinguished Name. This has since

been changed to conform to the limits in X.520.

Note that [23] allows any Distingnished Name attributes to be used, uless expressly prohibited
(and this is done only in the case of certifying authorities, which cannoit have the Common
Name attribute). However, allowing a certificate with an organization in the subject’s Distin-
guished Name to be issued to an affiliated user would be very misleading unless the certificate

were examined carefully, so the proposal was revised to eliminate possible confusion.
[23], §3.4.1.4.

[23] does not specify the order of organizational units, but they are to be written most signifi-

cant member first.
[23], §3.3.3.1.
[23], §3.3.1.

[23], §3.3.2.

[23], §3.3.3.

[23], §3.1.

[23] does not require top-level certifying authorities to sign certificates of all certifying author-

ities in their domain.

[23] combines the guest and notary certificates, calling them notary certificates. The distinc-

tion was made to clarify whether or not organizational affiliation as well as identity was being

Page 43 of 44



62
63
64

635

66
67

68
69
70

71
72

73
74
75

vouched for.

[23], §3.4.2.

[23], §3.3.3.2.

The international standard [11] does not recommend a key length but suggests that “a value...
of 512 bits be adopted initially, but subject to further study” (emphasis in original). Originally,
these limits were 320 and 632 bits (about 2x10%7 and 2><10191, respectively); these limits on
the modulus size were chosen so that the software implementing the RSA cryptographic algo-
rithms would be potentially exportable from the United States. However, other characteristics
of software implementing these protocols also affects exportability, and given the success that

Lenstra and Manasse have had in factoring numbers of around 100 digits [25], it was deemed

pradent to increase the modulus size to a minimum of 512 bits.

[27], §3.1. The proposal also states that the public key is to consist of more than 100 digits
([23], §3.3.1); this means that if the exponent is 3, the modulus must be at least 100 digits. As

noted in the previous footnote, the modulus should actually be much larger.
At most 17 multiplications are required to exponentiate to that power.

[31] discusses the theory behind this. The pseudorandom quantity concatenated with the ex-
ponent should contain at least half as many bits as the modulus, hence the change to [27], §3.1,

which only required one 64-bit pseudorandom quantity for padding..
[23], 8§1.
[23], §3.3.3.

[22}; this mechanism for issuing, and paying for, certificates is not in [23], nor is it yet in place;

BBN Communications isdesigning and building a prototype certificate generation unit.
The exact number has not yet been decided.

These details are not prescribed by either [23] or [26], but have since been adopted to ensure

the user receives at least minimal information when something is amiss.
3126}, §4.5.

[26], p. 10.

[26], §4.2.
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