


































































































a letter to someone at Purdue, the Dartmouth and Purdue servers would have to coordinate the se-
lection of the interchange key. This would have to be done in a very timely fashion to prevent de-
lays in the message transmission; this suggests replication of data on different servers, once again
raising the issue of trusting a server not under local control. The alternative is to accept that en-

crypted mail might be delayed due to reasons beyond the control of the message transport agents.

We should also note that this server does more than provide an authentication service: it
provides a digital signature service. An authentication service confirms the identity of the user, and
may provide credentials attesting to the authentication. However, a digital signature service not
only authenticates the user but also binds the user’s identity to the message being sent. An authen-
tication tool would therefore be quite unsuitable for this scheme; in particular, the functionality of

the authentication server Kerberos [40] would need to be radically expanded to make it suitable.

7. Forwarding Messages and Mailing Lists

Privacy-enhanced electronic mail can be forwarded, but if asymmetric interchange keys are
used there is a subtlety. If the message is of type MIC~ONLY or MIC-CLEAR, the message integ-
rity checksum in the MIC-Info header field is decrypted using the sender’s public component,
and re-encrypted using the recipient’s private component; the message may then be forwarded; as
an alternative, it can simply be placed within the body of another privacy-enhanced mail message.
If the message is of type ENCRYPT, however, it cannot be forwarded encrypted. The only possible
approach (the recipient decrypts the data encryption key, uses that key and the originator’s public
component to decrypt the message integrity checksum, encrypts the message integrity checksum
using his private component and the data encryption key, and then encrypts the data encryption key
using the public component of the party to whom the message is to be forwarded) fails because the
originator is now lost; the message appears to have originated at the forwarder. Note also that in
this case the message cannot simply be enclosed in another privacy-enhanced message, as the de-

cryption requires the private key of the forwarder.

If symmetric interchange keys are used, the procedure is similar, except that the transfor-
mations involve agreed-upon secret keys, and in neither case can the message be forwarded simply

by enclosing it in another privacy-enhanced mail message.

Sending a privacy-enhanced message to multiple recipients is straightforward and needs
not be elaborated upon. However, the case when those multiple recipients are part of a mailing list

(in which a letter sent to a single address is exploded or forwarded to multiple recipients) does.
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In some cases, the membership of a mailing list may not be known or available to a sender
for a variety of reasons. The host on which the alias is exploded may not be willing to reveal that
information. The mailing list may itself contain mailing lists (for example, the mailing list csnet-
forum@relay.cs.net has as an address csnet-forum@dartmouth.edu, which is itself a mailing list).
In this case there must be an interchange key associated with the list; then all letters sent to the list

are simply forwarded to each member of the list as described above.”3

If the sender can determine the membership of the mailing list, then a separate list inter-
change key is unnecessary; the sender can simply insert the destinations into the letter using mul-
tiple Recipient-1ID and Key-Info fields. The message would be encrypted using the same
data exchange key for all recipients and hence the encryption and integrity check need be done just
once; however, the information in each Key-Info field would be encrypted using the associated
recipient’s public key.

If the certificate-based key distribution mechanism described above is used and the inter-
change keys are RSA keys with public exponent 3, note that even though there is a single recipient
address there are multiple recipients. Hence the data exchange key should be padded with a 64-bit

pseudorandom quantity, as discussed above.

8. Conclusion

The above two protocols satisfy the constraints and recommendations presented in the
background section. Encapsulating the privacy-enhanced message renders it invisible to the mes-
sage transport agents, so no transport-level protocols need to be changed; the message may be pro-
cessed by a special program and then included in the body of a conventional electronic mail
message, so only that part of the user agent providing the privacy enhancements need be trusted
with special security information, and conventional (non-enhanced) electronic mail is unaffected
by the presence (or absence) of these enhancements. Integrity and authenticity are assured so long
as the interchange keys are not compromised, and if the message is encrypted it will also be private.
Finally, since the protocol for privacy-enhanced mail allows the use of any key management sys-

tem, it is flexible enough to be used in a multitude of environments.

All this suggests an obvious architecture for implementing privacy-enhanced electronic
mail. A special program to enhance messages runs above the user agent, taking as input a message
and producing as output the transformed result. The user then includes this in a conventional mail

message using any user agent desired. The recipient reverses the process by extracting the message
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from his mail message using his user agent, and then passing the encapsulated part to a second pro-

gram which reverses the transformation and produces a local representation of the initial message.

The advent of personal computers and workstations has led many facilities to use central
servers as mail hosts, so users can download their messages from their platform to the central host
for transmission [12]. The above architecture fits into this scheme nicely; the privacy-enhancing
software need reside only on the user’s platform. This was no small consideration in the design of

the protocol.

Both the X.411 Recommendation and MSP were designed for different requirements, and
do not satisfy the same constraints as the privacy-enhanced mail protocols. Specifically, the X.411
Recommendation requires each message transport agent to be able to parse the headers containing
the security parameters; this would require altering existing message transport agents. By way of
contrast, the Message Security Protocol is similar to privacy-enhanced mail, except that it uses the
X.400 protocols rather than SMTP as its basis. [21]

The reasons for selecting a patented cryptosystem as the public key cryptosystem to be used
in the privacy-enhanced mail protocol have been explained in section 4.3, It is perfectly possible
to use some other public key cryptosystem (or cryptosystems) to generate keys; however, factors
such as ciphertext expansion (if the size of the interchange key or the size of the encrypted data
encryption key becomes several thousand bits, the overhead would become prohibitive) and the
need for software may constrain this option. Further, if only one public key system is used, it must
provide both authentication and privacy, and if more than one system is used (for example, one to
provide secrecy and another to provide authenticity), then the key distribution and management

scheme must manage two sets of keys per user.

We must emphasize that the privacy-enhanced electronic mail protocol and the certificate-
based key management protocol are distinct; one is free to adopt the first without using the second.
Indeed, [26] specifically describes protocols to be used with key management schemes other than
certificate-based schemes, and states that “the message processing procedures can also be used
with symmetric key management.”74 Organizations that decide not to use the public key approach
may substitute their own key management scheme; however, to be compatible with other imple-
mentations, all implementations of privacy-enhanced electronic mail should support the certificate-

based approach.75

This also means that the certificate-based key management protocols may be
used in contexts other than privacy-enhanced mail [4]; since its infrastructure is similar to that of

X.400, it can be used to transition to that, and related, standards.
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More research in cryptography would aid in the maturation of this proposal. Specifically,
one-way hash functions such as RSA-MD?2 that can be used to compute a message integrity check
are very few; more are needed. A public key cryptosystem as strong as RSA would allow the use
of interchange keys not encumbered by licensing. If such a cryptosystem could be implemented as

efficiently as the DES, it could be used to encrypt the message as well.

Finally, this proposal does not address issues in network and system security, such as the
development of trusted software, routing controls, replays, and access controls. While all are im-
portant to the sending of electronic mail, they have much wider applications, and provide a fertile

field for research and development.
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Footnotes will describe the specification in the appropriate RFC, and indicate the reason for
the change. Revised RFCs have been submitted, and will be released soon; changes have been

made to the existing RFCs are presented in the text and annoted in the footnotes.
UNIX is a Registered Trademark of AT&T Bell Laboratories.

Strictly speaking, this is a poor assumption; however, it serves to separate the issues involved
in the security of a computer and its attendant software from the security enhancements needed

to protect and authenticate an electronic mail message in transit.

The Mail(1) program in Berkeley UNIX is a good example of this [41].

‘This differs from [26], §4.4, which uses the same line to begin and end an encapsulation.

Note that these follow the revisions to the RFCs; in particular, in [23] and [26], all encapsulat-
ed header fields began with X~ to indicate they were experimental and non-standard, as re-
quired by {13]. Since they are now part of a draft standard and no longer experimental, the X~
will be dropped. Also, the version number has changed, and the Sender-1D header is now

Originator-ID.

[26], §4.4, suggests that under some circumstances replicating header fields for authentication

purposes in the body is possible. This has been dropped.
[35], §4.5.
[26], §4.3.2.2.

The only difference between this and the SMTP representation is the dot-stuffing transforma-
tion ([35], §4.5.2), in which lines consisting only of a period ““.” have a second period added.

This is unnecessary since the purpose of the transformation is simply to ensure a common rep-
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12
13

14

15
16

17
18
19
20

21

22
23
24

25
26
27
28

resentation of each character.
[26], §4.3.2.3.

Other integrity check algorithms may be added later; see [27], §1 and §4. For example, RSA-
MD4 was added after [27] was issued.

i26], §4.6.1.1. This section also provided for partial encryption, in which only portions of the
message were encrypted. Partial encryption has since been dropped from the protocol.

Again, other message encryption algorithms may be added later; see [27], §1 and §2.1.3.
This differs from [26], §4.3.2.3, which required padding with octets of all bits set; the high-

order bit being set disambiguated the padding from the message. However, as the message in-
tegrity checksum (which contains arbitrary binary data) is also encrypted using the DES in
CBC mode, another form of padding must be defined for it. The new padding can be used for

both the message and the message integrity checksum.

[26], 4.6.1.1. That section provides only for the field values MIC-ONLY and ENCRYPTED.
[26], §4.6.1.2.

[26], §4.3.2.4.

This is actually a subset of the International Alphabet IAS; the elements of this subset are rep-
resented identically in IAS and ASCIL See [26], p. 13.

[26], §4.3.2.4 also provided that, if the message were partially encrypted, an asterisk “*” was
to be placed before and after the character sequences corresponding to cleartext regions. As

partial encryption has been dropped, so has this character.
This processing mode is new and not described in [26], 4.6.1.1.
[26], §4.6.2.1, §4.6.4.1.

In [23], the Originator~ID header field was called the Sender-1ID header field, but the

name was changed to distinguish it from the more common Sender field ([13], §4.4.2).
[26], §5.2.1.1, §6.1.

This has been added to conform to the normal way of processing host names in the Internet.
[26], §5.2.1.3.

The common name attribute (CN) should be omitted, as the issuing authority is always an or-

ganization or an organizational unit. Originally, any unique name could be used, but in an in-
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29

30
31
32
33

34
35
36
37
38
39
40
41
42
43
44
45
46
47
48

ternet without a central administrator, this could lead to ambiguities. Also, in [26], the
Distinguished Name had to be written using the method in {24] before being put into ASN.1;

this requirement has been dropped as unnecessary.

[26], §5.2.1.3. Originally any disambiguating string could be used for any scheme, but since
certificates are issued with a serial nomber unique to each issuing authority, it is simplest to
make the identifying string identify the precise certificate. Note that certificates contain expi-

ration times, so those are as readily available as if they were given as the identifying string.
[26], §4.6.2.1.

[26], §5.2.

[26], §4.6.4.2.1.

[27], §1, §2.1.1, and §2.1.2, Other data exchange key encryption algorithms may be added lat-

er.
[27], §1, §4. Again, other message integrity check algorithms may be added later.

[26], §5.2.

[26], §4.64.2.2.

Other data exchange key encryption algorithms may be added later; see [27], §1 and 3.1.
[26], §4.6.3.1.

Other message integrity check algorithms may be added later; see [27], §1, §4.1, and 4.2.
This changes [23], §4.6.2.3, in which the signed message integrity check is never encrypted.
[23], §3.1.

[26], §4.6.2.1.

[26], §4.6.3.1.

{23}, §3.4.1.1.

[23], §3.4.1.2.

[23], §3.4.1.5.

[23], §3.4.1

Revisions to separate the signature algorithms from the hash algorithms; this particular signa-
ture algorithm is the same as given in [26], §3.1.4.7; [27], §4.2, but in those RFCs it is defined
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49

50

51

52

53
54

b
56
57
58
59
60

61

as a hash algorithm followed by an encryption algorithm. As other equally strong (or stronger)
signature functions are found that are computationally as efficient as this one, they may be add-
ed to the list of acceptable hash algorithms. A signature algorithm using RSA-MD4 was not
added as it is quite new, and so the protocol authors were less comfortable using it to protect

the interchange keys embodied in the certificates.

The Distinguished Name may be written using the full T.61 character set, as described in
X.500 [10]; however, some alternate representations of characters which software cannot print

would be represented as a backslash followed by the character’s octal representation.

Originally this was to be a structured Personal Name component (as defined in X.400 [8]) but

was changed to conform to X.500,

For compatibility with the U. S. Government Open Systems Interconnection Profile [19], [23],
§3.4.1.3 limited the number and length of each field in the Distinguished Name. This has since

been changed to conform to the limits in X.520.

Note that [23] allows any Distingnished Name attributes to be used, uless expressly prohibited
(and this is done only in the case of certifying authorities, which cannoit have the Common
Name attribute). However, allowing a certificate with an organization in the subject’s Distin-
guished Name to be issued to an affiliated user would be very misleading unless the certificate

were examined carefully, so the proposal was revised to eliminate possible confusion.
[23], §3.4.1.4.

[23] does not specify the order of organizational units, but they are to be written most signifi-

cant member first.
[23], §3.3.3.1.
[23], §3.3.1.

[23], §3.3.2.

[23], §3.3.3.

[23], §3.1.

[23] does not require top-level certifying authorities to sign certificates of all certifying author-

ities in their domain.

[23] combines the guest and notary certificates, calling them notary certificates. The distinc-

tion was made to clarify whether or not organizational affiliation as well as identity was being
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62
63
64

635

66
67

68
69
70

71
72

73
74
75

vouched for.

[23], §3.4.2.

[23], §3.3.3.2.

The international standard [11] does not recommend a key length but suggests that “a value...
of 512 bits be adopted initially, but subject to further study” (emphasis in original). Originally,
these limits were 320 and 632 bits (about 2x10%7 and 2><10191, respectively); these limits on
the modulus size were chosen so that the software implementing the RSA cryptographic algo-
rithms would be potentially exportable from the United States. However, other characteristics
of software implementing these protocols also affects exportability, and given the success that

Lenstra and Manasse have had in factoring numbers of around 100 digits [25], it was deemed

pradent to increase the modulus size to a minimum of 512 bits.

[27], §3.1. The proposal also states that the public key is to consist of more than 100 digits
([23], §3.3.1); this means that if the exponent is 3, the modulus must be at least 100 digits. As

noted in the previous footnote, the modulus should actually be much larger.
At most 17 multiplications are required to exponentiate to that power.

[31] discusses the theory behind this. The pseudorandom quantity concatenated with the ex-
ponent should contain at least half as many bits as the modulus, hence the change to [27], §3.1,

which only required one 64-bit pseudorandom quantity for padding..
[23], 8§1.
[23], §3.3.3.

[22}; this mechanism for issuing, and paying for, certificates is not in [23], nor is it yet in place;

BBN Communications isdesigning and building a prototype certificate generation unit.
The exact number has not yet been decided.

These details are not prescribed by either [23] or [26], but have since been adopted to ensure

the user receives at least minimal information when something is amiss.
3126}, §4.5.

[26], p. 10.

[26], §4.2.
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