



































Arntack: Send packets to the victim with source address of the time server to be imitated. As both
source and destination Internet addresses and ports are matched to find the correct peer, an equiv-

alent attack would simply change the destination address within the NTP message.

Effects: If the host being impersonated is known to the victim and allowed to synchronize the vic-
tim, in the absence of access control and authentication, the masquerade may be ignored (but not
detected) by the sample processing and selection operations, However, if the attacker alters the
timestamps to change the clock offsets and roundirip delays gradually, those algorithms will pro-

vide no protection and the victim’s clock will drift from that of the time source.

If the host being impersonated is not known to the victim, and the default is to ailow non-
preconfigured peers to become the clock source, sending messages in such a way that the victim
receives at least 8 messages uninterrupted by any other time source could compromise the time
server; since the clock filtering mechanisms use the last 8 messages as the sample upon which out-
liers are discarded, the attacker needs to ensure it controls the elements of the sample. An even sim-
pler method would be to send messages claiming a very low stratum number, as the selection
algorithm would tend to make such a host the synchronization source. For this reason, no non-pre-

configured peer should be allowed to become the clock source.

Note that although the timestamps are precise to 80 nanoseconds (and hence it is unlikely
the attacker can predict the value of the next time stamp), if the attacker can see the transmitted
time of any packet sent from the host to the peer (pkrxmi?) and transmit a (bogus) packet to the host
before the peer does so, the masquerade will not be detected; but if the host replies, and the reply
arrives after the true peer sends another message, the true peer’s message will be rejected as bogus
because the pkt.org field in that packet will not match the time the host sent its last message to the

peer. In this way, the attacker could successfully spoof the peer.

Countermeasures: The use of authentication would preclude this attack. The use of access control
does not; however, it does allow one to “turn off”” permission for a suspect server to synchronize
the local clock. If access control is used, all non-preconfigured peers should be considered “friend-

ly” at best (using the language of §3.1.)

4.2. NTP Message Modification

Goal. To alter a message from one timekeeper to another to cause the recipient to incorrectly re-

synchronize itself, or to disable an active association.

Artack: Alter packets sent to the victim.
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Effects: By examining the packet procedure it is clear that several variables related to the associa-
tion may be changed a packet altered in transit before the packet alteration is acted upon (see Figure

4). How would such alteration affect the integrity of the recipient’s clock?

First, if any of the sanity checks discussed in §2.2 fail, the packet is discarded, the associ-
ation deactivated (if the message is from a peer that has not been preconfigured), and the clock is
not updated.. If all the sanity checks are passed, then the clock may be reset (if the strata numbers
are correctly related and any access control mechanism indicates the peer is trusted). If not, no
harm is done. If the clock is reset, then the fields that the attacker can alter affecting the new time
are pkt.org, pkt.rec, pkt.xmt, and pkt precision. However, for the sanity checks to pass, pkt.org must
match the time the last packet was transmitted, which is stored in the receiving host, so altering
pkt.org will cause the packet to be dropped. Hence only pkr.rec, pktxmt, and pkr.precision can suc-

cessfully be altered in an attack to change the local system’s time.

Altering pkt.precision may result in changes to the roundtrip delay for the packet on sys-
tems involving high-speed local area networks. In these cases, a “fudge factor” & is computed using
¢ + 2 Pkbprecision yhere ¢ is a system-dependent constant; this accounts for possible discrepancies
between the host and peer clocks!®, Then 3 is added to the roundrip delay. Clearly, by modifying
this field appropriately the roundtrip delay can be made (almost arbitrarily) large. It can also be
made quite small by choosing a value so that 8 is approximately 0; this has as an advantage that the

clock source selection algorithm bases its choice of peer in part upon 8.1

We should note that the roundtrip delay and clock offset are used to compute both an ad-
justment to the frequency with which messages are sent to the peer on the local host’s initiative
(that is, not in response to a peer’s message) and to determine which of the set of possible clock
sources should be used as the source. Both these computations involve a statistical (weighted) av-
erage of the peer clock offsets as well as estimates of the roundtrip delays and clock offsets. Hence
altering pkt.rec, pkt.xmt, and pkt.precision can also affect the choice of clock source and the fre-

quency of initiating contact with other time servers.

If the purpose of the attack is something other than incorrectly altering the victim’s local
clock, a variety of other mechanisms may be used. We consider these by considering the other

fields of the transmitted packet:

pkt.leap As these bits are not used by NTP, modifying them does nothing.

18. [7],p. 26.
19. The detailed description of the algorithm isin [7], §3.4.3 and §4.2.
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victimm's mode altered mode

symmetric passive symmetric passive, server, broadcast
client client

server symmetric passive, server, broadcast
broadcast symmetric passive, server, broadcast

Figure 7. Mode combinations deactivating non-preconfigured associations

pkt.version

pkt.mode

pkt.stratum

pkt.ppoll

pkt.distance

If this is changed to the version number of an earlier version of NTP, the
packet will be discarded unless specific exception has been made. This
would allow a denial-of-service attack, and possibly other types of attacks

if the exceptional actions permitted.

Depending on how the mode is changed and the mode of the victim, this can
cause the disconnection of an association (see Figure 7); it cannot change a
packet from one that does not cause a clock update into one that does cause
a clock update. If the source of the packet has a pre-configured association
with the victim, however, the packet is discarded without the association be-

ing broken.

If the (original) value is greater than the victim’s stratum number, and the
altered value is less, then the altered value will replace the original value in
the victim’s table of peer associations; this peer then becomes eligible to be
added to the list of clock sources. Note that access control mechanisms may

prevent this if the peer whose packets are being modified is not trusted.

This affects the frequency of the polling of the peer. Associated with each
host is a polling interval; this interval is copied into the packet field pkt.ppoll
before it is sent. At the other end, the time to initiate a message is reset to
nsmaller of peer’s polling interval and host's polling interval | 1acc that is larger or
smaller than two preset constants (as described in §2.3.) Hence one can af-

fect the polling interval, but only within specified limits.

Altering this field affects the estimated roundtrip delay (dispersion) that the
victim perceives from the primary source and so can effect the choice of

clock source as well as the frequency of polling that clock.

pkt.dispersion Altering this field affects the estimated dispersion that the victim perceives

from the primary source.
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pkt.refid Altering this field affects the time reference source that the victim perceives

the primary source to be relying on.

pkr.reftime  This is used to detect non-updated peer clocks. If it is over one day different
than the pkr.xmt field, the packet will be discarded and (if the association is
not preconfigured) it will be discontinued. In any case, the state variables as-

sociated with the association are updated to those of the packet.

Countermeasures: To prevent message modification from escaping detection, the authentication
mechanism must be used. To prevent message modification from affecting the local host time even
in the absence of detection is not possible as the distance and dispersion fields can be modified;
however, the stratum value should be used only if all sanity checks are passed (this is true for non-
preconfigured associations, but not true for preconfigured ones) and access controls indicate the

connection is trusted (not simply the host)

4.3. Replay

Goal. To intercept and resend NTP messages from one timekeeper to another to cause the recipient

to incorrectly resynchronize itself, or to disable an active association.
Arstack: Record messages sent at one time and resend them later.

Effects: First, note that the sanity checks in Figure 4 will detect replay attacks if the victim sends
any message to the originator of the packet, because one of the sanity checks compares peerxmi
(the time the victim sent a last message to the peer) with pkr.org (the time the peer last received a
message from the victim). Hence for a replay to be effective, either the packet being replayed must
arrive at the victim before it sends the peer anything, or the packet must be altered to contain this
time. As [9] points out, the latter essentially implies a passive wiretapping to monitor packets from
the victim to the peer (given the resolution of the timestamp and the unlikelihood of the attacker’s

predicting it exactly).

In the former case, it is not possible to flood the victim in order to force all elements of the
sample to reflect the replayed time, because the first step of the packet procedure determines if this
packet is the same as the one received previously from the peer. If so, it is discarded. Hence the
replayed data will mingle with valid {new) data, and the clock filtering and selection algorithms
will cause that data to be ignored if the other packets from the peer are accurate. This suggests one
possible attack: record two packets from the peer (being careful that nothing is sent from the victim

to the peer in that interval), and then rapidly replay the packets, alternating them, This will make
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four sample elements be the first packet and the other four the second. However, as the packets are
received, the clock offsets and delays computed from the timestamps will become greater and
greater, resulting in the peer’s estimated dispersion and delay increasing; the clock selection algo-
rithm will simply drop the peer as a valid source (if there are multiple clock sources, the peer will
be an outlier; if the peer is the only source, it will at some point have too large an estimated delay).
Hence replay will either have a negligable effect, or isolate the victim (equivalent to a denial-of-

service attack).

Other problems exist. If the delay is greater than the polling interval or no other message
has been sent from the peer to the target, the sanity checks in the receive procedure will detect the
replay; but as noted in the previous section, this can still cause various association parameters to
be reset. In particular, if the synchronization paths have been reconfigured so the peer’s stratum
number has dropped (and hence the target’s stratum number has dropped), the peer could become

a source.
Otherwise the effects are the same as for message modification.

A major effect of a replay attack will be to reset the recipient’s clock backwards; as the mes-
sage is valid but for an earlier time, if the replay is not caught and the victim resynchronizes its

clock to the (replayed) time in the packet, the local time will be reset to an earlier time.

Countermeasures: Decreasing the bounds of the polling interval will decrease the window of vul-
nerability. As an alternative, change the first sanity check in the packet procedure to reject any mes-
sage with a transmit timestamp older than the last one received, and create a special resynchronize
message to be sent when a clock is changed backwards. Then the window of vulnerability exists

only when a resynchronization packet is sent.

If authentication is used, a less suitable alternative is to employ route-based access control
as described in §3.1. If a packet comes over an untrusted portion of the network and contains a time
that is earlier than the current time, it is rejected as a possible replay attempt. It should be noted
that therecorded IP routing information is not cryptographically checksummed, so it is not reliable;
but if the final portion of the route is over a trusted portion of the network, then it may be possible

to determine that the packet entered that part of the network from an untrusted part.

4.4. Delay

Goal. To delay NTP messages from one timekeeper to another to cause the recipient to incorrectly

resynchronize itself, or to disable an active association.
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Arntack: Artificially increase (by various nefarious means) the roundtrip delay of an association.

Effects: This increases the estimate of delay to the peer; if more than 8 packets are so delayed (so
the estimate of the delay is more than 8 seconds), the peer whose packets are being delayed cannot

be a source. This may result in the target having no source, resulting in a denial of service attack.

Countermeasures: The only way to prevent this is redundancy of clock sources, which NTP cur-

rently provides.

4.5. Denial of Service

Goal. To prevent NTP messages from any one timekeeper from arriving at the target of the attack,

thereby preventing the target from obtaining the correct time.
Auack: Prevent packets from clock sources from reaching an NTP host.

Effects: This will force the NTP server to run under its own clock, and possibly get far out of syn-
chronization with the rest of the Internet (see Table 7 in [71) for a list of standard time sources and

their drift from the correct time).

Countermeasures: The only way to prevent this is redundancy of clock sources.

4.6. Combined Attacks

A combination of the above actions can also prove quite effective during an attack on an
NTP server, especially any other attack combined with a denial of service or a delay attack; such
combinations attempt to eliminate or hinder communications between a server and members of its
cohort not under the attacker’s control. For example, denying service to a secondary server from
all but one source, and delaying packets from that source, can cause the victim to drift. So can re-
playing an alternating pair of packets to a server with but one source; the server’s time will oscillate
between the two values, and the server will report incorrect times. Such attacks can be best dealt

with by dealing with each of the component attacks separately.

5. Suggested Improvements

There are two ways for security mechanisms in NTP to evolve. The first is external to NTP,
the second internal. External mechanisms are provided by the network protocols upon which NTP
is built; internal protocols assume no underlying security mechanism and implement all such con-

siderations within the NTP protocol. Currently, the latter is the model used; so let us begin there.
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5.1. Recommendations for the Internal Mechanisms

Authentication should always be used,?® and the computation of the interity checksum
should include the key index.?! To be more effective, keys should be issued on a per-path, not a
per-host, basis, This has been noted in [9], in which it is also said that “the complexity of assigning
a distinct key to every peer path used by a server would be pretty fierce ....” However, such a key
assignment system adds a fire wall in that if the key for one peer path is compromised, no other
peer paths are affected. Further, the different keys do not affect the time needed for authentication,
but merely the time needed to administrate the key distribution. As key distribution is out of the
scope of the NTP protocol, we merely note that a certificate-based mechanism as used in [5] could
be used to distribute keys on a per-peer path basis.22 There would be a considerable lag involved
in validating the keys, but as noted in [7], “the nature of NTP is quite tolerant to such disruptions
[as inconsistent key information while re-keying is in progress], so no particular provisions are

needed to deal with thcm.”23

The record route option of IP should be used when available, and access control should be
based on the routes recorded. Of course this does not prevent altering the route while the datagram

is in transit or at an intermediate node, but it is another detail an attacker will have to worry about %4

‘The peer association variables should be changed only afier the packet has passed all sanity
checks. Otherwise there is a chance the packet is bogus or corrupt, and in either case the informa-

tion in it is not reliable and should not be used.25

The legal values of the field pkt.precision should be constrained more tightly than is cur-
rently done. As of version 2, this field may assume values between -127 and 127 inclusive; it is
unlikely that any clock will have precision as coarse as 2127 geconds (roughly 5x10°! years) or as

fine as 27127 seconds {roughly 61073 seconds) in the immediate future. Note that this applies only

20. Sec §3.2, fourth paragraph, and §3.4 of this report.

21. See §3.2, second paragraph.

22. We also note that the protocol used to distribute keys must not rely on NTP for determining the time during
which those keys will be valid, because then if the relevant NTP server were tricked into incorrectly setting
its clock, all keys would have invalid periods attached, enabling the attacker to force NTP servers to use cur-
rent keys (thereby disabling periodic key changes, or the changing of compromised keys). The Kerberos pro-
tocol suffers from this problem, as key validity (or the lifetime of the relevant ticket) is determined by a
timestamp obtained from the Kerberos server which, presumably, would be set using an NTP server [17]. The
certificate-based mechanism mentioned above may have its interval of validity set either automatically or
manually, and in any case will be examined by the human responsible for the NTP server when it is issued.
Hence it does not suffer from this problem.

23. [7], p. 56.

24. See §3.1, second paragraph of this report.

25. Sec §3.4 of this report.
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to systems involving high-speed LANS; pkt.precision is used nowhere else. 26

Currently, eight data points are sampled to estimate the dispersion of the clock offset and
the roundtrip delay. This enables attackers to flood the victim with bogus packets. If the sample
size can be increased to require more data points, this danger can be diminished. Unfortunately,
more than eight points can diminish the stability of the local clock and so diminish the effectiveness
of the algorithm [11]. Perhaps allowing some maximum number of packets per polling interval-

would have the desired effect without affecting the statistics advcrsely.27

The danger of replay arises from the possibility of a system’s clock being set backwards by
a packet from another host. The best way to prevent this is to require a special packet be sent when
the clock is to be moved back, and provide a nonce to ensure the packet cannot be replayed. (Note
it is not sufficient to reject any packet with a timestamp no newer than the last one received, be-
cause a clock may run fast and need to be set back; it must then propagate its change to those for

which it is the source,)

Finally, redundancy must be ensured; in particular, no server should have as its source only
one other server. NTP does this to a large extent already, but it is imperative that the sets at the var-
ious strata contain more than one element. This will limit the effectiveness of delay and denial-of-

service mtacks.28

5.2. Applicability of External Mechanisms

NTP has attempted to provide its own security, with all the resulting problems of any secu-
rity system. An alternative is to use a security protocol for the underlying transmission mechanism

and ignore security considerations at the higher (NTP) level.

There are two problems with such a design. The first is that none of the major security-ori-
ented protocols allow broadcast, because broadcasting unforgeable, authenticated packets would
imply the use of a public-key checksumming scheme, and no such scheme runs quickly enough to
be used in that context (the best-studied, RSA, runs at 1150 bits/second on a Sun 3/60 [6]; given
that the checksum should be on the order of 512 bits, this would mean that at most only 2 packets

could be processed per second).29 The second is that few such protocols are in widespread use.

26. See §3.4, paragraph 3, of this report.

27. See §3.5 of this report.

28. See §3.6-§3.7 of this report.

29. Note that this is not a barrier to NTP, since polling is done no more frequently than on the order of a minute
[8], §3.3.
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The lack of broadcast is not serious between primary and secondary, or secondary and sec-
ondary, servers, as these are not expected to use broadcast mode; however, for a secondary server
providing time service to other hosts on a LAN, the broadcast mode is used.3? One alternative
would simply be to eliminate that mode of operation, and require workstations on such a LAN to
query the secondary server directly (the address being configured at boot time). A second would
be to allow broadcast but require confirmation by the resynchronizing workstation having an NTP

association that enters client mode when it uses the broadcast NTP message to reset the local clock.

Unfortunately, the availability of such network-level and transport-level protocols is more
serious. The current UDP protocol [12] provide for no security beyond that available with IP. The

IP options include two relevant here: security and strict source routing.

Strict source routing forces packets to be routed through specific intermediate hosts. If
those hosts and the links connecting them are trusted, then the NTP packets can also be trusted.
However, in a wide-area environment, such assurances are rare; and the source route is specified
as a set of ficlds within the IP datagram itself. Those fields have no associated manipulation detec-
tion code. Hence if any link is vulnerable to an active wiretapper, the source route can be altered

and the packet made to go along any route.

The IP security option [14] is designed for the protection of information falling under the
U.S. classification scheme (i.e., Top Secret, Secret, Confidential, and Unclassified) and is not ap-

propriate for use here.

So, at this point we must conclude that IP does not provide sufficient underlying security
to enable its use as an external security mechanism even if broadcasting is eliminated or designated

“not trustworthy.”

Other protocols not currently in widespread use may prove more suitable. For example, the
SDNS Security Protocols SP/3 [15] and SP/4 {16] provide integrity and authentication; this would
require NTP to detect only replay or delaying attacks. But these are fundamental to NTP’s nature
(one due to the connectionless protocol used, and the other due to the use of statistical algorithms)

and so most likely cannot be prevented by the underlying protocol.

6. Conclusion

The NTP protocol is a useful, well-designed protocol designed to be robust under a variety

30.[71, §3.3, p. 21.
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of conditions. Like all other protocols, it has security weaknesses, some of which are inherent in
the goals of the protocol and some of which are a result of the limits of the mechanisms used to
improve security. In this report we have highlighted specific areas where attacks designed to thwart

the goals of NTP are possible, and have suggested improvements where appropriate.

The recommendations made here are made from the security analyst’s point of view;
whether or not they can be implemented without adversely impacting the goals of the protocol is
another matter. It may be necessary to experiment, for example to determine how much increasing
the sample size would affect the accuracy of the statistical algorithms used in NTP. Further, there.
are some attacks against which the only defense is redundancy, and that may not be possible in all
circumstances.
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