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Sidebar 1 - The First Trojan Horse

There are many contradictory versions of this story, it appears only briefly in The Odyssey
([65], Book VIII), but later writers elaborated it considerably. Aeneas, a Trojan survivor of the
sacking of the city, tells the following version to Queen Dido of Carthage during his wanderings
that ended with the founding of Rome ([129], Book IT).

After many years of besieging Troy and failing to take the city, the Greeks, on the advice
of Athene, built a large wooden horse in which many Greek soldiers hid. The horse was inscribed
with a prayer 10 Athene to grant the Greeks safe passage home, and then the Greek army pretended

to sail home,

The next morning, the Trojans discovered the siege had been lifted and went to examine the
wooden horse. One of the elders, Thymoetes, noticed the inscription, and urged the horse be
brought into the city and placed in Athene’s temple. Others counseled that the horse must be de-
stroyed; in particular Laocoon, a priest of Apollo, emphatically threw a spear against the horse’s
belly as he cried that he did not trust Greeks bearing gifts. _
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Meanwhile, shepherds allied with the Trojans brought over a Greek soldier named Sinon.
Sinon explained that the Greeks had desecrated Apollo’s shrine and killed a virgin attendant in a
raid, so to appease Apollo they had to sacrifice one of their men. Sinon was chosen, and he prompt-
ly fled and was abandoned when the Greeks left for home. Under further questioning, the captive
claimed that one night Odysseus and Diomede desecrated Athene’s shrine, turning their protecting.
goddess against them. Calchas, the Greeks’ priest, advised that the horse must be built to appease
the goddess before they could leave; and the horse was made big so the Trojans could not get it into

their city, for if they did their triumph over the Greeks would be assured.

At this moment, two sea serpents slithered out of the waters and crushed Laocoon and his
sons to death. Believing this to be retribution for his profaning an offering to Athene, the Trojans
immediately breached the walls of the city and pulled the horse inside.

That night, as the Trojans celebrated, they did not notice Sinon slip out to the horse and
open a trap door through which the Greek soldiers emerged, nor did they see the Greeks opening
the gates to the city. The Greek forces had by this time returned, and they sacked the city. Aeneas

and his companions alone escaped.

Sidebar 2 - Anatomy of a Virus

This pseudocode fragment shows how a virus might be coded. It is quite simplistic, and

considerable elaboration is possible, but all viruses follow this structure in some form or another.

beginvirus:
if spread-condition then begin
for some set of target files do begin
if target is not infected then begin
determine where to place virus Instructions
copy instructions from beginvirus
to endvirus into target
alter target to execute added instructions
end;
end;
end;
perform some action
goto beginning of infected program
endvirus:

First, the virus determines if it is to spread; if so, it locates a set of target files it is to infect,
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and copies itself into a convenient location within the target file. It then alters portions of the target
to ensure the inserted code will be executed at some time. For example, the virus may append itself
just beyond the end of the instruction space and then adjust the entry points used by the loader so
that the added instructions will execute when the target program is next run. This is the infection
- phase Tt then performs some other action (the execution phase Note that the execution phase can
be null and the instructions still constitute a virus; but if the infection phase is missing, the instruc-

tions are not a virus. Finally, it returns control to the program currently being run.

The Lehigh virus [59] worked this way. The spread-condition was that “there is an unin-
fected boot file on the disk,” the set of target files was “the uninfected boot file,” and perform some
action was to increment a counter and test to see if the counter had reached 4; if so, it would erase
the disk.

Sidebar 3 — Some Suggested Guidelines for UNIX-based Systems

This list of suggestions, intended for a basic, “vanilla” UNIX-based computer system, will
help prevent the introduction of malicious logic, like computer viruses, into the computer system,
and also lessen the chances of accidentally invoking programs with that type of logic. Sophisticated
attackers can render these methods ineffective because the weaknesses they seek to patch are fun-
damental to the design and use of the computer system, and anything effective would require

changing the system more than is practical. Still, following these suggestions may help.

1. Set the environment variables (such as PATH) to access trusted programs before accessing
untrusted programs of the same name.

The UNIX shell checks the value of the variable PATH for a list of directories to check for
programs. In the example in §6.1., the system administrator had put the current working di-
rectory before the system directories; hence the user’s program, not the system one, was ex-
ecuted.

2. Do not execute a program obtained from an untrusted source without checking the source
code thoroughly.

This rule presumes that the underlying computing base (compiler, loader, operating system,
etc.) are all uncorrupted; if this assumption is false, malicious logic may be inserted during
compilation, linking, or execution. An obvious corollary is to test all such software in an en-
vironment with very limited privileges before installing it, and never to test the program
where it can access critical or irreplaceable files, or as a highly-privileged user.
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Design and implement some auditing scheme to ensure that files’ access control permissions
match the settings specified in an access control plan.

This requires first, that some security policy designating who has access to what files and
how be created; and second, that some enforcement mechanism be implemented. Note the ca-
veat: if the audit log created by that mechanism, or the mechanism itself, can be tampered
with, the introduction of malicious logic into the system can be done undetectably. However,
depending on the security mechanisms implementing the auditing and the access to the log,
this may require some sophistication. (Or, it may not.)

Check the integrity of system files to ensure they have not changed unexpectedly.

This is really a corollary to the previous rule. Note that the checksums computed at instal-
lation must be protected, since an attacker could change a file, then compute its new checksum
and replace the stored checksum with it. Again, this requires that the underlying system be
trusted to provide such protection to the checksum program, the stored checksums, and the
audit program comparing the two.

Backups should be made regularly and kept as long as reasonable.

Typically, sites make both daily and weekly incremental backups (which save all files that
have changed since the last incremental backup of the same period); then once a month they
simply make a copy of all file systems. Enough of each kind is saved to be able to restore the
system to its current state. Notice that if restoring to eliminate a malicious program, the re-
stored version of the program should also be thoroughly checked.

Discuss with your systems staff and users the reasons for, and effects of, any actions taken for
security reasons.

The system staff should cultivate good relations with the users and vendors, should be cer-
tain to explain the reasons for all security policies, and should assist users whenever possible
in providing a pleasant and secure working environment, acting as an intermediary between
them and the vendors if need be. Users and staff should know what constitutes a breach of
security, and there should be a well-designed set of procedures for handling breaches. Think-
ing through the best procedures for a particular installation carefully, putting them into place
tactfully, and explaining them fully, will do far more to prevent security problems than any
quick action.

All installations should keep the original distribution of the computer system in a safe place,
and make and protect backups as well.

If malicious programs are determined to be rampant on the system, the administrators
should reload the original compilation and installation software from the distribution medium
and recompile and regenerate all system files after checking all sources thoroughly. This as-
sumes that the (distributed) compilation and installation software is not infected and the pro-
gram loading that software does not infect it. As always, the elements of trust are present here.

When reading backups, mount the backup medium in such a way that it cannot be changed or
erased.

The reason is explained in the text. Note this means preventing modification access by the
hardware, for example by removing the write ring from a tape. If the prevention mechanism
is done in software, it can be infected and/or disabled by a malicious program. Here, the ele-
ment of trust is in the hardware mechanism working correctly.
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10.

11k.

111

13.

Access privileged accounts only when necessary, and then for as brief a time as possible.

Should someone using a privileged account accidentally execute a program containing a
computer virus, the virus will spread throughout the system rapidly. This is less likely to hap-
pen if those accounts are used only when necessary; even so, a window of vulnerability still
exists. Computers designed with security in mind typically limit the power of privileged ac-
counts, in some cases very drastically,

Write as few privileged programs as possible.

The more programs that can cross protection domain boundaries while executing, the more
potential targets for the addition of malicious logic exist. This suggestion essentially recom-
mends minimizing the number of programs that can be modified to provide an attacker with
entry to the privileged state.

Never use a smart terminal to access a privileged account.
If using a smart terminal to access a privileged account, never allow an inter-terminal com-

munications program to write to the terminal, never read electronic mail from that terminal,
and do not look at files the contents of which are unknown or suspect.

Note that the second version is much weaker, because a malicious program could tamper
with an executable program and cause it to display the control sequences to produce the req-
uisite commands from the terminal. The privileged user executing such a command springs

the trap. Any file the malicious program could write to can be similarly booby-trapped.

Prevent users from accessing devices and memory directly.

If memory and devices are objects addressable by the user, the access control plan de-
scribed earlier should include these objects and prevent direct access to them, Specifically, the
device and memory files on UNIX systems should never have any world permissions set; this
gives users direct access to memory and to the raw device, and allows them to bypass the
UNIX access control mechanisms.

Sidebar 4 ~ Forums that Discuss Viruses

The VIRUS-L mailing list, originating at Lehigh University and moderated by Kenneth R.

van Wyk, is a forum for discussing all aspects of computer viruses. Participants often describe

computer viruses in that forum before magazines or other publications do so; they have also dis-

cussed virus remedies, protection against viruses, the theory behind viruses, and how the media

handles reports of computer viruses. To subscribe, send an electronic mail message containing only

the line

SUB VIRUS-L your name

to LISTSERV@LEHIIBM 1 BITNET. Back issues of the digest are available by anonymous ftp from
IBM1.CC.LEHIGH.EDU or cert.sei.cmu.edu; users not on the internet may use the BITNET pro-
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tocol of sending to LISTSERV@LEHIIBM1 BITNET an electronic mail message containing only
the line

GET VIRUS-L LOGyymmx
where yy is the last two digits of the year, mm the number of the month, and x a letter indicating
the number of the week in the month. For example, the line

GET VIRUS-L LOG89%01B
requests the digests issued in the second week of January, 1989,

A second mailing list, VALERT-L, is used to announce viruses only any discussion is to
take place in the VIRUS-L list. To subscribe, send an electronic mail message containing only the
line

SUB VALERT-L your name
to LISTSERV@LEHIIBM 1 BITNET. Any message sent to VALERT-L is cross-posted to VIRUS-L

. when the next digest appears.

Peter Neumann of SRI International moderates the Forum on Risks to the Public in Com-
puters and Related Systems, or RISKS, list. This mailing list focuses on the risks involved in com-
puter technology, and has discussed implications of viruses, although with a thrust different than
the VIRUS-L mailing list. To subscribe, if on the Internet, send an electronic mail message to
RISKS-request@CSL.SRI.COM; if on BITNET, send an electronic mail message containing only

the line

SUBSCRIBE MD4H your name
to LISTSERV@CMUCCVMA BITNET, or

SUBSCRIBE RISKS your name

to LISTSERV@UGA BITNET, LISTSERV@UBVM BITNET, or LISTSERV@FINHUTC BITNET.,
Back issues of the digest are available by anonymous ftp from crvax.sri.com in the directory

“sys$user2:{risks]” and are named as
RISKS-v.nn

where v is the volume and nn the number within the volume.
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