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~ Abstract—This paper investigates differentiated services in fort services. Wireless access may be considered just another
wireless packet networks using a fully distributed approach that  hop in the communication path. Therefore, it is desirable that

supports service differentiation, radio monitoring, and admission : : :
control. While our proposal is generally applicable to distributed the architecture supporting quality assurances follows the same

wireless access schemes, we design, implement, and evaluate olRrinCiples in the wireless network as in the wireline Internet, as-
framework within the context of existing wireless technology. suring compatibility between the wireless and wireline parts.

Service differentiation is based on the IEEE 802.11 Distributed There are two principal approaches to support better than
Coordination Function (DCF) originally designed to support pagt effort services for Internet-based services in a future wire-

best-effort data services. We analyze the delay experienced by ' . . .
a mobile host implementing the IEEE 802.11 DCF and derive a €SS network. The first approach begins with the conventional

closed-form formula.We then extend the DCF to provide service Circuit switched paradigm and extends it with datagram ser-
differentiation for delay-sensitive and best-effort traffic based vices. These systems are characterized by strict control over
on the results from the analysis. Two distributed estimation hoth the wireline and wireless resources, motivated by the argu-

algorithms are proposed. These algorithms are evaluated Using oy that such control, with complex and sophisticated mech-
simulation, analysis, and experimentation. A Virtual MAC ’

(VMAC) algorithm passively monitors the radio channel and @niSMs and protocols, is necessary to maintain good quality in
estimates locally achievable service levels. The VMAC estimatesthe wireless environment [1]—[3].

key MAC level statistics related to service quality such as delay,  Another increasingly popular approach is based on an impor-
?heéagﬁﬁ';?éfé'yor& FhZCli/eltA,:gllzggr’it ﬁnthhlfr’gggﬁt s:ﬁfjé ti\g/r? ;nhé)w tant Internet design principle that mandates that only minimal
consider significantly overlapping cells and highly bursty traffic control and signaling is \(lablg, since only §|mp|§ mechanisms
mixes. In addition, we implement and evaluate the VMAC in an €an accommodate the d|verS|t_y of apphca_tlon_s in the Internet,
experimental differentiated services wireless testbed. A Virtual let alone unforeseen future wireless applications. The Differ-
Source (VS) algorithm utilizes the VMAC to estimate applica- entiated Services concept of the IETF [9] follows this design

fofevlseuce sty The v alovs apoleaon preetrs picsopty: By deniion. it only specie per-op-behavirs

on “virtual delay curves.” We demonstrate through simulation |nste§1d of end—to-end_serVngs or protocols. The Differentiated
that when these distributed virtual algorithms are applied to the ~ Services architecture is envisioned to span the whole end-to-end
admission control of the radio channel then a globally stable state path (e.g., from a server to a mobile user), thus the wireless hop
can be maintained without the need for complex centralized radio has to be compatible with the Differentiated Services model as

resource management. well. A good example for such a wireless technology is the IEEE
Index Terms—Distributed algorithms, quality of service, wire- 802.11 Distributed Coordination Function (DCF) standard [4],
less packet networks. which is compatible with the current best-effort service model

of the Internet. The IEEE 802.11 DCF enables the fast instal-
lation of simple wireless access networks, with minimum man-
agement and maintenance costs, and with virtually no require-
N THE PAST several years, the Internet has started to penent for cell planning. Similar distributed algorithms are ana-
etrate the wireless world with the result that the emphadigzed and compared in [5], [6].
in wireless communication will be more toward TCP/IP-based In the case o&d hocwireless networks, there is no notion of
applications rather than circuit switched voice. It is envisioneicentral entity. The dynamic naturead hocnetworks makes
that TCP/IP will be the glue for all applications in future moit very difficult to dynamically assign a central controller and
bile environments, many of them requiring better than best-@paintain connection, reservation, and scheduling states, not to
mention the difficulty of handling overlapping coverage areas,
in which case nearby mobile hosts need to discover and nego-
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Each of these components performs a well-defined task aamebiding further increases of load in potentially congested wire-
can be implemented in a fully distributed manner, without tHess networks.
need for a centralized controller. While our framework is gen- Based on the service quality estimations obtained from the
erally applicable to distributed wireless access schemes, we dietual monitoring algorithms, mobile hosts and base stations
sign, implement, and evaluate our framework within the contegétermine whether a new session with a particular service level
of existing wireless technology. Service differentiation is basedquirement should be admitted or not. In this paper, we sim-
on the IEEE 802.11 DCF. Supporting better than best-effort sg@lify traffic control and propose an admission control solution
vice over such a shared wireless channel using distributed ctimat simply accepts or rejects real-time sessions. Admission is
trol algorithms presents a number of challenges, however. granted if the average delay estimated by the VS algorithm in
The first challenge relates to the difficulty in providing serthe last time period falls within a certain delay limit. We show
vice differentiation at the distributed wireless MAC layer. Théhat, if all nodes use passive monitoring and base their admission
impact of packet collisions, hidden terminals, fading, and imecisions accordingly, a globally stable state can be maintained
terference suggests that such a radio environment lends it&#n in multicell environments.
more to soft service assurances rather than deterministic onesn this paper, we present the design, implementation, and
In this work, we take our lead from this observation and attemgtaluation of our framework. The principles that underpin
to quantify the level of assurance and service differentiation thair distributed approach are based on minimal control and
can be delivered to wireless Internet applications. This measignaling. While our implementation is evaluated within the
that under such a regime quality measures can only be probantext of IEEE 802.11, the algorithms that support service
bilistically guaranteed where relative quality differentiation cadifferentiation, radio monitoring, and admission control are
be assured for different service classes. more generally applicable. We recognize that such an approach
Providing differentiated services in this manner requires thean only deliver softer assurances in comparison to more
the radio MAC supports some degree of separation between dightly coupled control systems. We argue, however, that
ferent types of services. We propose a modified IEEE 802.#listributed control is more scalable (i.e., provides minimum
radio MAC algorithm for mobile hosts and base stations. Tremupling between architectural components), extensible (i.e.,
proposed MAC ensures that all packets sent by a mobile hasie component can be replaced or improved without the need
are differentiated and, more importantly, that differentiation ®® change other system components), and flexible (i.e., in
effective among packets sent by other mobile hosts as well. accommodating new and diverse needs of applications).
Providing service differentiation solely at the radio interface The structure of the paper is as follows. Section Il presents the
is insufficient to enable predictable behavior for individualelated work on wireless service differentiation and distributed
traffic types, however. This leads to our next challenge. Neatentrol. Section Ill discusses and analyzes the achievable ser-
work cells may overlap significantly and service differentiatiomice differentiation using a distributed approach. We analyze
has to be maintained across cells. The probabilistic assurandesdelay experienced by a mobile host implementing the IEEE
offered by such a wireless differentiated services MAC itse#f02.11 DCF and derive a closed-form formula. We then extend
cannot ensure that traffic levels experienced by a mobile h@CF with the capability to tune and set the backoff mechanisms
are not only relatively better but kept within some absolute limib provide service differentiation for delay sensitive and best-ef-
for acceptable application quality. We address this challenfmt traffic based on the results from the analysis. In Section 1V,
by proposing a distributed solution without the need for anye introduce the VMAC, which estimates key MAC-level sta-
central control over multiple cells. In particular, we propose iistics related to service quality such as delay, delay variation,
distributed traffic control algorithm, which maintains the traffigoacket collision, and packet loss. We show the efficiency of the
load such that the relative assurances offered by a differentia@d AC algorithm through simulation, and in Section V we im-
services MAC can also meet the absolute limits required by tbeement and evaluate the VMAC in an experimental differen-
applications using better than best-effort services. tiated services wireless testbed. In Section VI, we present the
In response to these challenges, we develop the Virtual MAGS algorithm, which utilizes the VMAC to estimate applica-
(VMAC) and Virtual Source (VS) algorithms that monitor thetion-level service quality. The VS allows application parameters
capability of the radio channel and passively estimate whetherbe tuned in response to dynamic channel conditions based on
the channel can support new service demands (e.g., delay &rnidual delay curves.” In Section VII, we demonstrate through
loss), taking into account both local conditions and interfesimulation that, when these distributed virtual algorithms are
ence caused by external effects or overlapping cells. The VMA#pplied to the admission control of the radio channel, a glob-
channel-monitoring capability is capable of collecting informaally stable state can be achieved. Finally, we present some con-
tion about all transmissions in the proximity of a mobile hostluding remarks and discuss future work.
Mobile hosts utilize this information to estimate the quality ex-
perienced by other mobiles. The difficulty of estimation in this
environment is that there is little relationship between the moni-
tored channel load and the delay or loss statistics of the channeEffective wireless MAC protocols must find a good balance
The VMAC and VS algorithms, which, based on the informatiohetween the added complexity of offering service guarantees for
provided by a passive channel monitor, can efficiently estimataultiple service classes, the most efficient use of available re-
the necessary quality metrics for different traffic classes. Thesaurces, and the ability to react promptly to failed transmissions
“virtual algorithms” are passive and do not load the channg¥]. A number of MACs intended for third-generation protocols

Il. RELATED WORK
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are analyzed in [7], some of which offer probabilistic guararMAC is adaptive and robust to both internal and external dy-
tees. In general, these MAC protocols and wireless algorithmamics, that is, it offers effective protection for the differenti-
rely on centralized control. ated traffic classes against traffic fluctuations in lower classes.
In [3] and [10], a number of wireless scheduling algorithm$he MAC should also be robust to changes in the external en-
are analyzed, several of which approximate optimal fluid fauironment, for example, growth of traffic in a cell must have a
scheduling even in the presence of location-dependent enpoedictable and limited effect on the delay and loss experienced
bursts. However, these mechanisms rely on centralized contglall service classes in neighboring cells.
and the polling of backlogged mobile hosts. These algorithmsWe argue that decentralized and adaptive mechanisms can
are analyzed using short-memory models (e.g., CBR, Poissomre efficiently solve these problems in comparison to central-
and MMPP), which have been shown to be inefficient whened ones. Distributed control of the radio resources may result
modeling real TCP/IP traffic [11]. in more productive use of radio resources: by productive we
A distributed architecture to support weighted rate differemaean a better performance/complexity ratio. Distributing con-
tiation among flows is introduced in [26]. This proposal workgol of the radio resources allows mobile hosts within the same
on an end-to-end manner, where the end hosts adjust their @éss to compete for radio resources and achieve acceptable fair-
using the Additive Increase Multiplicative Decrease (AIMD) alness, while at the same time offering differentiated access to dif-
gorithm. Instead of using packet loss, the AIMD actions aferent service classes.
based on the observed end-to-end packet separation, which /e propose a simple modification of the IEEE 802.11 radio
treated as a sign of congestion. The algorithm works over IoMAC algorithm that runs in mobile hosts and base stations. The
bandwidth links and assumes that sources are greedy. proposed MAC ensures not only that packets sent by the host it-
The IEEE 802.11 Point Coordination Function (PCF) iself are differentiated, but more importantly, that differentiation
intended to support real-time services by using a centralizedeffective among packets sent by other mobile hosts as well.
polling mechanism. This mechanism is not supported WBjurthermore, IEEE 802.11 network cells may overlap signifi-
most current wireless cards, however. In addition, cooperatioantly where service differentiation has to be maintained across
between PCF and DCF modes leads to poor performance [12&lls. We show how this can be achieved in a distributed manner
We argue that distributed control for supporting real-time sewithout any central control over multiple cells.
vices is more flexible than centralized control in the case of
highly bursty traffic. We argue that the basic IEEE 802.11 DCE
standard, which is not capable of supporting better than best-ef-
fort services, can in fact be extended to support service differ-The IEEE 802.11 MAC DCF protocol is a carrier sense mul-
entiation. The DCF mechanism of IEEE 802.11 has been inveple access with collision avoidance (CSMA/CA) protocol. In
tigated in numerous papers. the DCF mode, a station must sense the medium before ini-
In [21], a distributed solution for the support of real-timeiating the transmission of a packet. If the medium is sensed
sources over IEEE 802.11 is discussed, which modifies the being idle for a time interval greater than a distributed inter
MAC to send short transmissions to gain priority for real-timframe space (DIFS), then the mobile host transmits the packet.
service. It is shown that this approach is capable of offerir@therwise, transmission is deferred and a backoff process is en-
bounded delay. One disadvantage of the design [21] is thateted. Specifically, the station computes a random value in the
is optimized to meet the service needs of isochronous traff@nge of 0 to the so-called Contention Wind@@W ). A backoff
sources, which can be a significant limitation for applicationtime interval is computed using this random valifg;cor =
with variable data rates. Rand(0,CW) x Ty.:, WhereTy,, is the slot time [4]. This
The fairness of distributed control is investigated in [15] anldackoff interval is then used to initialize the backoff timer. This
[16]. Both papers suggest distributed algorithms for rate-bastiier is decreased only when the medium is idle. The timer is
service differentiation. Both papers solve the problem d&fozen when another station is detected as transmitting. Each
throughput fairness. However, these contributions do niiine the medium becomes idle for a period longer than DIFS,
analyze the level of delay differentiation. the backoff timer is periodically decremented once every slot
Atheoretic analysis of the DCF protocol can be found in [17ime.
Analysis and protocol enhancements for the DCF are presenteé\s soon as the backoff timer expires, the mobile host ac-
in [18]-[20]. Shared medium access for multicell environmentsgsses the medium. A collision occurs when two or more mo-
is analyzed using simulation in [8]. bile hosts start transmission simultaneously in the same slot. An
acknowledgment is used to notify the sending station that the
transmitted frame has been successfully received. If an acknowl-
edgment is not received, the station assumes that the frame was
Providing differentiated services in a mobile environment reot received successfully and schedules a retransmission, reen-
quires that the radio MAC supports some degree of separatienng the backoff process. To reduce the probability of colli-
between different types of services. This separation is basedsions, after each unsuccessful transmission attemptCive
the DiffServ field in IP packets [9]. A “DiffServ enabled MAC” is doubled until a predefined maximuf@®Ww ,,..,.) is reached.
has to ensure that available radio resources are shared among#er a successful or unsuccessful frame transmission, if the sta-
tive users, while at the same time ensuring that different traffion still has frames queued for transmission, it must execute a
types receive service in a differentiated manner. The ideal radiew backoff process.

IEEE 802.11 MAC DCF Protocol

lll. DISTRIBUTED DIFFSERV ENABLED WIRELESSMAC
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To deal with the hidden terminal problem, the MAC protocalandom deferred time chosen by the DCF algorithm during the
can use a short Request To Send (RTS)—Clear To Send (CTiB)backoff, wherel; is a uniformly distributed random vari-
negotiation before sending a data packet. This reduces the callie in the interval0, CW,] times the length of a backoff time
sion probability for data packets but increases the protocol ovetet 1.;. During theith backoff period, a number of back-
head. ground packetg; are sent. Because the idle time between two

In [15] and [16], more sophisticated distributed algorithmbackground packets is exponentially distributeds a Poisson
have been proposed that address the inefficiency of the originahdom variable with averagé; . In the first backoff, the delay
CSMAVJCA algorithm for providing fair access. These methodalso includes the residual background packet leddttwhich
can replace our simple DiffServ MAC algorithm in the dis€auses the backoff in the first place. In the subsequent backoffs
tributed architecture. In this case, the virtual algorithms disaused by collisions, the delays include the length of the col-
cussed later in this paper would have to be modified accordingiging background packel.

Nevertheless, the advantage of our algorithm is that it is closerAdding all the above together, thith deferred timel, can be
to the original IEEE 802.11 standard and can be easily impleritten as

mented in existing IEEE 802.11 cards. {L’ kL + by, fori=1

!
di = EL+b;+L, fori>1"

T

B. Delay Analysis of the Distributed Coordination Function

Previous work has analyzed the IEEE 802.11 DCF mode fromThe probability of collision after a backoff, denotedagan
several different perspectives, including fairness, throughpf€ estimated as the probability that a transmission attempt of a
and the effect of hidden terminals. We are interested, howeveckground packet starts exactly in the same time slot as chosen
in analyzing the kind of delay guarantees that can be achieJd4the tagged host, otherwise the tagged station would sense the
using DCF. Furthermore, we would like to determine how senglacket and could avoid collision
tive these guarantees are to certain channel conditions and MAC
parameterization, (e.g., channel utilization, average packet size,
contention window sizes). We derive a closed-form formula for The average value of the total accumulated deferred time,

channel occupied with background traffic. We use this analysisiq consecutive backoffs, and can be estimated as
to guide the configuration of our modified DCF MAC.

Denote the mobile host sending the traffic flow under in- 0 4 ‘
vestigation as the “tagged host’ and all other packets gener< = _E | Y _dj | i backoffs (1—p)p' ' +m
ated by other mobile hosts as the background traffic. Assume i=1 J=1
that each packet associated with background traffic has a trans- 0 ‘
mission timeL, which duration includes the time needed for :Z <
RTS/CTS/ACK transmissions as well. Assume that the time be- i=2
tween the last bit of a background packet and the first bit of
the next background packet is exponentially distributed with av-

pr= )‘Tslot-

> E[(kj + 1)L + b, | i backoffd

=2

+EL + ki L+by | ibackoff@)(l -

eragel/\. Also assume the tagged traffic only occupies a small + E[L' + k1L + by | 1 backoff (1 — p) + m.
portion of the total channel utilization, (i.e., its effect on the ) )
background traffic is negligible). The contention window'W ranges fron2"mi» to 2Wmax. In

The average channel utilizatidh can be approximated as  the;jth backoff period, the backoff tinig is chosen randomly in
the range of 0, 2"=i=t=1] 731, until we reach the maximum

U= L - backoff time, when it is chosen frof®, 2" »x] T,);. The av-
L+x erage backoff time is thus
U
TL-L-U Eb;]

When a tagged packet arrives, the mobile host senses the
channel and sends the packet if the channel appears to be idle. If
the channel is busy or a collision occurs, the MAC invokes the In the jth backoff period, the randomly chosen backoff time
backoff procedure and delays the transmission, otherwise, thé,. Given this choice, the average number of background
tagged packet is sent. Assume each tagged packet has a trpaskets that arrive before the backoff timer expire€j&; |

{ j;lot . 2w/}11in+j_27 for 1 S J S Wmax - Wmin + 1 .
Tslot N 2‘/‘/‘“3)(_1’ forj > Wmax - Wmin + 1

mission timem, andm < L. Denoted’ as the average delayb;] = Ab,;. The average number of packets is thif;] =
conditional on the backoff procedure. The average delay AE([b;]. The average residual packet timed§L'] = L/2.
the tagged packet can be approximated as Letu = Wayin — 1, v = Wiax — Wain. Given this notation,
U d (1T L the final closed-form result is
=U.-d+(1- -m.
, . . d =2" Tao - (LA+1) +2
Denoted, as the total deferred time during tfta backoff pe- 1—2p 1—p
riod. According to the IEEE 802.11 protocol, the backoff timer L

is only decreased when the channel is idle. Dertgtas the 1 -p 2 .
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Fig. 1. The comparison of the analysis (shown as the dotted line) apg 5 Egtimated average delays for different value&%f,..., and increasing
measured results. Packet delays of single session versus increasing backgrfg3 of channel utilization. whil€'W — 1024 is kept constant. Channel

load (running average) for a channel rate of 11 Mb/s. rate is 11 Mb/s

Puttingd’ in (1), we have the estimated average deldywe  during highly congested periods, all classes have increased de-
know the channel utilizatio®. lays but still in a differentiated manner.

Fig. 1 shows a comparison between the analysis and the meagy decreasing the maximuiiw limit, CW ..., for a service
sured delay from our differentiated services wireless teStbQﬂbss, the maximum backoff time can be limited during conges-
We compared the measured average delay of a tagged host §j#h. This limits the range of congestion control, thus we trade
increasing levels of background traffic load. The tagged segwer delay for increased collision probability, and eventually
sion generates 120-byte-long packets every 0.02 s, the lengfyer packet loss ratio. Nevertheless, we argue that for better
of background packets is 1500 bytes, and the channel rate isfidn best-effort services it is preferable to drop a packet than to
Mb/s. The background traffic rate is gradually increased to tig|ay it excessively.
saturation point in small incremental steps. At every step, theThe analysis in Section I1I-B can be used to address the issue
average delay of tagged packets is calculated. The result sheyhow backoff values impact the average MAC delay for dif-
that the estimated average delay closely matches the measygesht levels of channel load. OMWymin andW,,. values have
delay. Section V presents a detailed description of our wirelegshe modified in the equations accordingly. Fig. 2 shows the
testbed and the configuration used for these results. estimated average delays for increasing levels of utilization for

several choices AfWC,;, = 2V = 8, 16, 32, and 64.
C. Discussion on Backoff Timers and Service Differentiation The analysis shows that, by setting different value€9f,

We have previously described how initial values used by tiflifferentiated levels of service can .be achieved. We note, how-
backoff procedure are determined using & parameter, €Vl that the results of the analysis should be treated as qual-
which increases exponentially toward an upper bound as fiive results only since some of the assumptions made in the
backoff procedure is reset for a given transmission. In oth®lCdel are too simple when one considers highly bursty traffic
words, the more transmission attempts for a given packet gfenarios. In Section 111-D, we simulate realistic traffic mixes

larger theCW, and so the longer the time between transmissidfl TCP and UDP sources, and explore the achievable service
attempts. differentiation using this simple means of control.

Backoff times are set to a random value in the raiigew]- ) - )
T.0.. After a collision, a new backoff time is chosen but with afp: Evaluation of the Modified MAC to Support Service
increased’W value. After every successful transmissighy ~ Differentiation Using Simulation
is reset to an initial valu€Ww ,,;,,. We propose to support at Initially, the degree of separation between high-priority and
least two service classes, high-priority (i.e., premium servicbgst-effort traffic for different values &W ,,,;,, andCW . is
and best-effort. Setting differefitW ,,,;,, values for each service investigated for a fixed traffic mix consisting of delay-sensitive
class means that, for two or more packets entering a backoff pvoice sources and best-effort TCP transmissions. We use net-
cedure at the same time, but with differéiv,,,;, values, the work simulation for the evaluation of the proposed mechanisms.
packet with the smaller value 6fW is more likely to be trans- For simulation, we use the ns-2 network simulator developed by
mitted first. Even if collisions occur, all MACs increaéBV at the VINT Project [14] with the wireless extension produced by
the same rate and it is likely that tii&V of the high-priority the MONARCH Group [23].
packets remain lower than that of low-priority packets, with the The traffic mix we consider consists of five mobile hosts
result of experiencing smaller average delays. Intuitively, eveending high-priority voice traffic and ten mobile hosts starting
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Fig. 3. Average delay experienced by voice and TCP flows for varying valu€8%f,;,. Thex axis is theCW ,,,;,, for best-effort traffic. Different symbols
represent differen€W ,,;,, for high-priority traffic. Channel rate 2 Mb/s.

highprio __

best-effort greedy TCP connections. Voice traffic was model@dmbinations (apart from the trivial case wheérgv o =
using an on/off source with exponentially distributed on and of W' — 32), the streams in different traffic classes ex-
periods of 300 ms average each. Traffic was generated durprgrienced differentiated delay. The experiment supports the ar-
the on periods at a rate of 32 kb/s with a packet size of 1g@ment that the delay differentiation can be increased by in-
bytes, thus, the inter-packet time was 40 ms. During all simulereasing the gap betwe€W'°7P*® and CWsleric e | de-

tions, the channel rate was 2 Mb/s. creasingCWMEPri® and increasingyW o,

We ran a set of tests for this traffic mix with varying values The previous test demonstrated that effective service sepa-
of CW i, for both traffic classes. For high-priority traffic, theration is possible by appropriately adjusting the backoff times
CWnin Values varied between (8,32), and &/ ..,;,, for best- through the contention window limits. However, it is still an
effort traffic varied between (32,128). A value of 32 is the prospen question whether this separation can be effectively main-
posed by the standard [4], which applies to the case when otdjned across a wide range of traffic loads for moderate to high
the best-effort traffic class is supported. We chose this valuedongestion. In the next test, the robustness of service separation
be the delimiter between the two traffic classes under test. Tisénvestigated by simulating increasing levels of traffic up to the
values chosen for the high-priority traffic range is below thikvel of channel saturation.
value. A value of 8 is proposed by the standard as an absolut®uring simulation, the channel load is increased by adding a
minimum. By using the values above 32 for the best-effort traffitew voice, video (64 kb/s constant rate source) and TCP session
class, the ranges do not overlap, and for all combinations itgeriodically every 5 s. The voice and video sources@i$é,,;,,
assured tha@Wslvre < cWovPrie Based on the intuitive and CW,,,.« values of 16 and 64, while the TCP traffic uses
discussion in Section IlI-C, the maximum contention window28 and 1024, respectively. Fig. 4 shows the delay throughout
for the high-priority class was lowered @W"gbrric — 64 the simulation for the three traffic types. It can be observed that
while the upper limit for the low priority class was set to thehe delay increases for all service types but the delay separation
recommended value GWS"PHe — 1024, is efficiently maintained from low load up until the channel is

In both intervals, five values were chosen to cover each ranggturated.
of CW ,,;, values. Simulations were performed for alk® For best-effort traffic, the achievable throughput is of more
combinations covering the whole plane. Packet delays weneportance than delay. Fig. 5 shows that the modified MAC en-
logged for both high- and low-priority traffic classes. ables the best-effort adaptive TCP traffic to utilize any free ca-

Fig. 3 shows the summary of the simulation results. The pacity unused by high-priority sources. It can be observed that,
axis corresponds to theW ,,,;, of the best-effort packets. It even at the saturation point, the TCP traffic is not completely
can be observed that increasing this value results in larger derved. This is due to the statistical and nondeterministic na-
lays for best-effort traffic and somewhat decreasing delays fiure of service separation.
real-time traffic. The delay for real-time sources is more signif- The modified MAC provides good service differentiation in
icantly affected by theiCW ,,;,, values (see the dashed lines)terms of throughput and delay over a wide range of high-pri-
while the delays of best-effort packets are not affected greatyity and best-effort traffic mixes. We investigate more dynamic

by the value chosen for real-time sources (straight lines). For &liffic scenarios in Section VII.
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0.1 ' ' ' : ' The difficulty with this problem is that measuring simple
— TCP channel properties, such as channel utilization, is not sufficient
*——* CBR Video to estimate the loss and delay statistics of a new session. The
reason for this is that the actual QoS depends on a number of
factors, (e.g., the actual arrival pattern of packets or the ratio
of hidden terminals). The analytic models published in the
literature usually focus on one of these aspects and make a
number of assumptions about the other aspects. Furthermore,
the traffic models used are usually simplistic for real traffic
scenarios, (e.g., assuming only long, greedy sessions). Even
if the analytic models were more accurate and could take into
account the relevant modeling issues, parameterizing them
would be an extremely difficult task.
To overcome the problem of channel modeling, we take a
0 . . L , A more pragmatic approach: instead of modeling the interaction
7 12 17 22 27 32 37 of MAC, the radio channel and background traffic load, we in-
time [s] troduce a Virtual MAC (VMAC), which emulates the behavior
Fig. 4. Average delay experienced by gradually increasing the numberofTer{-’ the MAC performanc?e. _We argue that the MAC algqnthm
and real-time sources over time. Channel rate 2 Mb/s. is accurate, can be easily implemented, and scales to high data
rates. To prove these claims, we implemented the VMAC al-
1.26+06 T gorithm on a mobile host accessing an 11-Mb/s wireless LAN.
; — :gglhp':;‘:i't';yt::f?:’ The efficiency of the algorithm and the implementation are dis-
cussed in Section IV-A.

+—— Voice

0.08

0.06

delay [s]

0.04

0.02

1e+06 -

A. Operation of the Virtual MAC Algorithm

The VMAC algorithm operates in parallel to the real MAC
in the mobile host but the VMAC does not handle real packets;
rather, it handles “virtual packets.” Scheduling these virtual
packets on the radio channel is performed in the same way as
real packets, which means channel testing and random backoff
is performed as necessary. The difference arises when the
VMAC decides to send a virtual packet. Unlike the case of real
packets, no packet is transmitted. Rather, the VMAC algorithm
04 5 10 15 20 25 30 35 a0 estimates the probability of collision if the virtual packet were
| time [} “really” sent. To make the algorithm conservative, a collision
is “detected” whenever any other mobile station chooses the
Fig. 5. Aggregate throughput of high-priority and best-effort traffic classe '?me slot for transmission (i.e., the channel is occupied by
number of TCP and real time sources increase over time. Channel rate is 2 MB/s. . L . .
any station within the same slot time). In this case, the VMAC
enters a backoff procedure, as a real MAC would do, after a
collision had occurred.
For a real MAC, collision detection is realized using a timer
Many aspects of the wireless channel preclude exact contndlich expires if neither a CTS in response to an RTS nor an
of resources (e.g., channel fading or interference). Furthermo®&K in reply to a data packet arrives in time, depending on
the lack of cell planning and shared resources in the access tie¢-operation. If no CTS or ACK has been received before this
work may result in densely packed base stations severely timer expires then the real MAC assumes that a collision has
grading the available capacity, as perceived by neighboring baseurred and the packet must be retransmitted. At this point, a
stations. The MAC described in Section Ill ensures effectiveal MAC would begin a backoff procedure. The VMAC does
service differentiation even in the case of overlapping cells andt detect collisions in this manner. Rather, it decides that a
high traffic loads. However, to support real-time services, it illision would have happened if a transmission occurs in the
not sufficient to ensure that high-priority traffic gets better setimeslot determined by its congestion avoidance algorithm. In
vice than best-effort traffic, as in most cases, applications rether words, the VMAC detects “virtual collisions” immedi-
quire absolute and not relative service quality, (e.g., for voice ately and not through using a timer. Thus, the VMAC enters the
video). If a mobile host realizes that the channel is not able backoff procedure after a delay equal to that of an RTS timer in
meet its delay and loss requirements, it can either refrain frareal MAC.
loading the channel or reduce application traffic demands, (e.g.)f no collision occurs, the MAC delay is estimated by the total
by increasing compression). In order to make this decision, tefer time accumulated plus the time to fully acknowledge the
host has to rely on accurate estimations of the achievable Qu&ket (e.g., if RTS/CTS is enabled itds= tyeer + trTs +
of the radio channel. tors + tpacket +tack + 3tsirs + 37 wherer is an estimate of

8e+05 |

6e+05

throughput [bps]

4e+05

2e+05

IV. ESTIMATION OF AVAILABLE RESOURCESUSING A VIRTUAL
MAC ALGORITHM
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Virtual Packet (with overheads)

average delay of voice packets [s]

Fig.6. Anexample of the operation of the VMAC algorithm. The channel stat
indicates an idle (state is high) or busy (low) channel. A virtual packet arrive
during a busy period and the deferred timer is decremented during a short ic
period, and virtual transmission happens during the next idle period, when tl 0 0 1‘0 2'0
deferred timer expires. number of voice sources

. . _Fig.7. Virtual and simulated average MAC delay of a new voice source versus
the maximum propagation delay). An example of the operati@@ number of active voice sources.

of the VMAC is illustrated in Fig. 6.

The VMAC emulates not only backoff and collision resog. Evaluation of the VMAC Algorithm
lution aspects of the real MAC but also all other aspects of a

irfe ?r:eMrr'?aCkig?Jrr:iiTnﬂg g?‘(‘:rﬁ:i?ss"sislsr:gcnhaézd I?);Itsh:e::mé%e VMAC algorithm. The figure shows the simulated and the
the contention window by doubling the window.until it reag:he@MAC estimated delays experienced by a new real-time voice

. oy oling reacnegource foran increasing number of homogeneous voice sources.
CWinax, When it stops mcregsmg.n furth.er. If a transmission 'Fhe estimation is precise over the whole range of traffic loads
successful then the contention window is reset. most importantly in the saturation region. Thus, itis suitable for

After every successful or failed “transmission,” the VMACeyaluating the admissible capacity of the channel for real-time
waits for the next virtual packet to process. If, for example, thesffic.

packets arrive at the VMAC at a rate of 20 ms and with size of Fig. 8 shows the results for a more complex simulation test
80 bytes, the output of the VMAC algorithm will closely matchwhere voice traffic is mixed with an increasing number of “Web
the delays experienced by a real constant rate encoded vajg@rces.” The Web sources are modeled by short TCP file trans-
application. fers where the file sizes are drawn from a Pareto distribution
One of the key advantages of the VMAC algorithm over arwith mean file size of 10 kbytes and shape parameter 1.2. The
alytic models is that it does not produce just a small set gngth of the silent period between two downloads is also Pareto
performance measures, (i.e., estimates of first-order statistis¥jth the same shape parameter and mean delay of 10 s. This cre-
Rather, it produces a time series that can be identically arfées a highly bursty background data traffic load with multiple
lyzed to a time series produced by a real test. Consequentiiie-scale fluctuations [22], [24], [25]. The TCP load is suffi-
there is no limit on using higher order statistics, which makééent to saturate the channel by itself.
it possible to apply more sophisticated analyses and traffic con-The figure shows two scenarios. In the first, the voice source
trol methods. For example, not only theh moments of the is not prioritized over the data sources. In the second, the MAC
delay can be calculated but also percentiles, burstiness, trafigorithm is modified, as discussed in Section IV-A, for the

envelopes, number of errored seconds, etc., which are mygice source. The results show that the delay is efficiently es-
closely related to user perceived quality measures. timated by the VMAC algorithm. In both cases, the estimation
A disadvantage of the virtual algorithm is that it consum ! conservanve. andthe mean Qelay 1S about_ 1-2 ms greater than
) o . ; e result obtained by simulation. Another important observa-
extra processing capacity in the mobile host. This extra capactlté/ . L . . e
is probably relatively small, since the VMAC does not have {0 n is that priority for voice prpw_des S|gn|f|(_:antly smaller a_nd
operate continuousi 'cloes: notransmit packets. and com u_smoother delay and delay variation values in the case of highly
taRt'onaII its com Iey"t is equivalent tgr nn'n’ the ori pnaﬁursty data traffic. Without modifying the MAC for voice, the
MAI\C Iy I'th piexity 1S equiv unning 191N 5ice packets have to compete with data packets, which, since
aigoritm. the data traffic is much burstier, does not only increase the voice

The VMAC can be applied to estimate the performanc_e of ackets’ delay but also increases the delay variance, as shown
ther best-effort or better than best-effort traffic by changing t f Fig. 8

MAC mechanism to match the changes discussed for service
differentiation in Section Ill. These estimates can be used for a
) , . . V. IMPLEMENTATION OF THE VMAC A LGORITHM IN A
variety of traffic control algorithms. In the proposed architec- WIRELESS TESTBED
ture, we use the VMAC algorithm to estimate the QoS of better
than best-effort traffic and base the admission decision on thasSince the wireless DiffServ MAC can only offer soft and rel-
estimate. ative differentiation, it is important that the mobile hosts can

Fig. 7 shows results from a simulation test of the efficiency of
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simulated J VMAC host Host UDP host

- -~ - estimated
o——e simulated (w priority)
0.012 | © -~ = estimated (w priority) § T

W [TCPhost| | [TCP host ]|
. TCP host

R Fig. 9. Testbed configuration.

0.014 -

0.0t

0.008

0.006 -

mean delay of voice source

o004t The wireless testbed consists of six hosts with 11-Mb/s IEEE

802.11 PCMCIA cards. All mobile hosts were configured to
operate in DCFad hocmode. Three of the mobile hosts (indi-
; } cated as TCP hosts) were used to generate random TCP traffic.
0 10 20 % The hosts transferred random length files independently of each
number of Web sources
other using TCP. The average file size was 50 kbytes. Between

@ file transfers, each host waited a random duration before the next
0.015 ' ' transfer was started. The load on the channel was modified by
T Simulated adjusting the average idle time. The UDP host generates packets
o——o simulated (w priority) AR every 20 ms at a data rate of 32 kb/s, resulting in a voice-like
z--8 estima}ed (w priority) . //—~~J \\, traffic stream.

H Because the cards do not support APIs to change the con-
tention window limits, all sources use the same backoff algo-
rithm, using factory-set default values. Therefore, we were not
able to evaluate the previously proposed DiffServ MAC but we
could still evaluate the accuracy of the VMAC algorithm.

The UDP host logged the delays of the wireless MAC. This
was achieved by modifying the wireless card network driver to
capture all packet processing events together with an accurate
timestamp at a resolution of approximately:4 The resulting
log file consists of packet arrivals to the MAC, packet sizes,

: - = - MAC defer_red delays, and indications of successful or unsuc-
number of Web sources cesstul dellvery'
(b) The fifth host acted as a traffic monitor and executed the
Fig. 8. Average delay (top) and delay variation (bottom) of a new voice sourVMAC algorithm (mdlcated.m.the .ﬁgure as the VMAC hOSt).'
obtéiﬁed by simulation and from the VMAC algorithm, versus number of Weﬁ‘e VMAC host logged a similar file as the UDP host but this
sources with and without priority for voice traffic. Channel rate is 2 Mb/s. ~ file consisted of estimated delays provided by the VMAC algo-
rithm.
During the experiment, the channel utilization gradually

accurately estimate the channel. There are several issues ddf€ased up to its saturation point by decreasing the average
cerning the VMAC that can only be satisfactorily evaluated in'g\fle time fr_qm .10 to O s. F,'g' 10(a) ShO\_NS the physical I.e_vel
real wireless network with real applications. In what follows, wEnannel utilization versus time. The maximum channel utiliza-
describe a wireless differentiated services testbed and its VMAE" reached was approximately 70% ,
implementation. In addition, we compare the estimates givenn%/-rhe measured UDP delay statistics and the estimated delay

the VMAC and the performance perceived by real applicationgatistics from the VMAC algorithm are shown in Fig. 10(b). It
The VMAC was implemented on a Linux machine witrean be observed that the VMAC implementation could estimate

a modification to the wireless card’s device driver. We usdfl® Measured delay with excellent precision during the entire

11-Mb/s Lucent and Aironet PCMCIA cards in the experiment§XPeriment for all channel loads. Thus, mobile hosts running

These cards, with the modified drivers, are capable of capturiH Ssive mon!tors and VMAC's can rely on precise quality feed-

all “overheard” layer-two transmissions, (e.g., CTS, RTS, ACR ck for traffic control purposes.

packets, even with CRC errors). Packets were timestamped

with approximately microsecond precision. This traffic trace v

was used as input to the VMAC algorithm. In a commercial

implementation, the VMAC could be placed into the firmware

of the wireless card and would operate in real-time. The VMAC measures virtual packet delays, packet losses,
The testbed generates traffic mixes of TCP and UDP flowand collisions at the MAC level. The delay experienced by an

with different levels of offered load, as illustrated in Fig. 9application can be very different than the delay provided by

0.002 -

0.01 +

std. dev. of voice delay

0.005 -

ESTIMATION OF APPLICATION-LEVEL QOS USING A
VIRTUAL SOURCEALGORITHM
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08 ' ' ' ' processing inthe VMAC, the total delay is calculated comparing
the actual time to the timestamp stored in the packet.

Although the VS gives a more useful estimation for an appli-
cation, the VS is not as generally applicable as the VMAC, since
it requires that the application traffic is well known in advance.
Nevertheless, we believe that there are a humber of important
applications that fit into this category such as constant bit-rate
encoded voice or video. If the application traffic is not easy to
emulate, then traffic management can fall back to the estima-
tion provided by the VMAC fed with a generic traffic process
(e.g., packets with constant or exponentially distributed interar-
02 r 1 rival times).

06 ]

utilization
o
n
T
1

A. Virtual Delay Curves

o 560 10'00 1500 2000 The application delay dep_en(js on several facto_rs. Certain
time [s] factors depend on the application (e.g., packet size, packet
@ rate), while others depend on the load of the channel. The VS
algorithm monitors the channel continuously and estimates
3L . | the application performance taking into account these factors.
o Thus, the VS algorithm can be used to find the optimal pa-
rameters for the best application performance. Intuitively, at
the same data bit rate, the application delay can be reduced
by increasing the packet rate, since it reduces the packeti-
1 zation delay. In contrast, higher packet rates load the radio
channel more. Higher rates cause more collisions, increasing
the average contention window. This eventually leads to larger
MAC delays. In addition, higher packet rates mean smaller
data packets, which results in larger protocol overhead, (i.e.,
larger load on the radio channel). Thus, even at the same
application bit rate, there is a tradeoff between packetization
delay and MAC delay.
Denote the functiom(p..t.) @s the virtual delay curve of an
‘ . application, where,,i. is the packet inter-arrival time of the
0 1000 2000 application, e.g.p...c = 0.02 packets per second for voice, but
time [s] the data bit rate is kept constant, i@;ye - prate = const (Where
(b) Peize IS the size of the application level packet). The virtual delay
Fig. 10. (a) Measured channel utilization with increasing TCP traffic. (gurve atp,... gives the average delay of virtual packets if the
Average delay of UDP traffic. The channel rate is 11 Mb/s. VS algorithm generates packets at the ratg,gf.. The mobile
host or the base station runs VS algorithms with several
values in parallel. Delay curve can be constructed from the vir-
the MAC. The reason for this is that application-level data ustual packet delays obtained from the VS algorithm. Similarly,
ally has to be packetized, encoded, and placed into an interfage can define the virtual delay variance cum@;.t.) which
queue before it is received by the MAC layer. calculates the virtual delay variances, respectively. Based on the

Also, even the estimated MAC layer delay depends not orfiglay curve, a mobile host or base station can choose the optimal
on the channel but also the arrival pattern of packets at the MA@acket rate and packet size so that an application experiences
This effect can be due to the correlation structure of the traffiginimum delay and delay variance.
load on the channel. These factors are taken into consideratiofrig. 11 shows the virtual delay and variance curves for a vir-
by the VS algorithm. For certain applications, running the V&ial voice source at several background traffic loads. It can be
can provide more precise estimates of the achievable perfobserved that in the case of low background traffic £ 20
mance. In addition, the VS makes it possible to tune certain &pveb” sessions) the delay curve increases monotonically, which
plication level QoS parameters. means that the best end-to-end delay can be achieved if the

The VS algorithm consists of a Virtual Application, interfacéacket rate is high and the application send small packets. The
queue, and VMAC. The Virtual Application generates virtuggstimation of delay variance appears to be constant. As the back-
packets, as a real application would do (e.g., generating virtggibund load increases, the MAC delay increases, and the op-
voice packets at a constant rate). Packets are time-stampedtamdm is not at the highest rate but at about 20 ms. The delay
placed in a virtual buffer. When the virtual packet is finishedariance also decreases as the inter-packet times increase.

measured delay

N

delay [ms]
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Fig. 12. Aggregate rates of TCP and voice traffic in the entire service area.

mobile host keeps track of the state of the channel using either
VMAC or VS. The admission control algorithm compares the
results of the VS and VMAC with the service requirements and
admits or rejects a new session accordingly. For admission, we
only use the average delay estimation over the last five seconds.
The admission algorithm runs in every mobile host and is per-
formed in a fully distributed and autonomous manner.

1 Because the radio channel properties may be different at the
receiving and transmitting mobile hosts, itis preferable that both
hosts execute the VS and VMAC algorithms to ensure that the
service quality will be met for a new session. This can be exe-
cuted during session setup. Admission is granted if both virtual
algorithms at the mobile hosts admit the new request.

In this section, we investigate this concept through simulation
of a complex configuration with random topology and random
Fig.11. Virtual delay and delay variance curves at several radio channel loagigffic. The aim is to test how the modified MAC and VMAC al-
e e e 3o gorithm perform in the presence of a highly dynamic real-ime

and non real-time traffic mix when the radio channel is dynam-
ically shared among traffic streams between mobile hosts and
base stations.

Ten base stations were placed randomly on a 400 m by

The estimates provided by the VMAC and the VS can be usd80 m rectangular area with their coverage areas significantly
by a mobile host before actually starting transmission. Becauseerlapping. One hundred mobile hosts were placed randomly
the virtual algorithms do not require high processing capaciity the coverage area. Every mobile host was associated with
and do not load the channel, they may run continuously and nbé nearest base station. Half of the mobile hosts randomly
only when a service request arrives. In other words, the virtuggnerate Web sessions and the other half randomly generated
algorithms are designed to continuously keep track of the healthice traffic. The length of the voice sessions and the inter-ar-
of the channel. rival times between connection requests were exponentially

This estimate can be used to apply traffic control to maintadistributed. The average session length was 30 s. Upon com-
the congestion of the channel at a low level and the relative pptetion of a session, a mobile host attempted a new call after an
formance guarantees provided by the DiffServ MAC at absolut@erage waiting period of 10 s.
levels. There are numerous ways to utilize these estimates fronindependent VS algorithms running in all base stations con-
the VMAC and VS algorithms. For example, elastic, best-efinuously monitored the radio channel. Admission control was
fort traffic can be policed or shaped in response to estimationagfplied to delay sensitive voice sessions. When the estimated
congestion. Premium, delay-sensitive sessions are usually delay exceeds 10 ms, new voice sessions were rejected from
elastic, thus admission control is more appropriate to contisgrvice. If accepted, the voice packets use the modified MAC
them. In this section, we apply the latter type of traffic controhlgorithm with CW ,;;, = 32 slots andCW ,,,,, = 64 slots,
However, we note that adding some sort of control for best-afthile the Web sessions use values 64 and 1024, respectively.
fort traffic may further improve the quality assurances. Everjhere was no admission control applied to Web traffic.

0.2 r

0.1 -

standard deviation of appl. delay [s]

0 0.02 0.04 0.06 0.08 0.1
packet interarrival time [s]

VII. DISTRIBUTED ADMISSION CONTROL ALGORITHM IN A
MULTICELL ENVIRONMENT
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VIIl. CONCLUSION

This paper has shown how service differentiation can be pro-
vided in a mobile access network in a fully distributed manner
with minimal control. By manipulating the contention window
limits of the IEEE 802.11 DCF mode, it is possible to pro-
vide service differentiation at the radio MAC layer. The pro-
posed MAC provides good delay and throughput separation for
best-effort and high-priority traffic for a range of traffic mixes
and channel loads.

We have proposed two passive radio channel monitoring al-
gorithms. By emulating MAC (Virtual MAC) and application
(Virtual Source) mechanisms, these algorithms can estimate the
achievable level of service without actually loading the channel.
We evaluated the efficiency of the VMAC algorithm using sim-
ulation and implementation in an experimental differentiated
services wireless testbed. The notion of virtual delay curves
has been introduced in relation to the virtual algorithms. Delay
curves enable an application to tune its traffic parameters to
match the dynamic characteristics of the radio channel in an ef-
ficient manner.

We have demonstrated through simulation that the modified
MAC together with a distributed admission control algorithm
can maintain a globally stable state in a micro-cellular environ-
ment even if cell areas overlap and the radio channel is shared.

Finally, we are currently building a wireless DiffServ testbed
using Cellular 1P [13] for mobility management. This testbed
will include the modified MAC and virtual control algorithms
and will provide support for service level agreements with fast
handoff.
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Fig. 12 shows the total TCP and voice traffic rates in the entire

coverage. After an initial startup, the aggregate voice rate settles
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