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Abstract

The complexity of developing and deploying context-aware pervasive-computing applications calls for distributed
software infrastructures that assist applications to collect, aggregate, and disseminate contextual data. In this paper,
we motivate a data-centric design for such an infrastructure to support context-aware applications. Our middleware
system, Solar, treats contextual data sources as stream publishers. The core of Solar is a scalable and self-organizing
peer-to-peer overlay to support data-driven services. We describe how different services can be systematically in-
tegrated on top of the Solar overlay and evaluate the resource-discovery and data-dissemination services. We also
discuss our experience and lessons learned when using Solar to support several implemented scenarios. We con-
clude that a data-centric infrastructure is necessary to facilitate both development and deployment of context-aware
pervasive-computing applications.

Keywords: context-aware computing, pervasive computing, data-centric middleware, smart environments, emer-
gency response.

1 Introduction

The vision of pervasive computing consists of unobtrusively integrating computers with people’s everyday lives at
home and work. The technology functions in the background, assisting users’ current tasks with minimal distraction
for tedious routines. This vision, sometimes called ubiquitous computing [66] or invisible computing [51], has inspired
many researchers to work on new hardware, networking protocols, human-computer interactions, security and privacy,
applications, and social implications [67, 59].

Pervasive-computing applications have to gracefully integrate with human users. The non-traditional computing
platform, with mobile and embedded devices and applications, may easily overwhelm a user if not carefully managed.
To minimize user distraction the applications must be aware of and adapt to the situation in which they are running,
such as the state of the physical space, the users, and the computational resources. When informed about such infor-
mation, applications are able to modify their behaviors reactively or proactively to assist user tasks. We loosely define
“context” to be the set of environmental states and interactions that either determines an application’s behavior or in

which an application event occurs and is interesting to the user.



Unlike explicit user input, context represents implicit input to the application. An application typically infers con-
text information from various sensors to bridge the gap between physical and virtual worlds. It is, however, not trivial
for the applications to discover, obtain, and monitor the relevant sensor data by themselves. Researchers have re-
sponded by abstracting the common functionalities into an independent software middleware to facilitate development
of context-aware applications. Schilit and his colleagues at Xerox Parc developed Active Map, which provides a ser-
vice managing devices’ and users’ current location [60]. Dey et al. developed a Context Toolkit that further abstracts
any type of context by providing a widget analogy [28]. Hong and Landy developed a Context Fabric that focused on
compatibility of sensor data, with which the infrastructure could automatically create a path among existing services
to derive context [35]. Gu et al. further added an ontology component into the context-managing infrastructure to
enable context reasoning [33].

While these middleware architectures have provided data abstractions and communication layers to facilitate ap-
plication prototyping, thus far there has been no systematic investigation of desired properties for a context-aware
middleware so it can move from the lab to a deployment in the real world. In particular, we believe that a data-centric
design is critical for context-aware computing in a smart environment. By data-centric, we mean that the contextual
data is driving both application behavior and service adaptation inside the middleware system. To be more specific,
sensors are treated as data-stream publishers and application developers explicitly compose desired sensor streams
and transform low-level data to more meaningful context using operators (Section 3). As the contextual data flows
through the infrastructure, the values of data items could trigger adaptations of various middleware services according
to predefined rules and policies (Section 5 and 6). Note that sometimes the term “data-centric” is used to refer design
decisions on how to deliver and store data, such as QoS adaptation and persistent storage in data-centric network-
ing [29]. Our intention, however, is for the infrastructure itself to adapt to the data values, similar to the philosophy of
content-based routing [30], but not constrained to routing behaviors.

We now describe two application scenarios as motivations to our work on a context-aware middleware system.

Smart-office scenario. Alice often holds meetings with her colleagues in her office. Frequently her desk phone
rings during the middle of meetings, which distracts her and others in the meeting. Although she decides not to answer
any call while she is in a meeting, the phone still rings for a while, interrupting the conversation, before the call is
transfered to voice mail. If Alice had a SmartPhone application that could use embedded sensors to detect whether
there is an ongoing meeting, the incoming calls could be routed to voice mail without causing any interruptions. The
SmartPhone application should determine, without human intervention, when to turn on and off the call forwarding
(to voice mail) functionality by using one or more sensors to accurately detect the beginning and ending of meetings.

Disaster-response scenario. First responders carry out search and rescue missions after man-made or natural dis-
asters. During disaster response it is important to provide all responders with an awareness of the evolving situation.
Responders could deploy environmental sensors, attach physiological sensors to victims and responders, and set up lo-
calization systems. With all these inputs whose values are constantly changing, the command and control applications
could use a context-aware middleware to provide real-time situational awareness for responders and decision makers

at all levels of the incident response hierarchy. For instance, the application could alert the local commander to pull out



a responder (Bob) who has been exposed to toxic smoke, based on the readings from Bob’s wearable medical sensors
and smoke sensors deployed in the environment.

We have implemented a data-centric middleware system, Solar, to support context-aware pervasive-computing
applications. Solar leverages an attribute-based data abstraction, on which semantics and further reasoning functional-
ities could be added. Solar provides a data-flow composition programming model, on which applications can specify
modular computation for context inference. Solar leverages a context-sensitive resource discovery method for applica-
tions to cope with environment dynamics, and a policy-driven data-dissemination method for applications to deal with
rapid data streams. Finally, Solar consists of a distributed architecture built on a peer-to-peer routing overlay, which is
scalable and self-organized for easy management. With Solar, we have implemented both scenarios described above.
Note that Solar is designed for applications to discover, collect, and aggregate contextual data from sensors. It is
not designed for interactions with devices such as an ambient display. We expect those functions be implemented by
additional service interfaces outside of Solar.

In this paper, we investigate two key aspects of our middleware design. First, the applications must have a pro-
gramming model to allow dynamic composition without requiring the developer or user to identify specific sensors
and devices. This design choice facilitates development of smart-environment applications. Second, the supporting
system must have access to the values in the passing data to allow automated adaptation without explicit instructions
from applications or human operators at runtime. This design choice facilitates deployment of pervasive-computing
applications. Here we focus on architectural details and system issues to realize these two design choices and we
evaluate the performance of the resource discovery and data dissemination in Solar. In this paper we make following
four contributions:

e we motivate and describe new design principles of middleware support for context-aware pervasive-computing

applications,

e we describe a novel middleware architecture based on a scalable and self-organizing peer-to-peer overlay,

e we present evaluation results on two key middleware services: resource discovery and data dissemination, and

e we discuss our experience and lessons learned when using Solar to implement pervasive-computing applications.

In the rest of this paper, we present Solar’s data abstraction, programming model, architecture, resource discovery,
and data dissemination from Sections 2 to 6. We show how a data-centric design plays an important role in all
these components. In Section 7, we study two applications implemented with Solar and discuss the limitations we
encountered and some retrospective lessons learned. Finally we discuss related work in Section 8 and conclude in
Section 9. In other publications, we have presented how context could be used to make authorization decisions and to

build “virtual walls” for privacy protection using Solar [49, 40].

2 Data Abstraction

We treat sensors as information sources, which produce their data as events. The sequence of events produced is an
event stream. An event publisher produces an event stream, and an event subscriber consumes an event stream. The

sources are publishers, which choose when and what events to publish based on the nature of the sensors; their sub-



scribers have no control of publishers, except for manipulating received events. A subscriber may also be a publisher;
for example, it is easy to write an operator that subscribes to a stream of interest and publishes some or all of the
events after filtering and possibly transforming the events.

It is feasible to use any representation for the events as long as it is agreeable to both publisher and subscribers.
There are four typical approaches used by event-distribution systems. The event may be a structure encoded in binary, a
serialized object appropriate to a particular object-oriented language, a set of attribute-value pairs (usually represented
as lines in an ASCII string), or a small XML document. Each representation has advantages and disadvantages [20].

While binary encoding is small and can be portable, object representation and XML encoding could be more
flexible and better structured. However the parsing and encoding, for the latter two methods, could impose larger
overhead. Solar takes a middle ground and all Solar components agree on an attribute-based event representation,
which allows the middleware services to inspect the values in the passing events when necessary. By exposing the
event content to middleware between sensors and applications, Solar can continuously adapt according to application-
specified rules and policies, such as in resource discovery (Section 5) and context dissemination (Section 6), to meet

the challenges of context-aware computing.

3 Programming Model

Pervasive-computing applications typically need high-level context rather than raw sensor data. Context may be
derived by aggregating data from one or more sensors. These aggregation algorithms may not be trivial; substantial
computational resources may be necessary to process incoming data streams. Solar aims to make it possible to offload
this computation from the end-user application device into the middleware, running on one or more servers that host
the Solar software. As a result, we can move processing closer to the data source, onto platforms that are more capable
and more robust, and limit the amount of data that flows across low-bandwidth edge networks to the client.

It is almost impossible to anticipate how applications need to use what kind of data and how a piece of sensor data
could be used by different applications. Instead, applications should instruct or “program” Solar on which sensor to
use and how the sensor data should be aggregated into desired context. This approach deviates from a service-based
approach, where the infrastructure contains dedicated services to provide predefined context through fixed APIs. The
service-based approach limits flexibility and the applications may need to do significant post-processing work; in
Solar, the application can meet its needs exactly by pushing its functionality into the Solar middleware by defining and
deploying new operators.

In this section, we present a data-flow programming model that is a key design choice for our data-centric mid-
dleware. Applications compose data flows, rather than interacting directly with mobile and embedded sensors and
devices. The applications have full control over data composition and may annotate flows with context-sensitive
policies, allowing Solar to inspect data values and customize sensor selection and data dissemination behaviors.

Given an environment where sensors are shared by many applications, we note that these applications typically go
through some similar data-processing steps, such as filtering, transformation, and aggregation. It is critical, then, for

Solar to provide a modular framework that promotes software reuse. We consider two kinds of reuse: with code-based
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Figure 1: The filter-and-pipe software architecture style promotes reuse and composition.

reuse applications import existing modules from documented libraries, such as the one included in Java’s Develop-
ment Kit; with instance-based reuse applications discover and use already deployed data-processing components.
From the application’s viewpoint, Solar encourages a modular structure and reduces programming time through code-
based reuse. From the system’s viewpoint, Solar minimizes redundant computation and network traffic and increases
scalability through instance-based reuse.

One popular software architectural pattern for data-stream oriented processing is filter-and-pipe [32], which sup-
ports reuse and composition naturally. In a filter-and-pipe style, as shown in Figure 1, each component (filter) has a
set of inputs and a set of outputs. A component reads streams of data on its inputs and produces streams of data on its
outputs. A connector (pipe) serves as conduits for the streams, transmitting outputs of one filter to inputs of another.
A data flow starts from a source, through a sequence of pipes and filters, and reaches a sink.

Solar uses the filter-and-pipe pattern to support the data-flow based programming model. In our terminology, we
call a filter an “operator” and a pipe a “channel”. A channel is directional and has two ends; at the input end is attached
a source, and at the output end is attached a sink. A sensor is a source and an application is a sink; an operator is both
a source and a sink. An operator is a self-contained data-processing component, which takes one or more data sources
as input and acts as another data source. A channel connects an upstream operator to a downstream operator, and the
direction of a channel indicates the direction of data flow. This simple model allows us to easily connect the sensors,
operators, and applications with channels to form an acyclic graph. We call this kind of data-processing graph an
operator graph.

Solar provides an XML-based language for operator composition. We illustrate the language using the example
scenario described in Section 1. Suppose there is a dedicated meeting area in Alice’s office including a table and
chairs. The smart-room application may determine the meeting status by first detecting whether there is more than one
person sitting in those chairs. We attach a pressure sensor and a motion sensor to the chair. While a single sensor
could detect human presence with some accuracy, combining two sensor outputs will give us fewer false positives,
such as when the chair is bumped by a passing user or when a heavy object is placed on the chair.

The operator graph used to detect human presence is straightforward (Figure 2(a)). The operator “presence fusion”
takes two inputs and produces events indicating whether there is someone sitting in the chair or not using a particular
fusion algorithm, which could be as simple as reporting human presence if both sensors claim there is a user sitting in

chair, or as complex as using a supervised machine-learning approach to predict human presence based on historical
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<operator name="$presence"
classname="solar.app.PresenceFusion" >
<param name="delay" value="2" />
</operator>
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Fusion <channel source="[sensor=motion, chair=116]"
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<channel source="[sensor=pressure, chair=116]"
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Figure 2: A simple operator graph and its XML encoding for detecting human presence in an instrumented chair.

observations. We present the details of a specific solution to detect ongoing meetings based on human presence in
another paper [65].

We show how this operator graph is encoded with Solar’s XML language in Figure 2(b). We first define the fusion
operator with a variable name $presence, which uses the specified Java class and is initialized with an algorithm-
specific parameter. The channel element has source and sink labels. The source could be either a previously defined
operator or a name query as shown in our example. Here [sensor=motion, chair=116] is an attribute-based
name query, which is resolved to the motion sensor attached to a particular chair. We discuss the details of naming
and discovery in Section 5. Although not shown, the channel could also be associated with a flow-control policy that

is discussed in Section 6.

4 Solar Architecture

The logical operator graph needs to be mapped onto physical hosts. For scalability reasons, we want to avoid a
centralized architecture where all operators are executed on a single server, which would be a potential performance
bottleneck and the single point of failure. Solar takes a fully-distributed approach and consists of a set of functionally
equivalent hosts named Planets. Planets provide some key services: operator hosting and execution, sensor/operator
registration and discovery, and data dissemination through operator graphs. The more Planets are deployed, the more
capacity Solar has to serve sensors and applications.

Since the Planets are functionally equivalent, Solar interconnects them using an application-level peer-to-peer
(P2P) protocol. The advantage of using a P2P-based service overlay is its capability of automatic handling of Planet
join and departure. The first generation of P2P protocols, such as used by Napster,! Gnutella,” and Kazaa,? however,

are mainly designed for file swapping over the Internet and not appropriate for Solar.

Thttp://www.napster.com
Zhttp://www.gnutella.com
3http://www.kazaa.com
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Figure 3: Solar consists a set of functionally equivalent Planets that form a service overlay.

Solar uses a Distributed Hashtable (DHT) [6], a new P2P concept used by Pastry [58], Chord [62], and
Tapestry [68]. Each Planet is assigned a unique numeric ID, and the DHT interface allows components to send a
message to a numeric key. The message will be delivered to a Planet with the numerically closest ID. This mechanism
allows Solar services to focus on data objects instead of on where they live (IP addresses). Solar uses the Pastry
library because it is implemented in Java and could be easily integrated with Solar, but it is possible to use other DHT
protocols since they provide similar APIs.

It is known that DHT protocols are not efficient to handle high-rate “churn” (rapid node join and departure). This is
a serious problem for applications deployed over the Internet on user PCs, which may join and leave at arbitrary times.
On the other hand, Planets typically run on relatively powerful and stationary hosts. In a smart-office scenario, they
can run on server clusters managed by IT staff. In a disaster-response scenario, they can run on servers in response
vehicles interconnected with high-speed wireless networks.

Figure 3(a) shows relationship among sensors (.5), applications (A), Planets (P), and operators (filled circles).
A sensor may connect to any Planet, which serves as its proxy, to register a name advertisement and to publish its
data stream. An application also may connect to any Planet to request the composition of specified data sources
and operators into an operator graph deployed across the Planets, through which the application receives the derived
context. A client, either a sensor or an application, may disconnect from its proxy Planet P; and reconnect to P; or a
new Planet P, some time later. There are several reasons that a client may switch to a new proxy Planet: the current
proxy is overloaded, the client finds a “better” Planet that is either closer or more powerful, or the client’s current

proxy has failed.

4.1 Planet architecture

Planets are execution environments for operators and they cooperatively provide several operator-management func-
tionalities, such as naming and discovery, routing of sensor data through operators to applications, operator monitoring

and recovery in face of host failure, and garbage collection of operators that are no longer in use. These requirements



service.dispatch.classname=solar.service.dispatch.SolarDispatchService
service.dispatch.transport=dht_transport ip_transport

service.directory.classname=solar.service.directory.DistDirectoryService
service.directory.transport=dht_transport
service.directory.rpc=dht_rpc

service.multicast.classname=solar.service.multicast.ScribePackService
service.multicast.dht_transport=dht_transport

service.ip_transport.classname=solar.service.transport. TcpTransportService
service.ip_transport.port=5465
service.ip_rpc.classname=solar.service.rpc.SolarRpcService
service.ip_rpc.transport=ip_transport

service.dht_transport.classname=solar.service.transport.Pastry TransportService
service.dht_rpc.classname=solar.service.rpc.SolarRpcService
service.dht_rpc.transport=dht_transport

Figure 4: A portion of a Planet’s service configuration.

make Solar a complex infrastructure, and Solar provides a service-oriented architecture to meet the software engineer-
ing challenges.

We consider each functionality mentioned above as a service, which runs on every Planet. The core of the Planet
is the service manager, which contains a set of services that interact with each other to manage operators and route
context data. We show the architectural diagram of a Planet in Figure 3(b).

A Planet has two kinds of message transports: normal TCP/IP and DHT (Pastry) transports. Thus a service running
on the Planet may send a message with destination specified either as a socket address or as a numeric Pastry key. A
dispatcher routes incoming messages from these two transports to the appropriate Solar service, based on the multiplex
header. From a service’s point of view, it always sends messages to its peer service on another Planet. A service also
may get a handle of another service on the same Planet and directly invoke its local interface methods.

An application, which is a Solar client, chooses a Planet and sends a request to the fusion service on it. The fusion
service may ask the local directory service to discover the sensors desired by the application. The directory services
on all the Planets determine among themselves how to partition the name space, or which Planet stores which name
advertisements, so the directory users (fusion service in this case) do not need to know the internals (Section 5).

We found that our architecture based on service-level modules was a simple but powerful abstraction to build
distributed systems, particularly overlay-based systems. The idea builds on object-oriented modules and allows easy
upgrading and swapping of service implementations as long as the service interface does not change. For instance, we
could easily add a caching capability to the directory service to improve query performance. The hidden intra-service
communication, either through TCP/IP or DHT transport, is important to ensure low service coupling. Jini’s local
access to a remote service through a downloaded proxy shares a similar idea [64].

When a Planet starts up, it reads a configuration file that contains all the services to be initialized on that Planet.
We show part of the configuration in Figure 4. The configuration simply contains a set of key/value pairs, where the
second field (delimited by a dot) of the key is the service name, such as “directory”. A service may retrieve a local

handle of another service from the Planet’s service manager given a service name.



Note that in Figure 4, we have two transport services: one based on IP and the other based on DHT. The two RPC
services, which simulate remote blocking calls, actually use the same Java class but with different underlying transport.
We discuss the directory service in Section 5 and the multicast service in Section 6. The dispatch service registers a
callback with both transports to receive messages, which contain a multiplex header indicating the destination service.

The set of services on a Planet is configurable and it is easy to add new functionalities to a Planetary network by
simply adding another service to each Planet. For instance, it is possible to add a Web proxy service on the Planets.
Besides serving HTTP pages for clients, the proxies are all federated with the Planetary network so they could work
together on content caching, prefetching, and re-directing the requests. An example for such a distributed Web cache
is Squirrel [36], whose construction could be simplified by using the existing services, such as directory, multicast,

and fusion.

5 Resource Discovery

To compute the desired context, Solar applications typically select some existing data sources and compose them
with some operators into an operator graph (Section 3). Solar provides a naming service for sensors and optionally
some deployed operators to register a name advertisement. Solar stores the advertisements in distributed directories to
improve scalability, and applications use a name query to find particular data sources.

In addition to typical advertise and query interfaces, Solar’s naming service also supports persistent queries
and context-sensitive advertisements and queries. In particular, our Context-Sensitive Resource Discovery approach
enables data-driven context composition, which is important for dynamic and volatile smart environments. Again,
CSRD reflects a data-centric design in which the data value is used to dynamically construct operator graphs. The
rationale is that a name advertisement or query itself often depends on the value of some contextual data.

Suppose Alice wants to record her activities in the office and she has one camera for the work space on her desk
and one for the meeting space around the table. A SmartCamera application could then determine which camera to
turn on for video recording, based on her current location or meeting status. In this case, the dynamic meeting context
is used to identify appropriate cameras. This scenario requires a context-sensitive name query, that is, the results of the
query for “a camera where Alice is right now” resolve to one or the other camera depending on her current location.

In another situation, the camera may be mobile. Consider the first-responder scenario, in which rescue workers
might wear helmets with small attached cameras and a wireless-network interface. If these cameras are named ac-
cording to their location, derived automatically from a localization system possibly using wireless triangulation, a
supervisor’s monitoring application can request images of a particular area by selecting cameras whose location (in
advertisement) matches the area of interest. The display automatically adjusts when a responder moves into or out of
that place. This scenario requires context-sensitive advertisements, which may change over time, and persistent name

queries, so that the application is notified about the changing set of matching advertisements.



5.1 Name specification

There are several possible ways to represent names. The name space could be organized as a tree, as in many file
systems; or as a set of descriptive attribute-value pairs [34]; a hybrid approach is also feasible [7]. We discuss their
tradeoffs on complexity and expressiveness in another paper [20]. Solar simply represents a name advertisement or
query as a set of attributes, and we say that an advertisement matches a query if the query’s attributes are a subset of

the advertisement’s attributes. An example for a temperature sensor could be
[sensor=temperature, room=215, floor=2, building=Sudikoff].

Solar provides a light-weight specification language that can be used to specify context-sensitive advertisements
and queries. The idea is to define some attribute value, in an advertisement or query, as context that is dynamically
derived from another operator graph. As the context changes, the advertisement or the query is updated automatically

inside the Solar infrastructure. In the specification
[camera=S$Scam—-filter:camera, room=116, building=Sudikoff]

the value of the “camera” attribute is defined by context information derived from an operator called $cam-filter.
Specifically, the operator publishes events which, we assume, contain an attribute whose tag is “camera”. The value
of the camera attribute is substituted here, so this name specification changes every time a new event arrives from the
$Scam—-filter operator. Every context-sensitive name specification must be accompanied by an operator graph that
defines the desired context computation.

Figure 5 demonstrates these concepts using the smart-room example. At top left, an operator determines the
current meeting status and publishes an event whenever the status changes. Note that this operator could be deployed
and registered in the namespace by the application that automatically mutes the phone when there is an active meeting.
Its subscriber simply outputs an one-attribute event (shown in italics) indicating which camera should be used based
on the meeting status. The event indicates there is an active meeting and the meeting camera should be chosen. At

lower right, the SmartCamera application uses the context-sensitive query
[camera=$cam-filter:camera, room=116, building=Sudikoff]

to identify and subscribe to the camera covering the meeting space. If Scam-filter refers to the event stream
produced by the filter, then $cam-filter:camera is resolved by the filter’s events. As shown, the camera
attribute of the query is resolved to be meet ing, which matches the advertisement of the camera in the lower left.

To arrange the context-sensitive subscription depicted in Figure 5, SmartCamera composes an operator graph
using syntax described in Section 3. Note that the application could query the namespace to find out whether there is a
meeting operator to reuse. If not, it can always compose a more complicated operator graph starting from motion and
pressure sensors attached to chairs (see Figure 2).

The above example demonstrates the use of a context-sensitive name specification to support a context-sensitive
subscription request from the SmartCamera application. A similar graph specification also could be used by an appli-
cation that simply wishes to query the name service for a list of camera sources covering the meeting space, using the

name specification
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$cam-filter

[measure=meeting,
room=116, Q—>O—> [camerg:meeting]
building=sudikoff] .

[camera:meeting,’

camera=meeting, room=116,
! 5 building=sudikoff]

resolution=640x320,
color=true, O >
room=116,

building=sudikoff]

SmartCamera
Application

Figure 5: A smart-room example shows the use of the output from an operator graph to select an advertisement for the
SmartCamera’s subscription.

[camera=$cam-filter:camera, room=116, building=Sudikoff]

as a context-sensitive query. The application could ask once to receive the current list of matching names, or it could

register a persistent query, and be notified any time the set of matching names changes.

5.2 Directory Service

The proposed Context-Sensitive Resource Discovery, however, places several requirements on the resources and ap-
plications. Resources must actively track their context so that they may update their advertisement. Applications must
also track their context so that they may update their query. We off-load these duties from the resources and applica-
tions, for reasons of performance (since resources and applications may reside on a constrained platform attached to a
low-bandwidth network) and of engineering (to simplify the construction of context-aware services and applications).

Solar uses a distributed directory service to implement the naming and discovery functionalities. It leverages our
context-fusion infrastructure to help resources to make context-sensitive advertisements, and to allow applications to
make persistent and context-sensitive queries. In our previous implementation, the directory service was wrapped
around the Intentional Naming System (INS) [2], and we present our evaluation in [21].

There is some limitation, however, to use INS given that the namespace is fully replicated and it combines naming
and messaging in ways that we do not need. We later decided to adopt a different design, to leverage our DHT-based
overlay. To insert a name into namespace, Solar splits the name into attributes, which are then hashed into numeric
keys. A copy of that name is then inserted into the directories on the Planets whose ID is closest to the hashed keys.
Thus a name could be stored in multiple Planets for redundancy purposes. The name query, on the other hand, is sent
to the Planet whose ID is closest to the hashed key of the longest attribute. The Planet receiving the query will compare
the query against its local directory for any matched names. Similarly, a persistent query is registered on the Planet
whose ID is closest to the hashed key of the longest attribute. For new name advertisements, a Planet will match them
against registered persistent queries in local repository. This attribute-based name replication approach is similar to

the one adopted in Twine [7].
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Figure 6: Performance of Solar naming service.

5.3 Performance Evaluation

Next we evaluate the performance of naming subsystem, containing multiple Planets and Solar clients, which issue
name advertisement requests (name query and update involve similar attribute operations). Every client continuously
issued advertisement requests using the RPC service (so requests were issued sequentially per client), which used a
thread pool to handle incoming requests. We ran Planets and clients on our department’s Linux cluster, which contains
32 nodes with a head node for management. The cluster has 64 processors, that is, two processors for each node. Each
node runs RedHat Linux 9 and Java virtual machine 1.5.0. Each node has 4GB RAM, an Ultra320 36GB hard drive,
and gigabit Ethernet. Our Solar system uses Pastry version 1.3.2, and we use the SHA message digest to hash name
attributes so they will spread evenly in the Planet ID space (160 bits).

We first measured the latency (for a client to complete a request) as we increased the number of Planets. Here
a client issued a name with five attributes. Figure 6(a) shows the results. With one Planet, the mean latency was
82ms, where the client-Planet communication used TCP transport service. Interestingly, the mean latency increased to
396ms for two Planets. This is because the naming service would replicate the names according to attribute hashing,
thus incurring round-trip communications between Planets. With 5 attributes, it likely triggered at least two inter-
Planet requests, through the Pastry DHT transport service. As we further increased the number of Planets, the latency
continued to increase until we added more than 5 Planets, after which only 5 inter-Planet requests were necessary.

This result represents a clear tradeoff of the replicated naming system. With attribute-based replication, a request
needs multiple inter-Planet communications to complete the replication, thus trading performance with reliability. If
both the number of name attributes and the number of Planets are large, the request latency could be large. In practice,
for the applications we have developed, while the number of Planets may increase as needed, the number of name
attributes seemed to be limited. One limitation of the attribute-based replication is that it is not easy to control the
number of replicated copies. In future, we plan to investigate other replication methods that are independent of the
number of name attributes [3, 43]. We expect changing the naming service is relatively easy given our architecture.

We can also improve our current system performance. Pastry version 1.3.2 uses Java non-blocking IO for its
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network communication, which seems to be inefficient. It takes well over 100ms (with large variance) for a round-trip
between two cluster nodes, even without any name processing. We plan to use the latest Pastry release that provides
us a Java socket-based communication library with better performance.

Next we increased the number of clients to stress the workload on Planets and calculated the transaction throughput,
the number of successfully completed requests per second for each client. Note that Solar RPC service has a 3-second
timeout and the timed-out requests were not included in the calculation. Here every one client on the X axis represents
a single cluster node running 50 parallel requesting processes. To avoid putting too much load on a single cluster node,
we ran only 50 requesters on one node and only one Planet on a separate node.

As we can see in Figure 6(b), for a single Planet, the average throughput peaked with 4 clients with a little over 200
requests per second. Then the average client throughput decreased as we added more clients and the Planet became
congested. The average throughput reduced to about 150 requests per second with 8 clients, and slightly increased
with 10 clients, because the timed-out requests made room for new requests. If we increased the number of Planets,
in proportion to the number of clients, as shown the other curve, the average throughput achieved almost a linear
increase with the number of clients. The Planet overlay builds up the capacity despite of communications between
themselves. The nice thing about the self-organized overlay is that it is easy to add one Planet — just start a Planet with
a specified address of an existing node for bootstrap and all Solar services automatically extend to the new Planet. One
can imagine that a Solar deployment may have standby Planets and only activate them as load exceeds current overlay

capacity.

6 Data Dissemination

In an operator graph, a sensor or operator may have multiple downstream subscribers, forming a fan-out structure;
every time the sensor or operator publishes an event, the event has to be delivered through all the connected outbound
channels. The simple approach to pass one copy of the event to each channel may not be the most efficient, for
instance, if the sinks of multiple channels are on the same host. A common solution to improve the efficiency of such
data dissemination problem is multicast [27]. The idea is to aggregate the channels and build a minimum spanning
tree out of the network topology. Thus an event is only duplicated at a parent node for all its children, instead of being
duplicated at the source (the root) for all receivers.

Solar disseminates events with an application-level multicast (ALM) facility built on top of its peer-to-peer routing
substrate. ALM improves the scalability of data dissemination and does not rely on IP multicast, which is often turned
off in practice. While ALM is not a new idea [37, 57, 16, 61], buffer overflow management remains a challenge
in ALM. In particular, we believe buffer overflow will be a serious problem for smart-environment applications that
need to constantly monitor a large number of sensors for rapid adaptation, while the data streams may overwhelm the
applications or the supporting infrastructure.

With the same data-centric design principle, we adopt a data-driven approach to handle buffer overflow on the
dissemination paths. Namely, Solar supports application-specific policies that reduce the data volume based on data

values, which are prioritized according to the application’s semantics. First, we present the basics of ALM over
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7.a Multiple data dissemination paths converge to a multicast tree. 7.b An example of data-reduction policy.

Solar, and then motivate the data-reduction requirements. Then, we present our method for data-reduction policy

specification and the evaluation results in the rest of this section.

6.1 Application-level multicast

The Planets of the Solar system serve many clients, each of which host sensors or applications. The clients, each of
which host one or more data endpoints (either senders or receivers), are not part of the Planetary overlay. Instead, a
client has to explicitly attach to a Planet to request services for its endpoints. The Planet to which the client attaches
acts as the proxy for all the endpoints on the client. Each endpoint and Planet has a unique numeric ID randomly chosen
from the same ID space. The subscriptions of a sender S' are managed by S’s root Planet, whose ID is numerically
closest to .S’s ID among all live Planets. Note that the root Planet for S is not necessarily the same node as S’s proxy.
All the Planets are functionally equivalent and may play several roles simultaneously.

As shown in Figure 7.a, a data dissemination path is constructed as follows: the client hosting a sender .S forwards
all its published events to the sender’s root SR via the proxy S P; then the events are multicasted to the proxy Planets
of all subscribing receivers R P, hopping through a set of intermediate forwarding Planets M F'; finally the events are
forwarded to the clients hosting each receiver R.

To establish a dissemination path, R sends a subscription request to K g, which is the DHT key of S and could be
discovered using Solar’s naming service. The subscription request is routed to the Planet responsible for K g, which is
S R. The subscription is recorded on each of the intermediate Planets M F’ along the path. As multiple receivers make
subscriptions, their data paths converge to a multicast tree rooted at SR. The sender .S always delivers its events to its
own key Kg using the DHT interface. Once the event reaches SR, it is forwarded through the multicast tree to all the
receivers. Note again that the event is only duplicated at every parent Planet for each child in the multicast tree. Castro

et al. present and compare some protocols that can be used to build an ALM on DHT-based peer-to-peer overlays [17].
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6.2 Buffer overflow

Consider a receiver R that takes actions on received events. If consuming an event does not block R from receiving
new events, new events are typically buffered, waiting to be processed in order. If the event consumption rate is
consistently lower than event arrival rate, the buffer will run out of space. We say that a buffer overflows if it is full but
new events continue to arrive (a buffer has limited space either because of memory constraint or there is a configured
threshold to avoid long queueing delay). Furthermore, the events for a mobile receiver R are buffered at the proxy
Planet RP during R’s disconnection. In this case the event consumption rate is zero, so this buffer is vulnerable to
overflow. Finally, the buffer at the intermediate Planets also are subject to overflow due to network congestion.

There are two typical approaches to manage buffer overflow. First, the new events may be simply dropped if there
is no more space in the buffer, which leads to arbitrary data loss. Second, the receiver may notify the sender about its
buffer condition, either explicitly or implicitly, so the sender may slow down to prevent overwhelming the receivers.

While it is convenient for the applications to have reliable delivery guarantees, it may require infinite storage (either
in memory or on disk) at the sender, particularly when a sensor is continuously producing data. An infinite buffer is
of course not feasible, and not desirable in any case because it introduces long delay for the events at the tail of the
buffer. In the case of reliable multicast, slowing down the sender due to some slow receiver hurts all others in the
multicast group and thus may not be acceptable either. On the other hand, however, arbitrarily dropping data is also
not acceptable for context-aware applications that are monitoring events.

We observe that many applications are loss-tolerant, which means that they can adapt to occasional data loss and
often do not require exact data delivery. There are many examples of loss-tolerant multimedia applications, but we are
mainly interested in non-multimedia applications. For instance, an application that maintains a room’s temperature
will likely be able to function correctly even if it misses several sensor readings. Similarly, an ActiveMap application
can adapt to loss of location-change updates by fading the object at its current location as a function of time since the
last update [47]. One reason these applications are able to tolerate data delivery loss is that they are designed to cope
with unreliable sensors, which also may lead to data loss and inaccuracy.

We present a data-driven buffer-management module, named PACK, for the Solar multicast service. PACK allows
applications to specify data-reduction policies, which contain customized strategies for discarding or summarizing
portions of a data stream in case of buffer overflow. The summaries of dropped data serve as a hint to the receiver
about the current buffering condition; the receiver may adapt by, for example, choosing a different data source or using
a faster algorithm to keep up with the arriving data.

We discuss the data-reduction policy in the next section. Note that unlike congestion control in the network layer,
which makes decisions based on opaque packets since it does not recognize the boundaries of application-level data
objects, the PACK policies work at the granularity of Application Data Units (ADU) [23], namely the Solar events.
Since PACK is able to separate the events that follow a common attribute-based structure (Section 2), PACK can get

the values inside the event object, enabling a much more flexible and expressive policy space for receivers.
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6.3 Policy specification

A policy defines an ordered list of filtering levels, and each level contains a single filfer or a chain of filters. The
list of levels reflects a receiver’s willingness to drop events under increasingly desperate overflow conditions: more
important events are dropped by filters at higher levels than filters at lower levels. The policy may contain any number
of levels. Given an event queue to be reduced, PACK determines which level to use and then passes the queue through
all the filters defined up to and including that level, starting from the lowest level.

A filter is instantiated with application-defined parameters and determines what events to keep and what to drop
given an event queue as input. The filters are independent, do not communicate with each other, and do not retain or
share state. Since an event may contain several attributes, the filter typically requires a parameter indicating which
attribute to consider when filtering.

Filters drop some events. Optionally a policy also may specify how to summarize dropped events using digesters.
The result of summarization is a digest event injected into the event stream. Thus an event queue may contain a mixed
set of events and digests. The digests give some rough feedback to the receiver about which events were dropped, and
also serve as a buffer overflow indication.

We show an example policy in Figure 7.b using XML syntax (although it is not the only possible specification
language). First the policy specifies that all the filters apply to the attribute with tag “PulseRate”. It is also possible to
specify a different attribute for each filter. All dropped events are summarized to inform receivers about the number
and average PulseRate value of the dropped events. The example gives a single filter for each buffering level. The
first-level filter drops events whose pulse rate has not changed much since the previous event; the second-level drops
all events that have a pulse rate inside of a “normal” range (since they are less important); and the last filter simply
keeps the latest 10 events and drops everything else. In urgent buffering situations, all three filters are applied in
sequence to each event in the queue.

Currently we support basic comparison filters, such as GT (>), GE (>), EQ (=), NE (#), LT (<), LE (<),
MATCH (=~), and WITHIN ([k1, k2]). We also provide some set-based operators such as INSET (€), CONTAIN
(3), SUBSET (C), SUPSET (D), and some sequence-based operators such as FIRST (retains only the first value in a
set) and LAST (retains only the last value in a set). More advanced filters include UNIQ (remove adjacent duplicates),
GUNIQ (remove all duplicates), DELTA (remove values not changed much), LATEST (keep only the last N events),
EVERY (keep only every N events), and RANDOM (randomly throw away a certain fraction of events). The digesters
for summarization are MAX, MIN, COUNT, SUM, and MEAN, which have semantics as their names suggest.

As indicated in Figure 7.b, our approach is to allow applications to compose predefined filters into a customized
policy. We could have used a general-purpose language to express more general policies or even more general filters.
The trade-off is that as the language gets more powerful and more complex filters are supported, it is more likely that
PACK will involve more overhead for filter execution and eventually reduce system scalability [12]. Based on our
experience so far, many loss-tolerant applications desire simple and straight-forward policies. Thus our strategy is to

keep the filters simple and efficient, and to expand the filter repository as necessary.
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8.a Two-level indexes of local and remote buffers. ~ 8.b The multicast service consists of a set of Planets with PACK policies.

6.4 Buffer management

A PACK host puts all events, either from a local sender or from the network, into its buffer waiting to be consumed by a
local receiver or transmitted to the next host on the path. A buffer is a data structure containing multiple subscriptions,
or queues for receivers. We distinguish two kinds of buffers: one is the local buffer for endpoints on the same host,
and the other is the remote buffer containing events to be transmitted to clients or some overlay node. Events in a local
buffer are consumed locally by the receivers’ event handlers, while the events in a remote buffer are transmitted across
a network link. While there might be multiple endpoints on a client, there is only one local buffer for all resident
endpoints and one remote buffer for all destinations.

Both local and remote buffers adopt a two-level indexing structure (shown in Figure 8.a), where the first index is
the sender’s key. The local buffer on a client uses the receiver’s key as the second index, while a remote buffer uses
link address as the second index. An entry for a given link address means there is at least one receiver subscribing
to the corresponding sender across that (overlay) link. The two indexes in a local buffer point to a queue for a single
receiver. On the other hand, the two indexes in a remote buffer point to a shared queue for all receivers across the same
link under normal conditions. As the shared queue reaches its limit, a private queue is created for each receiver and
packed using its individual policy.

Each queue in a buffer has a limited size and may overflow if its consumption rate is slower than the event arrival
rate. Whenever a new event arrives to a full queue, PACK will trigger its PACK policy to reduce the number of events
in the queue. For a local buffer, this operation is straightforward, since the second index of the buffer points to a single
queue with an individual receiver. The second index of a remote buffer, however, is the link address that points to a
queue shared by several receivers over that link. When PACK decides to pack a shared queue, it runs all the events in
the queue through each receiver’s policy, placing each policy’s output in a private queue for that receiver. Note all the
event duplication is based on references, not object instances. Figure 8.a shows private queues in the lower right.

Note a queue may be associated with multiple policies from receivers subscribed to the same sender. During queue
overflow, all policies will be executed and the results are kept separated to avoid conflicts. This means that the amount
of buffer state increases as the number of policies increases, posing a potential scalability limitation on PACK buffer
and preventing a wide-area deployment with hundreds of thousands receivers. We are willing to pay this price to have

expressive policies since most of our current applications are targeted at a campus-wide deployment with a limited
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number of subscribers for individual data sources. It is possible, however, to increase scalability by limiting the policy

flexibility [12].

6.5 Ladder algorithm

When packing an event queue is necessary to prevent overflow, PACK must determine which filters to apply. Packing
with too many filters may unnecessarily drop many important events. On the other hand, packing with too few filters
may not drop enough events, and the time spent packing may exceed the time saved processing or transmitting events.
Unfortunately there is no straightforward algorithm for this choice, because there are many dynamic factors to consider,
such as the event arrival rate, current network congestion, the filter drop ratio (which depends on values in events), and
the receiver consumption rate.

PACK employs a heuristic adaptive approach in which each queue is assigned a specific filtering level & (initially
one). Once k is determined given a packing request, all events in the queue pass through filters 1 to &k in sequence. The
heuristic changes the filtering level up or down one step at a time (like climbing up and down a ladder), based on the
observed history and current value of a single metric. We define that metric, the turnaround time t, to be the amount
of time between the current packing request and the most recent pack operation (at a particular level [). The rationale
is that changes in ¢; capture most of the above dynamic factors. An increase in ¢; is due to a slowdown in the event
arrival rate, an increase in the departure rate, or an increase in the drop rate of filters up to level [, all suggesting that it
may be safe to move down one level and reduce the number of dropped events. A decrease of ¢; indicates changes in
the opposite direction and suggests moving up one level to throw out more events.

PACK keeps historical turnaround time of all levels, ¢;, smoothed using a low-pass filter with parameter o = 0.1

(empirically derived) from an observation ;:
tr=(1—a)t; +at; .
We define the change ratio of the turnaround time at a particular level [ as:
Si=(—t)/t.

To respond to a current event-reduction request, PACK chooses to move down one filtering level to [ — 1 if §;
exceeds a positive threshold (0.1), or to move up one level to [+ 1 if §; exceeds a negative threshold (—0.1). Otherwise,

PACK uses the previous level.

6.6 Multicast service

Once the fusion service deploys operator graphs for an application, it uses the multicast service to set up the subscrip-
tion channels. Note that a logical channel may actually represent a multi-hop path across Planets depending on the
peer-to-peer routing protocol. In addition to the policies at the end hosts, the multicast service installs data-reduction
policies on the buffers of the intermediate forwarding Planets, so they can be triggered closer to congested links or

disconnected clients. Policies are installed on all the hosts along the path from sender to receiver.
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Figure 9: Performance of Solar multicast service.

Figure 8.b shows the overall structure of the multicast service, with two receivers subscribed to the same sender.
Each receiver subscribes to the sender with a customized policy (p1 or p2). Nodes on multiple paths contain multiple
policies (node A contains both p1 and p2).

PACK, running on all clients and Planets, puts all events that arrive either from a local sender or from the network
into its internal queue, where they wait to be consumed by a local receiver or transmitted to the next host on the path.
If a queue becomes full, PACK triggers its associated policy to examine the events in the queue and determine which
should be dropped and whether to add a digest. On the receiver’s client, PACK pulls events or digests from the queue

and invokes the receiver to process each one.

6.7 Performance Evaluation

We first present experimental results using the Emulab testbed at Utah, in which we focused on measuring the per-
formance of the PACK buffers inside the infrastructure. Next we give an application study of the PACK buffers on a

client that tracked a large number of wireless devices on campus.

6.7.1 Queueing tradeoff

To measure the queueing behavior when a policy is triggered, we used Emulab to set up two hosts connected by a
50Kbps network link. We placed a single receiver on one host, and a single sender and an overlay node on the other.
The sender published an event every 30ms, and the events accumulated at the overlay node due to the slow link to the
receiver. We compared two approaches to drop events when the queue fills: one is to drop the new event, simulating
“drop-tail” behavior, the other is to use a three-filter PACK policy, each filter randomly throwing out events (10%,
25%, and 50% respectively). We show the results in Figure 9.a (solid line for using DropTail and dashed line for
PACK policy). In all the tests we turned off the just-in-time compiler and garbage collector in the Java VM.

Figure 9.a(a) shows the latency perceived by the receiver. After the buffer filled up, events in the DropTail queue

had a (nearly constant) high latency because each event had to go through the full length of the queue before transmis-
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sion. On the other hand, events in the queue managed by the policy exhibited lower average latency because events
were pulled out of the middle of the queue, so other events had less distance to travel. From these results it is clear
that PACK reduced latency by dropping data according to application’s semantics, and it is desirable for applications
to use filters that are more likely to drop events in the middle (such as EVERY, RANDOM, GUNIQ) rather than at
the tail (such as LATEST). On the other hand, DropTail has a roughly constant loss rate and thus has advantages
under certain situations where fairness across applications is desirable. For the context-aware applications we have
considered, however, we think a faster delivery of more important events is more reasonable.

Figure 9.a(b) plots a running sequence of the event loss rate for each 1 second window at the receiver. We see
that the DropTail queue’s loss rate was about 30% because the arrival rate was one third more than the bottleneck
link could handle, and after the queue filled it was always saturated. The loss rate of PACK was high during intervals
when the queue was packed, and zero in intervals when the queue was not packed. The loss rate depended on which
level pack operation was performed. Figure 9.a(c) shows a trace from the overlay node denoting when the queue was
packed and what fraction of events were dropped. It shows that most pack operations were performed at the second
level, dropping events at rate of 0.1 4+ 0.9 % 0.25 = 0.325, which fit well with this event flow because the arrival rate
was one third higher than the consumption rate (link bandwidth). Our heuristic algorithm worked reasonable well,
although the filtering level varied despite the steady publication rate. The reason is that the RANDOM filter dropped
varying amounts of events and our ladder algorithm adapted to longer or shorter inter-packing intervals by adjusting

the filtering level.

6.7.2 Buffering overhead

We also measured the overhead posed by the two-level indexing buffer structure (see Figure 9.b). Again we used
Emulab to set up a sender client and an overlay node on the same host, with multiple receiver clients on other hosts.
We first connected the overlay node and the receivers with a 100Mbps LAN with the sender publishes events at a
200ms interval. In another test we connected the overlay node to receivers using a 50Kbps link while the sender
publishing events every 30ms. In the first setup, the overlay node’s buffer has multiple entries on the second index
but the queue never filled up and no policy was triggered. In the second setups, the shared queues overflowed and the
buffer created private queues for each individual receiver and triggered their policies due to the restricted link. All
receivers used a 3-level policy that drops a certain fraction of events from the tail of the queue (10%, 25%, and 50%
respectively). In both setup, we measured the event delivery latencies at all the receivers and show the averages in
Figure 9.b.

The first plot in Figure 9.b shows that, as the number of entries in the second index increases, the average latency
perceived by all the receivers also increases linearly. This result indicates that to build a large-scale PACK multicast
tree, the output degree of each node has to be relatively small although collectively the overall tree may have many
leaves (receivers). The second plot shows a worst case, in which network congestion forced a multicast stream to split
into several substreams with different policies. Although still a linear increase, the added latency perceived by the

receivers is a non-trivial overhead. In addition, the space required by the private queues (event references) also relates
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to the number of receivers across the congested link.

If the congestion occurs at the higher part of the dissemination tree, which we expect to happen less frequently
than at the network edges, the buffer may have to manage many policies. The copying of events into multiple private
queues consequently causes many events to be dropped; those events that do arrive may experience long delays. In
other words, the PACK service itself does not try to prevent or relieve the congestion. Instead, it reduces data for each
individual receiver, who may use the summaries as a congestion indication and decide to cancel the subscription if
the congestion persists. This method gives us the advantages over other approaches, such as TCP, that blindly pushes
back on the sender, whose queue may eventually overflow and crash while the receiver has no method to learn about
network conditions for adaptation.

A fundamental issue, however, is that PACK pushes arbitrary application-specified policies into the network; this
flexibility restricts scalability during congestion since each overlay node has only limited resources for all the poli-
cies. Carzaniga and others discuss the tradeoff between expressiveness and scalability in a similar context [12]. One
approach to relieve the situation is to limit the flexibility of PACK policies. For instance, RLM essentially uses a set

of hierarchical filtering layers that apply naturally to multimedia data streams [46].

6.7.3 Application study

As an example application, we use PACK to monitor a campus-wide wireless network. Our campus is covered by
more than 550 802.11b access points (APs), each configured to send its syslog messages to a computer in our lab.
We run a data source on that host to parse the raw messages into a more structured representation and to publish a
continuous event stream. By subscribing to this syslog source, applications can be notified when a client associates
with an AP, roams within the network, or leaves the network.

One of our goals is to provide an [P-based location service: given a wireless IP address, the service can identify
the AP where the device is currently associated. This service enables us to deploy location-based applications, often
without modifying legacy software. For instance, we modified an open source Web proxy so it can push location-
oriented content to any requesting Web browser on wireless devices based on the IP address in the HTTP header.
Currently we insert information about the building as a text bar on top of the client requested page.

To provide this kind of service, a locator subscribes to the syslog source and monitors all devices’ association
with the network. The association message contains the device’s MAC address and associated AP name, but does
not always include the IP address of that device. In such cases, the locator queries the AP for the IP address of its
associated clients using a HTTP-based interface (SNMP is another choice, but appears to be slower). The query takes
from hundreds of milliseconds to dozens of seconds, depending on the AP’s current load and configuration. We also
do not permit more than one query in 30 seconds to the same AP so our queries do not pose too much overhead over
normal traffic. As a result, we frequently find that the locator falls behind the syslog event stream, considering the
large wireless population we have.

We focus our discussion on the subscription made by the locator to the syslog source, where the events tend to

overflow the receiver’s queue. The locator uses a PACK policy consisting of six filters:
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Figure 10: The MAC/IP locator monitors the syslog message stream and polls the AP for MAC-IP mapping. Then the
locator publishes another stream with location updates of the mobile device. The Web proxy and a location-prediction
service subscribe to the output of the locator to, for instance, push location-related content to clients.

1. EQ: retain only events whose message type is “Info”;

2. INSET: discard certain events such as “Authenticated” or “roamed”;

3. MATCH: discard the events whose host name represents an AP instead of mobile clients;

4. FIRST: retain only the first event whose action is any of the four messages indicating the clients’ departure from

the network;

5. GUNIQ: remove all events with duplicated AP name except the first one (see the optimization discussed below);

6. EVERY: drop one event out of every three.

To accelerate the query performance, we made two optimizations to the locator. First, we do not query the AP if
the syslog event already contains an IP address for the client. Second, when querying the AP we retrieved the list of
all its associated clients and cached the results to speed up lookups for other clients. We collected the PACK trace for
an hour-long run and Figure 11 shows some basic statistics.

The upper-left plot presents the distribution of the filtering levels triggered by the PACK service. All filtering
levels were triggered, varying from 31 times to 61 times, out of 304 pack operations. The upper-right plot shows that
the filters had a wide variety of packing ratios over that one-hour load. It seemed that the filter 2 and 4 discarded most
of the events while filters 1, 3 and 5 did not help much. This suggests strongly that an application programmer should
study the workload carefully to configure efficient policies. The lower-left plot indicates that PACK triggered the
policy rather frequently, with the median interval approximately 11 seconds. The lower-right plot shows the latency

distribution, derived from the time the AP query is resolved and the timestamp in the original syslog event. Although
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Figure 11: Statistics derived from an one-hour trace collected by the MAC/IP locator.

we set the connection timeout to be 30 seconds for each query, the longest delay to return a query was 84 seconds;
some AP was under heavy load and slow to return results even after the connection was established.

The locator could adapt to situations when level 6 is frequently triggered by creating multiple threads for parallel
polling, so fewer events (which might be association messages) might be dropped. We are currently reluctant to take
this approach since the downstream application may want in-order event delivery. The location predictor, for example,
is sensitive to the sequence of moves.

We note that filters 1, 2, and 3 throw out events having no value to the locator service. If the source supports
filtered subscription then none of those events need to be transferred across the network. The source, however, might
become the bottleneck as the number filters to run increases. Rather than using PACK as a filtering system, we believe
a more general infrastructure is necessary, such as a content-based event system with built-in (limited) filtering or a
data composition network supporting a more powerful language [24]. PACK complements these systems to deal with

queue overflow issues.

6.8 Grouped data selection service

A multicast service can save network bandwidth when disseminating a high-volume context source to multiple appli-
cations across the network. Yet, these context-sharing applications may use context in different ways. For instance,
in an emergency-response scenario, suppose that a temperature sensor produces events for use by fire-trend prediction

applications as well as personal-safety monitoring applications. The fire-trend prediction applications (which may re-
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side on well-connected servers) may demand a temperature update on the scene every millisecond; the safety-checking
applications (which may live on responders’ PDAs) may be content with a temperature update every 5 seconds. A typ-
ical Solar-based solution would have each application deploy an operator graph that includes the necessary filtering
operators to select the desired subset of the data for each application’s needs. For saving network bandwidth, those
filters are normally deployed near or on the source node. But then each application produces its own customized
sequence of events, and the per-stream based multicast service cannot be used. The output of a source node where
many filters are deployed may easily become a data dissemination bottleneck. This problem is especially prominent
in a pervasive setting with wireless mesh networks where network bandwidth is precious.

The problem motivates us to provide grouped data selection at a node from which a high-volume streaming source
is disseminated to a group of applications. This service trades off computation for bandwidth savings. Here we make
use of two overlooked, yet important, observations about context aggregation: 1) many pervasive applications can
tolerate some degree of “slack” in the quality of the context information, and 2) applications with quality slack may
find more than one subset of a context source that satisfies their quality requirements. The middleware thus can exploit
the equivalence in the potential subsets for the applications and pick the subsets that maximize the overlap among the
applications. This method reduces the total output data bandwidth of the group when multicasting is used.

Here is a simple example that illustrates the basic idea of grouped data selection. Assume that all applications are
interested in receiving subsets of the data stream, using a “delta” function that skips values that have changed less than
a certain threshold amount from the previously reported value. Considering each application’s requirement alone, we
find the set of points chosen by this delta function and call them reference points. Now, applications may declare a
“slack” of e units, relative to these reference points. That is, they may be willing to receive some points before or after
the desired reference points, as long as the value is no more than e above or below that of the reference point. For
instance, consider a sequence of six temperature readings S : (10,13, 14,15,18,20). The reference points for a 5-
unit delta-compression are Sy : (10, 15, 20). If the application declares a 2-unit slack based on these reference points,
any point that is within 2 units from a reference point can replace that point without affecting the data quality. We
notate such n-unit delta-compression with e-unit slack as (n, e) compression. It is easy to see that Sy : (10, 14, 18)
also meets the (5,2) compression requirements, as 14 is within 2-unit distance from reference point 15, and 18 is
within 2-unit distance from reference point 20. Similarly, a 3-unit compression query would choose 10, 13, and 18
as its reference points; a (3,1) compression may choose (10, 14, 18) as a valid output. If there are two applications,
one using (5,2) and the other using (3, 1) compression, picking (10, 14, 18) for both outputs is better than picking
(10, 15, 20) for the first query and (10, 13, 18) for the second query; we can multicast the three-tuple sequence to both
applications, rather than sending separate three-tuple sequences to each, or sending the union (a five-tuple). The result
is a savings in bandwidth over the original six-tuple sequence, or over the separately compressed sequences.

Our grouped data selection approach considers group utilities of data points. We define the group utility of a data
point as the number of application selectors that would accept this data point. To compute group utilities, we must
compute “candidate sets”, subsets of tuples from the source data, for replacing reference points for each application.

In the previous (5,2) compression example, we can compute the candidate set for replacing reference point 15 by
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including nearby data points that fall into the range of 15 — 2 = 13 and 15 + 2 = 17. This method gives us the
candidate set {13, 14, 15} for replacing 15. By the same token, for (3, 1) compression, the candidate set for replacing
the reference points 13 is {13, 14}. If the group includes only these two applications, the group utility is 2 for data
points 13 and 14 respectively and 1 for data point 15. Thus, if both selectors select 13 or 14, that will reduce one data
point in the final output of the source.

We have studied an extensive set of data selectors, ranging from simple value-based filters, random load shredders,
to selectors as sophisticated as reservoir sampling operators. We find that the group data selection can be applied to
those selectors by working through the following two phases. In the first phase, each selector gathers candidate sets
for the reference points that satisfies its quality needs. In the second phase, based on the candidate sets, we compute
the group utility of every data point. When a selector needs to decide which point(s) to choose in the candidate sets, it
picks point(s) with highest group utility. For some selectors, such as heavy hitter sampling, it may be beneficial to be
group-aware even in the first phase when it randomly selects candidate points. We are currently working on extending
this framework for these more general cases. Currently, the subscription file of an application consists of its filter type
and the filter’s parameters such as delta and slack values in the case of a delta-compression type filter. For future work,

it is desirable to make the filter parameters adaptive to the constraints of the system resources.

7 Solar Applications

In this section we first present a set of pervasive-computing applications we built with Solar to realize the scenarios
described in Section 1. We then discuss our experience and lessons learned using a data-centric middleware to support

context-aware applications.

7.1 Smart building

We have installed an infrared-based badge-tracking system that covers our department building, to identify the lo-
cation of badge-wearing people on a room-by-room granularity. Solar was then used by students to develop several
applications, such as a wall-mounted Web portal that shows content personalized for the approaching user, and a
SmartReminder application that alerts its user about upcoming events at a time that depends on her current location
and the location of next appointment [45].

We instrumented an office by attaching motion and pressure sensors to the chairs, then aggregated their outputs to
detect whether a meeting was in progress, based on which a SmartPhone application automatically routed incoming
calls to voice mail without interrupting the meeting. By aggregating two simple sensors using a state-machine based
algorithm, we were able to significantly increase the detection accuracies and decrease detection delays. Interested
readers can find more details about this implementation and performance evaluations in our earlier paper [65].

Note that the SmartPhone application aims to adjust phone settings without requiring a user remember to
press/reset a “mute” button before/after the meetings; it works automatically with minimal distraction. Although
we had a single-office deployment, for which a simple centralized solution may be sufficient, we believe a middleware

like Solar is necessary when deploying in multiple offices and when the meeting-detecting sensors may be shared by
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other applications. In fact, the motion sensor attached to the chair is embedded in the IR badge we use for a location
tracking system. An assert management application may also want to subscribe to the output of the IR badge and its

sensor through Solar.

7.2 Emergency response

As an infrastructure for information aggregation and dissemination, Solar was used in the Automated Remote Triage
and Emergency Management Information System (ARTEMIS) [26], an ongoing project sponsored by U.S. Department
of Homeland Security since 2003. The long-term goal of the project is to build a remote triage system that can
expedite and improve care of the wounded in small- or large-scale emergency situations, and ultimately to provide an
unprecedented degree of medical situational awareness at all levels of the first-responder command hierarchy.

To evaluate and validate Solar in such mission-critical settings, we started by deploying it in a small scenario that
involves local emergency management services with tens of responders, casualties and sensors in an accident that lasts
for several hours. Specifically, it is a scenario based on a real rescue and triage exercise by the local police department
and fire department at Lebanon airport (NH) in the spring of 2004, simulating an airplane crash during takeoff in which
dozens of passengers were injured.

In this scenario, responders deployed many kinds of sensors and applications. Pulse oximeters, which were at-
tached to responders, measured blood oxygen saturation and effectively captured the cardiac and respiratory states
of the sensed responders. These real-time physiological states were continuously pumped into the PDA that each
responder carried, providing continuous input to a triage status classification algorithm running on the PDA. Each
GPS-enabled PDA provided responders’ health and location information to remote subscribers through the wireless
network. To monitor the surroundings of the incident, hundreds of environmental sensors, such as temperature sensors,
were also deployed on the scene. Along with the infrastructural sensors built in the airport runway, these environmental
sensors monitored the relevant environmental states and sent the data to nearby sensor gateways.

The ARTEMIS command and control applications include 1) those that continuously monitor the fire propagation
status, track the location of each first responder and report injured responders and their physiological status, etc; and
2) those that can later playback the history of the location or physiological status of the responders in question; and 3)
those that probes the history of sensor data and answer one-shot queries by the commanders for situation assessment
purposes. Figure 12 and Figure 13 show an application GUI running on a PDA carried by responders and at a remote
EOC (Emergency Operation Center), respectively.

In the spring of 2006, we used Solar in a larger-scale disaster recovery scenario. We simulated a disaster where a
train containing chlorine derailed in downtown Baton Rouge, Louisiana. In this scenario, we tested out the grouped
data-selection service on a fast-rate chlorine-monitoring source shared by several delta-compression applications. The
source data was simulated according to a diffusion model that was carefully engineered for this scenario. The model
considered many factors such as wind direction, wind speed, and the density of the sensors. Based on the functions of
the roles, we specified realistic data granularity requirements of the applications used by the roles. In this testing, we

found that the grouped data selection had a further bandwidth saving of about 15% over the independent data selection,
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Figure 12: A front-end application running on the mobile device carried by first responders.
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Figure 13: A command and control application running at remote EOC to provide situational awareness.
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and that the group selection algorithm was also efficient: processing sixty tuples took less than a quarter of a second.

7.3 Lessons learned

We note that applications may use context actively or passively. In smart-building scenarios, many applications take
actions directly, according to context changes: the SmartPhone changed phone-answering behavior based on meeting
context. Other applications present the right context at the right granularity to the right people, with decision-making
mostly left to human users; the emergency-response applications fit in this category. The difference is likely caused
by the complexity of decision making and the cost of mistakes in different environments.

Our original design on name representation supports attribute hierarchy, namely, the value of an attribute could
be another attribute-value pair. In practice, we found Solar developers simply choose flat attribute structures, not
bothering with a name hierarchy. This suggests that a flat attribute name is sufficiently flexible and expressive. A
hierarchal name representation could be more efficient for processing and give more structure [20], but the developers
do not seem to need it.

As described in Section 3, the channels connecting operators are push based. The downstream subscribers have
no control over upstream publishers except processing received events. In some cases, we found that a pull-based
channel might be more efficient. Namely, the sink could inform the source when to send the data. For instance, a
meeting-fusion operator may only check the pressure sensor when the motion sensor reports activity (Figure 2(a)) to
reduce data traffic. We are considering ways to support both pull and push channels, similar to the abstraction used by
iQL [24].

We also observed that sometimes the Solar programmers desired to have more control over operators, which are
passive event handlers. One drawback of Solar was a lack of built-in timeout facility, so an operator could not gain
control unless it receives an event; on the other hand, some operators need to react to a lack of events as well as
new events. Another drawback is that applications cannot adjust the behaviors of a deployed operator graph, such
as changing a filtering condition. Solar could be extended to provide a control mechanism on the channels so the
downstream subscribers can instrument upstream publishers. Like adding a pull interface to the channel, however,
an operator is no longer a passive event handler. Instead, it needs to be able to identify and communicate with
upstream publishers. As a tradeoff, the complexity for the operator composition and the supporting system increases
significantly.

Solar operators may have transient state, which will be lost if the operators are reclaimed after the application quits.
Some applications, on the other hand, need to query some historical state information. We are adding a storage service
to Solar so operators have access to persistent storage. Our DHT-based P2P routing substrate could be leveraged to
easily build a redundancy-enabled storage service. The tricky challenge is to identify which state from which operator
instance should be retrieved.

Currently Solar does not explicitly support any ontology and thus cannot guarantee semantic compatibility between
heterogeneous events. We believe that an ontology service, such as the one described in [33], could be easily added into

Solar’s service-oriented architecture (Section 4). Such a change in protocol would not require rewriting of applications
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given Solar’s layered architecture.

8 Related Work

Xerox PARC’s ActiveMap was one of the first middleware systems to support context-aware applications. It uses
a centralized architecture to manage location information about dozens of active badges in a building, deployed to
support daily usage of the ParcTab system [60]. ActiveMap has limited scalability, but is sufficient to meet its specific
goals. User agents and device agents selectively publish their representative’s current location to the map server ac-
cording to previously specified control policies. Applications may use the map server to discover location information,
or directly send requests to the agents.

The Context Toolkit seeks to simplify the development of context-aware applications by wrapping sensors with a
widget abstraction and by providing pre-defined aggregators for commonly used context [28]. The widget is a powerful
analogy that hides the details of heterogeneous sensors and exposes standard interfaces. Solar’s data abstraction could
also be built on top of sensor widgets, but Solar further regulates a common structure in sensor events to allow data-
driven system adaptation. The Context Toolkit has a data-flow representation for its aggregators that bears some
similarity to Solar’s operator graph; the system structure, however, is established by administrators and becomes static
at runtime. Solar allows application-specific context customization at runtime to meet the diverse needs of different
applications.

The Context Fabric also focuses on the interface between system and applications [35]. It allows an application to
specify a high-level context query, and based on the type of requested context, it automatically constructs a data-flow
path by selecting operators from a repository. Similar path automation appears in Paths [41] and CANS [31]. While
it is convenient, this approach gives the application little control and has restricted applicability due to the limited
expressiveness of type matching. Unlike Solar, Context Toolkit and Context Fabric do not address key systems issues
such as scalable architecture, dynamic resource discovery, and flow control for sensor data.

In industry, ContextSphere (formerly called iQueue) shares some similar goals with Solar [25]. A Solar program-
mer needs to explicitly specify an information flow graph, while ContextSphere provides an implicit programming
model by developing an expressive composition language named iQL [24]. Given an iQL program, however, it is
possible to parse it into an operator graph that is deployable over Solar. On the other hand, we believe that the act of
manually deriving an operator graph, and the temptation to use existing operator classes where available, will encour-
age programmers to derive similar graphs in similar situations, increasing the opportunities for re-use of data streams.
Similarly, programmers will be likely to name operators for use by other users or in other applications [20]. The
current literature about ContextSphere says little about how it manages its composers or other systems issues.

The EventHeap used by the iRoom project employs a tuplespace model, which aims to decouple the data producer
and consumer [38]. This loosely-coupled coordination model reduces component interdependency and allows easy
recovery from crashes. But, the simple interface of a tuplespace, with tuple retrieval based on pattern matching, limits
the expressiveness of data processing.

The problem of achieving a new composite service by composing existing autonomous Web services has generated
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considerable interest in recent years. Researchers have been working on composition languages [42], specification
toolkits [54], support systems [15, 14, 56], and load balancing and stability algorithms [55]. If we consider sensors in
Solar as output-only services, we also could enhance Solar’s composition model with previous results, such as a more
powerful composition language, a rule-based composition engine, and algorithms for achieving a certain quality of
composed service.

Other emergency response and battlefield projects, such as Rescue [48], EventWeb [19], and JBI [10, 9], all have
their own middleware systems for distributed data management. In particular, EventWeb and JBI have an event-
processor composition model similar to the one used by Solar. Their supporting architectures are not clear from the
literature.

Data aggregation is also a useful technique inside sensor networks to reduce unnecessary data transmission [11,
34, 44]. Unlike Solar, these systems work at a lower level and are designed for a resource-constrained environment,
where the focus is on power consumption and communication costs. They are often designed for a single-application
environment and the expressiveness of the data processing is fairly limited. On the other hand, Solar’s operators may
take advantage of infrastructure nodes to perform intensive data fusion. These sensor-network systems, however, are
complementary to Solar since the aggregated results coming out of a sensor network could supply one event stream to
Solar.

Recent work using an overlay of event brokers to provide a content-based publish/subscribe service has been
focused on routing and matching scalability and has largely ignored end-to-end flow control [8, 13]. Pietzuch and
Bhola, however, study the congestion-control issues in the context of the Gryphon network during the course [53].
Congestion in the whole system can not be solved by simply interconnecting nodes with TCP because the overlay is
constructed in application space above TCP. Their solution is to apply additional protocols for end-to-end reliability
for guaranteed event delivery. The sender (or the broker serving the sender) then has the responsibility to store all
the events during congestion for later recovery, such as using a database. From the application’s point of view, their
protocols are no different than traditional approaches. Solar, on the other hand, does not employ classic congestion
control to stop senders, which may not be feasible for sensors. Instead, Solar uses application policies for dynamic
data reduction.

Solar’s context aggregation is similar to continuous query processing [1, 50, 63] in that the traditional store-index-
then-process model does not fit the fast-rate streaming data. Thus STREAM [4] and TelegraphCQ [18] extend the SQL
language to manipulate streaming data by introducing window-based relational operators such as join for approximate
query results. Unlike them where a query plan is generated based on the SQL-like language, Aurora [5] and Solar
let applications compose box-and-arrow graph (boxes are the operators, possibly defined by applications, and arrows
are pipes between a pair of operators) to describe the data flow. One of the challenges in stream data processing is to
manage the data load at the operators. STREAM lets applications specify a sampling rate in their SQL-like language to
shed the load. Aurora dynamically adds load shredders that randomly shed data load based on simple QoS functions.
Johnson et al. [39] generalize the processing of a sampling operator to a four-stage process. Solar’s group-aware data

reduction can be seen as a special form of sampling, as the outputs are selected from a candidate set of outputs, yet our
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data reduction approach leverages the approximate nature of applications’ quality requirements and is group-oriented,

while the sampling or filtering operators elsewhere [52, 22, 39] are oriented to a single application.

9 Conclusion

We believe that a data-centric infrastructure is necessary to support context-aware pervasive-computing applications.
In the Solar infrastructure our implementation systematically integrates several data-driven design choices. We present
our data abstraction, programming model, architecture design, and two key services (resource discovery and data dis-
semination) and their evaluation results. Solar has achieved our goal as a data collection, processing, and dissemination
infrastructure for context-aware applications. It appears to be reasonably efficient, scalable, and fault tolerant. We have
deployed Solar to support both smart-building and emergency-response applications. The data-centric design facil-
itates application development with a data-flow composition model, and allows the system to be more adaptive by
exposing structure and values in the data flow. Our experience with Solar also shows that our data-flow model worked
well, though it could be enhanced by adding state-storage capabilities and support for a semantic model of context and

application state.
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