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ABSTRACT
Mobile sensing technologies present exciting opportunities for healthcare. Wireless sensors can automatically provide sensor data to care
providers, dramatically improving their ability to diagnose, monitor, and manage a wide range of medical conditions. Using mobile
phones to provide connectivity between sensors and providers is
essential to keeping costs low and deployments simple. Unfortunately, software-based attacks against phones, which can have significant consequences for patients, are also on the rise.
This poster describes a simple, flexible, and novel approach to
protecting both the confidentiality and integrity medical sensing
and data processing on vulnerable mobile phones, using plug-in
smart cards—even a phone compromised by malware. We describe
our design, implementation, and initial experimental results using
real smart cards and Android smartphones.

1.

POSTER DESCRIPTION

Mobile sensing technologies are poised to improve the quality,
efficiency, and cost of healthcare around the world [2]. Applications of these mHealth sensing technologies include both clinical
(e.g. diabetes or hypertension management) and non-clinical purposes (e.g. lifestyle coaching, elder care, and personal fitness),
and nearly all use a gateway to collect and process data from lowpower sensors and forward it to a back-end service, like an Electronic Health Record (EHR), Personal Health Record(PHR), or a
vendor-managed portal. Current gateways are typically proprietary
single-purpose devices, however, using the mobile phones that patients already carry as gateways will ease the deployment of these
sensing applications without further increasing cost.
Using commodity mobile phones to collect and process safety
critical health data is also risky. Mobile phone software is increasingly complex and vulnerable to malware and other software-based
attacks, and as phones find uses in more critical processes (e.g.
banking, healthcare, and location-based services), they present an
attractive target for attackers. These attacks present a significant
challenge to the safety of these mHealth systems.
Our goal is to ensure the confidentiality and integrity of mHealth
sensor data as it is processed by untrusted mobile phones. Our
approach uses a tiny trusted component—implemented on a microSD smart card plugged into a patient’s phone—that allows applications running on the phone to safely collect and process data
from a body-area network of sensor devices. Even if the phone is
compromised by malware, the phone will not leak sensitive senCopyright is held by the author/owner(s).
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sor data, nor be able to modify the results reported to the back-end
services used by the patient or caregivers without being detected.
This goal is achieved by processing sensitive data on the smart
card. Using a simple API, an application imports raw sensor-encrypted
data into the smart card, instructs the card how to process the data,
and exports the results, encrypted for use only by backend services.
Neither the values of raw nor processed data are exposed outside of
the card, and a novel hashing-based technique allows backend services to verify that data was processed correctly.
This model has a number of advantages. Applications remain
flexible and easy to both update and deploy. Since no applicationspecific software is loaded onto the smart card, the trusted computing base (TCB) is both simple and small—making it easier to secure. The generality of our smart-card API also makes it amenable
to compile-time optimizations and native support in general purpose languages in order to make application development seamless.
Finally, this represents a simpler alternative to other proposed approaches including trusted hypervisors [1], trusted hardware (such
as a TPM [3]) that require trust and agreement among many parties—
most of whom have nothing to do with healthcare delivery—and
hardware that has not yet appeared in common mobile phones.
This poster describes our system design, an implementation using Java-based smart cards and Android mobile phones, and our
initial experimental results. Our experiments demonstrate that our
approach incurs acceptable overhead for use in mobile devices and
adequate performance for a number of applications with low-tomedium data-rate requirements. We also identify opportunities for
dramatic improvements that will allow support for more data-intensive
sensor applications as smart card technology evolves.
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