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On The Advantages of Tagged Architecture

EDWARD A. FEUSTEL

Abstract—This paper proposes that all data elements in a computer
memory be made to be self-identifying by means of a tag, The paper
shows that the advantages of the change from the traditional von
Neumann machine to tagged architecture are seen in all software areas
including programming systems, operating systems, debugging systems,
and systems of software instramentation. It discusses the advantages
that accrue to the hardware designer in the implementation and gives
examples for large- and small-scale systems. The economic costs of
such an implementation for 2 minicomputer system are examined, The
paper concludes that such a machine architecture may well be 2 suitable
replacement for the traditional von Neumann architecture.

Index Terms—Computer architecture, data representation, firmware,
hardware-software iradeoffs,

I. INTRODUCTION

CENTRAL issue in the design of computer architecture
A is whether one should design large machines in the ¢lassic
von Neumann form.! The von Neumann form states that data
and program are indistinguishable. This form assumes fixed-
size binary words or characters that allow programs to be
treated as data, These computational units are manipulatable
by a large, general-purpose set of operations. Meaning is not
inherently represented in the contents of these units; rather it
is assigned to the contents of these units by the program ma-
nipulating them.

In this paper we assert that for large, general-purpose com-
puters, this form is not the optimal design form and that a
better one requires self-identifying representations at all levels
of storage. This assumption has great consequences in the
architecture of computer systems and impacts the software,
firmware, and hardware, changing the entire nature of the
architect’s job.

In this paper we will hypothesize a machine bagsed on self-
identifying data. Prior to 1962 and except for the Burroughs
B5500 and BLM, machine design has included tagging as a
relatively unimportant peripheral concept, one not at the heart
of the design. In this work we attempt to make its use in the
description of data, key to the design of hardware. In his
paper, Reynolds 5] adopts the principles of completeness,
consistency, and mintmality. He attempts to use as few mech-
anisms as possible to implement his language and then to use
them at every tuin. He can represent all quantities in terms of
basic atomic quantities and functions. He uses a uniform
scheme of syniax and semantics to describe all actions of the
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1The syMBOL machine takes a different view—that of specialized
processors instead of specialized representations.

TABLEI
STANDARD HARDWARE-RECOGNIZED TYPE CODES

int: integer
real; real nurmber
long int: double-precision integer
long real: doubie-precision real
complex: singte-precision complex
long complex: double-precision complex
mdf.  undefined
mixed: mixed types (indirect only)
char: character (indirect only)
Bool: Boolean (indirect only)
vec: vector of
ref: reference to
Iabel: - labelin ith environment
mafrix: matrix of
svec: spatse vector of
sll: single-linked list of
dil: * double-linked list of
stack: stack of
q: queue of
ms: machine state of
msg; message from—to
E interrupi of
[a event
ps: parameter set for
proc: procedure-environment designator
name: name of variable
id.: "i.d, of process or user
instr.: instructions
file: file
formal: formal parameter
sema: semaphore
garbage: garbage

language. In the same way we want to apply tagging to ail
aspects of software and hardware.

We do not know how many different types of data we need
now or will need in the future. We can suggest a small number
(32) sufficient for most needs (see Table ). Undoubtedly there
are others, We can, however, provide a mechanism by which
the programmer can define his own data types that will be “rec-
ognized” and “utilized” by the hardware, This mechanism is
both simple and practical, Essentially it is a data driven inter-
rupt. It can be made completely compatible with the hardware
recognized types shown in Section VL.

A basic motivation for our work is to make computer sysiems
more cost effective. In the past the cost of computer memory
and logic was very high and software was relatively unsophis-
ticated. It was cheaper to complicate the software than to in-
crease the cost of the systemn through increasing the storage
requirement or the processor complexity. In the past ten years
the situation has reversed. Hardware costs have dropped radi-
cally while software complexity and cost has grown [63], [66].
We must now reconsider the balance of hardware and software
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and to provide more specialized function in hardware than we
have previously, in order to drastically simplify the program
ming process [1]-{4]. :

We will consider the hardware-software tradeoffs made pre-
viously. We will then review the software requirements for
today’s programming languages, operating systems, instrumen-
tation systems, and debugging systems and attempt to show
the simple, general solution that the introduction of tagged
architectures produces. We will continue with a discussion
of the requirements of large computing systems, indicating how
tagged architecture can be used to simplify their design. Fi-
nally, we will briefly discuss a simple implementation and
discuss the expected additional costs incurred in this
implementation,

II. PrEVIOUS WORK

The most obvious kind of self-identification is a validity
check. The parity bit has long been employed as a form of
error-detecting code that helps the hardware in maintaining
reproducible and correct results. Similar validity checks are
made today in some MOS memories with complex error detec-
tion and correction codes. The CDC-6600 and its relatives
feature data validity checking and have representations for
mmbers such as undefined, infinite, and infinitely small. If
one attempts to operate on invalid data, a hardware trap to a
particular location occurs., A controlroutine can be employed
to check the state of the machine, correct the error, and return
control to the interrupted routine.

The designers of the Rice Computer (R-1),% circa 1959 [6],
felt that such bits which could be used by the programmer to
cause the computer to trap—tag bits—might be useful to the
software designer. They incorporated two tag bits on each
memory word and also instructions to manipulate and test the
bits. These instructions and bits were used to identify and
monitor quantities of special interest when debugging soft-
ware [7]. The designers of the EAI 8400 used its two tag bits
for executive functions of the cperating system in much the
same way. Ingenious programmers found that the parity bit
could be set on the IBM 7040 and used it to identify unini-
tiatized at run time [49].

The designers of the Burroughs B5000, circa 1960 [8], [9]
computer utilized a single flag bit to identify a memory quan-
tity requiring special hardware interpretation. This quantity
was viewed as describing some object in storage whether it be
an address, a vector of words, or a procedure. This identifica-
tion was essential to ensure a zero-address function set consist-
ing of 12-bit operators and helped to assure protection as well
as permitting a virtval storage mechanism [10].

Of course designers of character-oriented machines had long
before utilized marks to delimit variable length character strings
stored in their memories, One of the most interesting machines
of this category was the IBM ApaM machine [11].

In the 1960’s several machines were built that used bits to

2The first tagged data machine was theMErLIN machine. It was pro-
duced around 1957 at the Brookhaven National Laboratories, The R-1
was a successor and generalization of the MERLIN and MaNIAC I It
was decommissioned in 1971.
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identify the arithmetic types of the data with which they were
associated. Among them were Telefunken TR4 and TR440
(12], [13], the Burroughs B6500/B7500 [14]-[16], Iliffe’s
BLM [17], [18], and Rice Research Computer R-2 {19]. The
first three machines were developed independently of one
another. The R-2 was based on the BLM. All the machines
featured hardware bits denoting the types of arithmetic data.
In addition the latter three machines identified address-bounds
pairs (denoted vec) and various other quantities of interest to
the operating systems. The R-2 added additional guantities to
those that are identified by the other machines.

Another kind of self-identification required by operating sys-
tems is access information. The IBM System 360, the RCA
Spectra 70, and the Xerox Sigma families of computers made
use of half-byte hardware keys that identify who may access
physical blocks of storage. Other machines have READ-WRITE-
EXECUTE lockout exercised over blocks of logical or physical
storage. The R-2 features either word or segment write lock-
out, The GE645 features a segment lockout of writes by hard-
ware interpretation of bits in the segment table. In all these
machines if one attempts to access a memory location in an un-
authorized way, control is transferred to system routines.

In the previous examples, we have seen how the designer
delegated to the hardware various tasks with which the soft-
ware could have dealt, A software solution to any of the prob-
lems mentioned above would have been very inefficient. The
hardware was made more complex in order to handle the soft-
ware functions, but the cost effectiveness of the system was
enhanced. In effect certain oft-performed routines were fac-
tored from the general software and put in hardware. '

I1I. SIMPLE COMPUTATIONAL UNITS IN PROGRAMMING
LANGUAGES

In this section we will comment on the appropriateness of
undifferentiated data cells for use in higher level, algorithmic
programming languages. We will indicate how tagged architec-
ture can simplify the chores of programming. Finally, we will
suggest extensions of the set of simple computational units to
assist the implementor in efficient implementation and to help
the programmer determine or assure the validity of his program.

The majority of programmers who use higher level languages
to program, do not require or use a von Neumann machine.
There is no way to cause a Fortran or Algol, PL{1 or Cobol
program to modify itself in a constructive manner. It is gen-
erally considered bad form to modify a program even in
assembly language. The programmer is isolated from the
machine by a level of abstraction, the programming language.
Dijkstra contends that this is as it should be [20]. This isola-
tion is achieved at great expense however, for the language of
the programmer which is very rich in data types is mapped onto
a typeless machine programmatically. In fact the typeless
machine has a type: word or byte. A high percentage of the
compile-time or run-time system is specifically for the purpose
of providing access algorithms to make this storage type appear
to be floating-point numbers, arrays of numbers, strings of
characters, or Boolean elements. Generally this mapping re-
duces run-time efficiency substantially. For example on the
CDC-7600 it is possible to obtain codes executing within the
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stack at rates approaching 34 million instructions per second.
A similar code in “optimized” Fortran runs at 30 to 40 percent
of this rate.

Knuth [22] suggests that we choose an internal representa-
tion for data in any algorithmic process that is appropriate for
the operation that we wish to perform and the information
that we must represent. These representations then become
primitives in which we do all other operations for which our
initial structures make sense. We suggest that this be done as a
matier of course by the machine designer for frequently used
types and that he provide a uniform firmware mechanism for
other types. In fact, it has been done on the R-2 for a class of
well defined and often used data types as suggested above.
These types include numbers in floating-point notation (real),
numbers in fixed-point notation (int), a pair of numbers in
floating-point notation (complex), double-precision real (long
real), undefined (undf), “base-pounds pairs (vec), and a refer-

ence-like quantity (ref). The R-2 system has shown that even -

this small set of types is extremely useful in implementing pro-
gramming languages. We will show a few examples before gen-
eralizing the concept of type.

The generation of code for a compiler is simplified because
the. operands carry their own semantics to the processor. Only
one instruction from each class of arithmetic or conditional

operations need be generated. The complexity that formerly

went into class differentiation can be better invested in gen-
erality such as reverse operations, automatic restoring of a
result, and testing operations. The machine can automatically
perform rundime conversions from type to type when it is
" appropriate to do so and produce exceptions otherwise, Type
conversion need be requested only in expressions. While run-
time checking is not advocated as a solution to the detection
of semantic errors in a program, the typing structure allows
the hardware to do it automatically and the programmer is
provided a foolproof check of the actual semantics at run
time.

This concept of a simplified operations code set is also
carried over in processing vectors, particularly in the BLM and
R-2. A set of instructions called modify (MOD), limit (LIM),
jump-last (JL}, and jump-not-last (JNL) are provided.

A vector is completely described by a base-bounds pair
denoted vec. In terms of processing algorithms, a vector may
be considered an ordered set of elements that may be recuor-
sively specified in terms of its first or last element. On the R-2,
instructions are provided that can access the first element of a
vec (others access numerically indexed elements). Another set
of instructions construct a new vec from an old one by deleting
the first (V) or last (V) elements. Another set of instructions
test a vec to see whether it is empty. If it is not empty, the
first element of the old vec is discarded and a new vec results.
A branch may be specified on an empty vector or on a non-
empty one,

The use of these instructions facilitates instructions of the
form

forall X do { }

where X is a vec or a list of vecs. This construct is often used
in programming. For example see MADCAP 1T or MADCAP VI
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[23], [24]. This syntax means to perform the bracketed
operation on every element of X or in parallel on multiple
vectors, ie.,

forall X, Y, Z do {X=Y+Z}.

In the R-2 machine error will occur if X, ¥, and Z do not have
the same number of elements.

In this section we have suggested that the word is not the
appropriate choice for a simple computational unit. We have
illustrated the power of this suggestion using a few of the types
found on two machines, the R-2 and the Burroughs B6500.
While these additional entities have not proven sufficiently
general to relieve the programmer of many stereotyped tasks,
they have convinced us that the principle is worth exploring
further.

1V. EXTENSIONS FOR LANGUAGES

A large number of reasonable extensions suggest themselves.
This discussion will touch on several. Barton [25] suggested
that one could implement vector operators on a tagged archi-
tecture (and the B6700 permits this when working with char-
acters), The CDC STAR-100 [26] has a set of operators that
work on vectors of bits, bytes, or floating-point numbers at’
very high speed because of a pipeline organization especially
suited o vectors. This set is almost replicated for work on
scalars. Clearly it should be possible to declare

veca, b, c; {initialization of b, ¢ hia=b+e

and have the operation performed as a vector operation be-
cause the machine knows the objects with which it is dealing.
In this manner all the mechanics of the APL programming lan-
guage could be transferred naturally to the hardware’s task
rather than the software’s. Not only would the computation
be speeded, but the hardware because of its awareness of the
data it was handling, could access data more efficienily, thus
improving the utilization of the memory and arithmetic unit.

In addition to this extension one would like to complete
the set of quantities deemed either necessary or useful for the
implementation of a complex language such as Algo! 68 [27]
or PL{1. To the preceding complement of types we would add
character (char), Boolean (Bool), reference or pointer (ref),
and labe] (label).

It is worthwhile considering these additional types in greater
detail. In general, we are interested in individual characters
only when we are operating on them in a stream or in isolaiion.
Normally we consider strings, a basic element, made up of
characters or bits; an isofated character or bit is treated as just
another int. A method of treating these quantities without
undue waste of memory is to allow the indirect reference of
a vec to indicate char or Bool but not to allow a group of
smgle characters or bits to each occupy a word with a tag on
it. The upper and lower bounds are then in units of measure-
ment, i.e., bits or characters, rather than in words. By the use
of this indirect tag the hardware can easily make the adjust-
ment of base address and do a bounds check on the string.

In one sense the ref and the labe] are instances of vec. They
are pointers to either data or code. There are several practical
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reasons why they should be differeniiated from one another.
Although ref points to data, it can only point to zero or one
element and to an element that occupies memory ot does not.
It thus needs only an indirect type and does not require upper
or lower bounds. The label points 1o code however and so we
may delete the field for indirect type. Johnson [18] has sug-
gested that a label must consist not only of a pointer into code
but alse an environment pointer that establishes what the en-
vironment is to be after transfer of control as is required
Algol 60 or PL{1. Obviously, jumps within an environment
need only utilize jumps relative to the program counter (which
in our case would also contain the environment pointer).
Hence the operation codes need not be bulky. Thus a label
would consist of an environinent pointer and an instruction
address.

In order to program the system in higher level languages we
must add to the primitive data types events (ev), machine
state (ms), and interrupt (ipt). In addition to these primitive
elements we also include types to simplify higher level lan-
guages that represent Tnatrix {matrix), a three.dimensional
array (vol), sparse vectors (svec), single-tinked list (sll), double-
linked list (dll}, stack (stack), queue (q), message (msg), and
parameter sets {ps).

Let us deal first with matrix, vol, and svec and with the
changes necessary to use vecs convemently in Alool 68. This
language requires that each array have upper and lower bounds
and a base (as implemented on the MU-4 [29]) and bits that
indicate whether the bounds are flexible. In addition, so that
slices of arrays or subarrays may be selected, we are required
to have a row offset (stride} for each component {(or dimen-

_ Jon) as well as an initial offset. Thus we are presented with

the question of whai to do about special representation for
arrays.

Knuth recently studied a large volume of source language in
Foriran [30]. He studied the way in which identifiers were
used. About 59 percent of the titne the identifiers were
indexes or scalars.® One-dimensional array identifiers (i.d.’s}
appeared 30 perceni of the time; two-dimensional arrays 9 per-
cent of the time and 4 or mere 0.2 percent of the time. Thus
it would appear uneconomical o attempt to achieve a special
representation for them, One-dimensional arrays or vectors
are used very frequently however and it is clear that we should
provide a special descriptor for them. Since MOD and LIM
will serve to slice the one-dimensional arrays we will provide
only the following components: a base, an upper bound speci-
fied in elements, a lower bound in elements, flex bits for both
upper and lower bound, and an indirect type field. The
machine would be able to determine if the elements of the

31t is of interest to note that APL and PL/1 have a ssaller ocourzence
of scalars since the accessing algorithms are specified directly in the
syntax of the language. Knuth found that one of the most frequent
statements was of the form

A=A+1
and this was only exceeded by the pumber of assignments
A=38
Both of ihese nses bias the mwmber of scalats to higher levels than would

be expected in languages with clear flow of control and natural accessing
of varables,
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artay were undefined before accessing 1hem by consulting the
indirect-type field.

Since the majority of the arithmetic used in many numerical
problems involves matrix arithmetic, it seems worthwhile to
include a special structure known as a matrix. While it would
be possible ta represent this structure as a tree, this represenia-
tion is notoriously inefficient when transposing or accessing by
column instead of by row. The special components for a
matrix should inchnde those necessary for Algol 68 as men-
tioned above, In addition it should include an indirect-type
field. '

Although the volume is used less frequently than the matrix,
it is a desirable representation for many problems in three-
dimensiona! space. The comments with respect to a slice are
especially appropriate with respect to a volume, We will assign
a vol one more quintuplet of bounds, stride, and flex bits than
the mairix. Thus our representation for a descriptor block that
describes a matrix and is recognized by the hardware assumes
a standard storage layout as described in Knuth [22] except
that flex bits are added (to indicate which bounds may be
changed by a new assignment) and stride fields, The purpose
of a stride field is to allow the manufacture of a descriptor to
a subpart of an array such as a complete or partial row, a sub-
matrix o1 a subvolume. Finally an indirect field permits the
machine to deal efficiently with the quantities yeferenced such
as characters, complex numbers, or other matrix or vol
components,

Many of the same considerations of cost versus use apply to
the problem of the sparse vector. The designers of the €DC
STAR-100 have provided a representation for a sparse vector,
If our machine is able to process vectors automatically, we feel
that such a representation is not only natural but adds power
and elegance to the machine operation code. Basically an svec
is a structure consisting of an ordered pair, a vector of 0’s and
1’s, and a vector of nonzero elements, This sparse vector must
be processed serially for maximum effect, for example in a
pipeline. The 0's stand as place holders for absent elements
and the 1’s siand for elements that are preseni. Operatoss
such 25 compress and expand allow the conversion of vecs into
svecs and vice versa. Sparse vectors allow substantial saving of
space. Potentially they save processing time because in rela-
tively sparse vectors, no access or computation is required for
zero elements. 1t should be noted that we have not introduced
a sparse matrix or sparse volume reasoning that the software
implementation of these entities could be done more econom-
ically. In these cases the order of processing of the elements
may be crucial for an efficient algorithrm.

Next let us consider sil,* dll, stack, or q. These specialized
structures are included because of their general usefulness in
system programming and in nonnumeric programming such as
graphics or simulation. A singledinked list element consists of
a structure with those elements of a single information element
(possibly a reference) and a reference without an indirect tag
field, Burorughs found this siructure so useful on the B5000

4 All but dll are implemented in microcode by the Burroughs 5 ma-
chine J31].
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centers on type codes and the second immediate execution of
a procedure.

The interpretation of operations has been done for some
time. When the IBM 360/44 executes a decimal or character
instruction, the computer traps and emulates the execution of
it. The Digital Equipment Corporation PDP-11 features a large
set of emulator traps for just such a purpose.® As another ex-
ample, on the R-1 certain data words, designated code words,
were passed to the operating system and interpreted as a sort

of microcoded instruction to READ, WRITE, MARK, ot MOVE

data or to allocate or deallocate space.

One of the most important kinds of functional data is that
whose representation or access is specially prescribed. For ex-
ample on the R-2 double precision and complex are inierpreted

_ representations, as was floating point on the 1BM 701. When

two complex quantities are added together, the hardware does
not do the job automatically, instead it traps to a special loca-
tion with information about the operation and its operands.
A software routine performs the operation and returns control
to the main instruction flow.

The use of type codes to indicate to the hardware which item
is being referenced and thus what method of access and repre-
sentation is being used, is easily extended to permit program-
mers to specify special accessing algorithms or representations
in a kind of microcoded data. As one example, a programmer
wishing to deal with triple-precision numbers may select one
of the unused type codes which is interpreted and provide
software routines that deal with his special data for all opera-
tions, logical operations, and conversions from type to type.

Alternatively a programmer may define data access methods
which the hardware does not recognize such as a sparse matrix,
four-dimensional array, sequence of variable length quantities,
dequeue, ete, The occurrence of the type code causes an inter-
rupt that saves the location of the referenced items. The pro-
gram at the indicated interrupt point handles the access and
returns control to the hardware on completion.

It is quite important that the hardware handle these soft-

ware interrupts and functional data in a uniform and efficient

manner. An example of the way this is done is found on the
Burroughs B5500. Suppose one attempts to load an item that
is a function descripior when referencing data. The old en-
vironment is automatically saved, parameters are removed from
the communications stack, the function is calculated, the
result is left on the communication stack, and the old environ-
ment is restored. The result has appeared as it would if we
had simply requested data. Even if the function requires that
other functions be called, this can be done without disturbing
the initial environment. So it should be both in calculating a
functional data item or. in performing an access function.
Functional data items may call for further calculations and
one access may call for another recursively. One of the types
in a typed architecture should be procedure. When an item

6Several older machines provided this capability including members
of the DEC-PDP family and the SDS-200 series. .
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marked proc is encountered it is treated in much the same
manner as on the B5500. The cusrent environment is saved.
The parameter set of the procedure is examined and each of
the actual parameters is evaluated. The procedure is then
executed, If the procedure references a formal parameter,
whose actual value has not been supplied or whose actual value
does not match the formal parameters, an error trap occurs.

The parameter set permits us the additional flexibility which
we require in order to implement Gedanken. In Gedanken it is
possible for the invocation of a function to return either a new
function or to return a version of the function with some of
the parameters bound, that is, with formal parameters replaced
with actual parameters. An example is given below in the
Lisp [21] notation,

DEFINE {{LARGE-FUNCTION (LAMBDA(X, Y) PLUS (X, 1))}
which defines the function X + Y where both X and ¥ are
variables. Afier this function has been defined it has the
parameter set that includes X and Y as formal parameters. We
should be able io do the following.

DEFINE((SMALL-FUNCTION (LAMBDA(Z) ADD1(Z }})) which
adds 1 to X where X is the sole member of the param-
eter set and it is found, and finally we have the following.

DEFINE ((STRANGE (LAMBDA(U, V') LARGE-FUNCTION (U,
SMALL-FUNCTION {V)))).

In the preceding example two functions are defined. Then a
third function STRANGE is defined by binding the formal argu-
ment ¥ of the LARGE-FUNCTION to the actual parameter which
is in turn SMALL-FUNCTION (Z). If we evaluate STRANGE (2,
3) first we evaluate the parameter set for STRANGE. U is re-
placed by 2 and ¥ by 3 in the actual parameter set. Next the
ps of LARGE-FUNCTION is evaluated. X receives the value Z and
and Y the value of SMALL-FUNCTION (Z). In order to obtain
this value the parameter set for SMALL-FUNCTION is evaluated
and Z is replaced by 3. SMALL-FUNCTION is then executed re-
sulting in 4. Y is replaced by 4. LARGE-FUNCTION is then ex-
ecuted. The resuli is 6. The actual parameters may depend on
the environment that exists at the time of binding. It is there-
fore very important that this information be kept regardless of
the number of levels of recursion required to evaluate all param-
eter sets and functions. '

Type functions also have a parameter set. Consider as an ex-
ample a volume. In order to access an element, all three sub-
scripts must be known at the time of access. On the R-1 these
parameters were held in three index registers. Or consider a
complex number; the parameters were the values of the two
successive storage locations, the real and imaginary parts
themselves,

We are now equipped with all the hardware mechanisms that
we shall need to construct languages. All other apparatus is
simply constructed from the tools at hand. Consider the
problem of the Algol 68 siructure (struct). When one declares
a structure he is in fact declaring an access rule for a new
entity. The compiler writer can designate a Specific type tag
and provide the appropriate access routines at the interrupt
control point. Or consider the problem of declaring a new
operator for use with a given structure; this amounts to adding -
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an operator procedure at the interrupt control point. Since
different structures are given different type tags, even though
~ the access rules are the same, each is identified and one may
not be mistaken for the other unintentionally.

As far as languages are concerned, we now meet Dennis’ three
criteria for programming generality [45]. We can create in-
formation structures of arbitrary extent. We can call on pro-
cedures with unknown requirements for storage and informa-
tion structures, and we can create information structures of
arbitrary complexity in a called procedure.

So we see that we have satisfied the major demands for data
formats and procedure generality with the addition of the extra
programmed and unprogrammed types. We have been careful
to keep the mechanism for performing these actions general
and simple. Thus the expense and complexity of the architec-
ture have not been drastically increased, but the implementa-
tion of programming systems has been greatly facilitated.

IV. OPERATING SYSTEMS

The elements that we have included as primitive (hardware
implemented) units of computation aid us in structuring pro-
grams written in an advanced programming language without
‘exacting any undue penalty, although ihey do not constitute
a complete set. In the previous sections, we have carefully
avoided reference to the help that would be provided the
operating system by increasing hardware complexity. In part
this is because we feel that the programmer in an applications
language should look at the system as if the hardware and soft-
ware he is employing are integral and constitute a high-level
language machine such as symBoL or ISPL [50].

We have not selected the units of computation by accident.
The programming language based on the hardware features
described above, constitutes a good one for most high-level
language programming and in its provision of queues, list
structure elements, structures, and other elements greatly sim-
plifies the design of an operating system. However, five areas
of concem remain untouched, including naming, protection
and sharing, resource management including time, memory,
and input-output, debugging, and system instrumentation. In
each of these areas tagged architecture contributes significantly.

A, Naming

Several attempts have recently been made to solve the naming
problem. Among them are the works of Dennis and Van Horn
[51], Clingen {52], Fraser [53], and the symBoL, ISPL, and
MU-5 [65] processors. In the last-mentioned processors, in-
stead of striving for additional generality, the name manage-
ment problem has been structured and is handled by the
hardware. The designers’ argument is that a name ought to
refer to one thing and only one throughout the whole pro-
gram. Since names correspond to a unique mapping into
primary or secondary memory space, the names can be refe-
gated to an associative memory and the mapping can be ac-
complished associatively.

If we reject this approach on the grounds that it makes
naming of shared modules too difficult since names may not
refer to more than one quantity, we might utilize a tag to
identify a special quality called a name. Together with an
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identifier, which we will discuss next, we can develop a com-
pound which when used associatively gives us the same ease as
in the other scheme but which allows names with multiple
associations,

B. Protection and Sharing

Protection and sharing are highly related to the implementa-
tion of names. The interested reader is referred to Dennis and
Van Horn [51], Fabry [54]-[56], Graham [57], Lampson
[58]-[60], and Schroeder and Saltzer [61]. These writers re-
flect the modern belief that sharing presents severe problems
to most protection schemes. Second, they appear unanimous
in the belief that physical protection as implemented by lock
bytes and other schemes must give way to logical protection.
Lampson [60] shows that the most general kind of protection
mechanism makes use of an access matrix in which process
identities are matched with names of domains of quantities
to be accessed. In some cases the processes may execute, read,
write, copy, or use the named quantities. Lampson points out
thai two ways of implementing protection have been used.
The first is the capability list. This is a list by process of the
domains which the process can access, The second is called
the access list and is a list by domain of those processes which
may access the domain.

In order to implement sharing most conveniently, it is im-
portant that the name of a domain of protected or shared
things, cannot be created, altered, or destroyed, accidentally
or maliciously. This implies that the name must be recognized
by the hardware. Of course, it follows that the process id.
must also be of the same nature. We propose that both be
made types, name and i.d.

Given that only the operating systemn nucleus can create or
change name and i.d. we may now build the access list or the
capability list as structures or even implement Lampson’s
protection matrix. Further, because of our specification of
functional data, it is possible that the data at the intersection
of i.d. row and name column can be a function which changes
dependent on time, the i.d. of user or the scheduler. Domains
may be as small as necessary to allow sharing between as many
people as necessary or as large as possible to preserve efficiency.
The protection attribute may be checked as often as necessary
to assure secure operation. For example, it would be checked
more often for storage than for disk files.

The notion of gate and ring as proposed by earlier writers
can now be simply implemented. The concept of gate is that
one may only enter other progedures at selected points, Pre-
sumably procedures are prepared fo protect themselves by
argument validation at these points but not at others. Since
the only method of transferring from one procedure to another
is via a label and since labels are protected from tampering, all
of the procedures in a domain may be associated with a named
vector of labels and hence protected.

The concept of a ring or sphere of protection is a simple
linear ordering of access rights. That is, a process may easily
use procedures or data at one level but may not at another.
Its rights while at one level may be different with respect to a
data item than at another. Since we do not differentiate be-
tween procedures (their references) and data, it should be clear
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that we can treat each or either as belonging to a named item
which is thus protected. Thus we may conveniently implement
lattices of protection rather than merely linear orderings as
suggested by Arden in July 1969, at the University of Michigan
Summer Schoot on Advanced Programming Systems Design.

C. Resource Management

Resource management is made considerably simpler by the
hardware implementations of msg, event, ps, ipt, g, sli, dil,
stack, name, and i.d. and by the implementation of queue and
list scanning operators and the functional data processing
mechanism. We shall not comment on the scheduler but will
dwell instead on the problems of addressing and memory
management,

Discussions about the merits of paging are still being con-
ducted.” We will assume that any paging mechanism together
with its management can be committed to hardware or to a
level of detail below that which we will consider. We then find
ourselves dealing with three types of addresses. The first is
the absolute address. It refers to an absolute address in the
physical absolute address space. The second is the local rela-
tive to some named thing. The first two types of address are
standard on the R-2. Each are recognized by a special tag value.

The relative address is of special use. It allows the operator
using the address to know the location of the address and to
access relative to it. This greatly facilitates relocation of data
since only one externzl reference into a block of data need be
used. When the data is moved only the external address need
be modified in order to establish addressability.

The absolute address is required if multiple noncontiguous
segments are to be used within one process, These addresses
must be changed if the blocks to which they point are moved.
Unfortunately, it is often the case that copies of these addresses
are made and deposited in stacks, data areas, and elsewhere,
Then when the blocks pointed to by the copies are moved,
the absolute addresses must be found and modified. One
method of alleviating this problem is to regulate the generation
of capies by the conclusion of a bit in the tag indicating that
such an item may not be copied. This bit is naturally useful
in the protection process (see for example Lampson {60]).

An alternative is to have name-relative addressing, also known
as segment relative. Here an address is specified relative to a
named (protected or shared) thing in the manner described as
NAME OFFSET. Whether this is done via a hardware dizplay as
on the Burroughs B6700, or a segment table as on the GE645,
or via an associative name table as on the symsoL and MU-$
machines is unimportant. If it is provided, it greatly simplifies
the problems of sharing, protection, relocation, and binding,

We have satisfied the major demands for data formats and
procedure generality with the addition of the extra programmed
and unprogrammed types. We have been careful to keep the
mechanism for performing these actions general and simple
although the implementation may vary in complexity and cost,
Thus the expense and complexity of the architecture need not

TPaging is currently available on some machines produced by 1BM,
CDC, SDS, RCA, Honeywell-GE. A form of “paged™ segmentation
is available on the B&700 and B7700 computers.
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be drastically increased, but the implementation of program.
ming systems may be greatly facilitated,

D. Debugging and Instrumentation

Two features of a computer system not previously discussed
and yet corequisite with programming languages and operating
systems are the debugging and instrumentation systems. The
debugging system is essential to obtain working programs on a
working machine. The instrumentation system is to tune the
system after the programs are working. Both should be useful
in the certification of & program. Tags facilitate both.

On the R-1, they were used to denote one instruction or a
sequence of machine instructions to be traced (interpretively)
and they were used to monitor the values of data or addresses
that were accessed by instructions. Although the tags could
have been preassembled into object code, this was not their
primary use in practice. Instead the operating system allowed
the user to dynamically set or resst these tags during the exe-
cution of the program. The tags were set or reset by absolute
reference, or by reference to tymbolic names.

As with the R-1, tags can be used to mark instructions or
data, directly or indirectly. When the tagged datum or instruc-
tion is encountered, a trap occurs to the instrumentation or
debugging routine. At this point the appropriate routine
determines why it has been activated. An instrumentation
routine might enable or disable a clock, increment a counter,
or validate the result of an arithmetic operation, A debugging
routine might print out the contents of the machine's fast
registers or offer the programmer a chance to interact with the
program before resumption, just as if an ON-CONDITION had
been encountered in PL/1.

The introduction of a more complete tagged architecture al-
lows more programmatic assistance in determination of cata-
strophic failures. In the past it was necessary for the program-
mer to peruse octal (hexadecimal) dumps of memory. With
tagged architecture, the system clean up routines can go
through user memory recalling the structure of the program
by the use of the tags and printing out each datum in its own
predetermined format. Because the system can programmatic-
ally recover the structure and data, the programmer may more
quickly identify undiagnosed errors. In the same manner the
systern may programmatically do its own error recovery.

Tagged architecture presents clear advantages in both instru-
mentation and error recovery.

V. TAGS AND COMPUTER ARCHITECTURE

In the previous sections we described advantages of tagged
architecture apparent in the design, implementation, and use of
software, In this section we investigate the ways in which tags
may be employed to improve utilization of hardware in the
medium- to high-performance categories. The sum of the ad-
vantages strongly suggests that the ramifications of a fully
tagged architecture should be studied and exploited, These
hardware advantages stem from the machine’s ability to deter-
mine the context in which data is used, to achieve better
register utilization, data scheduling, parallelism of functional
units, or use of specialized functional units,

We will use conventional architectures as examples of how
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hardware is being employed in these areas. We will attempt
to show how the use of tags would aid in current implementa-
tions, suggest generalization of current algorithms, or imply
new areas of performance that should be investigated.

A. Register Allocation

To begin, we consider register allocation. One of the hardest
problems in achieving efficient utilization of the central pro-
. cessor is in the allocation of the registers constituting the
processor’s register file. Often they have specialized functions
such as indexing, floating-point operations, and basing, which
make them nonhomogeneous. On almost any machine, their

" number is small for two reasons. They are accessible faster
than the registers of ceniral memory and much more expen-
sive per bit. To be used effectively they require gating paths
to arithmetic, logical, and control resources which may be very
expensive. If we are to obtain high efficiency, we must keep
these registers in constant use.

The register allocation problem is especially difficult because
the same registers are usually used to perform the accessing
algorithm and to do the arithmetic computations on the data.
Usually both the accessing and the computation are indepen-
dent, but because the machine typically can not recognize that
one is the access algorithm and the other the computation, the
two are not processed in parallel. In fact usually they are pro-
cessed so that both are in contention for the register resources.
If on the other hand the processor can recognize the data type
by means of a tag and pick the access algorithm, it can perform
the accessing algorithm and the computation in parallel and
often at a much higher rate. In some cases a knowledge of the
accessing algorithm permits concurrent execution of indepen-
dent phases of the algorithm,

As an example let us consider the problem of accessing a
matrix. A matrix has an access function that may be specified
in many ways. Two different forms are specified below where
A is declared: real A[L,: H,, Lot Hy] and row major order is
assumed.

addr (A {7, J]) = addr (4]0, 0])
+(Ho~ Lo+ 1)(I- Ly} +(J- Lo) (1)
addr (A[7,J])=addr (A[0,01)+ Sy + 5, T+J (2}

where 5, and S, are strides of 4 and, in order to be legitimate
Li<I<H andlL,<J<H,.

In the protected system, it is imperative that the last two
conditions be verified on every access. If we know that the
quantity in question is an array, by virtue of our possession
of the accessing mechanisim, a dope vector containing among
other things: Hy, H;, Lo, Ly, 8, Sy, and addr (4]0, 0]), we
can conclude many quantities in parallel including: 7 - L,,
Hy-IJ- Ly, Ho - J, addr (A10,0]) + 5,5, X Fin the first
step. If any of the first four are negative, we can abort the
access since the address is not legitimate. In the second step
we add result four and J to select the proper column. On the
third round we select element §, X J from the column. This
kind of algorithm is simple to implement in hardware and is
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quite useful if the machine knows with what kind of data it is
dealing, and where it may obtain the quantities I, J, L, Lo,
Hy, Hy and the base address of 4, J]. With tagged data it
does know all the preceding quantities.

Often the bounds calculations could be omitted without loss
of security, If we were to take every element of the array in
row major order we could simply form T=addr (4[0,0]) + S,
and L =8 X (Hy - L, ¥+ 1). To select the next element, add
one to T and access; for correctness L must be decremented
by 1 and checked for a zero or a negative value.

We observe that if the computer is to deal with an array
without “knowing™ that elements are to be accessed sequen-
tially, seven arithmetic operations, four tests, and one indexed
fetch must be performed for access assuming that registers
contain the nine necessary values. On the other hand, if the
computer recognizes the type and the context in which it is
performing the access, after four initial operations overhead
are perfonmed, only two registers are required; only two arith-
metic operations, one test, and an access are required per
operand. As writers of compilers recognize, the method as-
sumed in (1) is most expensive (especially in serial) and the last
method is most preferred when applicable, [If multipty’s re-
quire 5 cycles, additions 2, tests 2, and fetches 8, the serial
method requires 41 cycles including bounds checks and final
fetch; the parallel method 13; and the serial selection 10,
assuming all quantities are in registers. Thus if the machine
can select an access algorithm to suit the context of the opera-
tion, it can greatly improve efficiency and register utilization.
Tags greatly aid in this process.

In the above discussion we have assumed access of elements
from one array. In practical circumstances we usually deal with
several array accesses simultaneously in connection with some
operation such as scalar product, inner product, or outer
product. In these operations, register allocation is especially
difficult because of the large number of quantities that must
be shuffled in order to perform the accesses and the arithmetic
functions. If the machine can keep track of the larger context
of data and the instruction to be performed, there is some hope
that register utilization can be optimized.

As specific examples of current mechanized solutions, we
will examine the CDC sTaR-100 and the TI-ASC computers.
The STAR has 256 64-bit registers called a register file. Vec-
tors are denoted by a single 64-bit word that contains a 16-bit
length field and a 48-bit address (to the bit level). While the
STAR does not have a tag to denote quantities, it does have
vector instructions, which the programmer must initialize in
the register file. A vector instruction can denote up to seven
64-bit registers each of which is assumed to contain a word
denoting a vector. Given the operations A =B + C where 4, B,
and C are vectors, the sTAR will fill the result vector 4, ex-
tending a short input vector B or C as necessary with the
identity element. All the details of the access algorithm are
automatically performed by the hardware and no additional
registers are requived. The ASC contains an arithmetic unit
with a doubly nested iteration structure suitable for matrix
ot vector instruction. This unit is initialized by the program.
mer with “packets” of information describing the matrices or
vectors to be manipulated and the operations to be performed.







