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Traditional UNIX commands diff and 
grep are geared towards old file 
paradigms.  

In network administration however, 
there is a rise in high-level languages.

Traditional grep extracts lines that 
match one or more regular 
expressions.

But meaningful constructs can span 
multiple lines!

But many modern languages are 
block-based and more context-free 
than regular!

Traditional diff compares files line-by-
line.  It ignores syntactic structure and 
may be too low-level.

We propose tools to match the rise in 
high-level languages.

We have 
gotten 
feedback on
our tools from
real-world 
network administrators that such tools
would be of practical use.

A network administrator may use our 
Context-Free Grep to extract 
security-relevant blocks from a Cisco 
IOS configuration file. 

Here the administrator finds instances 
of the service-policy command within 
two of the router's interfaces.  

A network administrator may use our 
Hierarchical Diff to track differences 
in the implementation of security 
policy over time.

We have designed our Context-Free 
Grep.  Challenges include how best 
to output matches?

We prototyped Hierarchical Diff and 
have initial results.

Our Context-Free Grep will allow 
network administrators to:
     1.  quickly extract meaningful 
     constructs from within a 
     configuration file.
     2.  generate standard parsers for  
     meaningful, admin-defined subsets 
     of a language.
     

Our Hierarchical Diff will allow 
network administrators to:
      1.  identify meaningful changes 
      to configurations
      2.  generate change  
      documentation directly from 
      block-structured, low-level 
      configuration data.
Some versions of tree diff are NP-
hard, therefore we need to use and 
develop good heuristics!

If successful, system and network 
administrators will use our tools to 
extract and compare information 
from high-level configuration 
languages.
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hdiff -pattern iosSecPol router.v0 router.v0

router.v0.config

router.v1.config
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Reference Description wordED treeED

SDG.1_5_1:6.1.1 In Sec 6.1.1, added more 
description. 12 0

AIST.1_1:1.4.3 Added Section 1.4.3 21 1

IUCC.1_5:4.6.1 Changed 4.6.1 to add 
logging of login, logout,... 0 0


