
An Empirical Analysis of the IEEE 802.11 MAC Layer
Handoff Process �

Arunesh Mishra
Dept of Computer Science

University of Maryland
College Park, MD, USA

arunesh@cs.umd.edu

Minho Shin
Dept of Computer Science

University of Maryland
College Park, MD, USA

mhshin@cs.umd.edu

William Arbaugh
Dept of Computer Science

University of Maryland
College Park, MD, USA

waa@cs.umd.edu

ABSTRACT���������	��

���	����������������� �"!��"���$#��&%'�)(�� *+�-,���.��/���"�&#0�1�32��4�053� (���% ,
�3#6���7�"27!�(98;:<�"#
%=��#�% ,7�>� �"?"�&#+%@8
���3� �"�BA�� ��% ��?���!$% (C% ,��D����

�4���
EGFHAI(	2J�&�1�9% ��(	#LK6�4��% ,��>M;N�OJP�Q�RTSVU7#�?&% ��(	#W��,���?X,Y(
?&?"U7� ����,��"#
�Z:<(�����!���#�(+�;��:<(3.	�"�$��% �=N�[ [XQ�\&]^N�_`]^Q3O0Sa� (	:b(	#7�cN�\ \1dX[1[�e;Q�]VO7_7% (
�3#�(3% ,��&���f�'#>% ,7�4�$2���2J�&��K��)��27� �&���"#
%/�3#B�":<27��� �4?"��!;�g% U6�;80(3SJ% ,����
,���#��7(�hi27� (
?"�&�����3%/% ,7�=!���#�*B!a�"8
�X��K
����% ,W�0�7�&%1�3�4!����C�7� �"��*+U�2<(3S
% ,7��!a�9% �"#�?X8D��#
% (Z.	�9� ��(	U���?"(	:<2J(�#��"#
% �"�j��#D2��3��% ��?"U�!4�9��K
�)����,�(��
% ,��3%@�CEGFHAk!4�"8
�&�HSVU7#�?&% ��(	#Gl�e6mgQ�n1dH���=% ,7��27� ��:C�3��8W?"(	#
%�� ����U;l
% (3�=% (D% ,7��(9.��&�1��!�!-,���#��7(�h�!4�3% �&#�?&8
�/��#i(�U7�=�g% U6�+8
K7�/�0(������&� .	�
% ,��3%0% ,��<!4�3% �&#�?&8o�4�0����5	#7��p�?���#
%>�"#�(�U�5�,q% (r�3hs�"?&%0% ,��Ct
U���!���%�8
(3SH���&� .+�4?&�uSv(��D:C�3#
8o�32�27!4��?��9% ��(	#��iw`(��>#��&%'�)(�� *x?"(	#7#��"?X% �4(�#��1yX�
z7U7��% ,��X�<�)�Yp6#��{.��3� �4�3% ��(�#��u�4#T% ,��G!4�3% �&#�?&8{Sv� (�:|(�#��Y,���#6�+l
(3h}% ({��#7(�% ,��X�Y���W�)�"!�!c���W����% ,~F=���Y�3#6�k�;�-F=�WU�������Sv� (�:
�;��hs�&� �"#
%c.��"#��7(�� �"�Bz-��#6�3!4!�8
KL�)�<�;�4��?&U����c(	2;% �4:<�����9% ��(	#���(�#x% ,7�
2;� (	�J�=2�,6�3���=��,7�4?1,C?���#u2J(�% �&#+% �4�3!4!�8<� ���;U�?"�H% ,��H27� (��J�@!4�3% �"#7?&8
�
8��3�0:>U�?1,����c�	�	��w^��#��x�u:<�4#7��:BU�:�(�S=�9
����4#x(	U;�c�&�;2J�&��l
��:<�"#
% �1yX�C�/�������q(�#x% ,��B�g% U6�;8
K��)�D�;�1�"����(	:<�<5	U7�4�7�"!���#��"��Sv(��
SvU7% U;� ��,6��#��7(3hr��?X,7�":<�"�"�

General TermsEi�"����U7� �&:<�"#
%�K6�-�&��Sv(�� :C�3#�?"�	K��f�72J�X� �4:<�&#+%1�9% ��(	#

Keywords������������

�4���	K$�@��#6�;(�hfK-�-�&��SV(3� :C��#�?&�	K$�+?���#7#���#�5;Kf�f� (	�J�	K-F=�gl
��(
?&�a�9% ��(	#LKJF=U7% ,7�"#
% ��?��3% ��(	#�K6�L�3% �"#7?&8

1. INTRODUCTION���������	�	
+���	�W�6�3�����o����� �"!��"���D!�(
?��3!��3� ���Y#��X%��)(3� *+�WwV�k�LF=�=�1y
,���.��D���"�"#x��:<:<�"#����05�� (���% ,q��#x% ,7�B!4���g%cSv�&�b8
���3� �"�D�),��D2;� �&l
�;��?&% ���C�7�"27!�(98;:<�"#
%�(�S�% ,��"���H#��X%��)(3� *+�/SV(3�)% ,��H#��&�+%)�7�"?����7��� �&l
���&:B��!��"��% ,��3%�(�Sf% ,7����#
% �&� #7�&%��7U;� ��#�5B% ,7�Z���3� !�8G�	���"����#W2�U7��!���?
27!4��?"�"�<��U7?X,T���<?"��:<2�U7�D�3#6��?"(�� 2J(3�1�3% ��(	#7�"K��k�jFH��2;� (9.;�4�;�"�
� �-(���% ��(	#7�i(�S0% ,����C�)(3� *��)�&� �x��2J(	#7��(�� ���I�
8����@�3% ��(	#���!���#;l
�g% ��% U;% ��(�S��+%1�3#6�7�3�1�7�H�3#6�i�L�"?X,7#�(�!4(�5�8YA�� ��% ��?��3!-��#;Sv�1�3�g%�� U�?&% U;� �
� �1�3#
%�K��x53�1��#
%C�3#6��5	��Sv%CSv� (�:��7�3:<��U�#75x�$!��"?&%�� (�#���?"�"K��3#6�{�
53�1��#
%�Sv� (�:�% ,7�Z�>� �J�7�@�"26�9��% :<�"#
%�(�S$�Z�XSV�"#7���	�

ESS
BSSBSS

(Wired Network)
AP AP

DS

���v�J�j�9 ¢¡6£ ¤$¥L¦¨§�©=©H© ª6«7¬s­'®6®¯©@°6±�¦3²�³J¦�³µ´$¦3¶3·
¸�¹3¦
´$¦�±"º»©Z´-´J¼

#�(3%C(	#7!�8T?"(�#;.	�"#����"#
%<#7�&%��/(�� *{?"(	#7#��"?&% ��.+��%�8��7U7%u��!���(��o,7��5	,
��2J�"���r!���#�*GU72r% (r�	�<Ei��27�Dw^�	�	
+���	�&�JyX�0��#Y% ,����Z2���2J�&��Ks�/�D�3� �
(	#7!�8<?"(	#7?"�&� #7���C����% ,<% ,��H�g�����{����

�4���"�W#��&%'�)(�� *>��,���?X,u(	2J�X��l
�3% �&�H��#i% ,7�c
+� ½ � �=�Z�1��#�5��	�

�),��>�g�����I����

�4���<#��X%��)(3� *rEGFHA¾��2J�"?"��p�?��3% ��(	#{¿ À9Á��3!4!�(�����SV(3�
%��/(T(�2J�&�1�3% ��#75T:<(+�;�"�W#���:<�"!�8
K�% ,��TN�PqM7Q�\G��#���% ,���]VO�Â1m�N�[1Ã
_`m1Ä�\&_`Ä+m�dB:<(+�7�	�Y�'#q% ,���N�PiM7Q�\>:<(+�;�	Kf%��/(Y(��B:<(�� �<����� �"!��"���
�g%1�3% ��(�#��Cw»�7�-FH�1y=� �"?"(�5	#����"�<�"��?1,o(�% ,7�&�>��#����"�g%1�3��!�����,��i2J�"�X��l
% (�l»2J�"�X��?"(	:<:>U�#���?��9% ��(	#W����% ,7(	U7%H�3#
8W�X�7���g% ��#�5B�4#;Sv�1�3�g%�� U�?&% U;� �	K
��,��X� ��������#�]vO�ÂXmgN�[ _`mXÄ7\&_`Ä+m d�:<(+�7�=% ,7�&� �@�����cp��;���C�"#
% ��%'8C?���!�!����
��#qN�\ \XdX[ [�e;Q�]vO�_�w^F@��y�% ,6�3%��;� �4�75	�&�@�3!4!L���9%1�D�J�&%��/�"�"#u% ,���:<(�l
����!��c�g%1�3% ��(	#7�BN3[1[XQ�\&]^N3_'d P�% (<��%��)FH#GF=����#��G������(
?&�a�9% ���Y:<(	�7�4!��
�g%1�3% ��(�#���SV(3� :Å�rÆ=N�[ ]^\DÇJdXmXÈ�]^\1dDÇsdX_Hw^���7��y=?"(�:<:BU7#���?��3% ��#75W��#
% ,��@U�#�!���?"�"#7�����iÉ=zq��2J�"?&%�� U7:G�

Fb?"(	!�!��"?&% ��(	#x(�S)F@�$�Dw`?"(	#7#��"?X% ���r% ,;� (	U75	,x�W�;�4�g%�� ���7U7% ��(	#��g8;�gl
% �":Ê�c��y>?"��#{�&�+% �"#6���o�)�����4#
% (x��#��$�+% �"#��7���{�;�X� .;��?"�G�;�&%
w^�����C� �XSV�&�Hp65�U7� �B��yX�

F�Ë�N�OJP�Q�R�(
?"?"U;� �=��,��&#r�D:<(	����!����g%1�3% ��(�#�:<(9.��&�H�J�X8
(	#��W% ,��
�1�	�;��(��1��#�5���(�SC(	#7�{F@�-KZ�3#6���&#+% �X� �x�3#�(3% ,��&�o������w^�3%r% ,��
EGFHAb!4�"8
�&�XyX�i�ZU7� ��#75i% ,��<,���#6�;(�hfKj:C��#6�35	�":<�&#+%�Sa�1��:<�"�>�3� �
�&�;?1,6��#75	���¾�J�&%��/�"�"#¾% ,7���g%1�3% ��(	#Ìw»�;�-FZyW��#6�~% ,���F=�f�@F=!���(
% ,��HF=�����4#+.�(�!�.����D:C�"8B�X�7?1,6�3#�5��=?"�X��%1����#C?"(	#
% �&�+%��4#;SV(3� :C�3% ��(	#
w`?&� ���;�"#
% �4��!��1y>��2J�"?"��p�?W% (Y% ,��u�g%1�3% ��(	#T.+�a�G% ,7�u����� �������"5	:<�&#+%
(��Z�7���g%�� ����U;% �4(�#Y�g8;�g% �":Íw`�c��yX�JA/(	#����"t+U7�"#
% !�8
K�% ,��X� �0���=!a�9% �"#�?X8
��#+.�(	!�.�������#�% ,7��,���#��7(�h¾27� (
?&�"���G�;U7� ��#�5q��,7�4?1,�% ,��x�;�-FÎ���



U7#6�3��!��Z% (D���"#��W(���� �"?&�"��.��Z%��1�3Ï<?��

���"?���U7���/(3S;% ,7�f:<(	�7�4!���%�8+l»�"#�����!���#�5�#��3% U;� ��(3S+����� �&!4�&���-#��&%'�)(3� *;�"K
% ,7�&� �H�4�)��#C(	272J(���% U�#7��%�8BSv(���:C�3#
8B2;� (	:<������#�50:BU�!�% ��:<���;�a�@��#6�
2J�&�&��l^% (�l»2J�"�&�c�32�27!4��?��9% ��(	#��<w`��U7?X,��3��Ð�(��g�}¿ Ñ9Á^Kj�	��

���	�<27,�(	#7�"�"K
:<(�����!��Y.+�a�;�"(o?&(	#7Sv�&� �"#7?"��#�5���#��T?1,6�9%XyX�~F=!���(7K�:C�3#+8��J�&!4���".	�
% ,��3%=�k�jFH�@��:C�"8i�J�"?&(	:<�0(��=��U�2�27!��":<�"#
%H.;�4�<,�(3%@��2J(3% �=% ,7�
#7�&�+%D5��"#��&�1�9% ��(	#�½ � ����� �"!��"���C#��&%'�)(3� *;�"�q�@#7Sv(���% U7#6�3% �&!�8
K$% ,7�
#7�&%��/(�� *<?"(�#�#7�"?&% ��(	#W���)2J�X� ?"�"��.����<�
8D% ,��=��272�!���?��3% ��(�#i?��3#W��U;Svl
Sv�&�cSv� (�:�% ,��@Ò���%�% �&��8�,6��#��7(3h�!4�3% �"#7?"���"�"�CF=�c�u:C�3%�% �&�Z(�S)SV��?&%�K
(�U7��:<�"����U7� �&:<�"#
% ��#7(�%)(�#�!�8C��,�(���% ,��3%�% ,��H!a�9% �"#�?&�4�&���3� �@.	�&��8
,7��5	,LK���U7%��3!4��(c��,7(9�T% ,6�9%�% ,7�&8>.	�9��8B����5	#7��p6?��3#+% !�8>SV(���% ,���� �3:<�
?&(	#7p�5	U;�1�3% ��(	#Y(3S��7�-FH����#��GF@�$�"�

�@�"��2���% �>% ,7�B53� (9����#75i2J(	27U�!4�3� ��%'8r(�S��k�jFH�@�"KJ% ,��X� �B,6�3�Z�J�"�"#
#7(�27� ��(��i:<������U;� �":<�"#
%u�6�����"�~�3#6�3!�8;�����i(3S>% ,7�r,6��#��7(3h�2;� (�l
?&�"���"�Y�),7�&� �C�4�c2;� �4(3�>�/(�� *�(	#q2J�X��SV(�� :C�3#�?"�C:<���3��U7� �":<�&#+%Z�4#
F���EWl»�6�3�����x����� �"!��"���D#7�&%��/(�� *+�Cw0¿���Ñ9Á^KH¿����&Á^K�¿����9ÁHy���#6�x?"�"!�!�U7l
!4�9�W����� �"!��"���W#��&%'�)(�� *+�rw�¿���Ó9ÁVyX�¾��#¾¿ ½�Á^K=�)��!4��?1,6�3#6�+�1��#I�&%��¾��!`�
2;� �"���"#
%>��#q�&:<2���� ��?���!�?X,��3�1�3?&% �&� �����3% ��(�#{(3S�U����X�>�J�&,6��.+�4(3�>��#6�
#7�&%��/(�� *r2J�&��Sv(�� :C��#7?"�D��#��u2�U��7!��4?>����� �&!4�&���B�LF=�b��,��&� �D% ,7�&8
��,7(���% ,���.��3��8;��#�5B#;U7:B�J�&��(3S$,6�3#6�7(3hs�H����% ,G% ��:<�	�/�),��&� �c,����
�3!���(>�J�"�&#C�/(�� *D(�#<#��&��,6�3#6�7(3hi��?1,��&:<�"�/��#Y¿��9À�Á»K�¿���Ô9Á^Ka¿��&½�Áj��#6�
¿��"�3Á-Sv(
?"U�����#�5C(�#G� ���7U7?"��#�5B�k�LF=�},���#��7(�h�!4�3% �&#�?&8
K7��U;%=#7(	#7�
(3Sf% ,��"�����Xhs(���% ��,6��.��Z:<�"����U7� �"�u% ,��@?"U7��� �"#
%�,���#6�;(�hr!4�3% �&#�?&8
�

�'#�% ,����B�g% U��;8
Kf�)�W?"(	#��7U7?&%B�X�72J�X� �4:<�&#+% �c% (x��?"?"U;�1�3% �"!�8�:<���9l
��U;� �Z% ,��Z,���#��7(�h�!4�3% �&#�?&8u��#Y��#i�4#;l»��U���!4�7��#75>����� �"!��"���@#7�&%��/(�� *J�
�),7�x:<�"����U7� �&:<�"#
% �W�9� �o�;(	#7��(�#�% ,7� �"��?"(3l'�X�7���g% ��#�5������ �"!��"���
#7�&%��/(�� *+�Cw`U7% ��!����"��#�5YF=���ZSa� (	:Í�7��hs�&� �&#+%c.	�"#6�;(�� �1yXKj��#6�rU�����#75
% ,;� �"�Z����� �"!��"���Z�=��A/��Sv� (�:Õ�;��hs�&� �"#
%H.��"#6�;(�� �"���q���3#6�3!�8;�"��% ,7�
,���#��7(�h�!4�9% �"#�?"���"�c�
8r�7� �"��*+��#�5G�;(���#x% ,��>��,�(	!��<2;� (
?"�"���c��#+% (
.��3� ��(�U��B27,6�3���"�>% (r�3�����"���B% ,��C?"(�#
%�� �4�7U7% ��(	#�(3S@�"��?1,�2�,6�3���u% (
% ,7�c,6��#��7(3ho!4�3% �&#�?&8
�HÖ@U;�=� �&��U�!�% �@��,7(9�~% ,6�9%=% ,7��e6m�Q�n1d=27,6�3���
����% ,��@���45�#���p6?"��#
%�?"(	#
%�� ����U;% (���% (0% ,��Z,���#6�;(�hr!4�3% �&#�?&8
K7��#��C�/�
�g% U��;8u% ,���e6mgQ�n1d&Ã»×�N�]V_L% ��:<�Z��,���?X,Y:C�3*��"��U�2W% ,��c27� (��J�027,6�3���
�3#6�G�;����?"U�����% ,��@2J(�% �"#
% �4��!�(	2;% �4:<�����9% ��(	#��"�

�),7��� �"�g%�(�SJ% ,���2���2J�&�����$(�� 5��3#����"���C�3��Sv(	!�!�(9���"�/�+�"?&% ��(	#u
=5���.��"�
�;�&%1����!��>���J(	U;%�% ,��<,���#6�;(�h�2;� (
?"�"���0���0��2J�"?"��p6�"�x�
8r% ,��D�g%1�3#7l
�7�3�1�s���;�"?X% �4(�#�ÔG�&�;2�!4����#7�0% ,7�<:<�&% ,�(+�;(	!�(	538qU����"�xSV(3�B%1��*+��#�5
% ,7�G:<���3��U7� �":<�"#
% �"���q�W27� �"���&#+%D�6������?G� �"��U7!�% �<�4#T���"?&% ��(	#T½7�
�+�"?&% ��(	#�ÑY�4�B�x�;�&%1����!����{��#���!�8;���4�<(�#�% ,��u27� (	�J�u2�,������u��,���?X,
���<% ,��G�7(	:<��#��3% ��#�5�?"(	:<2J(�#��"#
%<(3SZ% ,��W,6�3#6�7(3hk!4�3% �"#7?&8
���o�
?&(	#�?&!4U��7�Z% ,7�@�)(3� *W��#G���"?X% �4(�#YÓ;�

2. THE HANDOFF PROCESS�),7��,6�3#6�7(3hYSVU7#�?&% ��(	#i(��H27� (
?"�&���H� �&Sv�&� ��% (B% ,��@:<�"?X,���#7�4��:Ø(��
���"t+U7�"#�?&�@(�Sj:<�"��� ��5��"���&�;?X,���#75	���C�
8C��?"?&�"����2J(	��#
% ����#��W�0�g%1�3l
% ��(�#B� �"��U�!�% ��#�5���#B�>_`m�N�O7[aÂ�dXm$(�SJ27,
87����?��3!7!4�"8
�&��?"(�#�#7�"?&% ��.+��%'8>��#6�
�g%1�9% ����#;SV(�� :C�9% ��(	#�Sv� (�:¾(�#���F@�i% (��3#�(�% ,7�&������% ,�� �"��2J�&?&%j% ()% ,7�
�g%1�9% ��(	#D��#0?"(	#7���a�;�&�1�3% ��(�#L���),+U��j% ,7�/,���#6�;(�h<���$�H2�,
8;���4?"��!+!4��8��&�
SvU�#7?&% ��(	#G?��9��� �����G(	U;%=�
8W�3%H!����3�g%=% ,;� �"��26�9��% �4?&�42��3% ��#�5<�&#+% ��% ���"�"K
#���:<�"!�80% ,����g%1�9% �4(�#LK;�@e6m1]^Q�mXÃVÙHÚo�3#6�<�@e;Q�[ _'dXm1]^Q�mXÃ`Ù�Ú)�;�),��HF@�
% (���,7�4?1,D% ,����g%1�9% �4(�#W,��	�D27,+8;����?��3!�!4�"8
�&�)?&(	#�#7�"?&% ��.+��%�8D2;� ��(��/% (
% ,7�Z,6�3#6�;(�h�����% ,7�Z27� ��(3��l�F=�-K;��,7��!4��% ,7��F@��% (B��,���?1,i% ,��@�g%1�3l
% ��(�#G5	�&% ��?"(�#�#7�"?&% ��.+��%'8u�3Sa% �&�=% ,7�Z,6�3#6�;(�hY����% ,��Z2J(��g% �&� ��(���l'F@�-�
�),7�D�g%1�3% �>��#7SV(3� :C�3% ��(	#�% ,6�9%����Z%��1��#��gSv�&��� ���r%�8;2���?��3!4!�8r?"(�#������g% �
(3S$% ,���?"!����"#
%H?&� ���7�&#+% �4�3!4�>wV��,���?1,Y��!�!�(��}��%=% (B5�����#Y#7�&%��/(�� *G�3?&l
?&�"���1y-��#��>��(	:<�/��?"?&(	U�#
% ��#�5=��#7SV(3� :C�3% ��(	#��$�),����-%��1�3#��gSV�X�$?���#>�J�
�3?X,7���".����0�+8�% ,7��Û1O7_'dXm/ÙH\ \1dX[1[�Ú�Q�]VO7_sÚ)m�Q�_»Q�\ Q	Ü�w`��F@���/y&¿ �9Á»K�(���.+�a�
�Y2;� (	27� ���&%1�9��8�27� (3% (
?"(	!`�oz�(��B��#����������	�	
+���	�i#��&%'�)(3� *x% ,6�9%
,����>#�(���?"?&�"���D?"(�#+%�� (�!�:<�"?1,6��#7����:GK-% ,��&� �C�)(�U�!4���J�i�Y#7(	:<��l

#6�3!s�7��hs�&� �"#7?"�H�J�&%��/�"�"#W�c?&(	:<2�!��&% �=������(
?&�a�9% ��(	#Y�3#6�C�0,���#��7(�h
Ý � ��������(
?&�a�9% ��(	#L�Ø�L(
(�*+�4#75{�3%W��%G��#7(�% ,��X�W�)��8
K�% ,7�Y,6��#��7(3hJl
!4�3% �"#7?&8��)(�U�!4���J�G�g%�� ��?&% !�8{5�� ���9% �&�C% ,6�3#}N�[ [XQ�\&]^N�_`]^Q3OkÜ�N�_'dXOJ\&Þ
���c% ,��X� �D���B�3#��	�7�7��% ��(	#6�3!���#
% �&��l'��?&?"�"���02J(	��#
%>?&(	:<:BU7#���?��9% �4(�#
�7�&!a�"8Y��#+.�(�!4.	���GU�#7!4�&�����<27� (��3?&% ��.��B?"��?1,���#�5<% �"?1,�#7�at
U7�0���ZU7�����
% (D�"!���:<��#6�9% �Z% ,��Z?"(�:<:BU7#���?��3% ��(�#o¿��9
�Á»�

2.1 Logical steps in a handoff�),��>?"(	:<27!��&% �B,���#6�;(�h�2;� (
?"�"����?��3#x�J�B�7��.+�4�7���Y��#
% (u%'�)(G�;���gl
% ��#�?&%�!�(�5	��?���!L�g% �"2��"ß4w`�ayHà�]V[X\ Q�È�dXm1Þc��#��xw`���ay�áHd�N�Ä+_vM�dXO7_`]^\ N�_`]^Q�OW�3�
�7�&��?&� ���J���i�J�"!�(����

¡6âDãi�Vä�å	æ;çJ +�9è�£=F)%�%�� ����U7% ��#75>% (C:<(	�7�4!���%�8
K;% ,��D[ ]4é�O6N	Üj[ _`m dXO
é�_vM
��#��x% ,��G[ ]4é�O6N	Ü�Ã^_»Q	Ã»O6Q�]V[&d0�1�9% �4(Y(3S�% ,��<����5	#���!/Sa� (	:ê�G�g%1�3% ��(�#Lë �
?"U;��� �"#
%CF@�b:<��5	,
%C�7�&5��1�	�;�r��#��{?��3U����Y��%<% (o�J�&5	��#�% (o!�(
(����
?"(�#�#��&?&% ��.;��%'8���#���% (���#���% �4�3% �Y�r,6�3#6�7(3hf�{F)%D% ,����D2J(��4#
%�K�% ,��
?"!����"#
%C:<��5	,
%D#7(�%<�J�Y�3��!��W% (x?"(	:<:>U�#7�4?"�3% �C����% ,{��% �<?"U7��� �&#+%
F@�-�)�),;U7�"K�% ,��r?"!����"#
%i#7�"���7�C% (rì�O6PG% ,��r2J(�% �"#
% �4��!ZF@�$�xw`��#
�1��#75	�9y=% (G������(
?"�4�3% ���u�),����c�4�c�3?"?"(�:<2�!�����,������+8��iEGFHA�!a�"8
�X�
SVU7#�?&% ��(�#Lß<[X\ N�O��C�ZU;� ��#�5G�W��?���#�Kj% ,��B?��3�1�o!����g% �"#7�cSv(��0�J���3?"(	#
:<�"��� �35	�"��w`���"#
%$(	U;%�2J�&� ��(+�7��?���!�!�8D�
80F=���$�9%�% ,7���7�XS`��U7!�%��1�9% ��(�S
���uíYî9yXKs(	#x��������5�#����r?X,���#7#��"!��"�0�),+U��@% ,7�>�g%1�9% ��(	#o?"��#�?&� ���3% �
��?���#��7�4���9% �x���X%G(�S>F=���W27� ��(�� ��% ���"���k�
8T% ,7��� �"?&�"��.���������5	#���!
�g%�� �"#75�% ,L�

�),��X� �c�3� ��%��/(D:<�&% ,�(+�;��(�S$��?��3#�#7�4#75<�7�Xp6#��"�W��#i% ,����g%1�3#6�7�3�1�
ß>N�\&_`]VÈ�dØ�3#6�Êe;N3[1[ ]VÈ�dX��F=�=% ,7�>#���:<�"�H��U�5�5	�"�g%�K���#r% ,��0��?&% ��.��
:<(+�7��KH��26�9��%WSa� (	:|!��4�g% �&#���#�5�% (q�J���3?"(	#k:<�"��� �35	�"��wV��,���?1,I���
26�3������.��9yXK
% ,����g%1�9% �4(�#C���"#6�;�/�����7��% ��(	#���!J2;� (	�J���7� (	�	�7?"���g%)2���?1*
l
�&% ��(	#<���3?X,C?1,6��#7#��"!���#��<� �&?"�"��.��"��� �"��2J(	#7���"��Sa� (	:ïF=���"�f�),;U7�"K
% ,��@�g%1�3% ��(	#r�3?&% ��.��"!�8i2;� (	�J�"�)Sv(��H% ,���F=���"�

ð âWñ< +ò6�jó�ôL 7õsó��Vå�ò�ó��væ6õ�£0�),��0�g%1�3% ��(	#��9%�% �":<27% ��% (Ym d�N�Ä+_vM�dXO6Ã
_`]^\ N�_'dD% (q�3#�F@����?&?"(��1�;�4#75o% (o% ,7�i27� ��(3� ��%'8�!����g%��k�),7�G� ����U;l
% ,��&#+% ��?��9% ��(	#c27� (
?"�&���j%�8;2���?��3!�!�8Z�4#+.�(�!�.��"�-�3#0��U7% ,7�"#
% ��?��3% ��(	#0�3#6�
�x� ���3����(
?"�4�3% ��(	#I% (�% ,��G2J(��g% �&� ��(��iF@�-���),��i� ���3U7% ,7�"#
% �4?"�3% ��(	#
2�,������H��#;.	(	!�.��"��% ,���%��1��#��gSv�&�)(3Sj?X� ���7�"#
% �4��!����3#6�<(�% ,7�&�)�g%1�9% �=��#;l
SV(3� :C�3% ��(	#xSv� (	:Î% ,7�<(	!4�;l'F=�f�LFH��:<�"#
% �4(�#����r���9� !4���&��Kf% ,7����?���#
�J�G�3?X,7���".�����% ,7� (�U�5	,T�r27� (�% (
?&(	!���U�?1,��3�<�gF=���Ì¿ �3Á^�T��#�% ,��
�&�;2J�&� ��:<�"#
% �u�7�&%1�3��!4�"���4#�% ,7���W2���2J�&��K��)���;(�#�(�%uU;% �4!����"�r% ,��
�g%1��#����9�1�u��F@���{?"(�:<:BU7#���?��3% ��(�#��"K+��U;%/�/���7(02J�&� :<��%)% ,��=27� (3l
27� ���&%1�9��8B��#
% �&��l'��?&?"�"����2J(	��#
%$?"(	:<:>U�#���?��9% ��(	#���w`�J�X%��)�&�"#<F@�$�$(�S
% ,��c� �3:<�0.	�"#6�;(��XyX���),+U��"K�% ,��c��U;% ,��"#
% ��?��9% �4(�#r2�,6�3���c�4��ÒgU7�g%Z�
O�Ä;ÜVÜ+�3U7% ,7�"#
% �4?"�3% ��(	#G��#G(�U7���&�;2J�&� ��:<�"#
% �"�

BACKBONE   NETWORK

Access Points

Wireless station

Handoff

SNIFFER

���v�6�j�9 oös£r¤$¥L¦W÷rø+²�³6ù9ú�û}¦�ø�ü"ý�¶9¦3þq¦3²�±@´$¦�±»ý�ÿ

z-��5	U;� �0
>��,�(�����% ,��Z���"t+U7�"#�?&�Z(�Sf:<�&��� ��5	�&�H%'8727��?���!�!�8u(	�����X� .����



Station performing a handoff

Probe Response

Probe Request

(broadcast)

Probe Request

Probe Response

Authentication

Reassociation Request

All APs within range on all channels

Authentication

PROBE DELAY

AUTHENTICATION  DELAY

A

D

C

B

E

F

G

New AP

D
IS

C
O

V
E

R
Y

P
H

A
S

E

Old AP

Message Identifier

H

Reassociation Response

P
H

A
S

E
R

E
A

U
TH

E
N

TI
C

A
TI

O
N

REASSOCIATION    DELAY

TO
TA

L 
H

A
N

D
O

FF
 L

A
TE

N
C

Y

IAPP: Ack Security block

IAPP: Send security block

IAPP: Move Request

IAPP: Move Response

���������
	���
��������������������! #"�"�$�%'&)(�*,+.-0/,*21
��('3!/
�54768*�9:9;*'<0��(>=@?BAC*ED
F01,%'/,(EDHG

I'J�KMLONEPRQRS�Q
N�I'T@UWV�KMT2XZY\[][\^`_aSEYbS�Q
N�I'T@UWV�KMT2XZY\[][c[edHQ
K]dM[cf�LOdMS
dMS�Y)g�KM[edhV'KMT8i�YjKMY�k2JEY\[edmlbY\[][MQ@P@YnQ
N�I0Y\NEI�[�f�LodMSpQaKMY�Q@[][]T2XZL;Q,dMLOT8N
KMYZ[]V�T8NE[]Y0lbYZ[][MQ@P8Y�q�KMT8lrQ@Nts�uh^2v5YwI'LOx'L7I'Y�dMSEYyY\N2dMLOKMY�S�Q
N�I�T
U
z7Q,dMY\NEXZ{`LON2dMT|dMS�KMY\YwI�Y\z7Q\{'[�f�S�LOX}SRfnYcI�YZdHQ
LOz�i�Y\zOT�f0^

~ ^�� �,����	���	'�����)
�� Y\[][MQ@P@Y\[���dMT���Q
KMY�dMS�Y�V�KMT@i�YblbY\[e�
[MQ@P@Y\[cq�KMT8l�Q
N5Q
XZdMLOx�Y�[]X�Q
N�^`�nT8N�[]Y�k2JEY\N2dMzo{2�!faYbX�Q
zOz)dMS�Y
z7Q
dMY\N�XZ{�q�T
K�dMS�LO[�V�KMT2X\Y\[][\�'���e���H�|�2�Z�O�@�
^)_aSEY0Q
XZdMJ�Q
z�N�J�l��
i�YZK`T@qclbY\[][MQ
P8Y\[RI�J'KML7N�PCdMSEY�V'KMT8i�Y�V�KMT2XZY\[][`l�Q\{ x8Q,K]{
q�KMT@l¢¡£dMT ~@~ ^

¤ ^�¥ �m¦�§m	'¨!¦���©8��¦�����¨ �`	'�����)
 _aSELO[aLO[ndMS�Yyz7Q
dMYZNEXZ{bLON�X\J�K]KMY�I
I�J'KMLONEPadMSEY�YZª'XHS�Q
NEP8Y�T
q�dMS�Y«Q
J�dMS�Y\N2dML7X\Q
dMLOT8Nwq;KHQ@lbY\[«¬­lbY\[e�
[MQ@P@Y\[B�®Q@NEI°¯²±}^�s�J'dMSEY\N2dMLOX�Q
dMLOT@N³XZT8NE[]LO[edM[�T
q£d#faT>T@K
q�T@J�KyX\T8N�[]Y\X\J�dMLOx�Y0q;KHQ@lbY\[�I�Y\V�YZN�I�LON�PbT8NtdMSEYcQ
J�dMS�Y\N2dML7X\Q
�
dMLOT8N�lbYZdMS�T�ItJE[]Y�Iti2{RdMS�Ypsyuh^�´'T@lbY0f�LOKMYZz7YZ[][0µy¶]�n[�d]K]{
dMTcLONELodML7Q
dMY�KMY\Q@[][]T2X\L7Q
dMLOT@NtV�KMLOT@K«dMT|Q
J�dMS�Y\N2dML7X\Q
dMLOT8N��2f�SELOX}S
LON2d]KMT�I�JEXZY\[0Q@NCQ8I�I�LodMLOT8N�Q
z)I�Y\z7Q\{�LONBdMS�Y|S�Q
N�I'T@U·V'KMT2X\Y\[][
Q@NEI�LO[RQ
zO[]TWQ5x'LOT@z;Q,dMLOT8N¸T@q0dMS�Y�¶e¹)¹«¹²º8» ¤ ^ ~8~>¼ ½,¾ [edHQ,dMY
l�Q@XHSELON�Y8^

¡�^�¿ 	���À�À\��©�����¦�����¨Á�`	'�����)
 _aS�LO[£LO[cdMSEYbz7Q
dMY\N�XZ{5LON�X\J�K]KMY�I
I�J'KMLONEP£dMS�YwYZª'XHS�Q@N�P8YwT
qhdMSEY�KMY�Q@[][]T2X\L7Q,dML7T@Ntq�KHQ
lbY\[c¬­lbY\[e�
[MQ@P@Y\[RÂ Q@NEI�ÃÄ±}^EÅyV�T8N�[]J�X\X\Y\[][eq�JEzjQ
J�dMS�Y\N2dML7X\Q
dMLOT8N�V'KMT@�
X\Y\[][\��dMS�Yt[edHQ
dMLOT8N¸[]YZN�I�[�Q �]�]�@ÆMÆZ��ÇZÈ­�@É­ÈÊ�@Ë°�M�]ÌZÍE�}ÆHÉ�q�KHQ
lbY
dMT|dMS�Y0syu>Q@NEI�KMY\X\YZL7x8Y\[yQ��M�]�@ÆMÆ}��ÇZÈÊ�@É­ÈÊ�
ËC�M�}ÆÊ�'�@Ë�ÆZ�aÎ}�]�@Ïb�
Q@NEI>XZT8lbVEzOYZdMYZ[�dMSEYRSEQ@NEI�T@Uj^�ÐEJ'dMJ�KMYRLOlbV�z7YZlbY\N2dHQ
dMLOT8N�[
l�Q\{0Q
z7[]T�LONEX\zOJ�I'YnQ@IEI'LOdMLOT@N�Q@z�¶Ñsyu)utlbY\[][MQ@P@Y\[�I�J'KML7N�P�dMSELO[
VESEQ@[]Y�f�SELOX}S�f�LOzOz!q�J�K]dMS�YZK�LONEXZKMY\Q@[]YydMS�Y�KMY�Q
[][]T2X\L7Q
dMLOT8N�I'YZ�
z7Q\{2^

s�[|Q�NET@dMY@�nQ
X\X\T
KHI�LONEP�dMT�T8J�K�Q@NEQ@zo{'[]L7[|V�KMY\[]Y\N2dMY�I·Q
i�T,x�Y8��dMSEY
lbY\[][MQ
P8Y\[0I'J�KMLONEPbdMS�YpV'KMT8i�Y£I�Y\z7Q\{tq�T@KMl.dMS�YpI�LO[]X\T,x�YZK]{�V�S�Q
[]Y8�
f�SELOzOYRdMS�YRQ
J�dMSEYZN�dMLOX�Q,dMLOT8N Q@N�I5KMY�Q
[][]T2X\L7Q
dMLOT8N�I'Y\z7Q\{5q�T
KMlÒdMSEY
KMY�Q
J�dMSEYZN�dMLOX�Q,dMLOT8N�VESEQ@[]Y8^ys�VEQ
K]d�q�KMT8l¢dMSEYcz7Q
dMY\N�X\LOY\[0I'L7[]XZJE[][]Y�I
Q@i�T,x�Y@�ydMSEY}KMY�f�LOzOzcV�T@dMY\N2dML7Q@zOzo{�i�YBQ°�Z�HÈÊ��Ó@È�Ë�ÓÔI�Y\z7Q\{¸X�Q
JE[]Y�I
i2{`dMS�Y0dML7lbYwdHQ
Õ�Y\NRq�T@K�dMSEY � s��³Q@IEI'KMYZ[][�J�V!IEQ
dMYZ[£¬­J�[]L7N�P�dMSEY
Ö �)�«�¸×�Ø
Ù'Ú�Û8��V'KMT@dMT2X\T@z�±�dMTpdMS�Y�YZdMS�YZKMNEY}da[ef�LodMX}S�Y\[nq�T@KMlbLONEPcdMSEY
I�LO[ed]KMLOiEJ'dMLOT8N�[e{�[edMYZlÜ¬�dMSEY�i�Q
X}Õ�i�T@NEYyY}dMSEYZKMN�YZd}±}^�_aSEY�KMY\[]JEzodM[�LON
T8J'K�YZª'V�YZKMLOlbY\N2dM[£f�LOzOz�N�T@dbKMYZÝEY\XZd�dMS�LO[bz;Q,dMY\NEX}{2^�¶#N>dMS�YRNEY}ª'd
[]Y\XZdMLOT@NtfaYcI�YZ[]XZKMLOi�YwdMSEY0I'YZdHQ@LOzO[�T
qhdMSEYyYZª'V�YZKMLOlbY\N2d�^

3. DESIGN OF THE EXPERIMENTSs�[|lbY\N2dML7T@NEY�I·Y�Q,KMzOL7Y}K��adMSEY`YZª'V�YZKMLOlbY\N2dHQ@za[]YZdMJ�V XZT8NE[]LO[edMY�I>T@q
dMS�KMYZY�LON��:i�JELOz7I�LONEP0f�LoKMY\zOY\[][�NEYZd#faT
KMÕ'[\�'Q0lbT@iELOzOY�f�LoKMY\zOY\[][�X\zOLOY\N2d��
Q@NEIcQ�lbT8i�LOz7Y)[]NELoÞbN�P�[e{'[edMY\lt^ms�[m[]SET�f�N£LON0g�P@J�KMYn¡c�,dMSEY«i�Q
[]L7X
lbYZdMS�T�I�T8zOT@P@{·i�Y\S�LON�ICdMSEY�YZª'V�YZKMLOlbY\N2dM[\��LO[|dMT�JE[]Y�dMSEY�[]N�LOU!Y}K
¬­LON�Ç\�O�@ÆZ�cV'KMT�ª�LOlbLodÑ{BdMTtdMSEYbXZz7LOY\N2d}±wdMT�X�Q@V'dMJ�KMY�Q@zOzaVEQ@XHÕ�YZdM[pT@q
LON2dMYZKMY\[edcKMY\z7Q
dMY�IBdMT`dMSEY|X\zOL7YZN�dcq�T@KcdMSEY�Q
N�Q@zo{'[]LO[\^`_aSELO[c[]Y\XZdMLOT8N
I�YZ[]XZKMLOi�Y\[ndMSEY�f�LoKMY\zOY\[][aN�YZdÑfnT@KMÕ�[\�2dMSEY�[]N�LOÞ�NEPc[e{'[edMY\lt��Q@NEI|dMSEY
X\zOLOY\N2d�[]YZdMJEV`L7NtI�YZdHQ
L7z­^

3.1 The Wireless Network Environments�zOz8dMS�Y«Y}ª�V�Y}KML7lbYZN�dM[!faY}KMYaI�T@NEY�LON0dMSEY«sp^ ß£^\vàL7zOzOL7Q@lb[já«JELOz7I�LONEP
Q
d0dMS�Y�ÅyN�LOx�YZKM[]LodÑ{�T
q � Q
K]{'z7Q@NEI��h�nT8zOzOY\P8Y`ujQ
KMÕ�X�Q
lbVEJE[\^|_aSEY
iEJ�LOz;I'LONEPWSET@[edM[`dMS�KMYZYBXZT@�:YZª'LO[edML7N�P·f�LOKMYZz7YZ[][�NEYZd#faT@KMÕ�[`N�Q@lbYZzO{
ÇZÆMâ�È��M�Z�7�}ÆMÆM�0Í�Ïb�tQ
N�I³Ë�È�ÆMÉ�[]V�Q
NENELON�P�q�T@J�K�Ý�T2T
KM[�L7N�Q@zOz­^�_aSEY
dMS�KMYZYpN�YZdÑfnT@KMÕ�[�S�Q�x�YcT,x�YZKMz7Q@V�VELONEP�X\T,x�YZKHQ
P8Y8�Ef�LOdMS·Í�Ïb�0X\T,x�Y}K]�
LONEPydMS�Yaf�SET@z7Y�i�JELOz7I�LONEP'�EËEÈ�ÆHÉ'SEQ,x�LONEPyS�Q@zoq�dMS�Y�X\T,x�YZKHQ
P8Y�T@qhÍ�Ï��@�
Q@NEICÇZÆMâ�È��M�Z�7�}ÆMÆnX\T,x�YZKMLONEP£T8NEYwÝET2T@K�T@qmdMSEYwi�JELOz7I�LONEP`¬�f�SELOX}S`S�Q
[



Sv(	U;��ã�(
(�� �1yX�/�),��Z% ,;� �"�Z#��X%��)(3� *+�=�9� �c�7�"��?X� �4�J�"�i�J�"!�(���ß

�����),��TÄ'äDPo#��X%��)(3� *Jßk�),����r#��&%'�)(3� *~,����rÔ	Ñ�A/����?"(kÔ�Ñ3�
F@�$�C�7���g%�� ����U;% ����(3.	�&�DSV(�U7�bã�(
(�� �"�I�),7���<#��&%'�)(�� *�U7���"�
(	2J�&#��3U7% ,��&#+% ��?��9% ��(	#L�T�),7�i5��9% �&���"8T�7(
�&�C�oEGFHAØ���;l
�;� �&���<�6�����"����?&?"�"���<?"(�#+%�� (�!�SV(��C% ,7�G���9%1��2���?1*��&% �"K)��#6�
% ,����H�7(
�&�H#7(�%�,��9.	����#
8u�&hs�"?&%�(�#i% ,���EGF=A�!4�"8
�&�H,���#6�+l
(�ho27� (
?"�&���"�@�),7�BF=���=�3� �0?"(�#7p65�U7� ���G(�#�!�8G(�#r?X,���#�#7�"!��
�	K�ÓD�3#6�x���	�



���),���O7]V[ _�#��X%��)(3� *Jßj�),7���j#��X%��)(3� *@,����$�9À�F@�$�j�;���g%�� �4�7U7% ���
(9.��&�r,���!�SB% ,7�o��U7��!a�;��#�57�Î�),���F=���r�9� �q��U7��!�%GU�����#�5��
�;(
�&*+� ���H�J(��9�1�q¿ Ô9Á^Ks����?1,YU�����#�5C�D�@�":C�3� ?&% �&?X,Y�f� ����:Î

� Ñ

�����:D� ����� �"!��"���c?��9�1��K�� U�#7#���#�5WÖ@2J�"#����;�ØÔ;���<�3#6�rU��gl
��#�5Y% ,��iM7Q3[1_»N1e��;� ��.��X�i¿��&Á/SV(��B% ,��uF@�¾SvU�#7?&% ��(	#6�3!���%'8�(	#
% ,�������� �"!��"���)��#
% �&��SV��?"�	���),7���/#��X%��)(3� *BU7���"��(�2J�"#C��U;% ,��"#;l
% ��?��3% ��(�#<��#��0#7(@�3?"?"�"���$?"(�#+%�� (�!`�$�),���F=���$�9� �)?"(�#7p65�U7� ���
(	#7!�8i(�#i?1,6��#7#��"!����	K�ÓD�3#6�x���	�

Ô+���),���\&[ ×$]Vm�d&Ü4dX[1[B#��&%'�)(3� *sß��),7���u#7�&%��/(�� *{,6�3�W�o�LU�?&�"#
%
F@�$����#i% (�%1�3!^�/�'%HU����&�=�D�g%1�9% ��?0��,��3� ���W*��&8CSV(3�=�k���T�&#7l
?&��8;27% ��(�#L�$�),7�=F=�����3� ��2;� �"���"#
%/(�#C���7��hs�&� �"#
%�?1,6��#7#��"!��"�

3.1.1 Methodology of each Experiment�),7�=�X�72J�X� �4:<�&#+% �f�/�&� �@�;(	#7�=��#D% ,���Sv(	!�!�(9����#75B:C��#7#��&���-F�2J�&��l
��(�#G����% ,i% ,���:<(�����!����g%1�3% ��(	#G�)��!�*+�H% ,;� (	U�5�,i% ,����7U���!4�7��#�5>SV(	!�l
!�(�����#�5r�Wp7�;����2��3% ,x(�S)%��1��.��"!�wV% (W:<�4#7��:<�4�&�B�&hs�"?X% �cSa� (	:Î% ,7�
!4�"8
(�U7%Z(3S)F=���1y��7U;� ��#�5C����?1,Y� U�#��@�),7�B�;U7�1�9% �4(�#r(�S$% ,��c���3!4*JK
��,7��?X,D���$% ,����;U7�1�9% �4(�#D(�S��=���4#75	!���� U�#>(�SJ% ,��/�&�;2J�&� ��:<�"#
%$�4���327l
2;� (��7��:C�9% �"!�8oÔ��i:<��#+U7% �"�"�D���3?X,q�X�72J�X� �4:<�&#+%Z�4�c?1,6�9�1��?&% �&� ���"�"�
�
8W% ,��<w`�ay��I��� �"!��"���=�@�gAkU7�����Y�3%=% ,��c:<(	�7�4!��c�g%1�3% ��(�#x�3#6�ow`���ay
% ,7�@�I��� �"!��"����#��X%��)(3� *CU������s���),��Z:<(�����!��Z?"!����"#
%=���&#6�7��#7�"5	!���5	��l
�7!��H2J�X� �4(+�;��?H�gA�EG�x:<�"��� �35	�"�$% (Z% ,��/#��&%'�)(�� *c% (�:C����#
%1����#B��#6�
�;����2�!4�"8<?"(	#7#��"?X% �4.+��%�8
�-�),+U�������% ,7���g%1�3% ��(	#C:<(9.��"�"K	��%/2J�&��SV(3� :<�
,���#��7(�hs�H�3�H��%H!�����.��"�H�D���7�W�3#6�i�"#
% �&� ���3#�(3% ,��&���

�@U7� ��#�5G% ,7�<�&�;2J�&� ��:<�"#
%c(	#�(	#7�<����� �&!4�&���D#��&%'�)(3� *sKj% ,��C(�% ,7�&�
%'�)(�?"(
�&�;���g% ��#�5�#��X%��)(3� *+�W�)�X� �x��,+U7%1�;(���#�]:åVd�å4K�% ,7���&#;.+��� (	#;l
:<�&#+%c,��	�x������(�!�U7% �"!�8q#7(GÉ=z~�326�9��%0Sa� (	:Å% ,��B�"#
% ��% ���"�c%1��*+��#�5
2��3��%u��#�% ,��Y�X�72J�X� �4:<�&#+%��¾FH!4��(x% ,��Y�&�;2J�&� ��:<�"#
% �D�)�X� �x�;(	#7�
��,7�"#I% ,��&� �Y�)���i#7�"5	!���5	���7!4�oU����&�i��?&% ��.+��%�8�w^�7U7� ��#75q% ,��r���3� !�8
:<(3� #���#�5�,7(	U;� �i(�S0�)�&�"*��"#��7�1yX� �),����W�)���Y�;(	#7����#k(��1�;�&�i% (
:<��#7�4:<���"�)% ,7���&hs�"?&% ��(�S�?X,���#7#��"!7?"(	#
% �"#
% ��(	#<(�#D% ,���.	�9� ��(	U���!4�3l
% �&#�?"���"�):<�"����U7� �"���$�),+U��"K
% ,7�H� �&��U�!�% �)��#u% ,7�����)(3� *D� �Zã6�&?&%)�"�X� (
?&(	#
% �"#
% ��(	#LK7�3#6�D�)�H� ������(�#W% ,6�9%)?1,6�3#�#��&!6?"(	#
% �"#
% ��(	#C����!�!�(�#�!�8
�/(�� ���"#G% ,7�Z,6�3#6�;(�hr!4�3% �"#7?"���"�"�

�),7��:<(�����!��$�g%1�3% ��(	#����-�3?"?"(�:<26��#7�����Z�
8Z����#���Ï<#75��g8;�g% �":I��,���?X,
���c�;�"����5	#��"�Tw^���c�;����?"U�����������#o���"?&% ��(�#qÔ;� 

� Ô	y@% (i?��327% U7� �B26��?1*
l
�X% ��(3S�ë ��#
% �&� �"�g%�ë
�`� �	�f% ,7��:C��#6�35	�":<�&#+%$Sa�1��:<�"��?"(	#7�g% ��% U7% ��#�5Z% ,7�
,���#��7(�ho27� (
?"�&���"���),��0��#���hs�&�@���Z��!��)��8;�Z��#{\"Ü�Q�[&d=e6mgQ�æ�]�äB]v_`Þ0% (
% ,7��?"!��4�&#+%�K�]:åVd�åf����?"!�(	���=���/27,
87����?��3!�!�8B2J(	��������!��@��#6�B��!���(>:<(9.��&�
����% ,Y% ,��c�g%1�9% �4(�#��7U7� ��#75D% ,��0�&�;2J�&� ��:<�"#
%����),����@,7�"!�2��=�4#Y.���!���l
�7�3% ��#�5>% ,�����#���Ï<#75B�g8;�g% �":Ì��#i% ,7�@SV(�!4!�(�����#�5C:C��#7#��&��ß

���H�;��#7?"��% ,7�r��#���hs�&�Y�3#6�I�g%1�3% ��(�#¾�9� �o��#I?"!�(	���x27� (��;��:<��%'8
K
��#
8W26�3?X*��X% ��� �&?"�"��.����i�
8u% ,���?"!����"#
%�K�����!�!f�3!4��(rw^�3?"?"U7�1�3?&8
:<���3��U7� ���u�4#i���"?&% ��(	#YÔ+� 
+���9y��J��?���2;% U7� ���u�
8u% ,7�Z��#���hs�&���



��z7�1�3:<�"�����"#
%0�+8r% ,7�D�g%1�3% ��(	#�(�#q�G#7�"��5	,+�J(�� ��#�5i?X,���#�#7�"!
����% ,i� �"��2J�"?X%�% (B% ,��Z��#7��hs�&��K7����!�!j�J�@?���2;% U7� ���C����% ,u� �"!4�3l
% ��.��"!�8u,���5	,i27� (	�����7�4!���%�8xw`���"�����"?X% �4(�#YÔ;� 

�4��yX�
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