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Abstract: Inthis paper, we describe a use of publickey
cryptography to achieve access control over
communication and data transfersin order to support
the work of collaborative groups. The participants
form themselves into groups and accessis granted to
group members. The use of cryptography in this
project is exceptional only in the care with which we
designed the protocols for identity establishment. Our
goal isto produce a working application that has the
potential to be more secure than earlier alter natives,
becauseitiseasier to use correctly. This paper
compares our identity establishment process, along the
lines of SDY, to that of an X.509 PKI or PGP, and
shows the security advantages of the process we use.
We also describe an experimental method for key
verification intended to make strong key verification
both easy and enjoyable for the average user.

1 Introduction

This paper describes a project to build and run
collaborative groups over ad hoc networks with strong
access control for communications and data transfers,
strong encryption for the privacy of those interactions
and strong but easy to use administration of access
control. It was our initial premise that cryptography
and protocol development had achieved adequate
security long ago, and yet weaknesses remained in
fielded implementations that came primarily from
human mistakes attributable to user interface elements
[6], such as

1. confusion when the user isforced to deal with
unfamiliar concepts,

2. mistaken identity when referring to people by
name, or

3. thesimplerefusal to employ security features
because of a distasteful user interface.

It was our intention to address these issues and thus
make a family of devicesthat improve on the security
offered by PKI-based mechanisms, such as PGP,
S/MIME, and SSL. We want to handle corporate
sensitive data with improved security while simplifying
the user interface to the extent that an untrained user at
home would use the system correctly. We stop short of
implementing MAC (Mandatory Access Control) and
labeling of data, although that isan areafor future
development.

The deviceswe use are PDAs and laptops. These are
mobile computing platforms, and in our prototype
implementation they are connected by wireless
networking, athough nothing in this design rules out
interoperating with wired devices. Because we are
using wireless networks, we have no control over who
might connect to that network. We have no secure
perimeter and therefore do not rely on one. In
retrospect, this appears to be agood design choice even
for wired networks, since it is becoming difficult, if not
impossible, to establish a secure perimeter in wired
networks aswell.

Wetake as our paradigm of collaborative group the
pattern we experience at Intel, where groups are formed
to address tasks, perform their function and then
dissolve when the function is complete. Such groups
remain active anywhere from a half hour to years.
These groups are formed via personal invitation
(sometimes indirectly, viaareferral from an invitee)
and are constructed based on availability and needed
skillswithout any special regard to the corporate
organization chart. Asaresult, it is not uncommon for
an individual to be amember of multiple groups and be
the only participant in common among those groups. It
is also not uncommon to meet more than one new
person in each new group aperson joins. These groups
might address extremely sensitive matters, such as
designs for new features for future microprocessors, but
they might also address non-sensitive matters, such as
planning an annual departmental party or raising money
for aneedy family. We assume that this model covers
more than just Intel. It appliesclearly to people’s
behavior at home. If there is amore structured work
environment where task groups are constrained by an
organization chart, such constrained groups can still fit
into our model.

Although we envision creating small collaborative
groups, typically the size of agroup onewould find in a
conference room, the mechanism defined here scales
easily to acommunity of any size. Meanwhile, even
though the group may be small, the population from
which we choose that group islarge, up to the size of
the global Internet. Thisintroduces anaming problem,
discussed in more detail below. It isthat naming
problem that would make aglobal PKI1 unacceptable for
our purposes, even if such a PKI were to exist.
Fortunately, from our experience there is no need for
such aglobal PKI. Instead, we expect to see a
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proliferation of the kind of public key authentication
and authorization mechanism that we have
implemented and that we describe in this paper.

This paper describes the full process of achieving
strong authorization of communication and file access.
In section 2, we cover physical discovery of other
devices. In section 3 we cover the process of
establishing identity of other participants, specificaly
of linking their identities as established biometrically
with their keys as provided over the network. That
section is perhaps the most controversial and
accordingly occupies the bulk of this paper. In section
4, we describe the process of group formation, based on
identities that have been established by the methods of
section 3. In section 5, we list some of the usesto
which these groups can be put. In section 6, we
consider some user interface issues, especially the issue
of key verification — something vitally important for
security but something that most users find annoying
and wish to skip entirely. In section 7, we give our
conclusions and in section 8 we consider areas for
future research.

2 Discovery

In our current implementation, we use laptops or PDAS
with dual networks, one local-area (802.11 ad hoc) and
onewide-area (GPRS). The discovery mechanismis
different for the two, not merely because the underlying
hardware is different but because the population size is
radically different. Under 802.11, one would expect
fewer than 200 machines within range. Under GPRS,
there might be millions of users online (just as there
would be on the whole Internet). In neither case do we
trust information obtained by discovery without the
further proof that is provided during the identity
establishment phase, but in both cases we need to find
the party with whom we intend to do that identity
establishment.

2.1 GPRSDiscovery

Discovery hereis by sign-on name, a name
programmed into the cellular card at time of service
activation. It is by these names that the cellular
provider identifies and catal ogs subscribers. These
names are arbitrarily chosen and not necessarily known
by the person encountering the name, so they are not
necessarily meaningful to users. They are used as
indexesinto a database, typically under verbal
instruction.

As part of our project, we have created a directory to be
operated by the cellular provider, in which we record
presence information: whether a given subscriber is
online at the moment and the current | P address of that

subscriber. Discovery over GPRS is achieved by
consultation of that directory. Write-access to that
directory is authenticated strongly, via public key
operations, using akey installed during provisioning
and bound to the user’ s sign-on name. Thiskey is
empowered only to give directory access and is not
used for other access control.

2.2 802.11 Discovery

With 802.11, there is no need for asign-on name, but in
order to be consistent across networks, we invent and
use a sign-on name for the 802.11 discovery process as
well. Thisisapotential weakness. Thereisacertain
level of security provided by the GPRS discovery
mechanism, since one must be strongly authenticated to
place an entry in the presence directory. When the
directory under GPRS returns an | P address for agiven
sign-on name, one can rely on the fact that the binding
of name to | P address was strongly authenticated and
was provided by the holder of that sign-on name.
However, under 802.11, there is no authentication of
the sign-on name. It ismerely aclaim. If the user had
been trained by GPRS experience to rely on the validity
of this name binding, thisis not safe. We do not rely on
our users to keep that distinction between GPRS and
802.11 in mind. Asaresult, amachine that has been
freshly discovered over either network is assumed by
our system not to have been authenticated at all and is
not granted any restricted access until after I dentity
Establishment and Authorization.

3 Identity Establishment

During the intr oduction phase, we establish the
identity of correspondents. Theidentifier we useis not
the sign-on name, for two reasons.

1. Weallow auser to generate multiple personae
and use them as she seesfit, choosing which
oneto usein introducing herself, just as a user
chooses which business card to beam from a
PDA.

2. Wedo not believe in one-name-fits-all -uses.
Thelogin name, introduced in the 1960’ s (or
even earlier), isagood method of identifying a
person to acomputer, but we have seen
numerous failures in attempts to use such
names to specify a person, through a
computer, to another person.

The description of introduction, which follows, may
seem pedantic and perhaps elementary. However, we
have tried to show all our steps so that we can compare
this process to that used by a more traditional global-
name PK1 such as X.509 or PGP.
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Figure 1: The Process of Establishing Identity

Within the computers and over the network, nodesin
our networks are known by various transitory
addresses, such as an | P address, but also by a
permanent, globally unique ID: a public key associated
with the user’s chosen persona. Theintroduction job
istherefore to establish the identity of that key.

By “establishing identity of akey”, we mean
establishing that the key belongs to the person you
think it does. The phrase “the person you think it
does’ impliesthat you have some concept of the
person. If you have never met the person, and therefore
have no concept of him or her, the phrase has no
meaning and you cannot establish identity. The most
you can do in that caseisto learn facts about that
keyholder based on statements by some other party.
However, here we are interested in establishing
identity.

In our analysis of the introduction process, we look at
three slices of reality:

1. Digital: thingsthat residein and happen
inside computers and networks (keys)

2. Physical: people and things that have physical
existence (people, computer screens), and

3. Mental: thoughts and memoriesinside a
person’s mind (knowledge about a person,
biometric matching procedures, decision
making, etc.).

“The person you think it does’ existsin the mental
slice of reality. Itisabody of memories about the
person in question. The purpose of introduction is
therefore to establish a binding between a body of

memo ries and a public key. Thisimpliesthat the
introduction phase requires personal acquaintanceship.
Our system does not limit all system use to personal
acquaintances of one person. Non-acquaintances are
made accessible during theinvitation phase. But, we
do block system use by complete strangers (those not
known to anyone in the collaboration group).

3.1 Theldentity Establishment Process

Each person who is party to an introduction operatesin
three different spaces: one physical, one digital and one
mental. For mutually establishing identity between two
parties, there are then six spacesinvolved, and stepsin
the process used to establish identity must cross from
one space to another. The boundary crossings must be
considered carefully because they offer increased
likelihood of errors.

In Figure 1 we show the process of introduction from
Frances Chamish to John Wilson. Ms. Chamish does
not use the name Frances, except on official documents,
like her driver’s license, passport and income tax return.
With everyone else, she uses the name Leanna. So, we
will refer to her by the name Leanna, unless we are
being formal.

The process described in Figure 1 might be mistaken
for the PGP key signing ritual, but it is different in that
it does not assume knowledge or relationships that are
not actually present. [The comparison to the process
used by atraditional PKI like PGP or X.509 isgivenin
section 3.2.]
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The identity establishment process of Figure 1 has six

steps.

1

John sees L eanna and since he knows her
already, he compares the person he sees before
him to atemplate stored in hismemory. This
is a biometric comparison, based on face or
voice recognition and possibly other
characteristics, processed by John’s senses and
brain, rather than some hardware biometric
sensor. A similar biometric comparison would
happen if the encounter between them were by
telephone or videoconference.

As part of normal background activity,
Leanna s and John’'s PDAs broadcast
discovery messages containing their sign-on
names and | P addresses. By mutual
agreement, Leanna and John start the
introduction phase by releasing their public
keys and associated information to each
other’s PDAS, using the | P addresses |earned
during the discovery phase. [Figure 1 shows
only one half of thisexchange.]

John wants to change Leanna’s key (an entry
in his Contact List) from anonymous to
known. Thisrequires averification phase.

For Leanna’s part of that phase, she displays
verification graphics of her public key, on her
PDA. [In Figure 1, thisis shown as a key hash,
but it could be any appropriate display
carrying enough entropy to verify the key.]
John’s computer simultaneously displaysthe
verification graphics of the newly arrived key.

John compares these two images, by seeing
them displayed on the two PDAsS, held side by
side (or if they are connected over atelephone
connection, he listens to Leannaread
displayed data or listens to her computer and
his own simultaneously render verification
data as sounds). From this, John now knows
that the key he has selected in his PDA isthe
one belonging to Leanna. He knowsthisin his
own brain, the same brain that established
Leanna’ s biometric match in step 1.
Therefore, those two match results are
communicated to his decision-making without
having to crossreality-slice boundaries.

With the success of the two equality tests,
John gives a name to that selected public key
using the name “Leanna’, which is the name
he usesto index his set of memories that
include her biometric templates. Thisname
comes from his memory and its sole purpose is
to be alink back to his memory from his
computer display. It doesnot haveto bea

name that anyone else would recognize as
belonging to Frances L. Chamish. This
binding of the name L eannato her public key
must be protected from tampering. John
establishes that protection by leveraging the
protection of hisown private key. He createsa
SDSI [5] name certificate binding the name
“Leanna’ to her public key and signsthe
certificate with his private key. After John has
accepted and labeled Leanna’ s key, future
encounters with her will not require any of the
steps of thisintroduction process. Her key
remains marked as fully introduced.

At the conclusion of this protocol, John has a Contact
List entry that ties a public key to abody of memories,
including one or more biometric templates, that stands
for his concept of the person he calls Leanna. In other
words, he has established that the key belongsto the
person hethinksit does.

The relationship established here isimmediately
between John’s mind and John’s PDA’ s digital memory
(with linkage by use of the name “Leanna’). Thereisa
secondary linkageto Leanna’s private key, by virtue of
the fact that a given public key has only one
corresponding private key, at least in our public-key
algorithms. From there, there is alinkage to any digital
signature made by Leanna’ s private key, and from there
to any message or file thus signed.

This process has been tuned to link information via
identifiers appropriate to the domain in which they are
used. Between John’s mind and his PDA’s memory, a
local name, meaningful only to him, isused. Between
John’s PDA and Leanna s PDA, aglobally unique
identifier (the public key) is used.

3.2 Establishing Identity via Traditional
PK1: X.509 or PGP

X.509, PGP and SDSI ID certificates differ in format,
process and meaning. The differenceinformat is
irrelevant for this paper. We focus on the differencein
process and meaning. Most especially, we note that
both X.509 and PGP deal with globally unique IDs that
are expected to be meaningful to whoever intends to
usethekey. SincethisID carries aglobal meaning, the
binding of 1D to key is an act that must be performed by
atrusted service. In X.509, that trusted serviceisa
specialy trusted Certificate Authority (CA). In PGP,
that trusted serviceis acollection of less trusted key
signers who, taken together, constitute a distributed
trusted service (the web of trust). By contrast, the SDSI
(local) names we use are intended to have meaning only
for the person who creates the name and bindsit to a
key. That one person isthe sole authority on this name
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Figure 2: Establishing Identity via PKI

binding and therefore the only one who can bind that
name to akey.

In Figure 2 the “ person” labeled “ TTP” standsfor a
Trusted Third Party and can be either an X.509 CA or a
set of PGP trusted introducers.

3.21 TTP Process: Leannato John

The process of Figure 2 appears simpler than the
process of Figure 1, because it omits the detail effort
involved in creating acertificate. In the case of PGP,
for example, that effort often involves the hash
computation and comparison steps shown in Figure 1.

The process shown in Figure 2 is:

1. Leannatakesvarious credentials and a copy of
her public key to the TTP. At PGP key
signing parties, those credentials might include
adriver’'slicense or passport. By means of
these credentials, Frances lays claim to her
true name. That is, she demonstrates to the
TTPthat sheis not impersonating someone
else. Theseofficial credentialsall list Leanna
as “Frances Chamish”, some using the middle
initial “L".

2. TheTTPinstructs his or her computer to
generate a certificate binding Leanna’ s name,
“Frances Chamish”, to her public key. Inthe
case of PGP, the certificate construction will
have been done already by Leanna and the
TTP(s) merely sign(s) that certificate body. In
the case of an X.509 CA, the TTP builds the

certificate and most likely chooses a name for
Leannain the process. PGP does not require
that IDsin certificates be globally unique, but
X.509 practices often require name
uniqueness, at least over the set of individuals
certified by that CA. Asaresult, the X.509
certificate will bind a Distinguished Name
(DN) to the public key, where that DN may
include the name Frances Chamish but may
also include other information to make the DN
unique.

3. The certificate issued to/for Leannais
delivered to John at atime when Johnisnot in
direct contact with Leanna and he must make a
decision based on the information contained
within that certificate. Thisdelivery can be
viaadirectory service (e.g., the PGP key
server or some directory of X.509 certificates)
or from Leanna as part of a communication
(e.g., viaS/IMIME). If heisacting properly,
he will fail to make any connection between
the certificate and his memory of Leanna,
since the two have too little information in
common to confirm with high probability that
they refer to the same physical person.
Note that PGP has a slight advantage here. Under PGP,
L eanna chooses the name she wants bound to her public
key and needs only to convince some number of key
signersto sign that association. On the other hand, a
high quality PGP key signer should refuse to sign akey
with aname not backed up by official documents.

143



1st Annual PKI Research Workshop---Proceedings

John TTP Frances
©
€
§ Assemble H
certificate .
John Wijlson
a7 ‘\
T B 1
Q !
[
1
£ b2 2
2 :

{credentials for

John Wilson}
— m%ﬁf%@fzsogg%"t‘z‘umv?ﬁg%%gc < ce rtlfl c at e 3 < ce rtlfl c at e
Q nOMTnﬁglvgzg\{UX\ﬁSLiprsg\?ils ) i
D ShmpiMOKIEIKOOKIABAC for John Wilson 4> for John Wilson 4>
D x12uc+SHyDBN3tYxivgWS+tNFCWrl

uc3niNeU7T1Ld3j; BHtFwnlbb/

KwZ1eu3LPTIXIyllkuRqHEbAh+Wx < 1

SubEToosEazaA e ¢ <G <certificate

f¢ for John Wilson 3>

Figure 3: Second PKI Example

3.22 TTP Process: John to Leanna

In the other direction, there is adifferent problem. John
Wilson uses the same, true namein all his official
credentials, on all his documents and with all people.
But, in Figure 3 we see that Leannais still unableto
connect his certificate to his identity in her mind.
Although the names compare between the certificate
and Leanna’ s memory, Leanna does not know which of
the TTP’ s John Wilsons this certificate corresponds to.
She knows only one John Wilson, but the TTP might
know and have certified hundreds. Itistruethat agood
CA will make the certificates for each John Wilson
different, by including additional information beyond
the common name * John Wilson”. (That information is
shown in Figure 3 as serial numbers.) However, if
Leanna does not know this additional information about
John, then all of these certificates would equally match
Leanna s memory of John and therefore the certificate
in Leanna’ s computer could be for any of those John
Wilsons. Inthe best case, shewill discount the
certificate asworthless to her because she knows she
doesn’t know which John Wilson it belongs to, but
thereisamore seriousthreat. She does not get all of
the certificates issued to all the John Wilsons. She gets
only one, especialy if it is delivered (e.g., by SMIME
or SSL) from someone claiming to be John Wilson. If
she were a naive user, she might not think about the
hundreds of other John Wilsons that the TTP could
have certified and, since she knows only one John
Wilson, accept the offered certificate as referring to the
John Wilson she knows. That is, she might assume that

she has verified John’sidentity viathat certificate when
she hasn’t.

By contrast, when Leanna creates a SDSI name
certificate with the name “ John Wilson” by the process
of Figure 1, since she knows only one John Wilson she
knows to which John Wilson her certificate refers. If
she knows more than one John Wilson, then she must
choose additional information to append to the name to
make it unique for her, just as a CA needsto do.
However, she will choose information that she knows
and that should therefore be meaningful to her when
she gets around to using that certificate in the future.

3.3 Security of Private Keys

There may be suspicion of the personal introduction
processes we use for their lack of use of aCA. Aswe
have shown above, the use of global names that comes
along with using a CA adds substantial insecurity to the
introduction process. However, an X.509 CA is
expected to be very good at protecting its own keys. In
our mechanism, by contrast, certificates are generated
by keysthat are not specially protected. In PGP, the
key signers do not specially protect their keys, but the
fact that akey is supposed to be signed by multiple
signers (the web of trust) implies that any attacker must
have compromised all of those keys. PGP aimsto
achieve through redundancy what an X.509 CA triesto
achieve through a guarded vault. At some number of
signatures, the attack effort required becomes greater
for PGP than for an X.509 CA and therefore the
strength of PGP would be greater. Our certificates have
neither form of protection.
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In spite of therelatively unprotected signing keysin our
mechanism, we can show that we have lost no security
for lack of the TTP. At the sametime, as shown in the
previous sections, we would have lost security via
naming had we used either of the global-name ID
mechanisms.

Our argument isthat if an attacker can steal (or operate
at will) auser’s private key, that attacker can
impersonate the user aswell as generate certificates.
Since confidentiality keys are established in our system
by signed Diffie-Hellman key agreement[3], forward
secrecy is maintained and the attacker does not gain
access to any past (recorded) messages or file transfers.

Thisisnot to deny the severity of theft of aprivate key.
The ability to impersonate the attacked user isawide
security breach. The ability to generate certificates as
that attacked user, however, does not give any extra
access. Nouser inour systemisintheroleof aTTP —
certifying memberships, IDs or authorizations that the
attacked party does not herself possess and therefore
that the attacker does not himself possess after theft of
her key.

If the attacker chooses to use the stolen key to generate
acertificate for his own key, to invite it to join a group
(see section 4, below), then the attacker would have
access to activities of that group as afull participant
without continued use of the stolen key. However, he
would also leave atrail of use of hisown key. That
key, although not tied to any locator information, is an
identifier and has forensic value. Therefore, asavvy
attacker would continue to impersonate the attacked
person by using her stolen key, rather than generate a
certificate giving group membership to hiskey.

In summary, the theft of a private key is undesirable,
but the ability of the thief to generate certificates gives
the thief no powers beyond those already gained just by
possession of the private key and might, in fact, work
against the attacker. A TTP would not increase private
key security on an individual node. It would only
increase certificate-issuing security, and therefore is of
no benefit to us.

4  Group Formation

We start with the concept of a secured collaboration, or
collaboration for short. A collaboration isagroup of
principals, known as members, who are permitted to
share messages and files as part of that collaboration.
Some of these members also have the permission to add
new membersto the collaboration.

A collaboration starts out as a name in the namespace
of the creator of the collaboration. Itisexpressed asan
SPK1/SDSI name: “(name <public key> <ASCI| name
of collaboration>)". [4]

The creator of a collaboration might be a private
individual, creating a set of friends, or a project leader
in acorporation, creating adigital reflection of her
project team. The official or unofficial nature of a
collaboration is afunction of the intention of the creator
and does not show up in any difference in the software
used.

Given correspondents who are known with assurance,
the process of I nvitationisthat of granting
authorization to those known correspondents to
participate in a secure collaboration. Aninvitee can be
granted membership in the collaboration and might also
be granted the right to invite others into that
collaboration.

We grant membership without permission to add new
members by creating an SPK1/SDSI 1D certificate:
(cert

(i ssuer (name <public key> <ASCI I
name of col |l aboration>))

(subj ect <public key of invitee>)

(valid (not-after <end date>))

)

We grant the ability to add new members as well by
issuing the certificate:
(cert
(i ssuer (name <public key> <ASCl |
name of coll aboration>))
(subj ect (name <public key of
i nvitee> <l arge random val ue>))
(valid (not-after <end date>))

)

That is, we create a named group in the grantee’s
namespace and add that named group to the
collaboration. That grantee then adds individual
members to that new named group, via certificate:
(cert

(i ssuer (nanme <public key of
i nvitee> <l arge random val ue>))

(subj ect <public key of next
i nvitee>)

(valid (not-after <end date>))

)

The members of a collaboration are those public keys
that are direct members of the top level named group or
of some named group contained within that top level
group, at whatever nesting depth.

4.1 Cross-corporate Invitations

In our system, invitations are issued only to
acquaintances, but these do not have to be close
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personal friends. These can be people one had met for
the first time just prior to issuing the invitation.

Such might be the case with cross-corporate working
groups, such as standards bodies, corporate acquisitions
or venture capital funding activities.

Theinvitation process does not require an act of the IT
departments of the various corporationsinvolved. It
does not give any accessinto any of the corporations by
members of the other except for the strictly limited
functionality of the collaboration for which the
invitation wasissued. Inthisway, it models current
business practices.

Other PKI mechanisms for permitting cross-corporate
interactions do not share this attribute. A bridge CA
[1], for example, effectively merges the certificate
space of the two bridged corporations. The very
existence of the bridge CA might, in fact, leak sensitive
information (for example, evidence that an acquisition
or merger isin the secret negotiation stage).

By contrast, with theinvitation process, corporation A
learns nothing about the employee database of
corporation B. Members of corporation B are
represented in the group as public keys. No names of
keyholders are exchanged as part of theinvitation. One
does not know if a second key invited by someonein
corporation B was that of another employee or wasa
second key of the original employee. Therefore, one
does not even learn anything about the headcount of
corporation B beyond that which was learned during the
in-person negotiation meeting(s) during which the
introduction phase crossed the inter-corporate
boundary.

5 Use

From the point of view of the user, the collaboration
tool isjust another instant messaging tool that happens
to operate over dual networks and offers peer-to-peer
file sharing. It happensto have a peculiarly rigid
introduction process, but we are tuning the prototype to
make sure that that processis not onerous.

The user has no choice over whether or not to use
cryptography and, if so, how strong. User keysareall
1024-bit DSA. All messages and file transfersare
encrypted with 168-bit triple-DES CBC, with session
keysand IVsderived from 1024-bit D-H key
agreement. All messages and file transfers are digitally
signed. This use of cryptography istransparent to the
user.

Full details of the features of this prototype belongina
product data sheet rather than this paper, but that data
sheet has not been written yet. In summary, then:

1. Userscan send messagesto
a  anentire named group,

b. aset of members of anamed group,
or

c. asingle member of a named group
2. Users can make files available to a named
group

3. Userscanfetch afilethat isavailableto a
named group from the machine that holds it

4. Userscansendfilesasif attached to a message
(i.e., addressed the same way)

With every operation, a group must be specified. Itis
the named collaboration group that constitutes the only
access control at thistime. That is, in order to keep the
Ul simple, we provide for only one level of access
control. If you arein the group, you can read any
message or file made available to that group.

Each computer in a group maintains state for that
group, including the list of group member keys and the
list of any files that have been made available to the
group. Whenever two group members regain contact,
they synchronize this group state. The synchronization
is automatic and gives users the impression of common
state, although at times of network partition, that
common state |oses consistency.

The resulting use model is very basic and we hope easy
to understand. Wider trials of the prototype will let us
confirm that hope or give usinformation with which to
improve the user’ s experience.

6 User Interfaceissues

It isessential to do proper cryptographic engineering,
both in writing code and in designing protocols.
However, that careful engineering is not sufficient to
achieve security in an end-user product [6]. The user
interface needsto be designed in such away that the
user would naturally do the correct thing and avoid
doing the wrong thing.

We must assume that there is always an attacker trying
to gain access to our collaborations, even though we
realize that in most cases there will be no attackers.
Thislack of evidence of attack makes motivation of the
user especially difficult. It istherefore incumbent upon
us to make the user interface as pleasant and simple as
possible

Computer software engineers, no matter how well
meaning, cannot be expected to get auser interface
right. There must be extensive testing, with real users.
We have just started that extended testing and cannot
report full results at the time of thiswriting. However,
we have learned a number of things that are worth
reporting here. These are cases where lessonswe
learned go against the inclination of our own
developers.
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6.1 Minimizing Choices

We have found that we need to minimize choices and
options, especially when there might be a bad choice.
Our initial users are more comfortable when given
fewer options.

We have limited options by defining a Contact (a Java
Object) that goes through state changes. It starts out,
after discovery, as an anonymous, non-trusted thing. It
has a sign-on name and may have an |P address. The
only thing that can be done with this non-trusted object
isto engage inintroduction.

After introduction, the Contact has a public key that has
been verified and named by the user. Anintroduced
Contact is only then available to participate in
invitations to join one or more named collaboration
groups.

All message traffic and file transfers are associated with
anamed group and are limited to members of that
group. Itisnot possibleto engage in messaging or file
sharing outside a named group.

Groups and Contacts are shown to the user as names,
but the state of a Contact is shown by color and icon so
that the user does not need to look beyond the top-level
screen to tell what can be done with the Contact.

Oneinvites a Contact to join agroup by dragging and
dropping the Contact name onto the group.

6.2 Sign-on Names

For security purposes, it is best not to display sign-on
namesto the user at all. These names are weak
identifiers at best and are subject to the John Wilson
problem, described in section 3.2.2.

On the other hand, both devel opers and experienced
users have been well trained to use sign-on names.
Many users view sign-on names as away to deliver a
message — e.g., the name “fundude”, or the name
“fund00d” that conveys aslightly different message.

In the prototype, we have compromised. We use sign-
on names during discovery, but have the person who is
building a personal Contact List choose a name for each
entry inthat list. Thisnamewill probably turn out to be
the original offered sign-on name most of the time and
we expect that to be a potential weakness, due to the
John Wilson problem, with or without actual attacks.

Wetake it as ongoing work to look for a solution to this
problem that is acceptable to users.

6.3 Key Verification

We recognized early in the development process that
key verification (e.g., the comparison of hex key
fingerprints) is the geekiest, slowest, most painful and
most cumbersome part of the introduction process.

This can be made alittle easier by converting key
hashes to lists of words to be read aloud, as PGP did
several versions back. However, the task is still time
consuming. Thelist of wordsfrom a SHA-1 hashon a
PGP key takes on the order of 24 secondsto read. The
hex version of the hash takes about the same length of
time.

When keys are verified over atelephone connection, in
our prototype, we currently have the two parties read
words alternately to each other, to achieve mutual
verification of the hash. However, when keys are
verified by placing two mobile computers next to each
other, so that the person receiving the key can verify
correct receipt, we can use a graphical mechanism that
permits entropy comparisons to be much faster.

Figure 4: Verification graphic
Figure 4 shows a PDA screen displaying a graphic that
wecall a“flag”. Preliminary experiments show that
people can compare a time sequence of these apparently
random graphics on two side-by-side screens, at arate
of 2 per second, with comfort. Assuming the verifier is
not color-blind, each flag carries 25 bits: 1 for
horizontal vs. vertical orientation; 6 for the color of
each rectangle. Thisrate needs to be confirmed by
more extensive testing, but assuming it is confirmed,
this permits a key hash comparison at 50 bits per
second. One can then compare afull 160-bit hash in
just over 3 seconds, for a speed-up of afactor of 8.
If the graphic is black and white, e.g., for fully color-
blind users, we expect to get at |east 10 bits/second of
comparison, for afull 160-bit hash in 16 seconds, but
we have not yet experimented with shapes to see how
much more rapidly we can do comfortable entropy
comparison.
Itisour goal to get the verification time low enough
that a user would verify the correctness of akey’s hash
in the time it takes to move a stylus or mouse to accept
akey asvalid. Thisdoes not eliminate the verification

147



1st Annual PKI Research Workshop---Proceedings

step, but does permit it not to add time to the user’s
process.

7 Conclusions

The problem of making sure that only those who truly
should be authorized to access some data actually end
up with accessto that dataisavery hard problemin
general. We have addressed a subset of the family of
security policiesthat have thisrequirement. We
provide for policies in which every member of a
defined group is permitted the same access as every
other member, but we allow for the definition of an
arbitrary number of groups. We have been very careful
to make sure that groups are made up only of
individuals known personally by someone with the
authority to add to the group membership. This does
not cover all possible groups, in theory, but does cover
all groups we encounter in practice, both at work and at
home.

Prior to thiswork, we had observed that the greatest
leakage of confidential information came from
misdirection of communication, through name
confusion, and only secondly from afailure to employ
security mechanismsto protect data. To respondto
those problems, we have been careful to keep the
named people and groups that any individual must deal
with down to the personal acquaintances and group
memberships of that individual. No choices are made
from alarger namespace. We allow the individual to
choose his or her own names for these individuals and
groups, to minimize confusion of names. We have
made all communications encrypted and digitally
signed, with no user choice, so that all accessesto data
handled by this system must be viathe access control
mechanisms we have defined.

This system is doubtless not perfect. However, it has
addressed the greatest needs we have identified and
further improvements can follow as we gain experience
with use of this system.

8 FutureWork

We have chosen not to deal with revocation of keys or
of authorizations (group memberships). The underlying
SPKI mechanism supports a variety of revocation
methods, but the complication of the user interface did
not seem warranted for what are almost always short-
lived groups of long-lived keys.

The limitation of operations to group members, and the
labeling of files as available to a group, can be thought
of asapoor man’s MAC/DAC architecture. We could
possibly improve the security of our mechanism by
implementing it on top of an operating system that
supports data labeling and mandatory access controls.

We need to continue our user trials of key hash
comparison mechanisms, including audio trials
alongside graphical ones, in order to determine the
actual number of bitsbeing compared per second by the
user.

Because our underlying engine is the AuthCompute
library from CDSA [2], we have the full power of SPKI
and SDSI at our command. However, we have not
found areason to use all that power. Itisstill an open
guestion whether the refinement of access controls full
SPK1 would make possible would be of use to anaive
user base or whether it would add an unacceptable
amount of confusion. For example, it is possible to use
the SPKI threshold subject mechanism to have more
elaborate security policies— such as permitting access
only if agroup member is also still employed and has a
non-revoked key. However, thisfunctionality would
require a complication of the user interface and might
lead to more errors than the extra refinement of
authorization would prevent.
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