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WIEre are we, where should we be, what'’s
ﬂOJf]JHJ Is back, and where do we want to
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And: what about authentication vs.
-:f'.‘f_-i:f—-;_-_-_ authorization?
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e '_' 1cat|on services?
=2 _hat IS the span of control of the PKI intended

to service that application?

= Do you justify a PKI based on Return on
Investment or something else?

® Does the PKI handle user authorization or just
authentication?



\/\/he' : are we?
broadly useET‘U‘FSSL SEnver=side

it provides all of the securlty one might like or not

RIKIFIS S J_ng grewing acceptance within enterprises as a
0] 'for lSEr authentication, e-signatures, and
sontidentiality

- M ﬂy examples, government and private sector

S g' | is starting to be used between enterprises and in
,jPSEC
= But PK1 is NOT being used globally by consumers
— With some notable exceptions (e.g., ScotiaBank)

* And PKI Is also not being used broadly for user
authorization
— Attribute certificates still a “work in progress”
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WisETE Shouldawve hbe?
ST KL breadly e authentication, and
Hiiigcely auithorZation
Ieriee); ating PKIl into the network and

enr_Y rise directory services, so it can
Snefit from them

== ;rewdlng a common look and feel at the

=-—'"""—

- application layer for certificate use

# " Making the use of certificates seamless
and “reasonably” invisible to the average
user




\/\/mgl_ S eally Jngldmg«uem

SRPEICK: ations, that use: certificates
2 r're eto be “second”

> Lzlgic ~common semantics (e.g., In certificate
OOJJ( S

- O)f anlzatlonal politics (e.g., Intra-organizational
E — and inter- -organizational parochialism, NIH
_syndrome, namespace control, lawyers)

£ _Dealing with legacy application entanglements
e [ ack ofi an ability to show ROI (a chimera)
* And least of all — the technology
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WhEre do wewant togo?”

SNDEPENds; allot on oL perspective =

|

FSOlIEWant to see identity-based PKI burgeon for
[jirezenterprise use first, then inter-enterprise

Orme s want to see identity-based PKI burgeon
o) ..,-eallng with consumers or the public

"‘-"‘6 would like PKI to focus on authorization
= _rgther than authentication

= Still others think we should use some other
technology entirely

— But what? Passwords? Biometrics? Each has its own
set of problems...




AU e lcat1qm.ys Au{h@ﬂﬂ!‘ on"

SAliRcnrapplicatienIeeas 1o de ene, It
pIoa]Y alse NEEds to do the other
E@)rneeds to trust another application (or the

rr' work operating system) which has done
e othern
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,"""ﬂ do both simultaneously, or separately

—

'7'“*:.'__' ~—“Should I' separate variables before solving
this PDE?”

— (Normally — yes, especially if the PDE is
Navier-Stokes!)
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WIY'do Separately? e

“NRttiuyely: consistent: With precesses; We, are all
Ferpilie s

SRREGUIned by some (perhaps most) regulations

€°9., FDA 21 CFR Part 11, e-records, and e-

el ures)

SHAlows PKI to do one while some other process

sﬂbes the other (thus, supports legacy

~ applications that use ACLs)

& Sometimes identity is important separate from
authorization (or identity is sufficient by itself —
such as patient access to his/her records under
HIPAA)
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JIGAIET OIS Sleleniop o fovevyglanyeitlzlfel (elo); ave to indicate
“yVp) / 9 — but I yeu want to use it, may need a visa (authorization
LORVISITE orelgn country)

> Drivags L’ anse

— ro J(,O one, had to prove who you are, not just that you can drive a
cal;rand license provides evidence of |dent|ty as well as
: rn erization to do something — drive a vehicle

el mg a credit card

‘TO get the card, had to provide evidence of who you are and ability
-"'"_’-:- : '_ to pay your debts (former needed to establish latter)

-~ = Arguably you should be asked to provide stronger evidence than
credit card companies require (to combat identity theft)
® Using a credit card

— Some merchants accept card alone for purchase (so it is like an
authorization token), but increasingly you have to produce separate
identity ID because of problem with fraudulent purchases



Example: Johnson & Johnggﬁﬂk

> Direeie) V-centric -
= [efJfJJ.—\ r]]rer ORYseRyes asratthertative source

. ‘er n ate contents come solely firom directory

IWeNGERTILY certificates (signature, encryption), plus
role/e)s o[ certificates

S

gandware token preference (USB iKey2032) but also

SUP[ort software tokens

._-;ﬁa*i:hr?' irst phase of deployment (about 500 certificates
Jed), testing underway

E Second phase (full production) later this year

~~ — Goal is certs for almost all J&J employees plus, where necessary,
customers and business partners

— Expect total number ultimately to be >>100,000

— Willing to accept non J&J certs through cross-certification or trust
list model
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J(%J vl-— Key Uses j«—-—

REMOLE uthentlcatlen with hardware token enly
WAINRUSTINE NN GF OINUIVITY CIIE

Adidentication to enterprise software (e.g., SAP,
JJeoeJ Oracie)

- -S|gnatures to comply with FDA 21 CFR Part
11 ﬁuthorlzatlon established separately)

SERcryption to comply with Healthcare Insurance
»-J=I5’ortablllty and Accountability Act

= Secure (signed/encrypted) e-mail for clinical trials,
financial data, mergers/acquisitions, law
department activities

* Automated Lab Instrumentation Management
Systems (signatures and encryption)




