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Abstract

TheWebis currentlythepre-eminentmediumfor electronicservicedelivery to remoteusers.As a consequence,
authenticationof servers is moreimportantthanever. Even sophisticatedusersbasetheir decisionwhetheror not
to trusta siteon browsercues—suchaslocationbar information,SSLicons,SSLwarnings,certi�cate information,
responsetime,etc.

In their seminalwork onwebspoo�ng,Feltenet al [8] showedhow amaliciousserver couldforgesomeof these
cues—but usingapproachesthat areno longerreproducible.However, subsequentevolution of Web tools hasnot
only patchedsecurityholes—ithasalsoaddednew technologyto make pagesmore interactive andvivid. In this
paper, weexplorethefeasibilityof webspoo�ngusingthisnew technology—andweshow how, in many cases,every
oneof theabovecuescanbeforged.

In particular, we show how a maliciousserver canforgeall theSSLinformationa client sees—thusproviding a
cautionarytaleaboutthesecurityof oneof themostcommonapplicationsof PKI.

Westressthatthesetechniqueshavebeenimplemented,andareavailablefor publicdemonstration.

1 Intr oduction

Nearlyeveryaspectof social,government,andcommercialactivity is moving into electronicsettings.TheWorld Wide
Webis thedefactostandardmediumfor theseservices.Inherentpropertiesof thephysicalworld make it suf�ciently
dif�cult to forgea convincing storefrontor ATM thatsuccessfulattackscreatelong-citedanecdotes(e.g., [7]). As a
consequence,usersof physicalservices—stores,banks,newspapers—have developeda reasonablyeffective intuition
of whento trustthata particularserviceoffering is exactly what it appearsto be. However, moving from “bricks and
mortar” to electronicintroducesa fundamentalnew problem: bits aremalleable.Doesthis intuition still suf�ce for
thenew electronicworld? Whenoneclickson a link that says“Clic k Here to go to TrustedStore.Com,” howdoesone
knowthat'swhereonehasbeentaken?

Answeringthesequestionsrequireexamininghow usersmake judgmentsaboutwhetherto trustaparticularWebpage
for a particularservice. Indeed,the issueof usertrust judgmentis largely overlooked; researchaddressinghow to
secureWeb servers (e.g., [12, 13, 17]), how to securethe client-server connection(e.g., [10]), and how to secure

� This work wassupportedin part by by the U.S. Departmentof Justice,contract2000-DT-CX-K001, andby Internet2/AT&T. However, the
viewsandconclusionsdonotnecessarilyrepresentthoseof thesponsors.
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client-sidemanagement(e.g.,[15]) risk beingrenderedmoot,if the�nal transmissionof trust informationthehuman
useris neglected.

Usersnow routinely encounterWeb (andWeb-like) contentasthe allegedmanifestationof somespeci�c entity—a
newspaper, a store,a governmentagency. How do usersevaluatewhetheror not this manifestationis genuine?We
brie�y discusssomeitemsthathave re-surfacedrecently.

� Convincing HTML. Onceupona time, e-mail consistedsolely of text. However, mail tools have become
suf�ciently powerful that HTML attachedto an email will be automaticallyrenderedat the receiver's site. A
maliciouspartycanforgea news articleby downloadinglegitimateHTML from a Webserver, editing it, and
attachingit to email.

One might expect that recipientsshouldknow that Web pagesshouldbe viewed via Web transfers,not via
email.However, law enforcementcolleaguesof oursreportthatthis techniqueis suf�ciently convincing to bea
continuingsourceof problems.

� Convincing URL. MoresophisticatedusersmaybasetheirdecisionsontheURL theirbrowsertells themthey
arevisiting. However, RFC1738permitsmore�e xibility thanmany peoplerealize. For a basicexample,the
hostnamecanbeanIP address.

As a casein point, in 1999,GaryD. Hoke [14, 21] createdHTML thatproduceda realistic-lookingBloomberg
pressreleasepertainingto PairGainTechnologies,Inc., postedthis on angelfire.com , andposteda link to
thispageonastockdiscussionbboard.Sincethepresenceof angelfire.com insteadof bloomberg.com
in theURL mightgiveawaythehoax,Hokedisguisedthelink usingby usingAngel�re' s IP addressinstead:[3]

http://204.238.155.37/biz2/headlines/topfin.html

Hoke's limited disguisewassuf�cient to drive thepriceof thestockup by a third (andalsolandhim in legal
trouble). However, the technologypermitseven more convincing disguises. For one thing, on many plat-
forms (including all the Netscapeinstallationswe tested,exceptMacs),the IP addresscanbe expressedasa
decimalnumber(e.g.,3438189349)insteadof the more familar slot-dotnotation—furtherdisguisingthings.
Furthermore,(aspointedout yet again in [1]) RFC 1738permitsthe hostnameportion to includea username
andpassword in additionto machinename.Hoke couldhave madehis hoaxevenmoreconvincing by �nding
(or settingup)aserver thatacceptsarbitraryusernamesandpasswords,andgiving aURL of theform

http://bloomberg.com:biz@3438189349/headlines/topfin.html

� Typejac king. URLs thatappearmorestandard—but containincorrecthostnamesdeceptively similar to host-
namesusersexpect—isa trick long-usedby many e-commercevendors(primarily pornographers)to lure in
unwittingcustomers.

However, this techniquecan also be usedmaliciously. As we recentlysaw in the headlines[19], attackers
establisheda cloneof thepaypal Websiteat a hostnamepaypai , andusedemailto lure unsuspectingusers
to log in—andreveal their PayPal passwords. The fact that many mailerslet a usersimply click on a link,
insteadof pastingor typing it into a browser, andthat in many fonts,a lower-case“i” is indistinguishablefrom
a lower-case“l”, facilitatedthisattack.

� SSL to whom? Secure SocketsLayer (SSL)is toutedasthe solutionto secureWeb connectionsandserver
impostors.However, evenif ausercan�gure outhow to examinethecerti�cate testifyingto aserver'sidentity, it
is notclearwhetherthis informationprovidessuf�cient groundsfor trust.For example[6], thePalmComputing
“secure”websiteis protectedby anSSLcerti�cate registeredto ModusMedia. Is ModusMediaauthorizedto
actfor PalmComputing?(It turnsout,yes.But how is theuserto know?)

It is againstthisbackgroundthatwestartedourwork. Thecurrentvisualsignalsthatabrowserprovidesdonotappear
to provide enoughinformation for many trust judgmentsthe userneedsto make. But beforewe examinehow to
extendthebrowseruserinterfaceto handlethingslike securityattributecerti�catesor delegationfor servers,weneed
to examinewhetherthe insuf�cient informationthebrowsersdo provide is reliable. Theseminalwebspoo�ng work
of Feltenet al [8] showedthat,in 1996,a malicioussitecouldforgemany of theseclues.Subsequentresearchers[4]
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reporteddif�culty reproducingtheseresults.This scenarioraisesthequestion:What's still spoofabletoday, in 2001?
Ouranswer:for standardbrowserinstallations,justabouteverything:includingtheexistenceof SSLsessionsandthe
allegedcerti�catessupportingthem.

To returnto ourearlierquestion:how doesoneknow theclick hasreally takenoneto TrustedStore.com?Onecannot.
On commonNetscapeandInternetExplorerplatforms,if onesurfswith JavaScriptenabled,an adversarysite can
convincingly spoofthecluesandappropriatebehavior.

Section2 establishesthebackground:theelementsof Webpages,Websur�ng, andadvancedcontenttools.Section3
discussesprevious efforts in this area. Section4 presentsthe sequenceof techniquesthat we developed. Section5
sketchessomeinterestingextensionsof thesetechniques.Section6 concludeswith someavenuesfor futurework.

2 Backgr ound

Nearlyall Internetusersarefamiliarwith thelook andfeelof WebpagesandWebsur�ng. In thissection,wequickly
introducetheelementsandtheunderlyingtechnology, to establishacommonterminologyfor therestof thepaper.

2.1 Anatom y of Browser Windo w

Westartby quickly reviewing theelementsof abrowserwindow, usingNetscape's “Classic” (e.g.,4.75)format. (See
Figure1.) Thetop line—with “File, Edit...” tags—isthemenubar. Thenext line—with “Back, Forward...” buttons—
is thetool bar. Below thetool baris thelocationbar, containingadditionalbuttonsaswell asthelocationline, which
displaysthecurrentlyvisitedURL. Below thelocationbaris thepersonalbar. Themainwindow is next; atthebottom,
the statusbar containsthe SSLicon—which indicateswhetheror not an SSL sessionis established—aswell asthe
statusline, which indicatesvariousstatusinformation,suchastheURL associatedwith thehyperlink underneaththe
cursor. An input �eld is theportionof aWebpagethatcollectsinput from users.

Interaction In a normalbrowserwindow, many of theseelementsarenot static. Rather, useroperations—suchas
moving a mouseover or clicking on an element—causesomecorrespondingreaction,suchasdisplayinga pop-up
menu. Typing into thelocationline andhitting returncausesthebrowserto loadthatpage.

Sur�ng In thetypicalactof browsing,theuserselects(via clicking a link, or typingaURL) aWebsite;thatserver
returnsanHTML �le which thebrowserrenders.Potentially, the�le causesthebrowserto fetchandloadother�les
from thatserverandotherservers.

In a typical SSL session,the browserandserver encrypttransmissionsusingsharedsessionkeys. The existenceof
anSSLsessionis indicatedby theSSL icon; dependingon con�guration andplatform,enteringandexiting anSSL
session(aswell, potentially, other relevant SSL events)triggersthe displayof a warning window, usuallywith an
“OK” or “OK, Cancel,Help” buttons.

2.2 Web Spoo�ng

For this paper, we offer this working de�nition of web spoo�ng: when maliciousaction causesthe reality of the
browsingsessionto differ signi�cantly from thementalmodelasophisticateduserhasof thatsession.

In our work, we con�ne this maliciousactionto contentfrom a conspiracy of servers: e.g.,theserver thatoffers the
fake “click herefor TrustedStore.Com”link, andtheserver thatoffersthefakedpages.In particular, wedonotpermit
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Figure 1 Elementsof a typicalbrowserwindow.
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theadversarialserversto have signedscripts,andwe will regardthetheuser's browserandcomputingplatformto be
out of thereachof anadversary. (Although,whenonethinksof themany non-Netscapeandnon-Adobesitesthatsay
“click herefor the latestversionof Netscape”or “click hereto getAcrobat,” Webspoo�ng couldenablesomevery
interestingplatformattacks.)

In a typical Web spoo�ng attack,theattacker presentstheclient carefullydesignedwebpages,andtricks theclient
to believe that he is communicatingwith a real server instead. Web spoo�ng is possiblebecausethe information
which theserverprovidesto theuseris collectedanddisplayedby thebrowser. Evenin SSLsessions,theuserjudges
whethera connectionis securebasedon informationlike theSSLicon, warningwindows, locationinformation,and
certi�cates.But theuserdoesnotreceivethis informationdirectly; rather, hedrawsconclusionsfrom whatthebrowser
appearsto tell him.

Advanced Content Tools The key to Web spoo�ng is the fact that simple “hypertext markup” (the “HT” of
“HTML”) hasnever beengoodenough. Web developershave continuallywantedmore interactionand �ash than
simplehypertext markupprovides,andhavedevelopedasequenceof waysto embedexecutablecontentin Webpages.
Currently, theprimaryparametershereare:

� thelanguage of theexecutable,

� andthelocationwhereit runs.

For languages,JavaandJavaScriptaretwo thatarecommmonlyused.For location,theprimarychoiceis at theclient,
or at theserver. Examplesof server-sideexecutables—actingundertherequestscomingfrom theclient side(but not
necessarilyfrom theuser)areservletsandCGI scripts.For client-sideexecution,DynamicHTML (DHTML) [18, 5,
11] hascometo bethewidely-acceptedcatch-alltermfor usingHTML, CascadingStyleSheets(CSS), JavaScript,and
othertechniquesto createvivid, interactive pagesthatdependprimarily onclient-sideexecution.

It is true that theemergenceof executableWebcontentcoincidedwith an increasedfocuson security—since,with-
out furthercountermeasures,theactof browsingcouldcauseanunwitting client to downloadandexecutemalicious
code. However, this securitywork hasbeenconcernedwith how to prevent maliciouscodefrom stealingsensitive
informationfrom the local disk or otherwebpagestheclient browses,andfrom tamperingwith thedatathat client
hasor shareswith otherservers. (For example,bothJava appletandJavaScriptby default have almostno accessto
local �les.) Ironically, this securityfocusis completelyinappropriatefor Webspoo�ng: wherethegoalof thecontent
is not to illegally modify client-sidedata,but ratherto misleadtheclient,sothathe/shegivesthesensitivedataoutby
mistake. Toooften,traditionalsecuritymodelsdonot includeusertrustjudgment!

3 Previous Work

Princeton As earlyas1996,Feltenet al at Princeton[8] originatedthe termwebspoo�ng andexploredspoo�ng
attackson NetscapeNavigatorandMicrosoft InternetExplorerthatallowedanattacker to createa “shadow copy” of
thetrueweb. Whenthevictim accessestheshadow Webthroughtheattacker'sservers,theattackercanmonitorall of
thevictim'sactivitiesandgetor modify theinformationthevictim enters,includingpasswordsor creditcardnumbers.
Sourcecodeis not available;accordingto thepaper, theattackusedJavaScriptto rewrite thehyperlink information
shown on thestatusbar; to hide the real locationbarandreplaceit with a fake onethatalsoacceptkeyboardinput,
allowing thevictim to typein URLs normally(which thengetrewritten to go theattacker's machine);andto replace
the DocumentSourcebutton the menubar (to show the sourcethe victim expects,not the real source).Apparently
unableto spoof the SSL icon, the PrincetonattackspoofedSSL by having the useropena real SSL sessionto the
attacker's machine.
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UCSB Subsequently, De Paoli et al at UCSB[4] tried to repeatthePrincetonattack,but couldno longerfake the
locationbarof NetscapeNavigatorusingJavaScript.

However, De Paoli did show how the featuresin Java andJavaScriptcanbe usedto launchtwo kinds of attacksin
standardbrowsers. One attackis using a Java appletto collect and sendinformation back to its server. A client
downloadsa honey-pot HTML documentthat embedsa spyappletwith its stopmethodoverridden(althoughthis
enablingtechniquehassincebeendeprecated).From thenon, every time the client launchesa new web pagewith
an embeddedJava applet,a new Java threadstarts. But sincethe stopmethodof the spy appletis overridden,the
spy threadcontinuesrunning—andcollectsinformationon thenew client-sideJava threads,andsendsthembackto
the attacker. The otherattackusesa Java appletto detectwhenthe victim visits a certainwebsite,thendisplaysan
impostorpagefor thatsitein orderto stealsensitive information,suchascreditcardnumber.

CMU In 1996,Tygar andWhittenfrom CMU [20] demonstratedhow a Java appletor similar remoteexecutioncan
beusedasa trojan horse. TheJava appletcouldbe insertedinto a client machinethrougha bogusremotepageand
popupadialogwindow similar to thetruelogin windows. With theactive text�eld on thetopof theimage,thetrojan
horseappletwould capturethekeyboardinput andtransferthemto attacker's machine.Tygar andWhittenalsogave
away to preventtheseattack:window personalization.

Noneof thesepapersinvestigatedhow to forgeSSLconnections,whennoSSLconnectionexists.

4 Our Techniques

Webbrowsersdonotseemto providesuf�cient informationto enabletrustjudgments.However, attemptingto remedy
thisshortfall begsthequestion:is theinformationthey doprovidetrustworthy? Consequently, wepostponedour long-
termgoal,andlookedathow wemight spoofusingcurrentWebtechnology.

4.1 The Scenario

Target Thetargetwe chosewasWebBlitz, a web-basede-mailsystemusedon our campus,andhostedby base-
ment.dartmouth.edu . We chosethis targetsimply becauseit hasimmediatefamiliarity to our local community
(e.g.,it is the primary e-mail tool for oneof the authors),andbecausea successfulspoofwould demonstratemany
interestingfeatures:SSL, interaction,andsensitive data—WebBlitz useridsandpasswordsarealsogoodfor many
otheracademictransactions.

Threepagesarerelevantto ourattack.

� apagewith anentrylink to thebasement site;

� the(unsecured)welcomepageatbasement ;

� theSSL-protectedlogin/passwordpageatbasement

In normaloperation,theentry link takestheuserto thewelcomepage;the“WebBlitz” buttonon theWelcomepage
takesinto anSSLsessionandthelogin page.

Langua ge We choseJavaScriptasour main tool for two reasons.First, JavaScriptis fairly popular, with lots of
samplecodeonline that canusedasresources.We want to show how easythis attackcanbe achieved without so-
phisticatedtechniques.Secondly, with theemergenceof DHTML, supportingmorepowerful JavaScriptfunctionality
seemsto bea trendof new browsers.
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Figure 2 Samplefake tool barpop-up,in Netscape.

4.2 First Attempt

In our �rst attempt,we tried to reproducetheold Princetonattack;likeUCSB,we failed.

We found thatwe couldnot manipulatethe locationbar in thecurrentlyactive browserwindow. (Onesuspectsthis
maybetheresultof a securityfeatureaddedin thewake of Princeton's work.) We canopena new window with the
locationbarturnedoff, but this createsnew problems:

� With someNetscapeNavigatorcon�gurations,turningoff onebarinvokesasecurityalarm.

� With InternetExplorer, wecanturnoff thebarwithout triggeringalarms.But unfortunately, wecannotconvinc-
ingly inserta fake locationbar, sincea noticeableemptyspaceseparatesbrowserbars(wherethe locationbar
shouldbe)andserver-providedcontent(whereour fakebaris).

4.3 Our Own Windo w

Leaving all thebarsin thenew window makesspoo�ng impossible,andturningoff somecausedproblems.

However, we noticedthat theseproblemsdo not occurif we turn off all the barsin the new window. Furthermore,
whenwedothis,wecanthenreplaceall of themwith ourown fakeones—andthey all appearwith thecorrectspacing,
sincethat'sunderourcontrol.

We canget fake barssimply by usingimages,culled from realbrowsersvia xv . Sincethebrowserhappilygivesits
nameto theserver, we know whetherto provide Netscapeor InternetExplorerimages.Our �rst attemptsto placethe
imageson thefake window resultedin fake-lookingbars:for example,Netscape4.75leavesspaceon theright side,
apparentlyfor a scroll bar. However, creatinga frameand�lling it with a backgroundimageavoids this problem.
Backgroundimagesgetrepeated;weaddressthatproblemby constrainingtheframeto exactly thesizeof theelement.

4.4 Fake Interaction

To make thefakebarsconvincing,weneedto to make themasinteractiveastherealones.

We do this mainly by giving aneventhandlerfor theonmouseover, onmouseoutandonclick events.This is thesame
techniqueusedwidely to createdynamicbuttonsin ordinarywebpages.Whentheusermovesthemouseoverabutton
in our fakebars,it changesto anew look—implyingthatit got thefocus—andwedisplaythecorrespondingmessages
on thestatusbar. Similar techniquescanalsobeappliedto thefakemenubarandotherplaces.

Figure2 andFigure3 show samplesof our fake tool barinteractionanda realtool barinteraction,for Netscape4.75.
(Thesepairsof �gures ironically recallBorges[2].)
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Figure 3 Sampletruetool barpop-up,in Netscape.

4.5 Pop-Up Menu Bar

If theclientclicksonthefakemenubar, hewill expectapop-upmenu,asin therealbrowser. For InternetExplorer, we
constructa convincing fake pop-upmenuusinga popupobjectwith animageof therealpop-upmenu.For Netscape,
we usethelayer feature,alsowith animageof realpop-upmenu.Genuinepop-upmenushave interactive capability,
asusersclick variousoptions;we canuseimagemapsto enablesuchinteraction(althoughwe have not implemented
thatyet).

Recall, from Section4.3, that to get convincing fake barsin Netscape,we neededto load themasbackgroundsin
frames.This techniquecreatesa problemfor spoo�ng pop-upmenus:thefake pop-upis contrainedto theframe,and
thefake menu-barframeis too smallfor convincing menus.However, this problemhasa simplesolution:we replace
amulti-frameapproachwith oneframe—containingamergedbackgroundimage.

4.6 Location Bar Interaction

As we noted,JavaScriptcannotchangea real locationbar, but it canhidethereal locationbar, andput a fake onein
thepositionwhereit' s expected.Thefake locationbarcanof coursethenshow theURL that theclient is expecting
to see.But besidesdisplayinginformation,a real locationbarhastwo commoninteractive behaviors: receiving input
from thekeyboard,anddisplayingapulldown historymenu.

To receiveinputin ourfakebar, weusethestandardINPUT tagin HTML. However, thistechniquecreatesaportability
problem:how to con�ne theeditablefake locationline to theright spotin thefake locationbar. TheINPUT tagtakes
asize attributein numberof characters, but thecharactersizedependson thefont preferencestheuserhasselected.
Thatis,wecanuseastyle attributeto specifyaknown font andfont size,sotheinput�eld will betheright size—but
if theuserhasselected“usemy fonts,not thedocument's,” thenthebrowserwill ignoreour speci�cationandusethe
user's instead.We addressthis problemby deletingthe locationline from the locationbar in our backgroundimage
(to preventgiving awaythespoof,in caseour fakebaris smallerthantheoriginalone);by specifyingreasonablefonts
andfont-sizes;andby hopingthattheuserswho insiston usingtheir own fontshave not speci�edvery smallor very
largeones.

More robustspoo�ng of editablelocationlinesrequiresknowing theuser's font preferences.In Netscape,this prefer-
enceinformationis only availableto signedscripts;in InternetExplorer, it' s not clearif it' s availableatall. This is an
areafor futurework.

4.7 Histor y Information

Anothertypical locationbarbehavior is displayingapulldown menuof sitestheuserpreviouslyvisited.(OnNetscape,
this appearsto consistof placestheuserhasrecentlytypedinto the locationbar.) A morecompletehistorymenuis
availablefrom the“Go” tool.
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Displayinga fake pulldown history menucanbe doneusingsimilar techniqueas in the menubar implementation,
discussedabove. However, we have run into onelimit: usersexpectto beableto pull down their navigationhistory;
however, ourspoo�ngJavaScriptdoesnotappearto beableto accessthis informationbecauseourscriptis notsigned.

Onetechniquewould be to alwaysdisplaya fake or truncatedhistory. For Netscape4, wherethe locationpulldown
is donevia an “arrow” button to the right of the locationline, we could alsosimply erasethe arrow from our fake
locationbar.

4.8 SSL Icons and the Status Bar

Anotherkey to convincetheclient thatasecureconnectionhasbeenestablishedis thelock iconon thestatusbar.

Unlike Princeton,we don't botherestablishinga secureconnection.Our approachfreestheattacker from having to
getcerti�ed by a trustroot,andalsofreeshim from beingdiscoveredvia hiscerti�cate information.In ourattack,our
window displaysa fake statusbarof our own choosing.Consequently, whenwe wish theuserto think thatanSSL
sessionis underway, wesimplydisplaya fakestatusbarcontaininga lock icon.

Duringthecourseof asession,variousupdatesandotherinformationcanappearonthestatusbarasynchronously(that
is, notalwaysdirectly in responseto auserevent).Whenthis informationdoesnotcompromiseourspoof,wesimulate
this behavior in our fake window by usingJavaScriptembeddedtimer to checkthewindow.status propertyand
copy it into thefakestatusbar. For InternetExplorer, weusetheinnerText propertyto carryout this trick.

Netscapedid not fully supportinnerText until Version6. However, we felt that displayingsometype of status
information(minimally, displayingtheURL associatedwith a link, whenthemousemovesover thatlink) wascritical
for a succesfulspoof. So, we usedthe layer feature: the spoofedpagecontainslayers,initially hidden,consisting
of statustext; whenappropriate,we causethoselayersto bedisplayed.Again, sincethefake statusbar is simply an
imagethatwecontrol,nothingpreventsusfrom overwritingpartsof it.

4.9 SSL Warning Windo ws

Browserstypically popup warningwindows whenusersestablishandexit anSSLconnection.To preserve this be-
havior, weneedto spoofwarningwindows.

AlthoughJavaScriptcanpopup analertwindow which lookssimilar to theSSLwarningwindow, theSSLwarning
window hasadifferenticon in orderto preventwebspoo�ng. So,here's whatwedo:

� For NetscapeNavigator, we again usethe layer feature. The spoofedpagecontainsan initially hiddenlayer
consistingof thewarningwindow. Weshow thatlayerat thetime thewarningdialogshouldbepoppedup.

Initially, wenoticedthatthatthisfakewarningwindow wouldnotdisplayproperly, sinceit wascoveringgenuine
input �elds.

We originally addressedthis problemby, in thespoofedwarningwindow page,replacingtheselive input �elds
with animagethatlooksjust like them.

However, for someusers,theredraw of thebackgroundimageis noticeable;asanalternative,wetriedsimplying
raisingthefakewarningwindow in aplacethatdoesnotcover input �elds. Thatworksmuchbetter.

� For InternetExplorer, weuseaModelDialogwith HTML thatshows thesamecontentasthewarningwindow.
(Unfortunately, thereis a “Web pagedialog” string appendedon the title bar in the spoofedwindow. We are
workingoneliminatingthis.)

Figure4 andFigure5 show the fake andtruewarningwindows for Netscape4.75. (Again, we hopethatBorges[2]
wouldappreciatethis.)
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Figure 4 Our fakeSSLwarningwindow, in Netscape.

Figure 5 A trueSSLwarningwindow, in Netscape.
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4.10 SSL Certi�cate Information

A genuinelockedSSL icon indicatesthat, in thecurrentsession,traf�c betweenthebrowserandserver is protected
againsteavesdroppingandtampering.

To date,themostcommonSSLscenariois server-sideauthentication.Theserverpossessesakey pair, andacerti�cate
from astandardtrustrootbindingthepublickey to identityandotherinformationaboutthisserver. Whenestablishing
anSSLsessionwith a server, thebrowserevaluatestheserver certi�cate; if acceptable,thebrowserthenestablishes
SSLsessionkeys sharableonly by theentitywhoknows theprivatekey matchingthepublickey in thecerti�cate.

Consequently, to evaluatewhetheror not a “trusted” sessionexists, a sophisticateduserwill not only checkfor the
SSL icon, but will also inspectthe server certi�cate information: in Netscape4, a userdoesthis by clicking on
the “Security” icon in the tool bar, which thenpopsup a “Security Info” window thatdisplaystheserver certi�cate
information;in InternetExplorerandNetscape6, auserdoesthisby double-clickingtheSSLicon.

In our spoof, sincewe control the bars,we control what happenswhen the userclicks on icons. As a proof-of-
concept,in our Netscape4 spoof,double-clickingthesecurityicon now opensa new window that looks just like the
real securitywindow. The primary buttonswork asexpected;clicking “view certi�cate information” causesa fake
certi�cate window to popup, showing certi�cate informationof our own choosing.(One�a w in our spoof: thefake
certi�cate window hasthreebuttonsin theupperright corner, notone.)

Thesametricks would work for InternetExplorer, althoughwe have not yet implementedthatcase.As futurework,
sinceNetscape's PersonalSecurityManager hasbeentoutedasa solutionto client securitymanagement,it would be
interestingto examinetheimplicationsof spoo�ng there.

4.11 Covering Our Tracks

JavaScriptgivestheWebdesignertheability to changethedefault behavior of HTML hyperlinks.As noted,this is a
usefulfeaturefor spoo�ng. By overloadingtheonmouseover method,we canshow misleadingstatusinformationon
thestatusbar. By overloadingtheonclick method,anormaluserclick caninvoke complicatedcomputation.

We usethis featureto cover our tracks,shoulda userhave theaudacityto visit our spoofedentry link with anunex-
pectedbrowser/OScombination,or with JavaScriptturnedoff.

Theentrylink of ourexperimentalattack,thedoorthatopenstheattacker's world to theclient,hasjustoneline:

< A href= "realsite" onclick="return openWin()" >

Bringing themouseover this link displays“realsite”on thestatusline, asexpected.

� If theJavaScriptis turnedoff for user'sbrowser, theonclickmethodwill notbeexecutedatall, soit justbehave
completelythesameasanormalhyperlink.

� If JavaScriptis turnedon,onclick executesour openWin function. This functionchecksthenavigatorobject,
which hastheinformationaboutthebrowser, theversion,theplatformandsoon. If thebrowser/OSpair is not
whatwe want,thefunctionreturnsfalse,andthenormalexecutionof clicking a hyperlink is resumed,theuser
is broughtto therealsite. (In theory, weshouldopenanew window, to completethespoof.)Otherwisethefake
window will popup.

4.12 Pre-Caching

In orderto make thebrowserlooksreal,weusetruebrowserimagesgrabbedfrom screen(asnotedearlier).
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Sinceour spoofusesa fair numberof images,thespoofedpagemight take anunusuallylong time to loadon a slow
network. This is not desirablefrom anattacker's point of view. To alleviate this problem,we usepre-caching.Each
pagepre-cachestheimagesneededfor thenext page.Consequently, whentheclientgoesto thenext page,theimages
necessaryfor spoo�ng arealreadyin cache.

5 Extensions and Discussion

5.1 Information Collection

A critical partof makingourspoofconvincing is tuningthecontentto theuser'sbrowser. In theprecedingdiscussion,
for eachelement,we neededto considerhow to do it both for Netscapeandfor InternetExplorer. Fortunately, the
browsertellsusthis information,sowecantunethecontentautomatically.

In theory, a spoo�ng server could collect even moredetailedinformation. For example,we could queryaboutthe
browserversion. Versioninformationcanbeusefulbecausedifferentversionof browsersmayhavedifferentlook and
functionality.

Becauseit givesmorecontrolto theuser, NetscapeNavigatoralsoprovidesanAPI to queryaboutthepreferencesand
evenchangepreferences—but, asnotedearlier, usageof thesefeaturesis restrictedto “signedscript,” andwe did not
allow thatfor our attack.If we relaxthis restiction,moreinterestingscenariosarepossible.For example,theattacker
canquerythesecuritylevel thebrowseris runningandwhethertheimageswitchis turnedonor not. This information
canthenbeusedto guidetheattack.Onecanimaginescenarioswherethequeryis embeddedin an“innocent”signed
page,andtheinformationis sentbackfor a laterattackfrom adifferentserver.

Netscape6 includesuser-selectableformats;if theuserdoesnot selectthe“classic” format,thenour spoofwould be
easilydetectable.We have not yet �gured out how to queryfor theuser's formatpreference;however, giventhefact
that the driving force behindWeb evolution hasbeen“make the pagesfun” ratherthan“make the pagestrustable,”
we predictthatsooneror later, queryingfor formatwill bepossible.Anotherapproachherewould be to exploit the
fact that usersprobablyarenot clearaboutwho controlswhat part of their con�guration: we could simply offer a
window saying“you arevisiting our pagewith Netscape6—would you like classicor modernformat?” We would
thenprovide theappropriatespoofedmaterial.

Becauseourspooftechniquesusea lot of images,it wouldbedesirablefor theattacker to know informationaboutthe
bandwidthof theclient's connection.We couldachieve this goalby embeddingsomemorecodeanda fair amountof
images,videoor audiodatato thequerypage,usingtiming attacks[9] to checktheloadingtimeusedby theclient for
thatpage,andusingthatdatato estimatethebandwidth.

5.2 Dynamic Code Generation for HTML

In our experimentalattack,all theWebpagesarestaticallywritten, andour pagesarecomposedof frames.In some
situations,it maybemoreconvenientto only call aJavaScriptfunctionin thispage,anddynamicallygenerateHTML
codefor eachframe.Thisalternative approachwouldoffer severaladvantages:

� It wouldmake it easierto coordinatebehavior amongtheframes,via sharedvariables.

� Someenvironmentvariables(e.g.,window size)couldbequerieddynamicallyto makethefakewindow �t more
easilyin theenvironment.
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5.3 Minim um Exposure

A cautiousadversarymight worry thatthemoreonecheats,themorelikely onewill befoundout. Givenour current
techniques,thiswouldbegoodfor aspooferto keepin mind.

In our attack,we limit theclientsto thoseusingcommonbrowser/OScon�gurationsthatwe canhandle;we sendthe
restto therealpage.Someothercautionarytricks thatcouldbeappliedinclude:

� In theCGI or any otherprogramthat receivesandlogs thestolendata,we couldput a trigger that replacesall
thefakepageswith goodonesthatdirecttheuserto therealsite.

� It' s not trivial to make thefake window asfully functionalastherealbrowserwindow. So,whensomeimple-
mentationgetsreallycomplicated,wecouldputatraptherethatclosesthecurrentwindow—makingit look like
abug thatcrashesthebrowser. (This is still “normal” behavior of modernbrowsers.)

5.4 Netscape vs. Micr osoft

As wementioned,wedevelopedspoo�ngattacksfor NetscapeNavigator4.75/4.76onLinux andInternetExplorer5.5
on Windows 98; we have beenexploring Netscape6. Whenwe setup theexperimentalattackfor thesetwo families,
wehave fairly differentexperiences.

Table1 summarizesthe relevant differenceswe encountered(but note that our intention is not to suggestthat one
browseris more“better” thantheother).On onehand,a browsercanmake it easierto implementsomenicefeatures
for Webdesign.On theotherhand,this conveniencealsomakesspoo�ng easier.

As new updatesemerge,thetrendof thebrowserdevelopmentis to give bettersupportto script language.This trend
makesthe spoofer's job easier. For example,usefulspoo�ng featureslike popupobjectsaresupportedby Internet
Explorer5.5but notevenInternetExplorer5; asnotedearlier, innerText is not fully supporteduntil Netscape6.

� Popup Objects Only supportedby InternetExplorer and only since5.5, the popupobject featuregreatly
facilitatesthe makingof menusanddialog-like content. Netscape4 hasa less�e xible featurecalled layer.
Netscape6 abandonedsomefeaturesof layer, but thesamefunctionalitycanbeprovidedby othernew APIs.

� Dialog InternetExplorerhasdirectsupportto Modal/Modallessdialogs,but it appendsa noticeon its title bar,
whichcanbeobservedby carefuluser. For Netscape,thereis nodirectsupport.

� Dynamicall y Resizab le Tables. Oneof thekeys to makingaresizablefakewindow is to makesomepartof
thedisplaydynamicallychangeits sizeaccordingto thecurrentwindow size.This featureis directly supported
in InternetExplorersinceversion5; wehavenotyet �gured out to implementit for Netscape.

� Dynamicall y Editab le HTML Content. This featurecouldalsobeusedfor aneditablefake locationline.
As notedearlier, the< input > tag is problematicbecausewe do not know a goodway to changethesizeof
theinputdynamicallyaccordingto thewindow size.

6 Conc lusions and Future Work

In 2001,theoriginal Princetonattacksmaynot bedirectly reproducible;but inspiredby them,we have shown even
moreextensive spoo�ng is now possible.

Researchin computerscience,perhapsmorethanother�elds, requiressayingthingsin thelanguageof eachcompo-
nentof one's audience.Onecomponentis only convincedby seeingrealcodework. Wehave donethat.
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Netscape4.75 InternetExplorer 5.5
QueryOS/browser? Yes Yes
Query/Changepreferences? Yes,with signedscript No
DialogBoxes? Yes,with large amountof DHTML

coding
Yes,directly supported

Pop-upWindows ? Yes,but in�e xible (thelayerfeature) Yes,�e xibleandeasy(thepopupob-
ject)

ResizableTables? Maybe. (With event triggers and
window sizequeries?)

Yes,directly supported

DynamicEditableHTML content? No. Yes,well supported.

Table1 Comparisonof somespoof-enablingfeaturesof popularbrowsers.

6.1 Putting it All Together

To summarizeour experiment: for Netsape4 on Linux andInternetExplorer5.5 on Windows 98, usingunsigned
JavaScriptandDHTML:

� Wecanproduceanentrylink that,by mouse-over, appearsto go to anarbitrarysite.

� If theuserclicksonthis link, andeitherdoesnothaveJavaScriptenabled,or is usingabrowser/OScombination
wedonotsupport,thenthey reallywill go to thatsite.

� Otherwise,theirbrowseropensanew window thatappearsto bea fully functionalbrowserwindow, at thatsite.
Clues,bars,locationinformation,andmostbrowserfunctionality all appearcorrectfor that site. Except,the
useris not visiting thatsiteatall; heis visiting ours.

� Furthermore,if theuserclicksona“secure”link from thissite,wecanmakeconvincingSSLwarningwindows
appear, thenlock theSSLicon,andhave theSSLcerti�cate informationall appearastheuserexpects—except
noSSLconnectionexists,andall theuser's “secure”informationis beingsentin plaintext to us.

6.2 Future Spoo�ng Work

OurfakeWebpagesarenotperfect.In ourdemonstration,weonly implementedenoughtoprovetheconcept;however,
asnotedearlier, wearenot yetableto forgesomeaspectsof legitimatebrowserbehavior:

� Creatingconvincing editablelocationlinesappearsto dependon theuser's font preferences,which we cannot
yet learn.Eitherwegamble,or wedonothave editablelines.

� Wecannotyetobtaintheuser'sgenuinehistoryinformationfor thepulldown historyoptions.

� If theuserresizesour fakeNetscapewindows, thecontentwill notbehave asexpected.

� As Netscape6, with its modi�able formats,grows in popularity, we needto examinehow to provide spoofed
materialthateithermatchestheuser's format,or doesnotcauseunduealarm.

6.3 Countermeasures

As Tygar and Whitten point out, customizationis an effective way to prevent web spoo�ng. Although unsigned
JavaScriptcandetecttheplatformandbrowsertheclient is using,it cannot(yet) detectthedetailedwindow setting
whichmayaffect thebrowserdisplay.
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Feltenetal suggesteddisallowing Webcontentto removethelocationbar, ever. Thistechniquewouldalsobeeffective,
but only whentheclientpaysattentionto thecontentinsidethelocationbar.

As partof on-goingresearch[22], wearecurrentlyexaminingotheravenuesfor providing anunspoofablechannelfor
thebrowserto communicateto theuser, andfor structuringcommunicationsherein awayuserscanunderstand.

Our initial motivation wasnot to attackbut to defend: to “build a betterbrowser” that, for example,could clearly
indicatesecurityattributesof a server (andsoenableclientsto securelyuseour server-hardeningtechniques[12, 13,
17]).

Wehopeto useourunderstandingof spoo�ng to build somethingthatmightbeunspoofable.
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