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Abstract

TheWebis currentlythe pre-eminentmediumfor electronicservicedelivery to remoteusers.As a consequence,
authenticatiorof senersis moreimportantthanever. Even sophisticatedisershasetheir decisionwhetheror not
to trusta site on browsercues—suctaslocationbarinformation,SSLicons,SSL warnings,certi cate information,
responseime, etc.

In their seminalwork on webspoo ng, Feltenetal [8] shavedhow a malicioussener couldforge someof these
cues—iot usingapproacheshat are no longerreproducible. However, subsequengvolution of Web tools hasnot
only patchedsecurityholes—ithasalso addednewn technologyto make pagesmore interactve andvivid. In this
paperwe explorethefeasibility of webspoo ng usingthis new technology—andave shav how, in mary casesgvery
oneof theabove cuescanbeforged.

In particular we shav how a malicioussener canforge all the SSL informationa client sees—thuproviding a
cautionarytale aboutthe securityof oneof the mostcommonapplicationsof PKI.

We stresghatthesetechniqueshave beenimplementedandareavailablefor public demonstration.

1 Introduction

Nearlyevery aspecbf social,governmentandcommerciahctiity is moving into electronicsettings.TheWorld Wide
Webis the defactostandardnediumfor theseservicesInherentpropertieof the physicalworld make it sufciently
dif cult to forge a corvincing storefrontor ATM that successfuaittackscreatelong-citedanecdotege.g., [7]). As a
consequenceysersof physical services—storefianks nevspapers—hae developeda reasonableffective intuition
of whento trustthata particularserviceoffering is exactly whatit appeardo be. However, moving from “bricks and
mortar” to electronicintroducesa fundamentahew problem: bits are malleable. Doesthis intuition still sufce for
thenew electronicworld? Whenoneclickson a link that says‘Clic k Here to go to TrustedStoe.Con, howdoesone
knowthat's whele onehasbeentaken?

Answeringthesequestiongequireexamininghow usersmake judgmentsaboutwhetherto trusta particularWebpage
for a particularservice. Indeed,the issueof usertrust judgmentis largely overlooked; researchaddressindiow to
secureWeb seners (e.g.,[12, 13, 17]), how to securethe client-serer connection(e.g.,[10]), andhow to secure
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client-sidemanagemen(e.g.,[15]) risk beingrenderednoot,if the nal transmissiorof trustinformationthe human
useris neglected.

Usersnow routinely encounteMeb (and Web-like) contentasthe alleged manifestatiorof somespeci ¢ entity—a
newspapera store,a governmentageny. How do usersevaluatewhetheror not this manifestatioris genuine?We
brie y discusssomeitemsthathave re-surficedrecently

Convincing HTML. Onceupona time, e-mail consistedsolely of text. However, mail tools have become
sufciently powerful thatHTML attachedo anemailwill be automaticallyrenderecdat the recever's site. A

maliciousparty canforge a news article by downloadinglegitimateHTML from a Web sener, editingit, and
attachingt to email.

One might expectthat recipientsshouldknow that Web pagesshouldbe viewed via Web transfers,not via
email. However, law enforcementolleague®f oursreportthatthis techniques sufciently corvincingto bea
continuingsourceof problems.

Convincing URL. More sophisticatedisersmaybasetheir decisiononthe URL their browsertellsthemthey
arevisiting. However, RFC 1738 permitsmore e xibility thanmary peoplerealize. For a basicexample,the
hostnameanbean|P address.

As acasen point,in 1999,GaryD. Hoke [14, 21] createdHTML thatproduceda realistic-lookingBloombeg
pressreleasepertainingto PairGainTechnologieslnc., postedthis on angelfire.com , andposteda link to
this pageon a stockdiscussiorbboard.Sincethe presencef angelfire.com insteadof bloomberg.com

in theURL mightgive away thehoax,Hoke disguisedhelink usingby usingAngel re's IP addressnstead{3]

http://204.238.155.37/biz2/headlines/topfin.html

Hoke's limited disguisewassufcient to drive the price of the stockup by a third (andalsoland him in legal
trouble). However, the technologypermits even more corvincing disguises. For one thing, on mary plat-
forms (including all the Netscapénstallationswe tested,exceptMacs),the IP addresanbe expressedasa
decimalnumber(e.g., 3438189349)nsteadof the more familar slot-dot notation—furtherdisguisingthings.
Furthermore(aspointedout yet again in [1]) RFC 1738 permitsthe hostnameportionto includea username
andpasswerd in additionto machinename.Hoke could have madehis hoaxeven morecorvincing by nding
(or settingup) asenerthatacceptarbitraryusernamesandpassverds,andgiving a URL of theform

http://bloomberg.com:biz@3438189349/headlines/topfin.html

Typejac king. URLsthatappeamorestandard—bt containincorrecthostnamesleceptiely similar to host-
namesusersexpect—isa trick long-usedby mary e-commercesendors(primarily pornographersjo lure in
unwitting customers.

However, this techniquecan also be usedmaliciously As we recentlysaw in the headlineq19], attaclers
established cloneof thepaypal Websiteatahostnamepaypai , andusedemailto lure unsuspectingisers
to log in—and reveal their PayPRal passwards. The fact that mary mailerslet a usersimply click on a link,

insteadof pastingor typing it into a browser andthatin mary fonts,alowercase'i” is indistinguishabldrom

alower-cas€e’l”, facilitatedthis attack.

SSL to whom? Secue SodketsLayer (SSL)is toutedasthe solutionto securéWeb connectionsaand sener
impostors.However, evenif ausercan gure outhow to examinethecerti cate testifyingto asener'sidentity; it

is notclearwhetherthisinformationprovidessufcient groundsfor trust. For example[6], the Palm Computing
“secure”websiteis protectecby an SSL certi cate registeredto ModusMedia. Is ModusMediaauthorizedo

actfor Palm Computing?(It turnsout, yes.But how is theuserto know?)

It is againstthis backgroundhatwe startedour work. The currentvisualsignalsthata browserprovidesdo notappear
to provide enoughinformationfor mary trust judgmentsthe userneedsto make. But beforewe examinehow to
extendthe browseruserinterfaceto handlethingslik e securityattribute certi catesor delegationfor seners,we need
to examinewhetherthe insufcient informationthe browsersdo provide is reliable. The seminalweb spoo ng work
of Feltenetal [8] shavedthat,in 1996,a malicioussite could forge mary of theseclues. Subsequentesearchergt]



reporteddif culty reproducingheseresults.This scenaricaisesthe question:What's still spoofablegoday in 20017
Ouranswer:for standardrowserinstallations just abouteverything:includingthe existenceof SSL sessionsindthe
allegedcerti catessupportinghem.

To returnto our earlierquestion:how doesoneknow theclick hasreally takenoneto TrustedStore.com®@necannot.
On commonNetscapeand InternetExplorer platforms,if one surfswith JavaScriptenabled,an adwersarysite can
convincingly spoofthe cluesandappropriatébehaior.

Section2 establishethe backgroundthe elementof Web pagesWebsur ng, andadvancedcontenttools. Section3
discusseprevious efforts in this area. Section4 presentghe sequencef techniqueghat we developed. Section5
sketchessomeinterestingextensionsf thesetechniquesSection6 concludesvith someavenuedor futurework.

2 Background

Nearlyall Internetusersarefamiliar with thelook andfeel of Web pagesandWebsur ng. In this sectionwe quickly
introducethe elementsandthe underlyingtechnologyto establisra commonterminologyfor therestof the paper

2.1 Anatomy of Browser Window

We startby quickly reviewing the elementf a browserwindow, usingNetscapes “Classic” (e.g.,4.75)format. (See
Figurel.) Thetopline—with “File, Edit..” tags—isthemenubar. The next line—with “Back, Forward..” buttons—
is thetool bar. Below thetool baris thelocationbar, containingadditionalbuttonsaswell asthelocationline, which
displaysthecurrentlyvisitedURL. Below thelocationbaris thepersonalbar. Themainwindow is next; atthebottom,
the statusbar containsthe SSLicon—which indicateswhetheror not an SSL sessionis established—awell asthe
statusline, which indicatesvariousstatusinformation,suchasthe URL associatedavith the hyperlink underneattthe
cursor An input eld is the portionof a Web pagethatcollectsinput from users.

Interaction  In anormalbrowserwindow, mary of theseelementsarenot static. Rather useroperations—suchs
moving a mouseover or clicking on an element—caussomecorrespondingeaction,suchasdisplayinga pop-up
menu Typing into thelocationline andhitting returncauseshebrowserto loadthatpage.

Surng Inthetypical actof browsing,the userselectgvia clicking alink, or typinga URL) a Website;thatsener
returnsanHTML le whichthe browserrenders.Potentially the le causeshebrowserto fetchandload other les
from thatsenerandotherseners.

In atypical SSL sessionthe browserandsener encrypttransmissionsising sharedsessiorkeys. The existenceof
an SSL sessionis indicatedby the SSL icon; dependingon con guration and platform, enteringandexiting an SSL
session(aswell, potentially otherrelevant SSL events)triggersthe display of a warning window usuallywith an
“OK” or“OK, Cancel Help” buttons.

2.2 Web Spoo ng

For this paper we offer this working de nition of web spoo ng when maliciousaction causeghe reality of the
browsingsessiorto differ signi cantly from the mentalmodela sophisticatediserhasof thatsession.

In our work, we con ne this maliciousactionto contentfrom a conspirag of seners: e.g.,the sener that offersthe
fake “click herefor TrustedStore.Comlink, andthe sener thatoffersthefaked pagesin particular we do not permit
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Figurel Elementofatypical browserwindow.



thead\ersarialsenersto have signedscripts,andwe will regardthethe users brovserandcomputingplatformto be
out of thereachof anadwersary (Although,whenonethinksof themary non-Netscapandnon-Adobesitesthatsay
“click herefor the latestversionof Netscape’or “click hereto get Acrobat; Web spoo ng could enablesomevery
interestingplatformattacks.)

In atypical Web spoo ng attack,the attacler presentghe client carefully designedveb pagesandtricks the client
to believe that he is communicatingwith a real sener instead. Web spoo ng is possiblebecausehe information
whichthe sener providesto the useris collectedanddisplayedoy the brovser Evenin SSLsessionstheuserjudges
whethera connectionis securebasedon informationlike the SSLicon, warningwindows, locationinformation,and
certi cates. But theuserdoesnotrecevethisinformationdirectly; rather hedravs conclusiongrom whatthebrowser
appeargo tell him.

Advanced Content Tools The key to Web spoo ng is the fact that simple “hypertext markup” (the “HT” of

“HTML™) hasnever beengood enough. Web developershave continually wantedmore interactionand ash than
simplehypertext markupprovides,andhave developeda sequencef waysto embedexecutablecontentn Webpages.
Currently the primaryparametersereare:

thelanguage of the executable,

andthelocationwhereit runs.

For languagesjavaandJavaScriptaretwo thatarecommmonlyused.For location,the primarychoiceis attheclient,
or atthe server Examplesof sener-sideexecutables—actingndertherequestsomingfrom the client side (but not
necessarilffrom the user)areservletsand CGl scripts. For client-sideexecution,DynamicHTML (DHTML) [18, 5,
11] hascometo bethewidely-acceptedatch-altermfor usingHTML, CascadingStyleSheet¢CSS)JavaScript,and
othertechniquego createvivid, interactve pageghatdependorimarily on client-sideexecution.

It is true thatthe emegenceof executabléWeb contentcoincidedwith anincreasedocuson security—sincewith-

out further countermeasurethe act of browsing could causean unwitting client to downloadandexecutemalicious
code. However, this securitywork hasbeenconcernedvith how to prevent maliciouscodefrom stealingsensitve

informationfrom the local disk or otherweb pagesthe client browses,andfrom tamperingwith the datathat client
hasor shareswith otherseners. (For example,both Java appletand JavaScriptby default have almostno accesgso

local les.) Ironically, this securityfocusis completelyinappropriatéor Webspoo ng: wherethe goal of the content
is notto illegally modify client-sidedata,but ratherto misleadthe client, sothathe/shegivesthe sensitve dataout by

mistale. Too often,traditionalsecuritymodelsdo notincludeusertrustjudgment!

3 Previous Work

Princeton  As earlyas1996,Feltenetal at Princeton[8] originatedthe termwebspoo ng andexploredspoo ng

attackson NetscapeéNavigatorandMicrosoft InternetExplorerthatallowed anattacler to createa “shadav copy” of

thetrueweh Whenthevictim accessetheshadav Webthroughthe attacler's seners,theattacler canmonitorall of

thevictim's actvities andgetor modify theinformationthevictim entersjncludingpassverdsor creditcardnumbers.
Sourcecodeis not available; accordingto the paper the attackusedJasaScriptto rewrite the hyperlink information
shavn on the statusbar; to hide the real locationbar andreplaceit with a fake onethatalsoacceptkeyboardinput,

allowing thevictim to typein URLs normally (which thengetrewritten to go the attacler's machine);andto replace
the DocumentSourcebutton the menubar (to shav the sourcethe victim expects,not the real source). Apparently
unableto spoofthe SSL icon, the PrincetonattackspoofedSSL by having the useropena real SSL sessiorto the

attacler's machine.



UCSB Subsequent|yDe Paoli et al at UCSB[4] tried to repeatthe Princetonattack,but could no longerfake the
locationbarof NetscapéNavigatorusingJasaScript.

However, De Paoli did shav how the featuresin Jasa and JavaScriptcanbe usedto launchtwo kinds of attacksin
standardbrowsers. One attackis using a Java appletto collect and sendinformation backto its sener. A client
downloadsa hone/-pot HTML documentthat embedsa spy appletwith its stop methodoverridden(althoughthis
enablingtechniquehassincebeendeprecated) From thenon, every time the client launchesa new web pagewith
an embeddedava applet,a new Java threadstarts. But sincethe stop methodof the spy appletis overridden,the
spy threadcontinuesunning—andcollectsinformationon the new client-sideJava threads andsendshembackto
the attacler. The otherattackusesa Java appletto detectwhenthe victim visits a certainwebsite thendisplaysan
impostorpagefor thatsitein orderto stealsensitve information,suchascreditcardnumber

CMU In 1996, Tygar andWhittenfrom CMU [20] demonstratetiow a Java appletor similar remoteexecutioncan
be usedasatrojan horse The Java appletcould beinsertedinto a client machinethrougha bogusremotepageand
popup adialogwindow similarto thetruelogin windows. With theactive text eld onthetop of theimage,thetrojan
horseappletwould capturethe keyboardinput andtransferthemto attacler's machine.Tygar andWhittenalsogave
away to preventtheseattack:window personalization.

Noneof thesepaperdnvesticgatedhow to forge SSL connectionswhenno SSL connectiorexists.

4 Our Techniques

Webbrowsersdo notseento provide sufcient informationto enablerustjudgmentsHowever, attemptingo remedy
thisshortill begsthe question:is theinformationthey do provide trustworthy? Consequentlywe postponeaurlong-
termgoal,andlookedat howv we might spoofusingcurrentWebtechnology

4.1 The Scenario

Target Thetametwe chosewasWebBlitz a web-based-mail systemusedon our campusandhostedby base-
ment.dartmouth.edu . We chosethis targetsimply becausdét hasimmediatefamiliarity to our local community
(e.g.,it is the primary e-mail tool for one of the authors),andbecause successfuspoofwould demonstratenary
interestingfeatures:SSL, interaction,and sensitve data—WebBIitz useridsand passverds are also good for mary
otheracademidransactions.

Threepagesarerelevantto our attack.

apagewith anentrylink to thebasement site;
the (unsecuredjvelcomepageatbasement ;

the SSL-protectedogin/passwrd pageat basement

In normaloperationthe entrylink takesthe userto the welcomepage;the “WebBlitz” button on the Welcomepage
takesinto an SSL sessiorandthelogin page.

Language We choseJavaScriptasour maintool for two reasons.First, JasaScriptis fairly popular with lots of
samplecodeonline that canusedasresources.We wantto shov how easythis attackcanbe achiezed without so-
phisticatedechniquesSecondlywith theemegenceof DHTML, supportingnorepowerful JavaScriptfunctionality
seemso beatrendof new browsers.



Figure2 Samplefake tool barpop-up,in Netscape.

4.2 First Attempt

In our rst attemptwe tried to reproducehe old Princetomattack;like UCSB, we failed.

We found that we could not manipulatethe locationbarin the currentlyactive browserwindow. (Onesuspectshis
may be the resultof a securityfeatureaddedin the wake of Princetons work.) We canopena new window with the
locationbarturnedoff, but this createshew problems:

With someNetscapeéNavigatorcon gurations,turning off onebarinvokesa securityalarm.

With InternetExplorer we canturn off thebarwithouttriggeringalarms.But unfortunatelywe cannotcorvinc-
ingly inserta fake locationbar, sincea noticeableemptyspaceseparatedrowvserbars(wherethe locationbar
shouldbe)andsenerprovided content(whereour fake baris).

4.3 Our Own Window

Leaving all thebarsin the nev window makesspoo ng impossible andturningoff somecausedroblems.

However, we noticedthat theseproblemsdo not occurif we turn off all the barsin the nev window. Furthermore,
whenwe dothis, we canthenreplaceall of themwith our own fake ones—andhey all appeamith thecorrectspacing,
sincethat's underour control.

We cangetfake barssimply by usingimages culled from realbrowsersvia xv . Sincethe browserhappily givesits
nameto thesener, we know whetherto provide Netscaper InternetExplorerimages.Our rst attemptgo placethe
imageson the fake window resultedin fake-lookingbars:for example,Netscapet.75leavesspaceon theright side,
apparentlyfor a scroll bar However, creatinga frameand lling it with a backgroundmageavoids this problem.
Backgroundmagegyetrepeatedye addresshatproblemby constrainingheframeto exactly thesizeof theelement.

4.4 Fake Interaction

To male thefake barscorvincing, we needto to make themasinteractve astherealones.

We do this mainly by giving an eventhandlerfor the onmouseger, onmouseouandonclick events. This is the same
techniquausedwidely to createdynamicbuttonsin ordinarywebpages Whentheusermovesthe mouseover abutton
in ourfake bars,it changeso anew look—implying thatit gotthefocus—andve displaythecorrespondingnessages
onthestatusbar Similartechniquesanalsobeappliedto thefake menubarandotherplaces.

Figure2 andFigure3 shav samplesf our fake tool barinteractionanda realtool barinteraction for Netscapet.75.
(Thesepairsof gures ironically recallBorges[2].)



Figure3 Sampletruetool barpop-up,in Netscape.

4.5 Pop-Up Menu Bar

If theclientclicks onthefake menubar, hewill expectapop-upmenu,asin therealbrowser For InternetExplorer we
construcia corvincing fake pop-upmenuusinga popupobjectwith animageof thereal pop-upmenu.For Netscape,
we usethelayer feature alsowith animageof real pop-upmenu.Genuinepop-upmenushave interactve capability
asusersclick variousoptions;we canuseimagemapsto enablesuchinteraction(althoughwe have notimplemented
thatyet).

Recall, from Section4.3, thatto get corvincing fake barsin Netscapewe neededo load themasbackgroundsn

frames.Thistechniquecreatesa problemfor spoo ng pop-upmenus:thefake pop-upis contrainedo theframe,and
thefake menu-barframeis too smallfor corvincing menus.However, this problemhasa simplesolution: we replace
amulti-frameapproactwith oneframe—containinga mergedbackgroundmage.

4.6 Location Bar Interaction

As we noted,JavaScriptcannotchangea reallocationbar, but it canhide thereallocationbar, andput a fake onein

the positionwhereit' s expected. The fake locationbar canof coursethenshav the URL thatthe clientis expecting
to see.But besidedlisplayinginformation,areallocationbarhastwo commoninteractve behaiors: receving input
from thekeyboard,anddisplayinga pulldown history menu.

Toreceveinputin ourfake bar, we usethestandardNPUT tagin HTML. However, thistechniquecreates portability

problem:how to con ne theeditablefake locationline to theright spotin thefake locationbar The INPUT tagtakes
asize attributein numberof characters, but the charactesizedepend®nthefont preferenceshe userhasselected.
Thatis, we canuseastyle attributeto specifyaknown font andfont size,sotheinput eld will betheright size—hut

if theuserhasselecteduse my fonts,notthedocumens; thenthe browserwill ignoreour speci cationandusethe

users instead.We addresshis problemby deletingthe locationline from the locationbarin our backgroundmage
(to preventgiving away thespoof,in caseour fake baris smallerthanthe original one); by specifyingreasonabléonts

andfont-sizes;andby hopingthatthe userswho insiston usingtheir own fonts have not speci ed very smallor very

largeones.

More robustspoo ng of editablelocationlinesrequiresknowing the users font preferencesln Netscapethis prefer
enceinformationis only availableto signedscripts;in InternetExplorer it's not clearif it' savailableatall. Thisis an
areafor futurework.

4.7 Histor y Information

Anothertypicallocationbarbehaior is displayinga pulldonn menuof sitesthe userpreviously visited. (OnNetscape,
this appeargo consistof placesthe userhasrecentlytypedinto the locationbar) A morecompletehistory menuis
availablefrom the*Go” tool.



Displaying a fake pulldown history menucan be doneusing similar techniqueasin the menubar implementation,
discussedibose. However, we have runinto onelimit: usersexpectto be ableto pull down their navigation history;
however, ourspoo ng JavaScriptdoesnotappeato beableto accesshisinformationbecaus®ur scriptis notsigned.

Onetechniguewould beto alwaysdisplaya fake or truncatedhistory For Netscapet, wherethe locationpulldown
is donevia an “arrow” button to the right of the locationline, we could alsosimply erasethe arrowv from our fake
locationbar.

4.8 SSL Icons and the Status Bar

Anotherkey to corvincetheclientthata secureconnectiorhasbeenestablisheds thelock icon onthe statushar.

Unlike Princetonwe don't botherestablishinga secureconnection.Our approachreesthe attacler from having to
getcerti ed by atrustroot, andalsofreeshim from beingdiscoveredvia his certi cate information.In our attack,our
window displaysa fake statusbar of our own choosing.Consequentlywhenwe wish the userto think thatan SSL
sessioris undervay, we simply displaya fake statusbarcontainingalock icon.

Duringthecourseof asessionyariousupdatesandotherinformationcanappeaonthestatusbarasynchronouslythat
is, notalwaysdirectlyin responsé¢o auserevent). Whenthisinformationdoesnotcompromiseour spoof,we simulate
this behaior in our fake window by usingJavaScriptembeddedimer to checkthe window.status ~ propertyand
copy it into thefake statusbar. For InternetExplorer we usetheinnerText — propertyto carryoutthistrick.

Netscapedid not fully supportinnerText  until Version6. However, we felt that displayingsometype of status
information(minimally, displayingthe URL associateavith alink, whenthemousemaovesoverthatlink) wascritical

for a succesfulspoof. So, we usedthe layer feature: the spoofedpagecontainslayers,initially hidden,consisting
of statustext; whenappropriatewe causethoselayersto be displayed.Again, sincethe fake statusbaris simply an

imagethatwe control, nothingpreventsusfrom overwriting partsof it.

4.9 SSL Warning Windo ws

Browserstypically pop up warningwindows whenusersestablishandexit an SSL connection.To presere this be-
havior, we needto spoofwarningwindows.

Although JavaScriptcanpop up analertwindowx which looks similar to the SSL warningwindow, the SSLwarning
window hasadifferenticonin orderto preventwebspoo ng. So,heres whatwe do:

For NetscapeNavigator, we again usethe layer feature. The spoofedpagecontainsan initially hiddenlayer
consistingof thewarningwindow. We show thatlayerat thetime thewarningdialogshouldbe poppedup.

Initially, we noticedthatthatthis fake warningwindow would notdisplayproperly sinceit wascoveringgenuine
input elds.

We originally addressethis problemby, in the spoofedwarningwindow page replacingthesdive input elds
with animagethatlooksjustlik e them.

However, for someuserstheredrav of thebackgroundmageis noticeableasanalternatve, wetried simplying
raisingthe fake warningwindow in a placethatdoesnot coverinput elds. Thatworks muchbetter

For InternetExplorer we usea Model Dialog with HTML thatshavs the samecontentasthewarningwindow.
(Unfortunately thereis a “Web pagedialog” string appendedn the title barin the spoofedwindow. We are
working on eliminatingthis.)

Figure4 andFigure5 shav the fake andtrue warningwindows for Netscapet.75. (Again, we hopethat Borges|[2]
would appreciatehis.)



Figure4 Ourfake SSLwarningwindow, in Netscape.

Figure5 A trueSSLwarningwindow, in Netscape.
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4.10 SSL Certicate Information

A genuinelocked SSLiconindicatesthat,in the currentsessionfraf c betweenthe browserandsener is protected
agpinstearesdroppingandtampering.

To date themostcommonSSLscenarids serversideauthentication Thesener possesseskey pair, andacerti cate
from astandardrustrootbindingthe public key to identity andotherinformationaboutthis sener. Whenestablishing
an SSL sessionwith a sener, the brovserevaluateshe sener certi cate; if acceptablethe brovserthenestablishes
SSL sessiorkeys sharableonly by the entity who knows the privatekey matchingthe public key in the certi cate.

Consequentlyto evaluatewhetheror not a “trusted” sessiorexists, a sophisticatediserwill not only checkfor the
SSL icon, but will alsoinspectthe sener certi cate information: in Netscape4, a userdoesthis by clicking on
the “Security” icon in the tool bar, which thenpopsup a “Security Info” window that displaysthe sener certi cate
information;in InternetExplorerandNetscapé, a userdoesthis by double-clickingthe SSLicon.

In our spoof, sincewe control the bars, we control what happenswvhenthe userclicks on icons. As a proof-of-
concept,jn our Netscapet spoof,double-clickingthe securityicon now opensa newv window thatlooksjustlike the
real securitywindow. The primary buttonswork as expected;clicking “view certi cate information” causesa fake
certi cate window to pop up, shaving certi cate informationof our own choosing.(One aw in our spoof: thefake
certi cate window hasthreebuttonsin the upperright corner notone.)

The sametricks would work for InternetExploret althoughwe have not yetimplementedhat case.As future work,
sinceNetscapes PersonalSecurityManager hasbeentoutedasa solutionto client securitymanagementt would be
interestingto examinetheimplicationsof spoo ng there.

4.11 Covering Our Tracks

JavaScriptgivesthe Web designeithe ability to changethe default behaior of HTML hyperlinks. As noted,thisis a
usefulfeaturefor spoo ng. By overloadingthe onmousewer method we canshav misleadingstatusinformationon
thestatusbar By overloadingthe onclick method,a normaluserclick caninvoke complicateccomputation.

We usethis featureto cover our tracks,shoulda userhave the audacityto visit our spoofedentrylink with anunex-
pectedbrowser/OScombinationor with JavaScriptturnedoff.

Theentrylink of our experimentakttack,thedoorthatopengheattacler's world to theclient, hasjust oneline:
<A href=  "realsite" onclick="return openWin()" >
Bringing the mouseover thislink displays‘realsite” onthestatudine, asexpected.

If theJavaScriptis turnedoff for users browser, theonclick methodwill notbeexecutedatall, soit justbehae
completelythe sameasa normalhyperlink.

If JavaScriptis turnedon, onclick executesour openWin function. This functionchecksthe navigatorobject,
which hastheinformationaboutthe browset the version,the platformandsoon. If the brovser/OSpairis not
whatwe want, the function returnsfalse,andthe normalexecutionof clicking a hyperlink is resumedthe user
is broughtto therealsite. (In theory we shouldopena nen window, to completethe spoof.) Otherwisethefake
window will popup.

4.12 Pre-Caching
In orderto make the browserlooksreal,we usetrue brovserimagesgrabbedrom screenasnotedearlier).
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Sinceour spoofusesa fair numberof images the spoofedpagemight take an unusuallylong time to load on a slov

network. This is not desirablefrom anattacler's point of view. To alleviate this problem,we usepre-caching.Each
pagepre-cachetheimagesneededor the next page.Consequentlywhentheclientgoesto the next page theimages
necessaryor spoo ng arealreadyin cache.

5 Extensions and Discussion

5.1 Information Collection

A critical partof makingour spoofcorvincing is tuningthe contentto theusers browser In theprecedingliscussion,
for eachelement,we neededo considerhow to do it both for Netscapeandfor InternetExplorer Fortunately the
browsertells usthisinformation,sowe cantunethe contentautomatically

In theory a spoo ng sener could collect even more detailedinformation. For example,we could query aboutthe
browserversion Versioninformationcanbe usefulbecauselifferentversionof browsersmayhave differentlook and
functionality.

Becauset givesmorecontrolto theuser NetscapdNavigatoralsoprovidesan APl to queryaboutthe preferencesnd
evenchangepreferences—itt, asnotedearlier usageof thesefeatureds restrictedto “signedscript; andwe did not
allow thatfor our attack.If we relaxthis restiction,moreinterestingscenariogrepossible.For example theattacler
canquerythe securitylevel the browseris runningandwhethertheimageswitchis turnedon or not. Thisinformation
canthenbeusedto guidetheattack.Onecanimaginescenariosvherethe queryis embeddedh an“innocent” signed
pageandtheinformationis sentbackfor alaterattackfrom a differentsener.

Netscapés includesuserselectabldormats;if the userdoesnot selectthe “classic” format, thenour spoofwould be
easilydetectable We have notyet gured out how to queryfor the users formatpreferencehowever, giventhe fact
that the driving force behindWeb evolution hasbeen“make the pagesfun” ratherthan“make the pagestrustable,
we predictthat sooneror later, queryingfor formatwill be possible.Anotherapproactherewould beto exploit the
factthat usersprobablyare not clearaboutwho controlswhat part of their con guration: we could simply offer a
window saying“you arevisiting our pagewith Netscapes—would you like classicor modernformat?” We would
thenprovide the appropriatespoofedmaterial.

Becaus@ur spooftechniquesisealot of imagesjt would bedesirabldor theattacler to know informationaboutthe
bandwidthof the client's connection We could achieve this goal by embeddingsomemorecodeanda fair amountof
imagesyideoor audiodatato the querypage usingtiming attackg9] to checktheloadingtime usedby theclient for
thatpage andusingthatdatato estimatethe bandwidth.

5.2 Dynamic Code Generation for HTML

In our experimentalattack,all the Web pagesare staticallywritten, andour pagesarecomposedf frames.In some
situationsjt maybemorecorvenientto only call a JaraScriptfunctionin this page anddynamicallygeneratéHTML
codefor eachframe. This alternatve approachwould offer severaladvantages:

It would malke it easierto coordinatebehaior amongtheframes via sharedvariables.

Someernvironmentvariableqe.g.,window size)couldbequerieddynamicallyto make thefake window t more
easilyin theernvironment.
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5.3 Minimum Exposure

A cautiousadwersarymight worry thatthe moreonecheatsthe morelikely onewill befoundout. Givenour current
techniquesthis would be goodfor a spooferto keepin mind.

In our attack,we limit the clientsto thoseusingcommonbrowser/OScon gurationsthatwe canhandle;we sendthe
restto thereal page.Someothercautionanytricks thatcouldbe appliedinclude:

In the CGl or ary otherprogramthatrecevesandlogsthe stolendata,we could put a triggerthatreplacesall
thefake pageswith goodonesthatdirectthe userto therealsite.

It's not trivial to make the fake window asfully functionalasthereal bronvserwindown. So,whensomeimple-
mentationgetsreally complicatedye couldput atraptherethatcloseghe currentwindow—makingit look like
abugthatcrasheghebrowser (Thisis still “normal” behaior of modernbrowsers.)

5.4 Netscape vs. Microsoft

As we mentionedye developedspoo ng attacksor NetscapdNavigator4.75/4.76on Linux andinternetExplorer5.5
on Windows 98; we have beenexploring Netscapé. Whenwe setup the experimentalattackfor thesetwo families,
we have fairly differentexperiences.

Table 1 summarizeghe relevant differencesve encounteredbut note that our intentionis not to suggesthat one
browseris more“better” thanthe other). On onehand,a bronvsercanmake it easierto implementsomenice features
for Webdesign.Ontheotherhand,this corveniencealsomakesspoo ng easier

As new updatesemege,thetrendof the browvserdevelopments to give bettersupportto scriptlanguage This trend
makes the spoofers job easier For example,useful spoo ng featuredik e popupobjectsare supportedoy Internet
Explorer5.5but notevenInternetExplorer5; asnotedearlier innerText  is notfully supportedintil Netscapéb.

Popup Objects Only supportedby InternetExplorer and only since5.5, the popupobject featuregreatly
facilitatesthe making of menusand dialog-like content. Netscapet4 hasa less e xible featurecalled layer.
Netscapes abandonedomefeatureof layer, but the samefunctionality canbe provided by othernew APIs.

Dialog InternetExplorerhasdirectsupportto Modal/Modallessdialogs,but it appends noticeonits title bar,
which canbeobsenedby carefuluser For Netscapethereis no directsupport.

Dynamicall y Resizable Tables. Oneof thekeysto makingaresizable€ake window is to make somepartof
thedisplaydynamicallychangdts sizeaccordingto the currentwindow size. This featureis directly supported
in InternetExplorersinceversion5; we have notyet gured outto implementit for Netscape.

Dynamicall y Editable HTML Content. This featurecould alsobe usedfor an editablefake locationline.
As notedearlier the<input > tagis problematicbecauseave do notknow a goodway to changethe size of
theinputdynamicallyaccordingto thewindow size.

6 Conclusions and Future Work

In 2001,the original Princetonattacksmay not be directly reproducible;but inspiredby them,we have shovn even
moreextensve spoo ngis now possible.

Researclin computerscience perhapsnorethanother elds, requiressayingthingsin thelanguageof eachcompo-
nentof one's audienceOnecomponents only corvincedby seeingrealcodework. We have donethat.
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Netscapel.75

InternetExplorer 5.5

QueryOS/bravser?

Yes

Yes

Query/Changereferences?

Yes,with signedscript

No

Dialog Boxes?

Yes, with large amountof DHTML
coding

Yes,directly supported

Pop-upWindows ?

Yes,butin e xible (thelayerfeature)

Yes, e xible andeasy(thepopupob-
ject)

Resizablerables?

Maybe. (With event triggers and
window sizequeries?)

Yes,directly supported

DynamicEditableHTML content?

No.

Yes,well supported.

Tablel Comparisorof somespoof-enablindeaturesof popularbrowsers.

6.1 Putting it All Together

To summarizeour experiment: for Netsape4 on Linux and InternetExplorer5.5 on Windows 98, using unsigned

JavaScriptandDHTML.:

We canproduceanentrylink that,by mouse-wer, appearso goto anarbitrarysite.

If theuserclicksonthislink, andeitherdoesnot have JavaScriptenabledpr is usinga brovser/OScombination
we do not supportthenthey really will goto thatsite.

Otherwisetheir browseropensanev window thatappearso beafully functionalbronvserwindow, atthatsite.
Clues,bars,locationinformation,and mostbrowserfunctionality all appearcorrectfor that site. Except,the
useris notvisiting thatsiteat all; heis visiting ours.

Furthermoreif theuserclicks ona“secure”link from this site,we canmalke corvincing SSLwarningwindows
appearthenlock the SSLicon, andhave the SSL certi cate informationall appeaiasthe userexpects—eacept
no SSLconnectiorexists,andall theusers “secure”informationis beingsentin plaintext to us.

6.2 Future Spoong Work

Ourfake Webpagesarenotperfect.In ourdemonstrationye only implementeagnougho prove theconcepthowever,
asnotedearlier we arenot yet ableto forge someaspect®of legitimatebrowvserbehaior:

Creatingcorvincing editablelocationlines appeargo dependon the users font preferenceswhich we cannot
yetlearn.Eitherwe gamble,or we do not have editablelines.

We cannotyet obtainthe users genuinehistoryinformationfor the pulldown historyoptions.
If theuserresizesour fake Netscapavindows, the contentwill notbehare asexpected.

As Netscapeb, with its modi able formats,grows in popularity we needto examinehow to provide spoofed
materialthateithermatcheghe users format,or doesnot causeunduealarm.

6.3 Countermeasures

As Tygar and Whitten point out, customizationis an effective way to prevent web spoo ng. Although unsigned
JavaScriptcandetectthe platform andbrowserthe client is using,it cannot(yet) detectthe detailedwindow setting
which may affectthe browserdisplay
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Feltenetal suggestedisalloving Webcontento remove thelocationbar, ever. Thistechniquevould alsobeeffective,
but only whenthe client paysattentionto the contentinsidethelocationbar

As partof on-goingresearctji22], we arecurrentlyexaminingotheravenuedor providing anunspooéblechannefor
thebrowserto communicateo the user andfor structuringcommunicationsierein away userscanunderstand.

Our initial motivation wasnot to attackbut to defend: to “build a betterbrowser” that, for example,could clearly
indicatesecurityattributesof a sener (andso enableclientsto securelyuseour sener-hardeningechniqueg12, 13,

17).

We hopeto useour understandingf spoo ng to build somethinghatmightbeunspooéble.
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