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ABSTRACT

The development of sensing systems for urban deployments
is still in its infancy. An interesting unresolved issue is the
precise role assumed by people within such systems. This
issue has significant implications as to where the complexity
and the main challenges in building urban sensing systems
will reside. This issue will also impact the scale and di-
versity of applications that are able to be supported. We
contrast two end-points of the spectrum of conscious human
involvement, namely participatory sensing, and opportunis-
tic sensing. We develop an evaluation model and argue that
opportunistic sensing more easily supports larger scale ap-
plications and broader diversity within such applications. In
this paper, we provide preliminary analysis which supports
this conjecture, and outline techniques we are developing in
support of opportunistic sensing systems.

Categories and Subject Descriptors

C.0 [General]: System architectures; C.2.1 [Network Ar-
chitecture and Design]: Network communications, Wire-
less Communications.

General Terms

Design, Human Factors, Performance.

Keywords
Architecture, Mobility, Modeling, Opportunistic Network-
ing, Wireless Sensor Networks.

1. INTRODUCTION

*We raise the issue of the need for evaluation of sensing
methodologies in a one page extended abstract included as
an unpublished work-in-progress at the “Sensing on Every-
day Mobile Phones in Support of Participatory Research”
workshop, Nov 2007.
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Over the past decade, the focus of wireless sensor network-
ing research has evolved from static networks of specialized
devices deployed to sense the environment, to networks mak-
ing use of robotic or other controlled mobility to adapt to
the sensing conditions, to a people-centric approach rely-
ing on the mobility of people. An expanding research com-
munity is developing techniques to bring about very large
scale urban sensing by leveraging the increasing sensing ca-
pabilities found in consumer devices such as cell phones
(e.g., [5] [8] [21]). Data collected from these mobile sen-
sors provide the foundation for exciting people-centric ap-
plications (e.g., Google StreetView [1], MIT Senseable City
Lab [3], Intel Urban Atmospheres project [18]).

A general purpose people-centric sensing system can be thought

of in terms of the following stages: application query submis-
sion; device selection; sensor sampling; and data analysis,
sharing and presentation. In the application query submis-
sion stage, a query is submitted to the system specifying at
least one required sensor type (e.g., camera) and a set of
conditions (i.e., sampling context) under which sampling of
the required sensor should take place (e.g., location, time,
physical orientation). In the device selection phase, a choice
is made among available devices as to which will be tasked to
meet a particular submitted application query (e.g., via the
cellular data channel for mobile phones, or via WiFi access
points for WiFi-equipped devices). In the sensor sampling
stage, the selected device decides when to sample the sensor
required by the application query by comparing its own sam-
pling context with that specified in the query. In the data
analysis, sharing, and presentation stage, depending on the
application requirements, the sensor samples are analyzed
(e.g., filtering, classification, etc.) perhaps in combination
with results from other queries. The results of the analy-
sis, and possibly the raw samples, are then returned to the
querying application and may also be shared with others,
depending on issues such as connectivity and privacy.

Including consumer devices as a fundamental building block
of the sensing system implies that the human owners of these
devices play an important role in the resulting system archi-
tecture. In this paper, we consider the question of what roles
people, as sensing device custodians, are willing to play in
large scale urban sensing systems, particularly to what ex-
tent they should be conscious active participants in meeting
application requirements. We examine the two end points



on the spectrum of custodian awareness and involvement in
the architecture, referring to one as participatory [21] and
the other as opportunistic [8].

With participatory sensing the custodian consciously opts to
meet an application request out of personal or financial in-
terest. A participatory approach incorporates people into
significant decision stages of the sensing system, such as
deciding what data is shared and to what extent privacy
mechanisms should be allowed to impact data fidelity. Con-
sequently, a participatory system design focuses on tools and
mechanisms that assist people to share, publish, search, in-
terpret and verify information collected using custodian de-
vices, as well as social technical techniques to encourage the
involvement of the public [9].

With opportunistic sensing, the custodian may not be aware
of active applications. Instead a custodian’s device (e.g., cell
phone) is utilized whenever its state (e.g., geographic loca-
tion, body location) matches the requirements of an appli-
cation. This state is automatically detected; the custodian
does not knowingly change the device state for the purpose
of meeting the application request. To support symbiosis be-
tween the custodian and the system, sensor sampling occurs
only if the privacy and transparency needs of the custodian
are met. The main privacy concern is the potential leak
of personally sensitive information indirectly when provid-
ing sensor data (i.e., the custodian’s location). To maintain
transparency, opportunistic use of a device should not no-
ticeably impact the normal user experience of the custodian
as he uses it for his own needs. Thus, the primary challenges
in opportunistic sensing are determining when the state of
the sensing device matches the requirements of applications,
and sampling when the device state and custodian require-
ments (i.e., privacy and transparency) are met.

The characteristics of opportunistic and participatory sens-
ing impact the applications that can be practically sup-
ported. Participatory sensing places demands on involved
device custodians (e.g., prompting via their device GUI)
that restrict the pool of willing participants. The tolerance
of people to endure interruptions on behalf of applications
limits the number (and query load) of concurrent applica-
tions that can likely be supported. Further, under the par-
ticipatory approach, an application needs to have a criti-
cal mass of community appeal and engagement. These fac-
tors combine, we conjecture, to limit both an application’s
scale and the diversity of applications that are likely to be
supported by a purely participatory people-centric network.
Applications are best suited to the participatory model when
they have a collection of interested custodians whose size is
at least as large as number of sensors required to carry out
the application. Thus, a strong motivation for opportunis-
tic sensing is to increase the scale and scope/diversity of
applications that may otherwise not be supported. Oppor-
tunistic sensing shifts the burden of supporting an applica-
tion from the custodian to the sensing system, automati-
cally determining when devices can be used to meet appli-
cation requests. In this way, applications can leverage the
sensing capabilities of all system users without requiring hu-
man intervention to actively and consciously participate in
the application, lowering the bar for applications to run in
people-centric networks.

In Section 2, we propose a simple analytical model to quan-
titatively evaluate the characteristics of each of these ex-
tremes in terms of the probability a particular application
query is successfully met. The model parameters capture at
an abstract level the application query submission, device
selection, and sensor sampling stages mentioned above, as
they apply to a particular application scenario - sampling in
support of Google StreetView [1]. Related work is discussed
in 3.

2. PARTICIPATORY OR OPPORTUNISTIC?:
AN EVALUATION MODEL

In this section, we discuss a simple model to evaluate the
choice of a participatory model against an opportunistic one.
The model is used to explore quantitatively the most impor-
tant dimensions of the problem.

Assumptions. In the sensing system, data is collected as
the result of queries that are submitted to the mobile devices
by remote users of the system. For example, a query may
be communicated to an application installed by the custo-
dian on his mobile phone via the cellular data channel. Each
query specifies that a particular sensor type (e.g., camera)
take samples under certain conditions, i.e., the sampling con-
text (e.g., location, time, physical orientation). Meeting the
sampling context specified in the query results in capturing
data of the required fidelity with respect to the needs of the
application.

Notation. The following notation is used in the develop-
ment of our model: M is the total number of the devices
composing the system that can be contacted to potentially
meet the requirements of a given query; Paccept query 1S the
probability that a user, if given the option, will allow the
query to run on their device (including the likelihoods that
a user will accept the possible privacy leaks due to sam-
pling and sharing of sensor data, and the resources that will
be consumed by the device, possibly without knowing this
information in advance); Pyser adapt 18 the probability that
a user will adapt their behaviour in support of the sens-
ing activity if prompted (e.g., position their mobile device
or modify their intended mobility path to meet the required
sampling context, if required); Prave sensor i the probability
that the mobile sensing device has the sensor type required
by the query; Pontext match 1S the probability that the mo-
bile device has capacity to evaluate whether it matches the
sampling context specified in the query, and does in fact
match this required context without any user intervention;
to shorten probability expressions, we use P to mean 1 — P.

The Model. The probability of success using a participa-
tory strategy is given by

Psuccesspm«t -
1- (]- - Paccept query X Pha'ue sensor X

D M
(Pcontezt match + Pcontezt match X Puse'r adapt)) .

The term (Pconteact match+(Pcontext match Xpuser adapt) indi-
cates that either the sensing device has the appropriate con-
text to sample, with respect to the query requirements, or
that the human custodian is willing to participate in chang-
ing the context of his device to match the requirements of
the query.



With the opportunistic strategy, the probability of success
is given by

)1\4

Psuccess(,pp =1- (1 - Phave sensor X Pcontezt match

Combining these expressions and rearranging the terms, we
group those terms that represent user interaction and those
that reflect inherent properties of the system population.
The opportunistic approach provides a higher success prob-
ability when the following condition holds:

Paccept query X Puse’r' adapt Pcontea:t match
4 /= <1l. (1)

Paccept query Pcontezt match

In Equation 1, when equality holds the success probabili-
ties of the participatory and opportunistic approaches are
balanced; we call the ratio the balance ratio for convenience.

Quantitative Evaluation. Here we present a com-
parison of the participatory and opportunistic strategies in
terms of the model given in Section 2. To drive the se-
lection of the model probabilities, we assume a variant of
Google StreetView [1] as an application submitting requests
to the system. Google StreetView provides 360 degrees
panoramic street-level views of several metropolitan cen-
ters across the United States. One can imagine user cell
phones being tasked to opportunistically take street-level
photos using the cell phone camera when the phone is out
of the pocket, replacing the fleet of Google-sponsored ve-
hicles currently used to generate the photo maps. There
is a tension here as the quality of the images is likely to
be lower with the tasked cell phones. While these qual-
ity concerns might be met by specifying tighter sampling
context requirements (e.g., camera orientation, light condi-
tions, etc.), a more practical approach is to keep the context
requirements looser and employ more complex image pro-
cessing techniques post-collection. This StreetView variant
also allows broader coverage (i.e., beyond the major metro
areas initially targeted by Google) and can potentially be
updated more frequently since there is no longer a need to
deploy the fleet of petrol-hogging vehicles each time. In the
context of this application, we can derive the model proba-
bilities as follows. Phauve sensor 18 the probability that the cell
phone has a camera. More than eighty percent of existing
cell phones are estimated to have camera phones [15]. We
conservatively set Phgve sensor = 0.8. In 2006, the average
American spent 838 minutes per month on the phone [20];
we use this number to approximate the context matching
probability (i.e., the phone is out of the pocket and can thus
be used to take a picture). While an intelligent query pro-
cess (e.g., do not attempt to map when most people are
asleep) might be able to boost this probability, we balance
this against the chance that the caller is using a hands-
free device which would preclude useful photography, and
use Peontert match = % = 0.0191. Deriving realistic
values for the query acceptance and user adaptation prob-
abilities is more challenging given their multi-faceted and
subjective nature. We consider statistics from a report on
the feasibility of cell phone surveys [7] as related to those
we might expect when anonymous queries are routed to a
cell phone using the participatory model, with one major

caveat. The study!® reports contact rates for first call at-
tempts, which maps conceptually to the notion of accepting
a query, based on which we set Pyuery accept = 0.3. The
same study reports survey completion rates from first call
contacts, which given the fact that completing a survey re-
quires some modification of planned behaviour conceptually
relates to Pyser adapt and we set Pyser adapt = 0.2 accord-
ingly. However, we conjecture the actual inclination of a
user to accept sensing queries and adapt their behavior ac-
cordingly will be substantially lower than the conceptually
related values from [7], due to the much higher volume of
queries involved. While the first contact and survey com-
pletion rates are based on a single survey instance, members
of an urban sensing system need to answer multiple queries
over time. If the system is supporting many applications
simultaneously, a single user might be queried several times
per day (e.g., to confirm the sampling context is correct,
or that the privacy exposure at the current time is within
acceptable bounds), which might quickly become tedious if
the user has to manually participate each time.

A natural solution to avoid the requirement of excessive
manual intervention is the automatic application of a pre-
configured user policy (e.g., “reject all queries after mid-
night”). However, it is not clear how policy-based approaches
can be applied in practice. In aggregate, the authors of [6]
[11] [16] argue that pre-configured policy is possible, citing
studies where users were happy to build and use policies
against classes of people (e.g., students, co-workers, etc.).
On the other hand, studies by Palen and Dourish [17] and
Lederer, et al [13] argue that a priori configuration of ap-
plications that disclose private information will usually not
work given the dynamics of life. Further, it is difficult to
imagine how such class-based policies can be defined in an
urban sensing system where pseudo-anonymous system users
submit queries to run on the mobile devices of others. Ulti-
mately, given the lack of statistics on the matter, we use the
values published in [7] but with the view that these represent
(perhaps grossly) loose upper bounds.

Regardless of the absolute values, the relationship between
the derived values for Pyuery accept and Puser adapt likely
translates to urban sensing given that users are more likely
to accept the resource and privacy hits implied by a query
than to modify their behavior on its account. Therefore, in
evaluating the model we keep the ratio of 3/2 intact while
scaling the values. In Figure 1(a), we plot the query suc-
cess probability versus number of cell phones for both par-
ticipatory and opportunistic approaches. The participatory
curves are labeled with the values of Pyuery accept (i-€., Pga)
and Puser adapt (i~e-7 Pua)-

Following intuition, with higher levels of human involve-
ment, the participatory approach outperforms the oppor-
tunistic approach. However, as the probability of human
cooperation falls, as is likely to happen as daily barrages of
sensing queries begin to annoy the user, then the opportunis-
tic approach becomes competitive and even outperforms the
participatory one. Clearly, a model of how the probability of
participation would drop in the face of an increasing query

!The study methodology [7] provides at least $5 of compen-
sation for each contact so that potential charges incurred
against the participant’s account do not bias the result.
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Figure 1: In (a), the probability of query success when using the participatory strategy is plotted against the
number of cell phones for different values of P,ccept query and Pyser adapt- The query success probability when

using the opportunistic approach is included for comp

arison. In (b), the difference in query success probability

between the opportunistic and participatory approaches is plotted against the balance ratio (Equation 1) for

different numbers of cell phones M.

load would be helpful in determining the likely steady-state
operating point of the participatory system, in terms of the
values for Puser adapt and Pguery accept- We hope to learn
such a model through planned large scale human-based ex-
periments in the MetroSense project [2].

While our choices for the values of model parameters are
well-reasoned, the numerical guidance given by Figure 1(a)
is qualified by the lack of directly applicable statistical data.

As part of our ongoing work developing opportunistic sens-
ing systems, we intend to collect statistics that allow us to
make a more informed determination of the model parame-
ters. However, we can analyze the model itself to gain insight
into the relative merits and sensitivities of the opportunistic
and participatory approaches. In Figure 1(b), for different
numbers of cell phones (M) we plot the simple difference
between the opportunistic and participatory approaches in
terms of query success probability against values of balance



ratio (see Equation 1). We fix the (3/2) ratio of Pyuery accept
t0 Puser adapt and evaluate the success probabilities for the
values of Pyser adapt a0d Pyuery accept implied by the given
values of the balance ratio). By definition, when the balance
ratio is < 1 the opportunistic approach is advantageous;
when the ratio is > 1 the participatory approach is advan-
tageous. However, from Figure 1(b), moving left from the
balance condition (ratio = 1) on a given curve (regardless of
M) the opportunistic approach responds much faster to a fa-
vorable balance ratio than the participatory approach does
when moving right away from the balance condition. We
also observe that the comparative performance of the two
approaches is most sensitive to M when the balance ratio is
< 1, reflecting the ability of the opportunistic approach to
leverage the larger user population. When the ratio > 1, the
results are relatively tightly clustered.

Thus, considering the risk and reward in terms of success
probability, we observe that: (i) the opportunistic approach
does well when the constituent model probabilities are in
its favor, and its performance degrades more slowly when
the probabilities are not in its favor; and (ii) increasing the
number of available sensing devices only amplifies the posi-
tive aspect of the opportunistic approach. Therefore, when
designing a large-scale urban sensing system, given the un-
certainty in what the user population size will be and the
uncertainty in user participation probabilities, supporting
opportunistic sensing is well motivated.

3. RELATED WORK

While in this paper we model and compare the two extremes
on the spectrum of user participation (i.e., opportunistic vs.
participatory), in practice most system represent a middle
ground between these two. In the following, we outline a
number of recent academic and industry projects exploring
urban sensing applications, and indicate their bias towards
the opportunistic or participatory extremes.

Both Cartel [10] and the work by Microsoft Research [12]
lean towards opportunism. Cartel proposes mobile sensors
placed in cars that service ad hoc queries, delivered when
connectivity when it is present via open WiFi access points
found in urban areas. Although the required sensors are
present, the matching of query and sensor context is uncon-
trolled and dictates the sampling behavior. Work from [12]
is based on ad hoc interactions with cell phones; the focus
is on back end concerns such as the correct programmabil-
ity abstractions, sensor selection and appropriate resource
usage (i.e., reduce redundant sampling).

The Urban Sensing project at CENS [21] is more closely
tied to maintaining humans in the sensing loop and having
them be active in the functioning of the system. For in-
stance, DietSense [19] monitors the consumption of food by
the participant by taking photographs of the food during
meal situations to assist dietitians in monitoring patients.
Manual intervention in the review and filtering of the image
data is required. Nokia’s Sensor Planet [4] focuses on the
use of cell phones as mobile sensors. The game/experiment
presented in [22] relies heavily on user involvement.

The MetroSense Project [8] is focused on building sensing
systems leveraging opportunistic whenever possible. Oppor-

tunistic sensing, while it raises its own set of challenges, can
support applications with limited mass appeal, and also a
larger number of concurrent applications due to the smaller
burden imposed on sensor custodians. We believe anony-
mous, transparent use of human-carried sensing devices is
fundamental to enabling urban-scale sensor networks that
provide broad-based application support.

4. CONCLUSION

We have contrasted two potential roles of sensor custodians
in urban sensing systems. While we consider participatory
and opportunistic solutions to be complementary, we believe
that leveraging an opportunistic sensing design approach
yields a system that more easily supports large scale deploy-
ments and application diversity and should be stressed. Our
preliminary analysis supports this position. Urban systems
are being built using both techniques and while the analysis
shines some light on possible pros and cons, the results from
building out these systems will provide more conclusive evi-
dence into what are the best architectural choices for urban
sensing systems.

We have identified significant challenges that must be over-
come for opportunistic sensing to be feasible, including pro-
viding sensing coverage when sensor mobility is uncontrolled,
ensuring consistent sensor calibration, determining sensor
context to allow for more targeted sampling, and protect-
ing custodian privacy. We are currently developing an ur-
ban sensing application, CenceMe [14], focused on sensing
personal data from user devices to share within social net-
working applications, that brings many of these challenges
to the fore. We require, for example, being able to take a
photograph from a user’s mobile phone based on automatic
detection of appropriate sensing context, and sharing sensed
data in a way that respects user privacy, all while placing
minimal demands on the user. We are currently investi-
gating techniques to overcome these challenges as part of
ongoing work in the MetroSense project [2].
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