
Howdy y’all,

This is a slide deck intended for performance in front of a live 
audience.  It is not--and cannot be--appropriate for reading at the 
same time.  Only Dan Geer is good enough for that, and we can’t 
yet preach as well as he does.

So if you want to learn these techniques, please read the fucking 
papers that we cite.  Read PoC||GTFO, read WOOT, and read our 
technical reports.  Looking at a slide show just ain’t enough.

73 from Austin,
--Travis
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               PHY 802.15.4
TRAVIS GOODSPEED, SERGEY BRATUS
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KNOWING THE PHY 
WELCOME TO BABYLON

Tuesday, April 8, 14



Wright’s Principle

“Security won’t get better 
until tools for practical 
exploration of the attack 
surface are made available”
      
     --Joshua Wright, 2011
          Toorcon KillerBee talk 
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Scapy 
dot15d4
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Scapy 
dot15d4
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Hardware:
existing hardware

Atmel RZUSBTICK

Freakduino Chibi

Zena Packet Analyzer

Sewio Open Sniffer

Tmote Sky/TelosB

SDRs: USRP/etc
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APIMOTE V4 BETA
PCB FRONT RIVER LOOP SECURITY
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Fairy tales of PHY

1. Receive RF waves

2. ...

3. Get an LNK Frame!

FC Seq.No Addr Info $$$ FCS
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1. Receive RF waves

2. ...
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Fairy tales of PHY

FC Seq. Addr 
Info $$$ FCS

Noise Noise

Magic happens Magic happens
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The Layer Cake is a PHY!
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802.15.4 frame (PHY+LNK)

00 00 00 00 a7 0f 01 08 82 ff ff ff ff ...

Preamble Body

00 00 00 00 a7 .. 00 00 00 00 a7 0f 01 ...

Preamble Sync Body

Sync

Length
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how a frame is received

SPI bus
(or similar)

uC

symbols
2.4 GHz
(or 868/915/etc MHz)

bytes or 
frames
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diving into the PHY layer
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Why Preamble?
Forget sending data -- can you even agree on time?
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Why Preamble?
Forget sending data -- can you even agree on time?

Clock 
drift

Clock 
drift
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Why Preamble?
Forget sending data -- can you even agree on time?

Synchronized

00 00 00 00
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How much preamble is 
really needed?

802.15.4 standard says 8 symbols: 00 00 00 00

has a register to set preamble length:
00      00 00      00 00 00      <none>

Depends on clocks, temperature
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Fingerprinting with variable preamble
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Why SFD?

00 00 00 00 a7 0f 01 08 82 ff ff ff ff ...

Preamble Body

00 00 00 00 a7 .. 00 00 00 00 a7 0f 01 ...

Preamble Sync Body

Sync

Shift Register

Out-of-frame
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Why SFD?

00 00 00 00 a7 0f 01 08 82 ff ff ff ff ...

Preamble Body

00 00 00 00 a7 .. 00 00 00 00 a7 0f 01 ...

Preamble Sync Body

Sync

Shift Register

In-frame

Out-of-frame
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Why SFD?

00 00 00 00 a7 0f 01 08 82 ff ff ff ff ...

Preamble Body

00 00 00 00 a7 .. 00 00 00 00 a7 0f 01 ...

Preamble Sync Body

Sync

Shift Register

In-frame

Out-of-frame

Record+checksum
bytes
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Is SFD in the symbol set?

Yes No

PCI Express

AX.25 packet radio

802.15.4

802.11b/g*

(*) kind of.. 802.3

Tuesday, April 8, 14



Packet-in-packet

00 00 00 00 a7 0f 01 08 82 ff ff ff ff ...

Preamble Body

00 00 00 00 a7 .. 00 00 00 00 a7 0f 01 ...

Preamble Sync Body

Sync

What if this gets damaged by noise?
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Packet-in-packet

00 00 00 00 a7 0f 01 08 82 ff ff ff ff ...

Preamble Body

00 00 00 00 a7 .. 00 00 00 00 a7 0f 01 ...

Preamble Sync Body

Sync

What if this gets damaged by noise?
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Packet-in-packet in Hex

in Section 4.2.

4 Concrete Examples

In this section, we provide implementation details and
tested packets for both the IEEE 802.15.4 protocol and a
common 2-FSK radio. These demonstrate both the prob-
abilistic nature of the attack when used with devices shar-
ing a common Sync, such as 802.15.4, and the reliable
outcome of the attack when applied to protocols with a
varied sync, such as ANT+.

4.1 802.15.4, ZigBee

Outer Hex Inner
Preamble 00 00 00 00
Sync a7
Body 19

01 08 82
ca fe ba be
00 00 00 00 Preamble
a7 Sync
0a 01 08 82 ff ff ff ff c9 d1 Body
15 e8

Figure 3: 802.15.4 PIP

IEEE 802.15.4 is a perfect platform for prototyping
this technique, as it is reasonably standardized5 across
competing protocols and equipment with low-level reg-
ister access is easily obtained. As there are four bits per
symbol, payload data needs to be nibble-aligned. Fur-
thermore, the standard Sync6 value of a7 and the de jure
requirement of the 802.15.4 standard that the packet be
ignored for the length of its body, it is necessary that the
Sync or Body Length of the outer packet be misinter-
preted by the receiver [6, 44]. Since there is no error cor-
rection for these fields, such symbol misinterpretations
happen with sufficient frequency for a successful attack.

For example, 00 00 00 00 a7 0a 01 08 82
ff ff ff ff c9 d1 is a short 802.15.4 packet with
a valid checksum to the broadcast PAN and MAC. In
this case, 00 00 00 00 is the Preamble, a7 is the
Sync, and 0a 01 08 82 ff ff ff ff c9 d1 is
the Body, consisting of fields for Length, Header, PAN,
MAC, and Checksum.

Consider the case of a much longer packet shown in
Figure 3 being received by a radio with a PAN of de ad
and a MAC of be ef. This packet, being addressed to

5Standardization, in this context, should not be confused with inter-
operability.

6IEEE 802.15.4 refers to the Sync as the start-of-frame delimiter
(SFD), but we shall refer to it as the Sync for consistency.

PAN (personal area network) ca fe and MAC ba be,
should be ignored by be ef as the addresses do not
match. Further, be ef should also wait until the du-
ration of the packet has passed before returning to the
listening state in which a Sync might begin a new packet.
That is to say, during proper reception, the following
packet’s Body will not be misinterpreted for being a
complete frame so long as every symbol is correctly ob-
served by the receiver.

In order to inject the inner packet as a raw frame, the
attacker must cause a packet like the one above to be
transmitted multiple times, then bank upon interference
damaging the Sync field of the outer packet. Supposing
that an A-symbol is swapped for an F-symbol in the outer
Sync, it will be seen as f7 and the first valid Sync field
will be seen as the a7within the body of the outer packet.

4.2 nRF24L01+ and 2-FSK

Outer Hex Inner
Preamble 55
Sync 01 02 03 02 01
Body 55 Preamble

12 34 56 Sync
ff ff ff 35 CK1 CK Body
CK CK

Figure 4: nRF24L01+ PIP
1 The symbol “CK” represents a byte of the checksum that

would be correctly calculated over the relevant section of
the packet, as specified by the protocol being used.

The nRF24L01+ is a 2-FSK radio chip from Nordic
Semiconductor used in both the ANT+ standard and
vendor-proprietary protocols, such as those used by Mi-
crosoft, Logitech, and Hewlett-Packard wireless key-
boards and mice. [10] Similar chips in the same family
and competing chips from other vendors use compatible
encoding schemes that vary only by data rate. As both
the ANT+ protocol and the Microsoft 2.4GHz keyboards
use the Sync field as a destination address, exploitation of
a receiver other than the one that a packet is addressed to
can be performed deterministically, with no dependence
upon luck or radio noise.

Consider the PIP in Figure 4.2, in which the Sync field
doubles as a destination address and both protocols are of
fixed length. We will also assume, for the sake of sim-
plicity, that both protocols are running at the same rate,
although the rate corrections described in Section 5 can
be applied whenever the transmitter’s rate is higher than
that of the inner-packet receiver. In this case, the attacker
is broadcasting a packet through Protocol Foo, in which
the Sync is defined to be 01 02 03 02 01. The at-
tacker’s payload is intended for Protocol Bar on the same
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You too can send a PHY 
frame without a radio! *)

(*) If you can control application layer bytes
       and there’s noise **)
(**) There’s always noise

Tuesday, April 8, 14



Read the Fscking Paper
“Packets in Packets: Orson Welles’ In-Band Signaling Attacks 
for Modern Radios”,  WOOT 2011
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So how to send a symbol?

Chips!
Tuesday, April 8, 14



Error correction

Some of these chips are going to arrive flipped.
Receiver will take symbol with the _closest code_ 
       by Hamming distance *)
This is entirely transparent to _all_ layers above, 
   __including SFD matching__

16
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Error correction connection
Symbol codes rotate into each other:
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Error correction connection
Symbol codes rotate into each other (now in hex):

1/8 of a nybble (symbol)

Stream of symbols is actually a stream of chips
Boundaries between symbols are _imaginary_
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Can my radio receive a 
frame that wasn’t sent?

Hamming distance at most 4

“I’ll be SFD
now”
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Your radio can receive 
frames that share no 
symbol with sent frames *)

(*) If you can cause misalignment by 1/8 of a nybble

Tuesday, April 8, 14



Modulation of chips

OOK, kinda like AM

FSK, kinda like FM

PSK, kinda like PSK
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OOK

On-Off Keying

First used for Morse Code (CW)!
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OOK

On-Off Keying

First used for Morse Code (CW)!

W 3 C C P
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OOK

On-Off Keying

First used for Morse Code (CW)!

W 3 C C P /
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OOK

On-Off Keying

First used for Morse Code (CW)!

W 3 C C P / B
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Wifi to Morse

Suppose you MITM an SSL session, but don’t know key.

Enable and disable line to inject Morse code.

Sniff at 2.4GHz with extreme range!
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FSK

Frequency Shift Keying

Kinda like FM, but finite shifts.

Used for Bluetooth.
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FSK Ghosts

Transmit on Channel 8.

Flipped bits are received on Channel 7.
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PSK

Phase Shift Keying

Phase varies to mark bits.

BPSK--2 phases
QPSK--4 phases 802.15.4
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A zero is a zero and a one is a 
one, except when they aren’t.
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Do radios have dialects?
We can send arbitrary symbol streams with CC2420
(including preambles, SFDs, “inner” PIP packets, 
“packet-out-of-packet”, etc.)

Active fingerprinting to find out what corruptions work. 
http://www.cs.dartmouth.edu/reports/abstracts/TR2014-749/

Profit: capability to send packets that some radios 
see, and others don’t!
(Separate from signal strength, range, etc.)
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Do radios have dialects?
We can send arbitrary symbol streams with CC2420
(including preambles, SFDs, “inner” PIP packets, 
“packet-out-of-packet”, etc.)

Active fingerprinting to find out what corruptions work. 
http://www.cs.dartmouth.edu/reports/abstracts/TR2014-749/

Profit: capability to send packets that some radios 
see, and others don’t!
(Separate from signal strength, range, etc.)

That’s a 802.15.4 WIDS evasion!
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Isotope: Fingerprinting FTW!
Fingerprinting: meh?

“[Digital radio] chip makes are all 
different”- Captain Obvious
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Isotope: Fingerprinting FTW!
Fingerprinting: meh?

“[Digital radio] chip makes are all 
different”- Captain Obvious

“Some nuclei aren’t like the others”

Like U 238 v. U 235 ?
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Isotope: Fingerprinting FTW!
Fingerprinting: meh?

“[Digital radio] chip makes are all 
different”- Captain Obvious

235 236
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Cumberland Gap

Normal Frame:

What we send:

(..drink a little whiskey, take a little nap...)

00 00 00 00 A7
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Franconia 
Notch

Normal Frame:

What we send:

(..drink a little whiskey, take a little nap...)

00 00 00 00 A7
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Franconia 
Bridge

Normal Frame:

What we send:

(..drink a little whiskey, take a little nap...)

00 00 00 00 A7
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Franconia notch
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Franconia notch

f      f
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Franconia notch

f      ff      f
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Franconia notch

f      ff      ff      f
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Franconia notch

f      ff      ff      ff      f
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Local Dialect
as a Shaped Charge

ApiMote’s CC2420 RF chip was configured to default preamble length 
and SFD. Address and checksum verification was disabled.
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Local Dialect
as a Shaped Charge

ApiMote’s CC2420 RF chip was configured to default preamble length 
and SFD. Address and checksum verification was disabled.
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RZUSBSTICK PCAP
Preamble

00 00 00 00
00 00 ff ff
00 ff ff ff
00 00 00 00
00 00 00 ff
00 00 ff ff
00 ff ff ff
00 00 00 00
00 00 00 ff
00 00 ff ff
00 ff ff ff
00 00 00 00

…
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RZUSBSTICK PCAP
Preamble

00 00 00 00
00 00 ff ff
00 ff ff ff
00 00 00 00
00 00 00 ff
00 00 ff ff
00 ff ff ff
00 00 00 00
00 00 00 ff
00 00 ff ff
00 ff ff ff
00 00 00 00

…
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RZUSBSTICK PCAP
Preamble

00 00 00 00
00 00 ff ff
00 ff ff ff
00 00 00 00
00 00 00 ff
00 00 ff ff
00 ff ff ff
00 00 00 00
00 00 00 ff
00 00 ff ff
00 ff ff ff
00 00 00 00

…

ApiMote PCAP
Preamble

00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
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RZUSBSTICK PCAP
Preamble

00 00 00 00
00 00 ff ff
00 ff ff ff
00 00 00 00
00 00 00 ff
00 00 ff ff
00 ff ff ff
00 00 00 00
00 00 00 ff
00 00 ff ff
00 ff ff ff
00 00 00 00

…

ApiMote PCAP
Preamble

00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
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There be pwnage in PHY!

Know your PHY! Thou shalt know thy PHY! 

The deeper a layer, the simpler are its machines;
they know nothing of sender’s intent 

Byte (even symbol) boundaries are imaginary
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Layers of abstraction
become boundaries
of competence.
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ENJOY BABYLON!
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