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Abstract. Over thelastfew years,our grouphasbeenworking on applicationsof securecoprocessors—but hasbeen
frustratedby the limited computationalenvironmentandhigh expenseof suchdevices. Over the last few years,the
TCPA (now TCG) hasproduceda speci�cation for a trustedplatform module(TPM)—a small hardware addition
intendedto improve theoverall securityof a largermachine(andtied up with a still-murky vision of Windows-based
trustedcomputing).Somecommoditydesktopsnow comeupwith theseTPMs.

Consequently, we began an experimentto seeif (in the absenceof a Non-DisclosureAgreement)we could usethis
hardware to transforma desktopLinux machineinto a virtual securecoprocessor:more powerful but lesssecure
thanhigher-enddevices. This experimenthasseveral purposes:to provide a new platform for securecoprocessor
applications,to seehow well theTCPA/TCG approachworks,and(by working in opensource)to provide a platform
for thebroadercommunityto experimentwith alternative architecturesin thecontentiousareaof trustedcomputing.

This paperreportswhat we have learnedso far: the approachis feasible,but effective deploymentrequiresa more
thoroughlook atOSsecurity.

1 Intr oduction

In our lab, we have beentrying to producepracticalsolutionsto thetrustproblemsendemicto thecurrent
computationalinfrastructure.

In thebig picture,many of theseproblemscenteronhow to trustwhatis happeningonagivencomputer. A
partyAlice maycareaboutwhethercertaincorrectnesspropertieshold for a givencomputation.However,
computationoccurson machines.Consequently, whetherAlice canbelieve that a given computationhas
somecritical correctnesspropertydepends,in general,on whetherAlice can trust that machine. Is the
machinereally executingtheright code?Hascritical databeenalteredor stolen?Is themachineconnected
to theappropriatereal-world entity?

In themoderncomputingenvironment,thesemachineshave becomeincreasinglycomplex anddistributed,
whichcomplicatesthis trustdecision.How canAlice know for surewhatis happeningata remotemachine
which is underBob's control?Giventhe inevitablepermeabilitiesof commondesktopmachines,how can
Alice evenknow what'shappeningatherown machine?

In this arena,a promisingtool is secure coprocessing(e.g.,[30, 43, 44]): carefulinterweaving of physical
armorandsoftwareprotectionscancreatea device that,with high assurance,possessesa differentsecurity
domainfrom its hostmachine,andevenfrom a partywith directphysicalaccess.Suchdeviceshave been
shown to be feasibleascommercialproducts[6, 34] andcanevenrun Linux andmodernbuild tools [13].
In our lab, we have exploredusing securecoprocessorsfor trustedcomputing—both as generaldesigns
(e.g.,[23]) aswell asreal prototypes(e.g.,[15])—but repeatedlywerehamperedby their relatively weak
computationalpower. Their relatively highcostalsoinhibitswidespreadadoption,particularlyat clients.

1This report,TR2003-476,supersedesTR2003-471of August2003.Furthermore,theDecember15,2003versionof TR2003-
476�x estyposfoundin theDecember4, 2003version.



In somesense,securecoprocessorsoffer high-assurancesecurityat thepriceof low performance(andhigh
cost). However, in industry, two new trustedcomputinginitiativeshave emerged: the TrustedComputing
Platform Alliance (TCPA) (now renamedthe TrustedComputingGroup (TCG) [22, 37, 38, 39]) andMi-
crosoft's Palladium (now renamedthe Next Generation Secure ComputingBase(NGSCB) [7, 8, 9, 10]).
Thesealsoseemto betiedupwith Intel'sLaGrandeinitiative [35].

Many in the�eld ([1, 28] arenotableexamples)have criticizedtheseinitiativesfor their potentialnegative
socialeffects;others(e.g,[12, 24, 25]) have seenpositive potential. (Felten[11] andSchneider[27] give
morebalancedhigh-level overviews.)

Thesenew initiatives target a different tradeoff: lower-assurancesecuritythat protectsan entiredesktop
platform(thusgreatlyincreasingthepowerof thetrustedplatform)andis cheapenoughto becommercially
feasible. Indeed,the TCPA technologyhasbeenavailableon variousIBM platforms,andothervendors
havediscussedavailability. Someacademicefforts [19, 21,36] havealsoexploredalternativeapproachesin
this “useasmallamountof hardwaresecurity”space,but nosilicon is availablefor experiments.

This Project. This projectstartedwhenwe madethis link. TheIBM 4758coprocessorwastoo constrain-
ing. This new TCPA hardware cameinstalledon our IBM Netvista8310, and is intendedto securean
entiredesktop. Canwe usethe TCPA speci�cations[38, 39] andthis hardwareto build a virtual secure
coprocessor—thatis, to transformthedesktopinto amorepowerful but lesssecurecousinof the4758?

This projecthadseveral goals. As noted,we wantedto provide a foundationfor further trustedcomput-
ing projectsin our lab. We also wantedto addressa gap—opensourceexploration of the TCPA/TCG
trustedcomputingspace—thatwedid notseethe�eld addressing.Ratherthanjustwaitingfor thedominant
softwarevendorto releaseits architectureasa fait accompli,researcherscould actively experimentwith
alternativearchitectures;realtechnologycouldreplace(or at leastenhance)idealogicalranting.Finally, this
project—“outsidethefence”of a Non-DisclosureAgreement—couldprovide anindependentevaluationof
theTCPA/TCG hardwareapproach.

This Paper. Section2 discussesour overall securitygoals. Section3 reviews the building blocks that
the TCPA TPM offers us. Section4 presentsthe designwe developed,using thesebuilding blocks, to
achieve thesegoals.Section5 reportsonourexperiencesimplementingthisdesign.Section6 evaluatesthis
experience.Section7 concludeswith someavenuesfor futurework.

2 SecureCoprocessorPlatforms

2.1 Moti vation

We want securecoprocessorplatformsbecausewe seemany scenarioswhereAlice andBob canbene�t
from Alice beingableto trustcomputationatBob's computer—evenif Bob is motivatedto subvert it.

For example,considerthe casewhereBob operatesa Web site SX offering someserviceX (e.g.,selling
bicycle parts,or providing healthinsurancequotes)with somespeci�c securityproperties(e.g.,Bob won't
revealAlice's creditcardnumberor healthinformation).How canAlice know thatBob's sitewill provide
theseproperties?Server-sideSSLbindsa keypair to theidentity of Bob's site;server-sidecryptohardware
canstrengthentheclaim thatBob's privatekey staysat Bob's site,but how canAlice bind it to X ? (This
couldgive a marketingadvantageto Bob: “you cantrustmy service,becauseyou don't have to trustme.”)
Moving boththekey andtheserviceX into asecurecoprocessorco-locatedatBob'ssiteprovidesapotential
solution. In additionto binding the identity to a public key, theSSLCA couldcertify that theprivatekey
livesinsidethecoprocessor, which is usedfor X andnothingelse,evenif Bobwould like to cheat.[17, 31]

Theliteratureprovidesmany additionalscenarios,includingclient-sideexamples.For example,Alice might
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like to usean“e-wallet” paymentapplication[43] from Bob—but this requiresthatBobcantrustthatAlice
cannotuseadebuggerto increasethebalancestoredin theapplication.

2.2 DesiredProperties

Whatshouldasecurecoprocessorplatformprovide in orderto enablesuchapplications?

Security. First, the platform must enablea remoterelying party to make a reasonabledecisionto trust
an applicationrunningon the platform. This requiresthat the platform actuallyprovide for integrity and
freshnessof executingcode—andintegrity, freshness,andcon�dentiality of data—againsta localadversary.
This alsorequiresthat the platform enablethe relying party to distinguishbetweenthis applicationin its
trustworthy environmentandamaliciousimpostor.

Usability. Second,developersmustbeableto usethisplatformto build anddeploy realapplications.

This requiresthat the platform mustbe easilyprogrammablewith moderntools. The platform mustalso
allow easymaintenanceand upgradeof its software. Finally, the platform must permit installationand
upgradeof softwareto happenat the enduser's site—sinceforcing softwaredevelopersto ship hardware
sti�es innovation,limits userchoice,andcomplicatestrust[33].

Interaction. As our prior work hasshown, thesepropertieshave subtleinteractions.For example,how
cantheplatformpreservecon�dentiality of data—andtheability to authenticatesoftware—if it alsopermits
softwareupgrade[32]?

2.3 Our Prior Work

Platform. In our prior work, we usedthe IBM 4758 [34] as our platform (we called this the “Moose”
platform dueto its high level of armor). The 4758provided the necessarysecurityproperties—including
attestation(which the 4758designcalledoutboundauthentication). However, its usability wasmixed. It
providedmaintenanceandupgrade,end-userinstallation,and(asnoted)anexperimentalversionranLinux.
However, thesizeandpower of thecomputationalenvironmentwasextremelylimited, developersneeded
to havepublickeyssignedby IBM, andtheattestationschemewasfairly complex.

Experiments. Above, we sketchedan approachto usesecurecoprocessorsto addressthe insiderattack
problemfor Webservers.We usedthe4758to prototypethis approach,but it never foundin-the-�eld use.
For our team,the primary obstaclewasthe awkwardnessof the programmingenvironment. The limited
internalcodespacemeantconsiderablerewriting of thestandardSSLsuite;our rewritesthenneededto be
upgradedwith eachupgradeof Apache,etc.

DesignProblem. Hadweprogressedto actualdeployment,wewouldhave confronteda differentobstacle.
In the standardSSL model, the relying party (e.g., the enduser)expectsto make a judgmentbasedon a
long-livedcerti�cate speakingabouta long-livedserverkeypair. As wesketchedabove,wecantransforma
morecomplex attestationschemeinto this simplemodelby requiringtheSSLCA to usethemorecomplex
schemeto verify theright propertiesaboutthesoftwarethatownstheprivatekey, andthenissuea simpler-
to-usecerti�cate (wecall this theyet-anotherCA(YACA)approach).

However, our approachoverlookedhow to mapa long-livedkeypair ontoshort-livedcon�gurations.Must
the Web site go back to the CA with eachnew upgradeto Apacheor modi�cation to the Web pagesor
scripts?
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3 TCPA/TCG Building Blocks

Whatbasicbuilding blocksdoesTCPA giveus?

3.1 Main Features

As discussedearlier, the TCPA is a multi-vendoralliancethat produceda seriesof speci�cationsfor a
hardwareadditionto thestandardcomputingplatformswhich addssomeadditionalsecurityfunctionality.
The term TCPA hascometo be identi�ed with the designthat this allianceproduced—andhasrecently
becomeobsolete,as the alliancechangedits nameto TCG. (We call our platform basedon this design
“Bear,” sinceit livesin thesamespaceasMoose.)

In TCPA, thebasicideais to adda TrustedPlatformModule(TPM) to themachine;this TPM thenassists
in authenticatingthe softwarecon�guration andproviding a credentialstore. In the TCPA-enabledIBM
machinescurrentlyavailable,theTPM is asmart-cardlikechipmountedon themotherboard.

Unfortunately, TCPA wasdesignedby committee,andit shows. Thespeci�cationdocuments[38, 39] are
large,complex—andbuggyandincomplete,aswediscovered.(Wefoundit interestingthatthespeci�cation
text oftentrumpets“end of informative comment”but thenkeepsgoing.) A subsequentbookfrom Hewlett
Packardengineers[22] helpssomewhat; towardtheendof our development,someadditionalIBM tutorial
materialappeared[14, 26].

The Trusted Platform Module. Theheartof theTCPA designis theTPM, which providesservicesto its
hostingmachine.TheTPM alsoprovidesservicesto a specialentity: theTPM Owner(not necessarilythe
machineowneror user),whoauthorizescommandsvia anHMAC derivedfrom asecret20-bytekey.

Theinitial setof challengesfacinga TCPA experimenteris how to wadethroughtherelevantcommandsin
orderto enabletheTPM andtakeownership.

At thetimewedevelopedoursystem,themostrecentversionof the“Main Speci�cation” wasversion1.1b,
andthemostrecentversionof the“PC Speci�c ImplementationSpeci�cation” wasversion1.0. TheTPM
hardwarewehadin ourNetvista(mostly)conformedto theseversionsof thespeci�cations.Wedid nothave
accessto theTrustedSoftwareStack(TSS)speci�cation,asit wasonly recentlyreleased[40].

PCRs and Hashes. The TPM hasa seriesof platform con�guration registers (PCRs). Eachis 20 bytes
long, thelengthof aSHA-1hash.

ThesePCRsare initially zeroizedat boot time. The machinecanthenextenda given PCRby writing a
valuev; the TPM will concatenatethis v to that PCR's currentvalue,hashthe concatenation,andstore
theresultin thePCR.ThisextensionfeaturepermitsasinglePCRto record(essentially)anarbitrarylength
sequenceof values.Thisfeaturealsoprovidesaconvenient“ratcheting”feature(similarto the4758'sratchet
locks[34]): adversarialsoftwarecannotroll backaPCRto avalueit heldearlierduringtheexecution.

The TPM canperformSHA-1 hashing. During boot time, the BIOS measuresitself and reportsthat to
the TPM. (Hence,the BIOS mustbe trusted;the speci�cationsrefer to this asRootof Trust Management
(RTM).) TheBIOS feedstheMasterBootRecord (MBR) to theTPM to hashbeforepassingcontrol to it.
Subsequentsoftwarecomponentsareexpectedto hashtheir successorsbeforeloadingthem,andthehashes
arestoredin PCRs.

Our TPM has16 PCRs;the TCPA PC speci�cation reserveseight of themfor speci�c purposes,leaving
eightfor applications.
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ProtectedStorage.TheTPM providesaprotectedstorageserviceto its machine.

From the programmingperspective, onecanaskthe TPM to sealdata,andspecifya subsetof PCRsand
target values;the caller alsospeci�es a 20-byteauthorizationcodefor this object. The TPM returnsan
encryptedblob (with an internalhash,for integrity checking).Onecanalsogive anencryptedblob to the
TPM, andaskit to unsealit. The caller mustprove knowledgeof the 20-byteauthorizationcodefor this
object.TheTPM will releasethedataonly if thePCRsspeci�edat sealingnow have thesamevaluesthey
hadwhentheobjectwassealed(andif theblobpassesits integrity check).

This protectedstoragedesignsuffers from an apparentoversight: if the caller would like to changethe
valueof one the PCRsin the releasepolicy for an object (for example,becausethe OS kernelhasbeen
upgraded),the caller mustexport the object in plaintext to the host (beforeupgrade,while the old PCR
policy is satis�ed),thenre-save it.

It is also possible to create keys which are bound to a speci�c machine con�guration with
TPMCreateWrapKey . This alleviatesthe needto createa key and thensealit, allowing both events
to beperformedby oneatomicoperation.

TPM protectedstoragecanthusbindsecretsto aparticularsoftwarecon�guration,if thePCRsre�ect hashes
of theelementsof this con�guration. TheTPM alsohastheability to save andreportthePCRvaluesthat
existedwhenanobjectwassealed.

Internally, theTPM providesprotectedstorageby building upatreeof privatekeys,startingwith aninternal
storage root key (SRK), which is createdduringtheTPMTakeOwnership command.Nodesthemselves
areprotectedblobs; the arbitrarydataitemsthemselvesareleavesin this tree. As a side-effect, protected
dataitemsarelimited to thelengthof theRSAmodulus:2048bits.

Many of theTPM storagecommandsthusdealwith manipulationof thesekeys. TheTPM hastheability to
performRSA private-key operationsinternally. Besidesenablingmanagementof thekey tree,this feature
permitstheTPM to doprivate-key operationswith otherstoredobjectsthathappento beprivatekeys(if the
PCRsandauthorizationpermitthis)withoutexposingtheprivatekeys to thehostplatform.

Onespecialuseof a TPM-heldprivatekey is theTPMQuote command.If thecaller is authorizedto use
thatkey, theTPM will signasnapshotof thecurrentvaluesof PCRs.

Anotherusefulfeatureof aTPM-heldkey is exposedvia theTPMCertifyKey call. This functionallows
aTPM-heldprivatekey to signacerti�catebindingaTPM-heldpublickey to its usageproperties,including
whetherit' swrapped,andto whatPCRvalues.

Data Integrity Registers. Researchinto bootinga systemsecurelyhasa long history (e.g., [2, 5, 41]).
TCPA builds on this history, but givesspecialde�nitions to termsthatmight otherwisesoundsynonymous.
In TCPA lingo,authenticatedbootis whenthesystemcanprovewhatsoftwareactuallybootedonthesystem
(e.g.,by proving knowledgeof a secretboundto PCRsthat re�ect thebootsequence).(Someresearchers
also usetrustedboot for this concept.) In contrast,secure boot is when the TPM actually preventsthe
platformfrom bootingif thesoftwaresequencedoesnotmatchsomespeci�edhashes.

TheTCPA literatureis emphaticaboutthisspecialmeaningof “secureboot” but doesnotgiveany detailson
how theTPM actuallycausestheplatformto stopbooting,how muchof thesoftwaresequenceis checked,
or how to tell if theTPM in our IBM machineactuallydoesthis.

However, to supportthis vaguefunctionality, the TPM includesdata integrity registers (DIRs), 20 bytes
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long, to hold thecritical hashes.Writing to a DIR requiresTPM Ownerauthorization;readingcanbedone
by anyone. The TPM in our NetvistahasoneDIR; as far aswe candetermine,it doesnot actuallydo
anything.

3.2 Attestation
TCPA providesadditionalfunctionality, for taskslike proving a TPM is genuine,attestingto thesoftware
con�gurationof amachine,andfor manufacturer-assistedmaintenance.

Credentials. Thespeci�cationanddocumentation(suchasChapter5 in [22]) discussesa suiteof creden-
tials: theendorsementcredential, typically from theTPM manufacturer, testi�es that theTPM is genuine;
the platform credential, typically from the machine's manufacturer, testi�es that the particularTPM has
beencorrectlyincorporatedinto adesignwhichconformsto theTCPA speci�cation;theidentitycredential,
typically from aPrivacyCA(TCPA'sYACA), statesthataspeci�c instanceof a trustedplatformis a trusted
platformwith a genuineTPM; theconformancecredentialis a referenceto a documentthatvouchesthata
particulardesignof TPM andplatformmeetstheTCPA speci�cation.

Endorsement Keys. For our work, the only thing that our TPM appearedto come with was
the endorsementkey: a 2048 bit RSA keypair that can either be generatedon-chip via the
TPMCreateEndorsementKeyPair call or injectedby the manufacturer. If the key is generatedon-
chip,theCEKPUsed�ag is setto trueinsidetheTPM. Oncethekey is insidetheTPM, eitherby generation
or injection,theTPMCreateEndorsementKeyPair call will neversucceedagain.

The public portion of the endorsementkey (namedPUBEK) would be included in the endorsement
credential (except the Netvista does not appearto have this credential). It can also be read from
the TPM by the TPMReadPubek call. The TPM Owner can disable this call for non-owners via
TPMDisablePubekRead , but canstill accessthekey via TPMOwnerReadPubek .

Theprivateportionof theendorsementkey (namedPRIVEK) is usedfor decryptiononly. It is neverusedto
generatea digital signature,andit is not usedto decryptarbitrarydata.As far aswe cantell, it is only used
in two operations:TPMTakeOwnership which establishestheTPM OwnerandSRK for theplatform,
andTPMActivateIdentity , whichwediscussbelow.

Creating an Identity Keypair. TheTCPA speci�cationde�nes an attestationidentityasa statementthat
an entity with knowledgeof a given secrethaspreviously proven that it is an assemblyof hardwareand
softwarethatcomplieswith theTCPA speci�cation[22].

Quickly summarized2, theattestationbootstrapessentiallyconsistsof � vesteps:

1. TheTPM OwnercallsTPMMakeIdentity . Thisgeneratesanew keypair, andcreatesanidentity-
binding. Thisbindingis essentiallyastructurecontainingthenew key, anamefor thenew entity (any
arbitrarystring),andthe public key of the YACA that will vouchfor this identity. This structureis
thensignedwith thefreshlygeneratedprivatekey.

2. TheTPM OwnercallsTSS CollateIdentityRequest . This functionwould be implemented
in theTSS—but at thetimeof thiswriting, weareunawareof any public implementationsof theTSS;
thespeci�cationwasjust released[40]. However, theconceptof whatthis functionachievesis quite
simple.It packstheidentity-bindingcreatedaboveandthecredentialsfor theplatform(endorsement,
platform,andconformance)into astructurefor shipmentto thePrivacy CA.

2For moredetail,seeSection9 of thespeci�cation[39] andChapter5 in theHewlett Packardbook[22].
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3. The identity-binding and credentialsare given to the Privacy CA. The Privacy CA inspectsthe
identity-bindingto ensurethat it is the requestedCA; if so, the Privacy CA checksthe signatures
onall threecredentials.

Assumingeverythingis valid, thePrivacy CA still hasno way of knowing that the identity-binding
wasgeneratedby theplatformdescribedby thecredentials.So,thePrivacy CA generatesasuccessful
response(calledan attestationcredential), generatesa symmetrickey, andencryptsthe attestation
credentialwith thesymmetrickey. Thesymmetrickey is thenencryptedwith thethePUBEK (found
in the endorsementcredential),the ideabeingthat only the correspondingPRIVEK will be ableto
retrieve thesessionkey andhence,theattestationcredential.

4. Uponreceiving thePrivacy CA'sresponse,theTPM OwnercallsTPMActivateIdentity , which
instructsthe TPM to verify that the responsewas intendedfor that TPM, and if so, to decryptthe
sessionkey (usingPRIVEK).

5. The TPM Owner can then call TSS RecoverTPMIdentity , which will recover the decrypted
attestationcredentialfrom theTPM.

To put it in a nutshell,with thehelpof theTPM Owner's HMAC key, our TPM cangeneratea new keypair
andsigna requestbindingthis new public key to anarbitraryidentity. TheYACA canrespondby sending
a certi�cate for this new public key—but encryptedsothatonly theTPM (again,with thehelpof theTPM
Owner'sHMAC key) candecryptit.

Usingan Identity Keypair. Accordingto thedocumentation,theTPM will only useanidentityprivatekey
for speci�c functionality, suchasTPMQuote andTPMCertifyKey .

3.3 Adversary Model

So,whatdoestheTPM protectagainst?

TCPA cannotprotectagainstfundamentalphysicalattacks.If anadversarycanextractthecoresecretsfrom
theTPM, thenthey canbuild afakeonethatignoresthePCRs.If anadversarycanmanageto trick agenuine
TPM, duringboot, to storinghashvaluesthatdo not matchthecodethatactuallyruns(e.g.,perhapswith
dual-portedRAM or maliciousDMA), thensecretscanbeexposedto thewrongsoftware. If theadversary
canmanageto readmachinememoryduringruntime,thenthey maybeableto extractprotectedobjectsthat
theTPM hasunsealedandreturnedto thehost.

However, the TPM canprotectagainstmany attackson software integrity. If the adversarychangesthe
BIOS or critical softwareon the harddisk, the TPM will refuseto reveal secrets.Otherwise,the veri�ed
softwarecan thenverify (via hashes)dataandothersoftware. Potentially, the TPM canprotectagainst
runtimeattackson softwareanddata,if onboardsoftwarecanhashtheattackedareasandinform theTPM
of changes.

Note that,unlesswe take additionalcountermeasures,theTPM designappearsto permita classof replay
attacks. Supposea protectedobjecthasvaluev0 at time t0 andvaluev1 6= v0 at time t1 > t0. If the
adversarymakesacopy of theharddiskat timet0, theadversarycanrestorethevaluev0 by poweringdown
thesystemandloadingtheold copy. For someapplications,this attackcanhave seriousrami�cations(e.g.,
it might permit the adversaryto restorerevoked privilegesor spente-cash,or roll backa security-critical
softwareupgrade).Weconsidersomecountermeasuresto thisclassof attacksin Section4.1.
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4 Putting the BlocksTogether

How canweusethesebuilding blocksto assembleavirtual securecoprocessor?

Let us revisit the motivating example. We'd like to setup Linux, and thenApachewith somesensitive
service,on our TPM-equippeddesktop.We want to usea long-livedSSLcerti�cate to convincea remote
client thatthey cantrustthis service—evenif wewould like to subvert it.

This requiresthatweconsiderhow to usetheTPM for securestorageof data(Section4.1);how to structure
the softwareso that the TPM canmeaningfullybind a long-lived SSL keypair to dynamicallychanging
content(Section4.2);andhow wecanusetheTPM to convincearemoterelyingparty, suchastheSSLCA,
of thisbinding(Section4.3).

4.1 SecureStorage

We canusethe TPM's protected(non-volatile) storageservicesto bind storedsecretsto a given software
entity in aspeci�c con�guration.

SincekeepinganRSA privatekey insidetheTPM providesanextra level of protectionthatsomeprogram-
mersmightwantto exploit, weshouldexposethatoption.

Although the TPM providescon�dentiality andintegrity for storeddata,it doesnot provide freshness(as
Section3.3 above discussed).In order for the trustedsoftwareentity to verify that its storedsecretsare
fresh,it needsaplaceto storesomethingthattheadversarycannotrewrite. In thegeneralcase(e.g.,without
addinga4758or multipleTCPA platforms),theonly placewehave is theoneDIR in ourplatform.

Using the DIR for this purposerequiresthat a trustedpieceof softwareon the platform itself know the
TPM Ownerauthorizationcode.Of course,this codeitself couldbesavedasa TPM protectedobject;any
commandsthata genuineremoteTPM Ownerwould needto authorizecouldbedonevia proxy: theTPM
Ownerauthorizesto thesoftware,which in turnconstructsthecommand.

Many protectionschemesarepossible.A schemein the spirit of the the DIR's allegeduseis to maintain
a freshnesstable of hashes(or otherwiseconciseexpressions)of the most recentversionsof appropriate
objects.Whenanentryin thefreshnesstableis updated,wesave thehashof theupdatedtablein theDIR.

However, this createsa problem: an adversarywho canget root accesscanlearnthe TPM Ownerautho-
rization code,andthencompletelysubvert the freshnessdefense.An interim solutionhereis to provide
this freshnesscheckonly for datamodi�ed at boot-time. Theauthorizationcodeis bound,via PCRs,to a
trustedboot-timeentity. If this entity needsto updatethe DIR, it unsealsthe code,usesit, andsecurely
erasesit from RAM. Theentity thenextendsa key PCRhashwith a known value—sothePCRvaluenow
re�ects “this entity, but afterit hasputaway its secrets.” (Again, it is interestingto notethesimilarity of this
approachto the“ratchetlocks” in theIBM 4758.)

An effective,simple,elegantsolutionto freshnessof run-timeuserstorageis anareaof futurework. (Some
combinationof hashing,DIRs,andthePCRvaluesat sealingmightwork.)

4.2 SoftwareAr chitecture

We considerthe next issuestogether. How do we permit the software that constitutesthis entity to be
maintained,while retainingtheentity's TPM secrets?How do we permita CA to expresssomethingin a
certi�cate thatsayssomethingmeaningfulaboutthetrustworthinessof thisentityoverfuturechanges—both
of softwareaswell asof moredynamicstate(e.g.,Webpages)?
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4.2.1 FalseStart

Onenaturalapproachis to usetheTPM to bind theSSLprivatekey to theentireserver con�guration. The
SSLCA choosessomesoftwaresuite—particularversionsof theOS,Apache,mod ssl,CGI scripts,Web
pages,etc—thatit regardsasmeetingservicetype X ; the CA certi�es the keypair whenthe CA believes
thattheTPM magicwill restricttheprivatekey exactly to oneinstanceof thatsuite.

The naiveteof this approachis obvious to anyonewho hasever tried to deploy a systemor a Web site in
the real world. For one thing, the softwarewill not be static. For bug �x esandsecuritypatchesalone,
variouselementsof thesuitewill have to beupgraded(andperhapssometimesdowngraded)over time. The
promiseof responsiblymaintaininga secure site requiresthat theexecutablesuite, consideredasa whole,
bedynamic.

Furthermore,the Web contentwill not be static. Someof us have direct experiencewith industrialsites
wheremuchcontentwould changedaily. If the CA neglectsto certify anything aboutthe Web content,
thenthepointof theremainingsystemis not clear—wehave theproverbialarmoredcarto a cardboardbox
(exceptthecardboardbox is no longertheentireserver, but just thecontenttheserver is serving).

4.2.2 Our Approach

In somesense,everythingis dynamic,evenserverkeypairs.However, in currentPKI paradigms,acerti�cate
bindsanentity to a keypair for somerelatively long-livedperiod.But if this entity is to besomethinga like
a Webserver with a particularidentityofferingsometypeof service,theentity will have to changein ways
thatcannotbepredictedat thetimeof certi�cation. To addressthisproblem,wedecidedto organizesystem
elementsby how oftenthey change:therelatively long-livedcorekernel;moremedium-livedsoftware;and
short-livedoperationaldata

We addtwo additionalitemsto themix: a remoteSecurityAdmin, who controlsthemedium-livedsoftware
con�gurationvia public-key signatures,andanEnforcersoftwaremodulethatis partof thelong-livedcore.

TheSecurityAdmin providesa signeddescriptionof themedium-livedsoftware.For simplicity, thepublic
key canbe part of the long-lived core(althoughwe couldhave it elsewhere). A SecurityAdmin's signed
descriptionscouldapply to largesetsof machines.In theory, theSecurityAdmin may in factbepartof a
differentorganization;e.g.,Verisignor CERT mightsetupaSecurityAdmin whosignsdescriptionsof what
arebelievedto besecurecon�gurationsof ApacheandSSLonLinux.

TheTCPA bootprocessensuresthat the long-livedcorebootscorrectlyandhasaccessto its secrets.The
Enforcer(within the long-livedcore)checksthat theSecurityAdmin's descriptionis correctlysigned,and
that themedium-livedsoftwarematchesthis description.TheEnforcerthenusesthesecurestorageAPI to
retrieveandupdateshort-livedoperationaldata,whenrequestedby theothersoftware.

Sincetheseprotectedsecretsare boundto the Enforcerand long-lived core, we avoid the TPM update
problem.

To preventreplayof old signeddescriptions,theSecurityAdmin couldincludea serialnumberwithin each
description,aswell a “high watermark” specifyingthe leastserialnumberthatshouldstill beregardedas
valid. TheEnforcersavesa high-watermarkasa �eld in thefreshnesstable;theEnforceracceptsa signed
descriptiononly if the serialnumberequalsor exceedsthe saved high-watermark. If the new high-water
markexceedstheold, theEnforcerupdatesthesavedone.(Alternatively, theEnforcercouldusesometype
of forward-securekey evolution.)
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A CA whowantsto certify the“correctness”of sucha platformessentiallycerti�es thatthelong-livedcore
operatescorrectly, andthenamedSecurityAdmin will havegoodjudgmentaboutfuturemaintenance.

Figure1 (in AppendixA) sketcheshow this trust�o ws.

4.2.3 Usability

How shouldwe �esh out theabove elements?In orderto make our systemusable,we shouldtry to choose
designsthatcoincidewith familiar programmingconstructs.(If possible,thesechoicesmayalsomake our
systemeasierto build—sincewecanre-useexistingcode!)

Short-Li ved Data. For short-liveddata,we want to give theprogrammera way to save andretrieve non-
volatiledatawhosestructurecanbefairly arbitrarily.

In systems,thestandardway thatprogrammersexpectto do this is via a �lesystem. A loopback �lesystem
providesa way for a single�le to bemountedandusedasa �lesystem; anencryptedloopback �lesystem
allows this �le to beencryptedwhenstored[4].

So, a naturalchoicefor short-lived datais to have the Enforcersave and retrieve keys for an encrypted
loopback�lesystem,andretainits hashin thefreshnesstable.(A remainingquestionis how oftenanupdate
shouldbecommitted.)

SincetheTPM providesa way to useRSA privatekeys without exposingthem,we shouldalsoprovide an
interfaceto do that.

Medium-li ved Software. For themedium-livedsoftware,we needa way for a (remote)humanto specify
thesecurity-relevantcon�guration of a system,anda tool thatcancheckwhetherthesystemmatchesthat
con�guration.

Wechoseanapproachin thespirit of previouswork onkernelintegrity (e.g., [3, 42]).

The SecurityAdmin (again, possiblyon a different machine)preparesa signeddescriptionof the con-
�guration of this medium-lived component;the long-lived componentof our systemwill usethis signed
descriptionto verify theintegrity of themedium-livedcomponent.

We consideredalsoperformingthis functionwith anencryptedloopback�lesystem,but thendecidedthat
therelevantaspectsof thesecuritycon�gurationwouldbetoohardto handlethatway.

Long-lived Core. Anotherquestionis how to structurethe Enforceritself. The naturalchoicewasasa
Linux SecurityModule(LSM)—besidesbeingthestandardframework for securitymodulesin Linux, this
choicealso gives us the chanceto mediate(if the LSM implementationis correct)all security-relevant
calls—includingevery inodelookupandinsmodcall.

We envisionedthis Enforcermodulerunning in two steps:an initialization component,checkingfor the
signedcon�guration �le and performingother appropriatetasksat start-up,and a run-time component,
checkingtheintegrity of the�les in themedium-livedcon�guration.

4.2.4 Protection fr om Local Attacks

Theabove structuremayenabletherelyingpartyto trustin theidentityof thekernelandEnforcerinstalled
onourserver. However, trustingtheidentitydoesnot imply trustingthesoftwareitself!

Clearly, this software shouldbe vettedfor compliancewith good practicein input validation and other
defensesagainst penetration.However, we shouldcall attentionto two other issuesthat requirefurther
examination.
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First, we needto protectthe softwareandits secretsfrom the “root” user. For example,a simpleteston
Linux showsthat,without furthercountermeasures,therootusercanmanipulatethememoryspaceof other
processeswith adebugger. A moreseriousexaminationof this issueis required.(Weavoidedit in the4758,
sinceit hadnonotionof externaluser, rootor otherwise.)

Second,as notedin Section3.3, anotherlimitation of the TPM involves a Time-Of-Check-Time-Of-Use
(TOCTOU) issuebetweenwhenthehashis checkedandthecode(or data)is executed/used.Onepotential
avenuefor suchanattackinvolveswaiting until anintegrity checkfor someprogram/dataitem occurs,and
theninjecting code/datainto that process's addressspacevia DMA over a Firewire bus [29]. This attack
wouldappearto requireanIEEE1394cardthatsupportstheIEEE1394OHCI speci�cationfor hoststo allow
otherhostsaccessto physicalmemory, andpatchedsystemsoftware(the�re wire driver, whichdoesn't exist
for Linux yet)—whichtheEnforcershouldcatch.

4.3 Bootstrapping Trust
How doweprove to theSSLCA thatwehaveaproperlycon�guredkernel/Enforcersuitein ourserver?

With the 4758's outboundauthenticationAPI, we could just install this software,which could thenhave
the platform generatea keypair certi�ed (via a chainof certi�catesgoing down throughthe code-loading
�rmw areandbackto IBM) to belongto thatsoftwareon thatdevice.

Upon careful readingof the speci�cation, it appearsthe TPM canprovide equivalent functionality. Our
Enforcermodule(with anarbitraryTPM Owner—perhapsevenitself, for thefreshnesstrick) hastheTPM
createan identity keypair andobtainan identity certi�cate with a YACA. Our modulethenusestheTPM
to createa wrappedkeypair boundto a con�gurationwhich includesitself—andthenhastheTPM usethe
identity privatekey to certify that fact. The modulethenneedsto returnto an SSL CA (which could be
thesameYACA) with theidentitycerti�cate andthecerti�cate createdfor thiswrappedkeypair, in orderto
obtainastandardSSLcerti�cate.

4.4 Example: Apache
In our motivatingexample,theplatformmight enablein practice(exceptfor theconcernsof Section4.2.4
andSection4.3)whatourprior work only enabledin theory:awayto securetheentireserverendof anSSL
tunnel.

The idea is that if someonetamperswith a binary on the server which is listed in the SecurityAdmin's
con�guration �le, no onewill beallowedto establishanSSLsessionwith theWebserver. Conversely, if a
client successfullyestablishesa connectionwith theSSLserver, it hasreasonto believe that theserver has
not beentamperedwith in a way which is unacceptableto theSecurityAdmin to which theCA delegated
con�gurationjudgment.

In our scheme,theTPM testi�es directly, throughuseof PCRs,to thelong-livedcomponentsof our server:
thehardwareandBIOS,thekernelandcurrentEnforcer, andtheSecurityAdmin's currentpublickey.

The SecurityAdmin then testi�es to the medium-level software (i.e., the particularversionsof Apache,
mod ssl, con�guration, etc)necessaryfor thesystemto run securely. TheEnforcer(alreadychecked)en-
suresthatthis con�gurationmatchesthecurrentsystem.

TheWebcontentis controlledby varioususers.Theseusersareauthenticatedvia thekernelandmedium-
level con�gurationthathasalreadybeentesti�ed to. Their contentis savedin a protectedloopback�lesys-
tem,ensuringthatit wasvalid contentat somepoint.

Last, the SSL private key lives inside of the encryptedloopback�lesystem. A symbolic link placesa
referenceto the key in a placewhereApachewould normally look for it. Shouldthe Enforcerdetecta
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tamper, theloopbackis unmounted.Theresultis thatthesymboliclink is brokenandApachecanno longer
accesstheprivatekey, andcanthereforeno longerestablishSSLconnections.

(Again,Figure1 in AppendixA sketchesthisstructure.)

5 Implementation Experience

Wequickly discusssomeof our implementationexperiences;ourpreliminaryreport[20] hasmoredetails.

TPM Library . This componenttook the longestamountof calendartime. UsingtheTPM is not a simple
matterof a functioncall: sessionsandHMAC'd datamustbeformattedin theproperway; theformatsare
thewrongEndianvaluefor anx86platform;andmistakesoftengeneratedanon-informativeerrorcode.

Boot Loader. As notedearlier, the �rst stepin this chainis the BIOS. Perthe PC-speci�cTCPA speci�-
cation[38], The BIOS in a TCPA-enabledPC will report itself to the TPM. The BIOS will alsohashthe
masterboot record (MBR), andreportthis to the TPM, beforepassingcontrol to it. (Be sureto have the
latestBIOSupdatebeforestartingexperimentshere;welostsometimedueto theolderversionthatshipped
with ourmachine.)

The next step in the chain is to modify the �rst-stage bootloaderin the MBR to SHA-1 hashthe next
componentandreport this to the TPM, beforepassingcontrol. We startedwith the LILO loader;so we
modi�ed first.b (theMBR in LILO) to hashsecond.b . Doing this in assembly, to �t within thetight
con�nes of the MBR andhandlethe TPM endiannessrequirements,wastricky. In our currentprototype,
we run our TCPA-enabledLILO from a �oppy. This decisionstemmedin part from codespace—andTPM
bugs.An MBR is 512bytes;but aharddiskMBR alsocontainsotherdata,anddoesnotgiveusthefull 512
for code.This would not have beena problem,excepttheTPM in our machinedid not appearto actually
supportthe TCPAHashLogExtendEvent call—we kept gettinga “call not implemented”error. The
workaround—replacingthis call with a sequenceof calls—pushedusover thelimit for theharddiskMBR.
(The�oppy givesusthefull 512bytes.)

Admin Tools. We wrote someutilities to producethe con�guration �les, and usedan open-sourcebig
integer packageto producea rudimentarykey generation(2048-bits)andsigningtool [16]. For each�le,
theSecurityAdmin canspecifywhatshouldhappenif its integrity checkfails: log, deny, or panic.We also
usedthis to produceastripped-down veri�cation tool, for inclusionin theEnforcerkernelmodule.

Enforcer LSM. As mentioned,we built our Enforcerasa LSM, for the2.6kernel(or a 2.4kernelwith the
LSM 2.4.20-1kernelpatch).Theinitial prototypeis about1000linesof code.Ourcodeis setupeitherto be
compiledinto thekernelor to beloadedasa separatemodule;theformermakessensefor realdeployment;
however, thelattermakesexperimentationeasier.

TheEnforcerusesthe /etc/enforcer/ directoryto storeits signedcon�guration �le, public key, etc.
(Having thekernelstoredatain the�lesystemis abit uncouth,but seemedthebestsolutionhere,andis not
completelyunprecedented.)

WhenthekernelinitializestheEnforcer, theEnforcerregistersits hookswith theLSM framework. If built
asa loadablemodule,theEnforcerveri�es thecon�guration �le' s signatureat load-time;if compiledinto
thekernel(i.e., for normaluse),theEnforcerveri�es it whentheroot �lesystemis mounted.

At run-time,the Enforcerhooksall inodelookups(which happenasa �le is opened).It checksthe �le' s
integrity via thecon�guration �le; if the integrity fails, it reactsaccordingtheoption: log theevent to the
systemlog, fail thecall, or panicthesystem.
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We developedtheEnforcerunderuser-modeLinux (UML), which workedvery nicely—eachbug thatap-
pearedunderUML alsoshowed up with the real system,andvice-versa. We ran basicfunctionaltests—
showing thatmodifyingthecon�guration�le, publickey, signature,or any protected�le actuallycausesthe
appropriatereaction.We alsoran36 hoursof continuousstress-tests;thecodeshowedno signsof crashing
or leakingmemory.

Attestation Tools. We wrote a numberof small executableswhich make someof the TCPA calls neces-
saryfor attestation—TPMMakeIdentity andTPMActivateIdentity (asdiscussedin Section3.2).
Sinceno Privacy CA or TSSexists,we hadto simulatesomeof their functionality in orderfor thecalls to
work. Speci�cally, we had to extract PUBEKand useit to encrypta sessionkey which is the input to
TPMActivateIdentity .

What' sNext. Wearecurrentlyworkingon thefollowing enhancementsto ourprototype.

First, we areextendingto the Enforcerto do the samelevel of integrity checkingperformedby Tripwire.
Currently, the Enforceronly usesthe contentsof the �le (via a SHA-1 hash)to determineintegrity. The
Tripwire tool usesa numberof otherthingsto determineintegrity, suchasdirectorycontents,permissions,
�le accesstimes,andotheritemscontainedin the�le inodestructure[18].

Second,we areimplementinga freshnesstableasdiscussedin Section4.2.2,for itemsupdatableonly at
boot-timeby theEnforcer. This meansthattheTPM Ownerauthenticationcodewill bea sealedobjectfor
theEnforcerto access;this alsomeansthatwhentheEnforcer�nishes initialization, it extendsa PCRin a
known way to indicatethatthesystemis foundedon thetrustedEnforcer, but its coresecretsareputaway.

This freshnesstablewill storetwo items: a hashof theSecurityAdmin's public key, andthecurrenthigh-
watermark of the SecurityAdmin's con�guration �les. The signedcon�guration �les includeentriesfor
serialnumber, high-watermark, andoptionalnew public key. At start-up,the Enforcerwill verify data.
It checksthat its freshnesstablehashesto the DIR, that the storedpublic key hashesto the entry in the
freshnesstable,andthat theserialnumberin thecon�guration �le is not below thehigh-watermark in the
freshnesstable.(It alsoveri�es thesignature,naturally.)

TheEnforcermayalsomodify data:If thehigh-watermarkin thecon�guration�le exceedsthestoredone,
theEnforcerneedsto updatethestoredone.If thecon�guration�le includedanew publickey, theEnforcer
needsto storethat—andupdatethehashin the freshnesstable. Thesechangesneedto be �ushed backto
theDIR. Thisway, wepermitold publickeysandold signedcon�gurationsto berevoked.

6 Evaluation
Actually building a system gave us an opportunity to learn some unique lessonsabout the TCPA
technology—lessonsthat could not be learneduntil we began implementation.Building a working sys-
tem not only allowed us to measureits performance,but revealeda numberof subtletiesaboutthe TCPA
technologyin general.

6.1 Performance
We benchmarked the Enforcerto get an accurateidea of the performanceimpact it hasversusrunning
a typical Apacheinstallation. We wantedto benchmarka realisticsystemandworkloadsowe decidedto
protectApache'sdatain theloopback�lesystemandcalculatehow muchtheEnforcerslowsdown Apache's
ability to servepages.

In keepingwith thethemeof a realisticbenchmark,we acquiredthestaticWebpagesof all of theAthletics
departmentsat Dartmouthaswell astheApachelog of all thehits againstthosepageson a weekday. The
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datasetwas19,623�les with a total sizeof 664MB. Thelog �le consistedof 20,741URLs,of which 15%
wererequestsfor �les thatdid notexist.

Machine Setup. The machinerunning the benchmarkprogramwas a dual processorIntel Xeon CPU
runningat 2.00GHzwith 512MB of memory, andrunningLinux kernelversion2.4.20-ac1with Debian's
“unstable”distribution. The machinerunning the Enforcerwasan IBM Netvista8310desktopmachine
with aPentium4 CPUat2.00GHz,128Mof memory, oneIDE harddrive,runningLinux kernel2.6.0-test7
(no preempt),andDebian's “unstable”distribution. Eachmachinehada 100megabit full-duplex Ethernet
network, pluggeddirectly into thesameswitch.

Benchmark Setup. Whenthe Enforcer's databasewasbuilt, 156 of the hashes(out of the 19,623total)
wereintentionallymodi�ed to be incorrect.This allowedusto seethat theEnforcerwasactuallyworking
becauseit would log amessageevery timeoneof these�les wasaccessed.

Results. More completedatais availablein AppendixB. Essentially, theperformancefor anApacheSSL
server with all of the contentin an encryptedloopback�lesystem, usingthe TPM to protectthe server's
privatekey, andusing the Enforcerfor integrity checkingis quite good. The slowdown is around6.8%
comparedto a standardApacheSSLserver—i.e.,contentis not in a loopback,no TPM is involved,andthe
Enforceris notusedatall.

6.2 Issues

Duringthecourseof implementingoursystem,wediscoveredanumberof issueswith theTCPA technology
(in additionto thereplayandDMA attacksandsoftwareupdateproblemsmentionedearlier).

Attestation Bootstrapping. In the currentspeci�cation, the way that attestationis bootstrappedis rather
complex. Much to our surprise,theidentity-creationprocessrequiresauthorizationof theTPM Ownerand
requiresthe TPM endorsementprivatekey to retrieve the certi�cate for a new identity keypair, but does
not requirethe TPM to attestto anything aboutthe softwarethat controlsthis keypair. It takesadditional
scouringof thedocumentationto revealthepath(Section4.3)by which theidentity keypair cantestify to a
wrappedkeypair, whichasecondroundwith aYACA canturn into a regularcerti�cate.

Thecomplexity of thisprocesstroublesus.In security, oneshouldbecarefulabouttrustingsomethingthatis
too big to �t into one's head.It takesa long time to �nd theright combinationof commandsandproperties
from the speci�cation. What other combinationsare present? Are thereany combinationsthat enable
functionalitythedesignersdid notintend?A moreconciseexpressionof policy andcorrectnessproperties—
perhapsveri�ed by formalmethods—wouldgreatlyenhancethetrustworthinessof theTCPA/TCG design.

Whatis frustratingis thata smallchangeto theTPM might greatlyreducethis complexity. For example,if
theTPMMakeIdentity commandboundthekey it createsto thePCRvaluesandincludeda testament
aboutthosevalues,andTPMActivateIdentity would not decryptthe certi�cate unlessthe identity
key wascreatedat theTPM, thenthePrivacy CA (or any CA, suchasour SSLCA) couldendorsethat the
key wasgeneratedby aspeci�c TPM in a speci�c con�guration, withoutadditionalroundsandkeypairs.

Monotonic Storage.Multiple processesthat interleave at run time cannotrely on theTPM to protecttheir
secretsfromeachother. Wecanenvisionasystemwhere,whenaprocessgetscontext, itsownmeasurements
(i.e., thehashvaluesof thesoftwareit is concernedabout)areplacedin thePCRs,anddecisionsarebased
thesemeasurements.Whenthenext processgetscontext, thePCRscouldbecleared,andthenew process's
measurementsareplacedin thePCRs.(Indeed,someof theacademichardwarealternativesseemto leanin
thisdirection.)
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However, theTPMExtend operationensuresthat theold PCRvalueis usedin thecalculationof thenew
PCRvalue,providing aone-wayratchetingmechanism.As thisratchetpreventsaresetof any PCR,it makes
theabovescenarioimpossible.UsingtheTPM for context-speci�c storagedoesnotseempossible—leaving
usdependingonOSprotections.

7 Conclusionsand Futur eWork
Webeganthisprojectwith two goalsin mind: to provideafoundationfor furthertrustedcomputingprojects,
andto addressagap—opensourceusesof TCPA.

We have metthe�rst goalto a largeextent: we have shown thatit appearspossibleto transforma common
Linux desktopmachineinto avirtual securecoprocessorby usingTCPA speci�cationsandhardware.

We have met thesecondgoalof providing anopen-sourceuseof theTCPA technology. Further, we have
actuallybuilt sucha system,con�gured to bind an ApacheWeb server's SSL privatekey to the serviceit
provides. We have alsoillustrateddesignsandprotocolswhich would achieve our goalof giving clientsa
higherlevel of assuranceabouttheSSLserver they areconnectingto.

Thedynamicnatureof TCPA, TCG,andindustrialtrustedcomputingactivity providesawealthof opportu-
nity for futurework in thisarea.Wequickly discusssomeavenues:

� Freshness.As notedearlier, we're looking at solutionsfor freshnessof secretsstoredat run-time,and
by user-level code.This alsoraisestheissueof how oftenchangesshouldbecommitted—forexample,
shouldeach changeto a loopback�lesystemupdateaDIR somehow?

� Suf�ciency of Con�guration Checking. Rightnow, theEnforceronly protectsagainstmodi�cationsof
contentof the�les thattheSecurityAdmin deemedcritical. As discussedin Section5, we areworking
toward implementingthesamelevel of checkingasTripwire. The intentionis that the integrity of the
kernel/Enforcerplus the integrity of this codeis enoughto ensurethesystemis working asadvertised,
to thebestof theSecurityAdmin's knowledge.Weplanfurtherthoughtasto whetherthis is suf�cient.

� Run-time Defenses.Again, theEnforceronly looksat modi�cations to �le contents.Adversariesmay
mountmany othertypesof attacks;sincethelong-termgoalis a virtual securecoprocessor, it would be
interestingto extendtheEnforcerto detectadditionaltypesof tampering.

(An adversarythat succeedsat run-timein modifying the Enforcercodeitself or its con�guration �le
mightalsohavesomesuccess.)

� Protection fr om Root. We arecurrentlyexaminingothersolutionssuchastheNSA's SELinuxwhich,
whenusedin conjunctionwith theEnforcer, maypreventthis typeof attack.

� Applications. Oncewe completetheBearplatform,we canproceedwith theapplicationswe initially
hadin mindwhenwestarted—includinglookingatheterogeneoussystemscomposedof BearandMoose
together.

All of our codeis undertheGPL andis availableat enforcer.sourceforge.net . To date,thecode
hasbeendownloadedover500times.Wecontinueto invite communityparticipation.
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Notes

A preliminaryversionof thispaperappearedasa technicalreportTR2003-471in August2003[20].
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Appendix A: Trust Flow Sketch
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Figure1: Sketchof the�o w of protectionandtrust in our platform,con�guredasa Webserver. To enable
a client to make a trust decisionaboutdynamiccontentbasedon a long-lived SSL keypair, we introduce
indirection betweenthe core long-lived componentsand the more dynamiccomponents.Our intention
is, like the IBM 4758, the TPM/Linux platform would let the end userbuy the hardware, which could
authenticatethesecomponentsto “YetAnotherCA.”
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Appendix B: PerformanceResults

We rana total of eightdifferentbenchmarks:straightHTTP requests,HTTP with theEnforcer, HTTP with
contentin theloopback�lesystem,andHTTPwith theEnforcerandthecontentin theloopback�lesystem.
Theotherfour testswerethesame,exceptthey wereHTTPSrequests.

Protocol No Enforcer Enforcer No Enforcer Enforcer
No Loopback No Loopback Loopback Loopback

HTTP 0.0% 1.5% 39.4% 48.5%
HTTPS 0.0% 1.2% 3.7% 6.8%

Table1: Percentageof slowdown.

For the HTTP benchmarks(which executedquite quickly) eachchild repeatedthe URLs threetime for a
total of 932,940hitsperrun. For theHTTPSbenchmarks(whichexecutedveryslowly) eachchild only did
onerun throughtheURLs for a total of 310,980hits perrun. We raneachtestthreetimesandaveragedthe
results.Theaveragesizeof eachApacherequestwas22.768k. Table1 shows theresults.

Protocol Enforcer Enforcer/Loopback
HTTP %CPU 32.18% 29.80%

%I/O 52.38% 68.84%
Sum 64.56% 98.65%

HTTPS %CPU 83.97% 81.12%
%I/O 14.33% 18.01%
Sum 98.30% 99.13%

Table2: Divisionof theworkload.

Table2 wasgeneratedby runningvmstat ontheEnforcermachinewhile thebenchmarkwastakingplace.
Thepercentageof CPUusage(“% CPU”) wascalculatedby addingthe 'us' (user)and'sy' (system)vm-
stat�elds, while thepercentageof time spentwaiting on I/O (“% I/O”) wastaken from the 'wa' (waiting
I/O) �eld. From this datawe concludethe HTTP benchmarksweremostly I/O boundwhile the HTTPS
benchmarkswereCPUbound.

The actualimpactof the Enforceris slight—only1.5%for an I/O load and1.3%for a CPU load. As the
amountof CPUwork goesup relative to theamountof dataloadedfrom disk, the impactof theEnforcer
shoulddiminish.

The impactof puttingdatainto the loopback�lesystem is moresigni�cant, ascanbeseenin Table1. For
anI/O loadtheperformanceimpactis 39.4%.For aCPUloadtheimpactwasonly 3.7%.

The impactof putting the �les on the loopbackandthenprotectingthemwith theEnforcerresultedin the
greatestslowdown. For theI/O loadtheslowdown was48.5%andfor aCPUloadtheslowdown was6.8%.
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