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Abstract. Overthelastfew years,our grouphasbeenworking on applicationsof securecoprocessors—th hasbeen
frustratedby the limited computationakrvironmentandhigh expenseof suchdevices. Over the lastfew years,the

TCPRA (now TCG) hasproduceda speci cation for a trusted platform module(TPM)}—a small hardware addition

intendedto improve the overall securityof alarger machine(andtied up with a still-murky vision of Windows-based
trustedcomputing).Somecommoditydesktopsiow comeup with theseTPMs.

Consequentlywe began an experimentto seeif (in the absencef a Non-DisclosureAgreementwe could usethis
hardware to transforma desktopLinux machineinto a virtual securecoprocessormore powerful but lesssecure
than higherend devices. This experimenthasseveral purposes:to provide a new platform for securecoprocessor
applicationsfo seehow well the TCRA/TCG approachworks,and(by workingin opensource)o provide a platform
for the broadercommunityto experimentwith alternatve architecturedn the contentiousareaof trustedcomputing.

This paperreportswhat we have learnedso far: the approachis feasible,but effective deploymentrequiresa more
thoroughlook at OS security

1 Intr oduction

In our lab, we have beentrying to producepracticalsolutionsto the trust problemsendemicto the current
computationainfrastructure.

In thebig picture,mary of theseproblemscenteron how to trustwhatis happeningn agivencomputer A
party Alice may careaboutwhethercertaincorrectnespropertieshold for a given computation.However,
computationoccurson machines.ConsequentlywhetherAlice canbelieve that a given computationhas
somecritical correctnesgpropertydependsjn general,on whetherAlice cantrust that machine. Is the
machinereally executingtheright code?Hascritical databeenalteredor stolen?Is the machineconnected
to theappropriateeal-world entity?

In the moderncomputingervironment,thesemachineshave becomencreasinglycomplex anddistributed,
which complicateghis trustdecision.How canAlice know for surewhatis happeningataremotemachine
which is underBob's control? Giventhe inevitable permeabilitiesof commondesktopmachineshow can
Alice evenknow what's happeningat herown machine?

In this arenaa promisingtool is secue coprocessinge.g.,[30, 43, 44]): carefulinterweaing of physical
armorandsoftware protectionscancreatea device that, with high assurancepossessea differentsecurity
domainfrom its hostmachine andevenfrom a party with direct physicalaccess Suchdeviceshave been
shawvn to be feasibleascommercialproducts]6, 34] andcanevenrun Linux andmodernbuild tools[13].
In our lab, we have explored using securecoprocessor$or trusted computing—both as generaldesigns
(e.g.,[23]) aswell asreal prototypeg(e.g.,[15])—but repeatediywere hamperedy their relatively weak
computationapower. Theirrelatively high costalsoinhibits widespreachdoption particularlyatclients.

1This report, TR2003-476 supersedeSR2003-47 1of August2003. Furthermorethe Decembetl5, 2003versionof TR2003-
476 x estyposfoundin the Decembe#, 2003version.



In somesensesecurecoprocessoreffer high-assuranceecurityat the price of low performancgandhigh
cost). However, in industry two new trustedcomputinginitiatives have emepged: the TrustedComputing
Platform Alliance (TCFA) (now renamedhe Trusted ComputingGroup (TCG) [22, 37, 38, 39]) and Mi-
crosofts Palladium (now renamedhe Next Geneation Secue ComputingBase(NGSCB) [7, 8, 9, 10]).
Thesealsoseemto betied up with Intel's LaGrandeinitiative [35].

Many in the eld ([1, 28] arenotableexamples)have criticized theseinitiativesfor their potentialnegative
socialeffects; others(e.g,[12, 24, 25]) have seenpositive potential. (Felten[11] and Schneidef27] give
morebalancedigh-level overviens.)

Thesenew initiativestarget a differenttradeof. lower-assuranceecuritythat protectsan entire desktop
platform (thusgreatlyincreasinghepower of thetrustedplatform)andis cheapenoughto be commercially
feasible. Indeed,the TCPA technologyhasbeenavailable on variousIBM platforms,and othervendors
have discusseavailability. Someacademiefforts[19, 21, 36] have alsoexploredalternatve approachem
this “usea smallamountof hardwaresecurity” spaceput no silicon is availablefor experiments.

This Project. This projectstartedwhenwe madethislink. The IBM 4758coprocessowastoo constrain-
ing. This new TCPA hardware cameinstalledon our IBM Netvista8310, andis intendedto securean
entire desktop. Canwe usethe TCPA speci cations[38, 39] andthis hardwareto build a virtual secure
coprocessef-thatis, to transformthe desktopinto a morepowerful but lesssecurecousinof the 47587

This projecthad several goals. As noted,we wantedto provide a foundationfor further trustedcomput-
ing projectsin our lab. We also wantedto addressa gap—opensourceexploration of the TCPA/TCG

trustedcomputingspace—thaive did notseethe eld addressingRatherthanjustwaitingfor thedominant
software vendorto releaseits architectureas a fait accompli,researchersould actvely experimentwith

alternatve architecturestealtechnologycouldreplacgor atleastenhancejdealogicalranting. Finally, this

project—"outsidehefence” of a Non-DisclosureAgreement—coulgbrovide anindependenévaluationof

the TCPA/TCG hardwareapproach.

This Paper. Section2 discusse®ur overall securitygoals. Section3 reviews the building blocks that
the TCPA TPM offers us. Section4 presentghe designwe developed,using thesebuilding blocks, to
achieve thesegoals.Section5 reportson our experiencesmplementinghis design.Section6 evaluateghis
experience Section7 concludesvith someavenuedor futurework.

2 Secur CoprocessorPlatforms

2.1 Motivation

We want securecoprocessoplatformsbecausave seemary scenariosvhereAlice and Bob canbene t
from Alice beingableto trustcomputatiorat Bob's computer—evenif Bobis motivatedto subvertit.

For example,considerthe casewhereBob operatesa Web site Sy offering someserviceX (e.g.,selling
bicycle parts,or providing healthinsuranceguotes)with somespeci ¢ securitypropertieqe.g.,Bobwon't
reveal Alice's creditcardnumberor healthinformation). How canAlice know thatBob's sitewill provide
theseproperties?’Sener-side SSL bindsa keypair to theidentity of Bob's site; sener-sidecrypto hardware
canstrengtherthe claim that Bob's privatekey staysat Bob's site, but how canAlice bind it to X ? (This
could give a marketing adwvantageto Bob: “you cantrustmy service becausegou don't have to trustme?)

Moving boththekey andtheserviceX into asecureoprocessoto-locatecht Bob's siteprovidesapotential
solution. In additionto binding the identity to a public key, the SSL CA could certify thatthe private key
livesinsidethecoprocessomwhichis usedfor X andnothingelse,evenif Bobwouldliketo cheat[17, 31]

Theliteratureprovidesmary additionalscenariosincludingclient-sideexamples.For example Alice might
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liketo usean“e-wallet” paymentapplication[43] from Bob—hut this requireshatBob cantrustthatAlice
cannotusea dehuggerto increasehebalancestoredin the application.

2.2 Desired Properties

Whatshoulda securecoprocessoplatformprovide in orderto enablesuchapplications?

Security. First, the platform must enablea remoterelying party to make a reasonablalecisionto trust
an applicationrunningon the platform. This requiresthat the platform actually provide for integrity and
freshnessf executingcode—andntegrity, freshnessandcon dentiality of data—aginstalocaladwersary
This alsorequiresthat the platform enablethe relying party to distinguishbetweenthis applicationin its
trustworthy ernvironmentanda maliciousimpostor

Usability. Seconddevelopersmustbe ableto usethis platformto build anddeploy realapplications.

This requiresthat the platform mustbe easily programmablavith moderntools. The platform mustalso
allow easymaintenanceand upgradeof its software. Finally, the platform must permit installationand
upgradeof softwareto happenat the endusers site—sinceforcing software developersto ship hardware
sti es innovation, limits userchoice,andcomplicatedrust[33].

Interaction. As our prior work hasshown, thesepropertieshave subtleinteractions. For example,how
cantheplatformpresere con dentiality of data—andheability to authenticatsoftware—ifit alsopermits
softwareupgradg32]?

2.3 Our Prior Work

Platform. In our prior work, we usedthe IBM 4758[34] as our platform (we called this the “Moose”
platform dueto its high level of armor). The 4758 provided the necessargecurityproperties—including
attestationwhich the 4758 designcalled outboundauthenticatiof. However, its usability wasmixed. It
providedmaintenancandupgradegnd-useinstallation,and(asnoted)anexperimentalersionranLinux.
However, the sizeand power of the computationakrvironmentwas extremelylimited, developersneeded
to have public keys signedby IBM, andthe attestatiorschemewasfairly comple.

Experiments. Above, we sketchedan approachto usesecurecoprocessorto addresghe insiderattack
problemfor Web seners. We usedthe 4758to prototypethis approachbut it never foundin-the- eld use.
For our team,the primary obstaclewasthe avkwardnesof the programmingervironment. The limited
internalcodespacemeantconsiderableewriting of the standardSSL suite; our rewritesthenneededo be
upgradedvith eachupgradeof Apache etc.

DesignProblem. Hadwe progressedbo actualdeployment,we would have confronteda differentobstacle.
In the standardSSL model, the relying party (e.g.,the end user)expectsto make a judgmentbasedon a
long-livedcerti cate speakingabouta long-lived sener keypair. As we sketchedabove, we cantransforma
morecomple attestatiorschemanto this simplemodelby requiringthe SSL CA to usethe morecomple
schemeo verify theright propertiesaboutthe softwarethatownsthe privatekey, andthenissuea simpler
to-usecerti cate (we call this theyet-anotheiCA (YACA) approach).

However, our approactoverlooked how to mapa long-lived keypair onto short-lived con gurations. Must
the Web site go backto the CA with eachnew upgradeto Apacheor modi cation to the Web pagesor
scripts?



3 TCPA/TCG Building Blocks
Whatbasichuilding blocksdoesTCPA give us?

3.1 Main Features

As discusseckarlier the TCFA is a multi-vendoralliance that produceda seriesof speci cationsfor a
hardware additionto the standarccomputingplatformswhich addssomeadditionalsecurityfunctionality
The term TCPA hascometo be identi ed with the designthat this alliance produced—andasrecently
becomeobsolete,as the alliance changedts nameto TCG. (We call our platform basedon this design
“Bear,” sinceit livesin thesamespaceasMoose.)

In TCPA, the basicideais to adda TrustedPlatform Module (TPM) to the machine;this TPM thenassists
in authenticatinghe software con guration and providing a credentialstore. In the TCPA-enabledIBM
machinegurrentlyavailable,the TPM is a smart-cardik e chip mountedon the motherboard.

Unfortunately TCPA wasdesignedy committee andit shavs. The speci cationdocumentg38, 39 are
large,comple<—andbuggyandincomplete aswe discovered.(We foundit interestinghatthespeci cation
text oftentrumpets‘end of informative comment”but thenkeepsgoing.) A subsequertiookfrom Hewlett
Packardengineerg22] helpssomeavhat;towardthe endof our development someadditionallBM tutorial
materialappearedl4, 26)].

The Trusted Platform Module. The heartof the TCPA designis the TPM, which providesservicedo its
hostingmachine.The TPM alsoprovidesservicedo a specialentity: the TPM Owner(not necessarilthe
machineowneror user),who authorizecommandwia anHMAC derivedfrom a secre20-bytekey.

Theinitial setof challengegacinga TCPA experimenteiis how to wadethroughthe relevantcommandsn
orderto enablethe TPM andtake ownership.

At thetime we developedour systemthe mostrecentversionof the“Main Speci cation” wasversionl.1b,
andthe mostrecentversionof the “PC Speci ¢ ImplementatiorSpeci cation” wasversion1.0. The TPM
hardwarewe hadin our Netvista(mostly)conformedo theseversionsof thespeci cations.We did nothave
accesdo the TrustedSoftware Stack(TSS)speci cation,asit wasonly recentlyreleased40].

PCRs and Hashes. The TPM hasa seriesof platform con guration registeis (PCRs) Eachis 20 bytes
long, thelengthof a SHA-1 hash.

ThesePCRsareinitially zeroizedat boottime. The machinecanthenextenda given PCR by writing a
valuev; the TPM will concatenatehis v to that PCR's currentvalue, hashthe concatenationand store
theresultin the PCR.This extensionfeaturepermitsa singlePCRto record(essentially)anarbitrarylength
sequencef values.Thisfeaturealsoprovidesacorvenient‘ratcheting'feature(similarto the4758'sratchet
locks[34]): adwersarialsoftwarecannotroll backa PCRto avalueit heldearlierduringthe execution.

The TPM can perform SHA-1 hashing. During boot time, the BIOS measurestself and reportsthat to
the TPM. (Hence,the BIOS mustbe trusted;the speci cationsrefer to this asRootof Trust Management
(RTM)) The BIOS feedsthe MasterBoot Recod (MBR) to the TPM to hashbeforepassingcontrolto it.
Subsequergoftwarecomponentareexpectedo hashtheir successorbeforeloadingthem,andthehashes
arestoredin PCRs.

Our TPM has16 PCRs;the TCPA PC speci cationresereseight of themfor speci ¢ purposes|eaving
eightfor applications.



ProtectedStorage.The TPM providesa protectedstorage serviceto its machine.

From the programmingperspectie, one canaskthe TPM to sealdata,and specifya subsetof PCRsand
target values;the caller also speci es a 20-byteauthorizationcodefor this object. The TPM returnsan
encryptedblob (with aninternalhash,for integrity checking). One canalsogive anencryptedblob to the
TPM, andaskit to unsealit. The caller mustprove knowledgeof the 20-byteauthorizationcodefor this
object. The TPM will releasehedataonly if the PCRsspeci ed at sealingnow have the samevaluesthey
hadwhenthe objectwassealedandif theblob passedts integrity check).

This protectedstoragedesignsuffers from an apparentoversight: if the caller would like to changethe
value of onethe PCRsin the releasepolicy for an object (for example,becausahe OS kernelhasbeen
upgraded)the caller mustexport the objectin plaintext to the host (beforeupgrade while the old PCR
policy is satis ed),thenre-saeit.

It is also possible to create keys which are bound to a specic machine con guration with
TPMCreateWrapKey . This alleviatesthe needto createa key andthensealit, allowing both events
to be performedoy oneatomicoperation.

TPM protectedstoragecanthusbind secretgo aparticularsoftwarecon guration,if thePCRsre ect hashes
of the elementf this con guration. The TPM alsohasthe ability to save andreportthe PCRvaluesthat
existedwhenanobjectwassealed.

Internally the TPM providesprotectedstorageby building up atreeof privatekeys, startingwith aninternal
storage root key (SRK) whichis createdduringthe TPMTakeOwnership command.Nodesthemseles
are protectedblobs; the arbitrary dataitemsthemselesareleavesin this tree. As a side-efect, protected
dataitemsarelimited to the lengthof the RSA modulus:2048bits.

Many of the TPM storagecommandshusdealwith manipulationof thesekeys. The TPM hastheability to
performRSA private-ley operationgnternally Besidesenablingmanagemenof the key tree, this feature
permitsthe TPM to do private-key operationsith otherstoredobjectsthathapperto beprivatekeys (if the
PCRsandauthorizatiorpermitthis) without exposingthe privatekeys to the hostplatform.

Onespecialuseof a TPM-heldprivatekey is the TPMQuote command.If the calleris authorizedo use
thatkey, the TPM will signasnapshobf the currentvaluesof PCRs.

Anotherusefulfeatureof a TPM-heldkey is exposedviathe TPMCertifyKey  call. Thisfunctionallows
aTPM-heldprivatekey to signacerti cate bindinga TPM-heldpublic key to its usagepropertiesijncluding
whetherit'swrappedandto whatPCRvalues.

Data Integrity Registers. Researchinto booting a systemsecurelyhasa long history (e.g.,[2, 5, 41]).
TCPA builds on this history, but givesspecialde nitions to termsthatmight otherwisesoundsynorymous.
In TCRA lingo, authenticatedbootis whenthesystencanprove whatsoftwareactuallybootedonthesystem
(e.g.,by proving knowledgeof a secretboundto PCRsthatre ect the bootsequence)(Someresearchers
also usetrustedboot for this concept.) In contrast,secue boot is whenthe TPM actually preventsthe
platformfrom bootingif the softwaresequenceloesnot matchsomespeci ed hashes.

TheTCRA literatureis emphaticaboutthis speciaimeaningof “secureboot” but doesnotgive ary detailson
how the TPM actuallycauseshe platformto stopbooting,how muchof the softwaresequencés checled,
or how to tell if the TPM in our IBM machineactuallydoesthis.

However, to supportthis vaguefunctionality the TPM includesdata integrity registers (DIRs), 20 bytes



long, to hold the critical hashesWriting to a DIR requiresTPM Ownerauthorizationreadingcanbe done
by anyone. The TPM in our Netvistahasone DIR; asfar aswe candetermine,it doesnot actually do
arnything.

3.2 Attestation

TCPA providesadditionalfunctionality, for taskslike proving a TPM is genuine attestingto the software
con gurationof amachine andfor manugcturerassistednaintenance.

Credentials. The speci cationanddocumentatiorfgsuchasChapters in [22]) discusses suite of creden-
tials: the endosementredential typically from the TPM manufgcturer testi es thatthe TPM is genuine;
the platform credential typically from the machines manufcturer testi es that the particularTPM has
beencorrectlyincorporatednto a designwhich conformsto the TCPA speci cation;theidentity credential

typically from aPrivacy CA (TCPA's YACA), stateghata speci ¢ instanceof atrustedplatformis atrusted
platformwith a genuineTPM; the conformanceredentialis areferenceo a documenthatvoucheshata
particulardesignof TPM andplatformmeetshe TCFA speci cation.

Endorsement Keys. For our work, the only thing that our TPM appearedto come with was
the endorsementkey: a 2048 bit RSA keypair that can either be generatedon-chip via the
TPMCreateEndorsementKeyPair call or injectedby the manufcturer If the key is generatedn-
chip,the CEKPUsed ag is setto trueinsidethe TPM. Oncethekey is insidethe TPM, eitherby generation
or injection,the TPMCreateEndorsementKeyPair call will neversucceedhgain.

The public portion of the endorsemenkey (named PUBEK would be included in the endorsement
credential (except the Netvista does not appearto have this credential). It can also be read from
the TPM by the TPMReadPubek call. The TPM Owner can disable this call for non-avners via
TPMDisablePubekRead |, but canstill accesshekey via TPMOwnerReadPubek .

Theprivateportionof theendorsemerkey (namedPRIVEK) is usedfor decryptiononly. It is never usedto
generata digital signatureandit is not usedto decryptarbitrarydata.As far aswe cantell, it is only used
in two operations:TPMTakeOwnership which establisheshe TPM Ownerand SRK for the platform,
andTPMActivateldentity , whichwe discusshelow.

Creating an ldentity Keypair. The TCPA speci cationde nes an attestationdentity asa statementhat
an entity with knowledgeof a given secrethaspreviously proventhatit is an assemblyof hardwareand
softwarethatcomplieswith the TCPA speci cation[22].

Quickly summarized, the attestatiorbootstrapessentiallyconsistof ve steps:

1. TheTPM OwnercallsTPMMakeldentity . Thisgenerates new keypair, andcreatesanidentity-
binding Thisbindingis essentiallya structurecontainingthe new key, anamefor the new entity (ary
arbitrarystring), andthe public key of the YACA thatwill vouchfor thisidentity. This structureis
thensignedwith thefreshlygenerategbrivatekey.

2. The TPM Ownercalls TSS_CollateldentityRequest . This functionwould be implemented
in the TSS—ut atthetime of thiswriting, we areunawvareof ary publicimplementationef the TSS;
the speci cationwasjustreleased40]. However, the concepiof whatthis functionachievesis quite
simple.It packstheidentity-bindingcreatecabove andthe credentialgor the platform(endorsement,
platform,andconformancejnto a structurefor shipmento the Privagy CA.

2For moredetail, seeSection9 of the speci cation[39] andChapter5 in the Hewlett Packardbook[22].



3. The identity-binding and credentialsare given to the Privacy CA. The Privacy CA inspectsthe
identity-bindingto ensurethat it is the requestedCA,; if so, the Privacy CA checksthe signatures
onall threecredentials.

Assumingeverythingis valid, the Privagy CA still hasno way of knowing thatthe identity-binding
wasgeneratedby theplatformdescribedy thecredentialsSo,the Privagy CA generatea successful
responsecalled an attestationcredentia), generates symmetrickey, and encryptsthe attestation
credentialwith the symmetrickey. The symmetrickey is thenencryptedwith thethe PUBEK (found
in the endorsementredential) the ideabeingthat only the correspondind®RIVEK will be ableto
retrieve the sessiorkey andhence the attestatiorcredential.

4. Uponreceving thePrivacy CA'sresponsethe TPM OwnercallsTPMActivateldentity , Which
instructsthe TPM to verify that the responsavasintendedfor that TPM, andif so,to decryptthe
sessiorkey (usingPRIVEK).

5. The TPM Ownercanthencall TSS.RecoverTPMIdentity , which will recover the decrypted
attestatiorcredentiafrom the TPM.

To putit in anutshell,with the helpof the TPM Owner's HMAC key, our TPM cangenerate new keypair
andsignarequesbindingthis new public key to anarbitraryidentity. The YACA canrespondby sending
acerti cate for this new public key—but encryptedsothatonly the TPM (again, with the help of the TPM

Owners HMAC key) candecryptit.

Usingan Identity Keypair. Accordingto thedocumentationthe TPM will only useanidentity privatekey
for speci ¢ functionality suchasTPMQuote andTPMCertifyKey

3.3 Adversary Model
So,whatdoesthe TPM protectagainst?

TCPA cannotprotectagainstfundamentaphysicalattacks.If anadwersarycanextractthecoresecretgrom
the TPM, thenthey canbuild afake onethatignoresthe PCRs.If anadwersarycanmanageo trick agenuine
TPM, during boot, to storinghashvaluesthatdo not matchthe codethatactuallyruns(e.g.,perhapswith
dual-portedRAM or maliciousDMA), thensecretsanbe exposedto thewrong software. If theadwersary
canmanageo readmachinememoryduringruntime,thenthey maybeableto extractprotectedobjectsthat
the TPM hasunsealecndreturnedo the host.

However, the TPM can protectagainstmary attackson software integrity. If the adwersarychangeghe
BIOS or critical software on the harddisk, the TPM will refuseto reveal secrets.Otherwise the veri ed

software canthen verify (via hashes)ataand other software. Potentially the TPM can protectagainst
runtimeattackson softwareanddata,if onboardsoftwarecanhashthe attacled areasandinform the TPM

of changes.

Note that, unlesswe take additionalcountermeasureshe TPM designappeargo permita classof replay
attacks. Supposea protectedobjecthasvaluevg at time tg andvaluevy; 6 vy attimety > to. If the
adwersarymalkesacopy of theharddisk attimetg, theadwersarycanrestorethevaluevg by poweringdovn
the systemandloadingthe old copy. For someapplicationsthis attackcanhave seriousrami cations (e.g.,
it might permitthe adwersaryto restorerevoked privilegesor spente-cashor roll backa security-critical
softwareupgrade) We considersomecountermeasurds this classof attacksin Section4.1.
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4 Putting the Blocks Together

How canwe usethesebuilding blocksto assemble virtual securecoprocessor?

Let us revisit the motivating example. We'd like to setup Linux, andthen Apachewith somesensitve
service,on our TPM-equippeddesktop.We wantto usea long-lived SSL certi cate to corvince aremote
clientthatthey cantrustthis service—eenif we would lik e to subvertit.

Thisrequireshatwe considethow to usethe TPM for securestorageof data(Section4.1); how to structure
the software so that the TPM can meaningfullybind a long-lived SSL keypair to dynamicallychanging
content(Section4.2); andhow we canusethe TPM to corvincearemoterelying party, suchasthe SSLCA,
of thisbinding (Sectior4.3).

4.1 Secure Storage

We canusethe TPM's protected(non-\olatile) storageservicesto bind storedsecretdo a given software
entity in aspeci ¢ con guration.

Sincekeepingan RSA privatekey insidethe TPM providesanextra level of protectionthatsomeprogram-
mersmightwantto exploit, we shouldexposethatoption.

Althoughthe TPM providescon dentiality andintegrity for storeddata,it doesnot provide freshnesgas
Section3.3 above discussed).In orderfor the trustedsoftware entity to verify thatits storedsecretsare
fresh,it needsaplaceto storesomethinghattheadwersarycannotrewrite. In thegenerakaseg(e.g.,without
addinga4758or multiple TCPA platforms),the only placewe have is theoneDIR in our platform.

Using the DIR for this purposerequiresthat a trustedpieceof software on the platform itself know the
TPM Ownerauthorizationcode. Of course this codeitself could be savedasa TPM protectedobject;arny
commandghata genuineremoteTPM Ownerwould needto authorizecould be donevia proxy: the TPM
Ownerauthorizego the software,which in turn constructshe command.

Many protectionschemesre possible.A schemen the spirit of the the DIR's alleged useis to maintain
a freshnesgable of hashegor otherwiseconciseexpressionspf the mostrecentversionsof appropriate
objects.Whenanentryin thefreshnessableis updatedwe save the hashof theupdatedablein the DIR.

However, this createsa problem: an adwersarywho cangetroot accessanlearnthe TPM Ownerautho-
rization code,andthencompletelysubvert the freshnesslefense.An interim solution hereis to provide

this freshnessheckonly for datamodi ed at boot-time. The authorizationcodeis bound,via PCRs,to a
trustedboot-timeentity. If this entity needsto updatethe DIR, it unsealghe code,usesit, and securely
erasest from RAM. The entity thenextendsa key PCRhashwith a known value—sothe PCRvaluenow

re ects “this entity, but afterit hasputaway its secrets. (Again, it is interestingo notethe similarity of this

approacho the“ratchetlocks” in thelBM 4758.)

An effective, simple,elegantsolutionto freshnes®f run-timeuserstoragds anareaof futurework. (Some
combinationof hashingDIRs, andthe PCRvaluesat sealingmight work.)

4.2 Software Ar chitecture

We considerthe next issuestogether How do we permit the software that constitutesthis entity to be
maintainedwhile retainingthe entity's TPM secrets?How do we permita CA to expresssomethingn a
certi cate thatsayssomethingneaningfulaboutthetrustworthinessof this entity over futurechanges—both
of softwareaswell asof moredynamicstate(e.g.,Webpages)?
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4.2.1 FalseStart

Onenaturalapproachis to usethe TPM to bind the SSL privatekey to the entiresener con guration. The
SSL CA choosesomesoftware suite—patrticulawversionsof the OS, Apache,mod.ssl, CGl scripts,Web
pagesetc—thatit regardsas meetingservicetype X ; the CA certi es the keypair whenthe CA believes
thatthe TPM magicwill restrictthe privatekey exactly to oneinstanceof thatsuite.

The naivete of this approachs obvious to anyonewho hasever tried to deploy a systemor a Web site in
the real world. For onething, the softwarewill not be static. For bug x esand securitypatchesalone,
variouselementf thesuitewill have to beupgradedandperhapsometimeslovngradedpvertime. The
promiseof responsiblynaintaininga secue site requiresthat the executablesuite consideed asa whole
be dynamic.

Furthermorethe Web contentwill not be static. Someof us have direct experiencewith industrial sites
wheremuch contentwould changedaily. If the CA neglectsto certify anything aboutthe Web content,
thenthe point of the remainingsystemis not clear—we have the proverbialarmoredcarto a cardboardox
(exceptthe cardboardoxis nolongerthe entiresener, but justthe contentthe seneris serving).

4.2.2 Our Approach

In somesensegverythingis dynamic,evensenerkeypairs.However, in currentPKI paradigmsacerti cate
bindsanentity to a keypair for somerelatively long-lived period. But if this entity is to besomethingalike
aWebsenerwith a particularidentity offering sometype of service the entity will have to changean ways
thatcannotbe predictedatthetime of certi cation. To addresshis problem,we decidedo organizesystem
elementdy how oftenthey changetherelatively long-livedcorekernel;moremedium-livedsoftware;and
short-livedoperationablata

We addtwo additionalitemsto the mix: aremoteSecurityAdmin who controlsthe medium-lved software
con gurationvia public-key signaturesandanEnforcer softwaremodulethatis partof thelong-livedcore.

The SecurityAdmin providesa signeddescriptionof the medium-lived software. For simplicity, the public
key canbe partof the long-lived core (althoughwe could have it elsavhere). A SecurityAdmin's signed
descriptionscould applyto large setsof machines.In theory the SecurityAdmin may in factbe partof a
differentorganization;e.g.,Verisignor CERT mightsetup a SecurityAdmin who signsdescription®f what
arebelievedto be securecon gurationsof ApacheandSSL on Linux.

The TCPA bootprocessnsureghatthe long-lived corebootscorrectlyandhasaccesgo its secrets.The
Enforcer(within the long-lived core)checksthatthe SecurityAdmin's descriptionis correctlysigned,and
thatthe medium-Ilved software matcheshis description.The Enforcerthenusesthe securestorageAPI to
retrieve andupdateshort-lved operationablata,whenrequestedby the othersoftware.

Sincetheseprotectedsecretsare boundto the Enforcerand long-lived core, we avoid the TPM update
problem.

To preventreplayof old signeddescriptionsthe SecurityAdmin couldincludea serialnumberwithin each
descriptionaswell a “high watermark” specifyingthe leastserialnumberthat shouldstill be regardedas
valid. The Enforcersaresa high-watermarkasa eld in thefreshnessable;the Enforceracceptsa signed
descriptiononly if the serialnumberequalsor exceedsthe saved high-watermark. If the nenv high-water
markexceedgheold, the Enforcerupdateghe saved one. (Alternatively, the Enforcercould usesometype
of forward-securéey evolution.)



A CA whowantsto certify the “correctness’df sucha platformessentiallycerti es thatthelong-lived core
operategorrectly andthenamedSecurityAdmin will have goodjudgmentaboutfuture maintenance.

Figurel (in AppendixA) sketcheshow thistrust o ws.

4.2.3 Usability

How shouldwe esh outthe above elements?n orderto make our systemusable we shouldtry to choose
designghatcoincidewith familiar programmingconstructs(If possible thesechoicesmay alsomake our
systemeasierto build—sincewe canre-useexisting code!)

Short-Lived Data. For short-lved data,we wantto give the programmeia way to save andretrieve non-
volatile datawhosestructurecanbefairly arbitrarily.

In systemsthe standardvay thatprogrammergxpectto do thisis via a lesystem. A loopbadk lesystem
providesa way for a single le to be mountedandusedasa lesystem; anencryptedoopbak lesystem
allowsthis le to beencryptedvhenstored4].

So, a naturalchoicefor short-lved datais to have the Enforcersave andretrieve keys for an encrypted
loopback lesystem, andretainits hashin thefreshnessable. (A remainingquestions how oftenanupdate
shouldbe committed.)

Sincethe TPM providesa way to useRSA private keys without exposingthem,we shouldalsoprovide an
interfaceto do that.

Medium-lived Software. For the medium-lved software,we needa way for a (remote)humanto specify
the security-relgantcon guration of a system,andatool that cancheckwhetherthe systemmatcheghat
con guration.

We choseanapproachn the spirit of previouswork on kernelintegrity (e.g., [3, 42]).

The Security Admin (again, possiblyon a different machine)preparesa signeddescriptionof the con-
guration of this medium-lved componentithe long-lived componenbf our systemwill usethis signed
descriptionto verify theintegrity of themedium-lvedcomponent.

We consideredilsoperformingthis function with an encryptedoopback lesystem, but thendecidedthat
therelevantaspect®f the securitycon gurationwould betoo hardto handlethatway.

Long-lived Core. Anotherquestionis how to structurethe Enforceritself. The naturalchoicewasasa
Linux SecurityModule (LSM)}—besidesheingthe standardramewvork for securitymodulesin Linux, this
choicealso gives us the chanceto mediate(if the LSM implementationis correct)all security-relgant
calls—includingevery inodelookupandinsmodecall.

We ervisionedthis Enforcermodulerunningin two steps:an initialization componentcheckingfor the
signedcon guration le and performingother appropriatetasksat start-up,and a run-time component,
checkingtheintegrity of the les in themedium-lived con guration.

4.2.4 Protectionfrom Local Attacks
Theabove structuremay enabletherelying partyto trustin theidentity of the kernelandEnforcerinstalled
onour sener. However, trustingtheidentity doesnotimply trustingthe softwareitself!

Clearly, this software shouldbe vettedfor compliancewith good practicein input validation and other
defensesagninst penetration. However, we shouldcall attentionto two otherissuesthat requirefurther
examination.
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First, we needto protectthe software andits secretsfrom the “root” user For example,a simpleteston
Linux shawvsthat,withoutfurthercountermeasuretheroot usercanmanipulatehe memoryspaceof other
processewith adelugger A moreserioussxaminationof thisissueis required.(We avoidedit in the4758,
sinceit hadno notionof externaluser root or otherwise.)

Second,as notedin Section3.3, anotherlimitation of the TPM involves a Time-Of-Chek-Time-Of-Use
(TOCTOU) issuebetweenvhenthe hashis checled andthe code(or data)is executed/usedOnepotential
avenuefor suchanattackinvolveswaiting until anintegrity checkfor someprogram/datdétem occurs,and
theninjecting code/datadnto that process addresspacevia DMA over a Firewire bus[29]. This attack
would appeato requirean| EEE1394cardthatsupportgshe [ EEE13940HCI speci cationfor hoststo allow
otherhostsaccesgo physicalmemory andpatchedsystemsoftware(the re wire driver, which doesnt exist
for Linux yet)—whichthe Enforcershouldcatch.

4.3 Bootstrapping Trust
How dowe prove to the SSL CA thatwe have a properlycon guredkernel/Enforcesuitein our sener?

With the 4758's outboundauthenticatiomAPI, we could just install this software, which could then have
the platform generatea keypair certi ed (via a chainof certi cates going down throughthe code-loading
rmw areandbackto IBM) to belongto thatsoftwareon thatdevice.

Upon careful readingof the speci cation, it appearghe TPM can provide equivalentfunctionality Our
Enforcermodule(with anarbitrary TPM Owner—perhapsvenitself, for the freshnesgrick) hasthe TPM
createan identity keypair and obtainan identity certi cate with a YACA. Our modulethenusesthe TPM
to createa wrappedkeypair boundto a con guration which includesitself—andthenhasthe TPM usethe
identity privatekey to certify that fact. The modulethenneedsto returnto an SSL CA (which could be
thesameYACA) with theidentity certi cate andthe certi cate createdor this wrappedkeypair, in orderto
obtaina standardSSL certi cate.

4.4 Example: Apache

In our motivating example,the platformmight enablein practice(exceptfor the concernsof Section4.2.4
andSectiond.3)whatour prior work only enabledn theory:awayto securgheentiresenerendof anSSL
tunnel.

The ideais thatif someondgamperswith a binary on the sener which is listed in the Security Admin's
con guration le, noonewill beallowedto establishan SSL sessiorwith the Web sener. Corverselyif a
client successfullyestablishes connectionwith the SSL sener, it hasreasorto believe thatthe sener has
not beentamperedwith in a way which is unacceptabléo the SecurityAdmin to which the CA delegated
con gurationjudgment.

In our schemethe TPM testi es directly, throughuseof PCRsto thelong-livedcomponent®f our sener:
the hardwareandBIOS, the kernelandcurrentEnforcer andthe SecurityAdmin's currentpublic key.

The Security Admin thentesti es to the medium-Ilerel software (i.e., the particularversionsof Apache,
mod.ssl, con guration, etc) necessaryor the systemto run securely The Enforcer(alreadychecled) en-
suresthatthis con gurationmatcheghecurrentsystem.

The Web contentis controlledby varioususers.Theseusersare authenticatedia the kernelandmedium-
level con gurationthathasalreadybeentesti ed to. Their contentis savedin a protectedoopback lesys-
tem,ensuringthatit wasvalid contentat somepoint.

Last, the SSL private key livesinside of the encryptedloopback lesystem. A symboliclink placesa
referenceto the key in a placewhere Apachewould normally look for it. Shouldthe Enforcerdetecta
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tampertheloopbackis unmountedTheresultis thatthe symboliclink is brokenandApachecannolonger
accesgshe privatekey, andcanthereforeno longerestablishSSL connections.

(Again, Figurelin AppendixA sketcheghis structure.)

5 Implementation Experience

We quickly discusssomeof ourimplementatiorexperiencespur preliminaryreport[20] hasmoredetails.

TPM Library . This componentook the longestamountof calendattime. Usingthe TPM is not a simple
matterof a functioncall: session@endHMAC'd datamustbe formattedin the properway; the formatsare
thewrong Endianvaluefor anx86 platform;andmistalesoftengenerate@ non-informatve errorcode.

Boot Loader. As notedearlier the rst stepin this chainis the BIOS. Perthe PC-speci c TCFA speci -

cation[38], The BIOS in a TCPA-enabledPC will reportitself to the TPM. The BIOS will alsohashthe
masterbootrecod (MBR), andreportthis to the TPM, beforepassingcontrolto it. (Be sureto have the
latestBIOS updatebeforestartingexperimentsere;we lost sometime dueto theolderversionthatshipped
with our machine.)

The next stepin the chainis to modify the rst-stage bootloaderin the MBR to SHA-1 hashthe next
componentandreportthis to the TPM, beforepassingcontrol. We startedwith the LILO loader;sowe
modi ed first.b (theMBR in LILO) to hashsecond.b . Doingthisin assemblyto t within thetight
con nes of the MBR andhandlethe TPM endiannessequirementsyastricky. In our currentprototype,
we run our TCPA-enabledLILO from a oppy. This decisionstemmedn partfrom codespace—antPM
bugs.An MBR is 512bytes;but aharddisk MBR alsocontainsotherdata,anddoesnotgive usthefull 512
for code. This would not have beena problem,exceptthe TPM in our machinedid not appeatto actually
supportthe TCPAHashLogExtendEvent  call—we kept gettinga “call notimplemented”error. The
workaround—replacinthis call with a sequencef calls—pushedis over thelimit for theharddisk MBR.
(The oppy givesusthefull 512bytes.)

Admin Tools. We wrote someutilities to producethe con guration les, and usedan open-sourcéig
integer packageto producea rudimentarykey generation(2048-bits)andsigningtool [16]. For each le,
the SecurityAdmin canspecifywhatshouldhappernf its integrity checkfails: log, dery, or panic. We also
usedthis to producea stripped-davn veri cation tool, for inclusionin the Enforcerkernelmodule.

Enforcer LSM. As mentionedwe built our Enforcerasa LSM, for the 2.6 kernel(or a 2.4 kernelwith the
LSM 2.4.20-1kernelpatch).Theinitial prototypeis about1000linesof code.Ourcodeis setup eitherto be
compiledinto the kernelor to beloadedasa separatenodule;the formermalkessensdor realdeployment;
however, the latter makesexperimentatioreasier

The Enforcerusesthe /etc/enforcer/ directoryto storeits signedcon guration le, public key, etc.
(Having thekernelstoredatain the lesystemis a bit uncouth but seemedhe bestsolutionhere,andis not
completelyunprecedented.)

Whenthekernelinitializesthe Enforcer the Enforcerregistersits hookswith the LSM framework. If built
asaloadablemodule,the Enforcerveri es the con guration le' s signatureat load-time;if compiledinto
thekernel(i.e., for normaluse),the Enforcerveri es it whentheroot lesystemis mounted.

At run-time, the Enforcerhooksall inodelookups(which happenasa le is opened).It checksthe le' s
integrity via the con guration le; if theintegrity fails, it reactsaccordingthe option: log the eventto the
systemlog, fail thecall, or panicthe system.
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We developedthe EnforcerunderusermodeLinux (UML), which worked very nicely—eachbug that ap-
pearedunderUML alsoshaved up with the real system,andvice-versa. We ran basicfunctionaltests—
shaving thatmodifying thecon guration le, publickey, signaturepr ary protectedle actuallycauseshe
appropriateeaction.We alsoran 36 hoursof continuousstress-testghe codeshaved no signsof crashing
or leakingmemory

Attestation Tools. We wrote a numberof small executablesvhich make someof the TCPA calls neces-
saryfor attestation—FPMMakeldentity =~ andTPMActivateldentity (asdiscusseth Section3.2).
Sinceno Privagy CA or TSSexists, we hadto simulatesomeof their functionality in orderfor the callsto
work. Speci cally, we hadto extract PUBEKand useit to encrypta sessionkey which is the input to
TPMActivateldentity

What's Next. We arecurrentlyworking on thefollowing enhancement® our prototype.

First, we are extendingto the Enforcerto do the samelevel of integrity checkingperformedby Tripwire.
Currently the Enforceronly usesthe contentsof the le (via a SHA-1 hash)to determineintegrity. The
Tripwire tool usesa numberof otherthingsto determinentegrity, suchasdirectorycontentspermissions,
le accesdimes,andotheritemscontainedn the le inodestructure[18].

Secondwe areimplementinga freshnesgdable asdiscussedn Section4.2.2,for itemsupdatableonly at
boot-timeby the Enforcer This meanghatthe TPM Ownerauthenticatiorcodewill be a sealedobjectfor
the Enforcerto accessthis alsomeanghatwhenthe Enforcer nishes initialization, it extendsa PCRin a
known way to indicatethatthe systemis foundedon the trustedEnforcer but its coresecretsareput away.

This freshnesgablewill storetwo items: a hashof the SecurityAdmin's public key, andthe currenthigh-
watermark of the SecurityAdmin's con guration les. The signedcon guration les includeentriesfor
serialnumber high-water mark, and optional new public key. At start-up,the Enforcerwill verify data.
It checksthat its freshnesgable hashedo the DIR, that the storedpublic key hashedo the entry in the
freshnessable,andthatthe serialnumberin the con guration le is not below the high-watermarkin the
freshnessable. (It alsoveri es thesignaturenaturally)

The Enforcermayalsomodify data:lf the high-watermarkin thecon guration le exceedghestoredone,
the Enforcerneeddo updatethestoredone. If thecon guration le includedanew publickey, the Enforcer
needso storethat—andupdatethe hashin the freshnessable. Thesechangeseedto be ushed backto
the DIR. Thisway, we permitold public keys andold signedcon gurationsto berevoked.

6 Evaluation

Actually building a systemgave us an opportunity to learn some unique lessonsabout the TCPA
technology—Ilessonthat could not be learneduntil we began implementation. Building a working sys-
tem not only allowed us to measurats performanceput revealeda numberof subtletiesaboutthe TCPA
technologyin general.

6.1 Performance

We benchmarkd the Enforcerto get an accurateidea of the performanceampactit hasversusrunning
a typical Apacheinstallation. We wantedto benchmarla realistic systemandworkload so we decidedto
protectApaches datain theloopback lesystemandcalculatehow muchthe Enforcerslows dowvn Apaches
ability to sene pages.

In keepingwith thethemeof arealisticbenchmarkywe acquiredthe staticWeb pageof all of the Athletics
departmentat Dartmouthaswell asthe Apachelog of all the hits againstthosepageson a weekday The
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datasetvas19,623 les with atotal sizeof 664MB. Thelog le consistedbf 20,741URLSs, of which 15%
wererequestdor les thatdid notexist.

Machine Setup. The machinerunningthe benchmarkprogramwas a dual processointel Xeon CPU
runningat 2.00GHzwith 512 MB of memory andrunningLinux kernelversion2.4.20-aclwith Debians
“unstable” distribution. The machinerunningthe Enforcerwasan IBM Netvista8310 desktopmachine
with aPentiumd4 CPUat2.00GHz,128M of memory onelDE harddrive, runningLinux kernel2.6.0-test7
(no preempt),and Debians “unstable”distribution. Eachmachinehada 100 megabit full-duplex Ethernet
network, pluggeddirectly into the sameswitch.

Benchmark Setup. Whenthe Enforcers databasevas built, 156 of the hashegout of the 19,623total)
wereintentionallymodi ed to beincorrect. This allowed usto seethatthe Enforcerwasactuallyworking
becausdt wouldlog amessagevery time oneof theseles wasaccessed.

Results. More completedatais availablein AppendixB. Essentiallythe performancdor an ApacheSSL
sener with all of the contentin an encryptedoopback lesystem, usingthe TPM to protectthe sener's
private key, and using the Enforcerfor integrity checkingis quite good. The slowdown is around6.8%
comparedo a standardApacheSSL sener—i.e., contentis notin aloopbackno TPM is involved,andthe
Enforceris notusedatall.

6.2 Issues

Duringthecourseof implementingour systemwe discoveredanumberof issuesvith the TCPA technology
(in additionto thereplayandDMA attacksandsoftwareupdateproblemsmentionecearlier).

Attestation Bootstrapping. In the currentspeci cation,the way that attestations bootstrappeds rather
comple. Muchto our surprise theidentity-creatiorprocessequiresauthorizatiorof the TPM Ownerand
requiresthe TPM endorsemenprivate key to retrieve the certi cate for a new identity keypair, but does
not requirethe TPM to attestto arything aboutthe softwarethat controlsthis keypair. It takesadditional
scouringof thedocumentatiorto revealthe path(Sectiond.3) by which theidentity keypair cantestify to a
wrappedkeypair, which asecondoundwith a YACA canturninto aregular certi cate.

Thecompleity of thisprocesdroublesus. In security oneshouldbecarefulabouttrustingsomethinghatis
toobigto t into oneshead.lt takesalongtimeto nd theright combinationof commandsandproperties
from the speci cation. What other combinationsare present? Are thereary combinationsthat enable
functionalitythedesignerslid notintend?A moreconciseexpressiorof policy andcorrectnesproperties—
perhapsreri ed by formal methods—wuld greatlyenhancehetrustworthinessof the TCRPA/TCG design.

Whatis frustratingis thata smallchangeo the TPM might greatlyreducethis compleity. For example,if
the TPMMakeldentity = commandboundthekey it createdo the PCRvaluesandincludeda testament
aboutthosevalues,and TPMActivateldentity would not decryptthe certi cate unlessthe identity
key wascreatedatthe TPM, thenthe Privacy CA (or ary CA, suchasour SSL CA) couldendorsdhatthe
key wasgeneratedby a speci ¢ TPM in a speci ¢ con guration, without additionalroundsandkeypairs.

Monotonic Storage. Multiple processethatinterleave at run time cannotrely on the TPM to protecttheir
secretdrom eachother We canervisionasystenwhere whenaprocesgjetscontet, its own measurements
(i.e., the hashvaluesof the softwareit is concernedabout)areplacedin the PCRs,anddecisionsarebased
thesemeasurementdVhenthe next procesgyetscontext, the PCRscouldbecleared andthe new process
measuremen@replacedin the PCRs.(Indeed,someof theacademidardwarealternatvesseemto leanin
thisdirection.)
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However, the TPMExtend operationensureghatthe old PCRvalueis usedin the calculationof the new
PCRvalue,providing aone-way ratchetingmechanismAs thisratchetpreventsaresetof any PCR,it makes
theabove scenariampossible Usingthe TPM for contet-speci ¢ storagedoesnotseempossible—Ileging
usdependingon OS protections.

7 Conclusionsand Futur e Work

We beganthis projectwith two goalsin mind: to provide afoundationfor furthertrustedcomputingprojects,
andto addressa gap—opersourceusesof TCPA.

We have metthe rst goalto alarge extent: we have shavn thatit appearpossibleto transforma common
Linux desktopmachineinto avirtual securecoprocessoby usingTCPA speci cationsandhardware.

We have metthe secondgoal of providing an open-sourceiseof the TCPA technology Further we have
actuallybuilt sucha system,con gured to bind an ApacheWeb sener's SSL privatekey to the serviceit
provides. We have alsoillustrateddesignsandprotocolswhich would achiese our goal of giving clientsa
higherlevel of assurancaboutthe SSL senerthey areconnectingo.

Thedynamicnatureof TCFA, TCG, andindustrialtrustedcomputingactiity providesawealthof opportu-
nity for futurework in this area.We quickly discusssomeavenues:

Freshness As notedearlier we're looking at solutionsfor freshnes®f secretsstoredat run-time,and
by userlevel code.This alsoraisestheissueof how oftenchangeshouldbe committed—forexample,
shouldead changeo aloopback lesystem updatea DIR someha?

Suf ciency of Con guration Checking. Rightnow, theEnforceronly protectsagainstmodi cationsof
contentof the les thatthe SecurityAdmin deemectritical. As discussedn Section5, we areworking
toward implementingthe samelevel of checkingas Tripwire. Theintentionis thatthe integrity of the
kernel/Enforceplusthe integrity of this codeis enoughto ensurethe systemis working asadwertised,
to thebestof the SecurityAdmin's knowledge.We planfurtherthoughtasto whetherthisis sufcient.

Run-time DefensesAgain, the Enforceronly looks at modi cationsto le contents. Adversariesnay
mountmary othertypesof attacks;sincethelong-termgoalis avirtual securecoprocessoit would be
interestingo extendthe Enforcerto detectadditionaltypesof tampering.

(An adwersarythat succeedst run-timein modifying the Enforcercodeitself or its con guration le
mightalsohave somesuccess.)

Protection from Root. We arecurrentlyexaminingothersolutionssuchasthe NSA's SELinuxwhich,
whenusedin conjunctionwith the Enforcer may preventthis type of attack.

Applications. Oncewe completethe Bearplatform, we canproceedwith the applicationswe initially
hadin mindwhenwe started—includindpoking atheterogeneous/stemsomposedf BearandMoose
together

All of our codeis underthe GPL andis availableat enforcer.sourceforge.net . To date,thecode
hasbeendowvnloadedover 500times. We continueto invite communityparticipation.
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Notes

A preliminaryversionof this paperappearedsatechnicalreportTR2003-471in August2003[20].
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Appendix A: Trust Flow Sketch

Bear platform
Short-lived:
OS, loopback key)) pages,
CGil scripts,
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Figurel: Sketchof the o w of protectionandtrustin our platform,con guredasa Websener. To enable
a client to make a trust decisionaboutdynamiccontentbasedon a long-lived SSL keypair, we introduce
indirection betweenthe core long-lived componentsand the more dynamic components. Our intention
is, like the IBM 4758, the TPM/Linux platform would let the end userbuy the hardware, which could
authenticatéhesecomponentso “Y et AnotherCA."
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Appendix B: Performance Results

We ranatotal of eightdifferentbenchmarksstraightHTTP requestsHTTP with the Enforcer HTTP with
contentin theloopback lesystem,andHTTP with the Enforcerandthe contentin theloopback lesystem.

The otherfour testswerethe same gxceptthey wereHTTPSrequests.

Protocol|| No Enforcer Enforcer No Enforcer| Enforcer
No Loopback|| No Loopback| Loopback || Loopback
HTTP 0.0% 1.5% 39.4% 48.5%
HTTPS 0.0% 1.2% 3.7% 6.8%

Tablel: Percentagef slowdown.

For the HTTP benchmarkgwhich executedquite quickly) eachchild repeatedhe URLSs threetime for a
total of 932,940hits perrun. For the HTTPSbenchmarkgwhich executedvery slowly) eachchild only did
onerunthroughthe URLs for atotal of 310,980hits perrun. We raneachtestthreetimesandaveragedhe
results.The averagesizeof eachApacherequesivas22.768k. Tablel shavstheresults.

Protocol Enforcer || Enforcer/Loopback
HTTP || %CPU || 32.18% 29.80%
%I/O || 52.38% 68.84%
Sum || 64.56% 98.65%
HTTPS || %CPU || 83.97% 81.12%
%l/O || 14.33% 18.01%
Sum || 98.30% 99.13%

Table2: Division of theworkload.

Table2 wasgeneratedby runningvmstat  onthe Enforcermachinewhile thebenchmarkvastakingplace.
The percentagef CPU usage(*% CPU”) wascalculatedoy addingthe'us' (user)and'sy' (system)vm-
stat elds, while the percentag®f time spentwaiting on I1/0 (“% 1/O”) wastakenfrom the'wa’' (waiting
I/0) eld. Fromthis datawe concludethe HTTP benchmarksvere mostly I/O boundwhile the HTTPS
benchmarksvereCPUbound.

The actualimpactof the Enforceris slight—only 1.5%for an1/O load and1.3%for a CPU load. As the
amountof CPUwork goesup relative to the amountof dataloadedfrom disk, the impactof the Enforcer
shoulddiminish.

Theimpactof putting datainto the loopback lesystemis moresigni cant, ascanbe seenin Table1. For
anl/O loadthe performancempactis 39.4%.For a CPUloadtheimpactwasonly 3.7%.

Theimpactof puttingthe les ontheloopbackandthenprotectingthemwith the Enforcerresultedin the
greatesslowdown. For the /O loadthe slovdown was48.5%andfor a CPUloadthe slowdown was6.8%.
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