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METHOD AND APPARATUS FOR
PRODUCING DUPLICATION- AND
IMITATION-RESISTANT IDENTIFYING
MARKS ON OBJECTS, AND DUPLICATION-
AND DUPLICATION- AND
IMITATION-RESISTANT OBJECTS

CROSS-REFERENCE TO RELATED
APPLICATION

The present application is related to U.S. patent applica-
tion Ser. No. 09/398,028, filed on Sep. 17, 1999, to Braud-
away, et al., entitled “METHOD AND APPARATUS FOR
REMOTE PRINTING OF DUPLICATION RESISTANT
DOCUMENTS”, and U.S. patent application Ser. No.
09/398,029, filed on Sep. 17, 1999, to Mengin, et al., entitled
“METHOD AND APPARATUS FOR SECURE SALE OF
ELECTRONIC TICKETS”, and U.S. patent application Ser.
No. 09/398,025, filed on Sep. 17, 1999, to Howard, et al.,
entitled “METHOD AND APPARATUS FOR VOUCH-
SAFING ELECTRONIC ORIGINALS”, and U.S. patent
application Ser. No. 09/398,203, filed on Sep. 17, 1999,
entitled “SEMI-FRAGILE WATERMARKS”, assigned to
the present assignee, and incorporated herein by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention generally relates to producing imi-
tation- and duplication-resistant objects such as smart cards,
and more particularly to producing hard to copy and hard-
to-imitate identifying marks on objects, as well as hard-to-
copy and hard-to-imitate objects such as smart cards, and to
problems relating to the reader needed to utilize such cards.

Further, the present invention also relates to preventing
adversaries from modifying the data and program content of
such cards.

2. Description of the Related Art

One of a kind samples: The use of radio frequency
automatic identification systems has been proposed as a
general purpose authentication system in U.S. Pat. No.
5,581,257 by Morton Greene et al.

This system offers high security, and has been proposed
for the protection of identification documents, credit cards,
and money. In this system, processes generate one of a kind
(e.g., unique), non-duplicable, samples of certain encapsu-
lated metal fibers, randomly placed, so that the samples can
be identified by some reading mechanism. For example, a
mechanism may be employed which uses microwaves as an
interrogating source. The tag contains hundreds of small
metal fibers of random orientation and lengths encapsulated
in a medium such as, for example, paper or plastic.

The chances of there being two tags having a same
configuration that would give the same microwave signature
upon interrogation are extremely improbable and are essen-
tially zero. The reader can be part of the computer which
verifies the rightful use of the computer by a potential user.
If the signature read by the microwave reader is one that
does not conform to the original reading of the card stored
in the computer memory, or more generally in some data-
base accessible by the computer, access to the computer will
be denied.

An inhomogeneous media has been proposed in U.S. Pat.
No. 5,790,025 as another example of an arbitrarily or
randomly arranged medium which is interrogated by a
coherent light beam by way of the detected optical scattering
from the material. Its main purpose is to detect intrusion into
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a protected area. Thus, if one tries to change the medium in
any way, the original pattern of the scattered coherent light
will be changed and in the present application, the computer
will not operate.

Here, reading is accomplished using the light beam from
a solid state laser diode in combination with a small scan-
ning mirror and optical detector, all of which may be an
integral part of the computer. If the randomly arranged
medium on the card has been altered for an attempted illegal
intrusion, the pattern stored in the computer memory will not
match the pattern scanned and the computer will not operate.

Other examples of samples for which only one of a kind
exist are given by glasses and crystallites which can have a
uniquely random set of defects or features. These features
result in a unique configuration of colors and/or fractures
which gives a complicated, irreproducible stable pattern
once cooled. Cooling generally occurs because many of
these configurations are formed at high temperatures and
subsequently in many cases quenched, thereby giving these
unique patterns in the form of dislocations, cracks, grain
boundaries and colors, as described above. Rocks such as
shale, marble, granite, sandstone, and limestone can also
have unique features.

Any of the materials discussed herein having considerable
hardness can be made scratch- and tamper-resistant by
covering the sample with thin layers of diamond-like car-
bon, using techniques well known in material sciences, and
commercially provided by various companies such as Gen-
eral Vacuum Inc. of Cleveland, Ohio.

Smart cards: Smart cards have been proposed as a tech-
nology offering the possibility of secure off-line transac-
tions. However, recently, several successful attacks on con-
ventional smart cards have been reported (see, for example,
R. Anderson, M. Kuhn; “Tamper Resistance—A Cautionary
Note.” The Second USENIX Workshop on Electronic Com-
merce, November 1996, R. Anderson, M. Kuhn; “Low Cost
Attacks on Tamper Resistant Devices.” Preprint. 1997, and
P. Kocher, J. Jaffe and B. Jun, “Introduction to Differential
Power Analysis and Related Attacks™ Manuscript, Cryptog-
raphy Research, Inc. 1998). One such reported attack allows
cracking of the digital code which is supposed to warranty
the security of the card, by inferring conclusions of the code
from observations of electrical currents, power consump-
tion, and other electromagnetic manifestations in the card
during use. Other low-cost attacks are similarly known on
current smart card technology.

Given the benefits that banks, credit card companies, and
other users were expecting from a wide acceptance of the
security offered by smart cards, it is important to be able to
overcome the lack of security offered by present day smart
card technology.

Indeed, several improvements of the original design have
been proposed (and this process may continue in the future).
However, since the above-described, successfully mounted
attack only needs some of the electrical analysis and possi-
bly the physical attacks one could perform on smart cards,
the desired level of confidence will likely not be restored so
long as solutions only push further the original (and con-
ventional) idea of enclosing all the security in the card.

Problems to be Solved

Thus, some radically new approaches must be used to
protect smart cards from illicit duplications and hard to
detect illicit imitations, preferably allowing off-line authen-
tication. Hitherto the invention, such approaches have been
unknown. One approach may include ensuring the physical
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security of the card, but this might not be sufficient to
prevent the production of huge amounts of false smart cards
once one of them has been successfully attacked.

It is also important to improve other payment systems,
such as telephone cards, as they help make many aspects of
life easier, and to help improve protection against counter-
feiting and “grey market” goods as all honest customers
eventually pay for the existence of counterfeiting and grey
markets.

Given the off-line and computational nature of smart
cards and similar technologies, the problem is not just
preventing the adversary from extracting secrets and dupli-
cating cards, but also from maliciously altering functionality
and/or state in otherwise legitimate cards.

Hitherto the present invention, the conventional systems
and methods have failed to recognize such problems and
certainly have failed to provide an adequate solution to such
problems.

Also, an efficient method for protection against counter-
feiting of goods has been proposed in U.S. patent application
Ser. No. 09/060,026, filed on Apr. 14, 1998, by Coppersmith
et al., entitled “System for Protection of Goods Against
Counterfeiting”, and incorporated, but it only applies to
goods such that each authentic item carries a different serial
number and does not protect against cloning: protection
against cloning is certainly an open problem, and improved
methods to fight again such malicious attacks are provided
by the present invention for a variety of goods including, but
not limited to, smart cards.

SUMMARY OF THE INVENTION

In view of the foregoing and other problems, drawbacks
and disadvantages of the conventional methods and systems,
an object of the present invention is to provide a structure
(e.g., content-carrying object, device, etc.) with increased
security.

Another object is to provide a smart card having increased
security.

In a first aspect of the present invention, a method of
guaranteeing authenticity of an object, includes providing a
sample of material obtainable only by at least one of
chemical and physical processes such that the sample is
random and not reproducible, associating a number repro-
ducibly to any such sample by using a specific reader, and
forming at least one coded version of the number, the at least
one coded version being obtained by a key signature, and the
version being recorded into an area of the object.

Further, the present invention discloses a new implemen-
tation of smart cards and discloses the readers which can be
used in combination with such smart cards. It is noted that
by using, for example, some zero-knowledge protocol, a
smart card can be authenticated but, reputedly, cannot be
duplicated. A general reference to smart card technology and
applications can be found in “Smart Cards: A Guide to
Building and Managing Smart Card Applications,” by Henry
Dreifus and J. Thomas Monk, John Wiley & Sons, 1998.

Hereinafter, any electronic component using such tech-
nology which has some memory and/or some processing
capabilities, will be called “a smart component™ or “a chip”
or “a smart card”, even if it does not actually take any form
resembling a card.

One of the main virtues attributed to smart cards is that
some transactions based on smart cards, such as payments
and authentication can be performed using smart cards,
without connection to a database. Of course, this freedom
from a link to a database is an advantage only as long as the
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secrets in the card resist attacks. Thus, it is quite crucial to
make cards very hard to imitate and duplicate.

In many previous attempts, all secrets (and security) were
maintained on the card. In contrast, the present invention
provides a method where part of the “secret” (e.g., such as
the private cryptographic key) is not on the card, and yet
off-line transaction is still possible.

Furthermore the present invention distinguishes itself
from previous methods where also private keys were kept off
the card, by equipping the card with at least one one-of-a-
kind sample cryptographically linked to some information
carried on the card. This enables cloning protection.

Besides making the smart card hard-to-imitate, the
present invention also uses this property as a foundation for
making the function and state of the card hard to alter, even
if this function and state are dynamic.

The nature of the present invention is such that it applies
equally to other payment systems, such as telephone cards,
which may or may not implement a smart card element.

The present invention also discloses how to attach marks
to objects such that they are so difficult to imitate and
duplicate that counterfeiting, in a way which deceives the
customer, is made extremely hard. In that respect, the
present invention builds on and improves on the inventions
disclosed in the above-mentioned U.S. patent application
Ser. No. 09/060,026, incorporated herein by reference.

Thus, the present invention does not only apply to smart
cards, but also applies to other media such as CD-ROMs or
DVDs that carry audio or video content, and more generally
to any object to which a non-reproducible sample of material
and an encoded version of some information, which can be
extracted from the sample by some reader, can be attached
(where attachment can be for instance in the form of
embedding in the object, writing on the object, or any other
form).

Along with the method of the invention, a system and
signal-bearing medium also are provided.

Thus, with the unique and unobvious features of the
present invention, counterfeiting will be easily detected, if
not prevented, and the confidence in content-carrying-de-
vice-technology, such as “smart card” technology, will be
increased.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other objects, aspects and advantages
will be better understood from the following detailed
description of a preferred embodiment of the invention with
reference to the drawings, in which:

FIG. 1 is a block diagram of possible formats for objects
(e.g., smart cards or the like) according to the present
invention, depending on whether the reading from the
sample S is exact or “fuzzy” (as defined below);

FIG. 2 is a flow diagram showing the process of equipping
the smart card with the relevant supplementary information,
and showing how to check authenticity of the card, in the
case of exact reading according to the present invention;

FIG. 3 is a flow diagram showing the process of equipping
the smart card with the relevant supplementary information,
and how to check authenticity of the card in the case of fuzzy
reading when the original and actual reading can be com-
pared directly;

FIG. 4 is a flow diagram showing the process of equipping
the smart card with the relevant supplementary information,
and showing how to check authenticity of the card in the
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case of fuzzy reading when the original and actual reading
can be compared after processing to a numerical represen-
tation;
FIG. 5 illustrates an exemplary information handling/
computer system for use with the present invention; and
FIG. 6 illustrates a storage medium 600 for storing steps
of the method according to the invention.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS OF THE INVENTION

Referring now to the drawings, and more particularly to
FIGS. 1-6, there are shown preferred embodiments of the
method and structures according to the present invention.

The Smart Card Context

As an exemplary (but non-limiting) implementation, the
present invention will be applied to “smart card” technology.
As will be evident to one of ordinary skill in the art, the
present invention is not limited to such an application, but,
of course, can be practiced in a variety of other applications,
some of which will be described in the sequel.

Generally, in the framework of smart cards, the present
invention provides a method based on cryptography in
which the cryptographic key is not carried on the smart card.
Furthermore, the present invention distinguishes itself from
conventional methods where also private keys were kept off
the card, by equipping the card with at least one one-of-a-
kind sample cryptographically linked to some information
carried on the card, thereby enabling cloning protection.

Previous art in the security of smart cards prevents the
creation of a counterfeit card which will be different from
the legitimate card, but does not prevent the fabrication of as
many clones one wishes of a given legitimate smart card.

In contrast, the present invention provides a mechanism
of protection designed to prevent both exact copy (or
cloning) and creation of new cards. The card (or other carrier
of the overall system, but the word “card” is used for
convenience and for definiteness for the reader) will carry
some chosen type of chip (or a more general mechanism for
storing information), as described below with reference
numerals 102, 105, 208, etc.

Along with the chip (or the chosen more general mecha-
nism for storing information), the card also carries a sample
SO of some material extremely difficult to reproduce with
sufficient precision, such as certain crystals, glasses, epoxy
samples, rocks, materials with random inclusion such as
hundreds of small metal fibers of random orientation and
length encapsulated in a medium, as described above. The
chances of there being two devices of a same kind that
would give the same signature (optical, microwave, mag-
netic, etc., depending of the kind of sample being used) upon
interrogation are essentially zero.

Furthermore, in the case, for example, of glass with a
complicated structure as described previously, modification
of a sample to resemble another, complicated, sample is
extremely hard to achieve, as local alterations of the glass
would be easily detectable (e.g., any sample with non
complicated structure will be declared a priori non-valid for
use according to the present invention, using methods for
recognizing simple samples to be described below under the
title “The Sample Unpredictability Test™).

Thus, the basic and general idea of the invention can be
described as follows.

Specifically, a number is associated by some reader to SO,
and an encrypted version of this number is written in the
smart element or on its support. Duplication is impossible as
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another sample will be different. Imitation is also impossible
because a different sample yields a coded version which
cannot be obtained by the counterfeiter since the key used to
generate this coded version is kept secret.

The present invention also utilizes public key cryptogra-
phy for verification of authenticity. Of course, it can be
easily adapted to use only private key cryptography, as
anybody versed in the art of cryptography would readily
understand. In the context of the use of public key cryptog-
raphy, it will often be said that some information must be
known publicly. Several methods, such as the World Wide
Web, can be used to make such information available to the
general public, or to some targeted set of users considered as
the public users.

It is noted that the physical sample SO on the card may
degenerate over time due to various reasons like sunlight,
scratches, earth’s magnetic field etc. resulting in a different
sample, denoted by S.

Then, some specific reader RO belonging to the party
which creates the card or an agent thereof gives a represen-
tation RO(S0) of the sample (in general, SO will be used for
the sample at the time of first reading by a reader, and S will
be used for what this original sample has evolved afterward,
even if the sample has remained essentially unchanged,
although in specific cases when the sample is unchanged,
using SO to designate it at later times is also appropriate).
This representation can then be digitized, yielding a vector
N(RO(S0)) of real or integer numbers. The vector N might be
a scalar number with a large number of digits, say 1,000 to
1,000,000, or at the other extreme might be a vector with
large dimensions, say 1000.

Using a secure hash function H, as described for instance
in “Handbook of Applied Cryptography”, by Alfred J.
Menezes, Paul C. van Oorschot and Scott A. Vanstone, CRC
Press, 1997, the vector N(RO(S0)) is first hashed in some
applications where N is very long. Hashing produces H(NO
(RO(S0))), and HINO(RO(S0))) (or NO(RO(S0)) in the case no
hash is used) is then appended with optional external data
Opt related to the smart card application.

By “optional data”, it is meant that such data is not
necessary for the basic mechanism of the invention, but it
may be mandatory to use such data for some application.
The optional external information may be, for example, a
date of issue of the card, the card manufacturer’s name, the
name of the user of the card if known at the time the card is
created, functionality of the application, important informa-
tion such as how much money is carried in the card, etc.
Appending Opt or not results in a small number n=n(N(RO
(S0)), Opt), about 1024 bits long if Rivest-Shamir-Adleman
(RSA) signature is used, or less if elliptic curve-based
methods are used (e.g., such numbers may need to be
increased depending upon the designer’s needs and con-
straints).

The optional external data Opt can also be stored in the
smart card separately (unencrypted) and will need to be
stored this way in some cases when public key cryptography
is to be used.

Next, public key cryptography with associated encoding
and decoding functions V and V-1 are used (notice that in
all cases where public key cryptography is to be used, the
hash function used is preferably made public and/or will be
used in the reader). As is well known (e.g., see “Handbook
of Applied Cryptography”, by Alfred J. Menezes, Paul C.
van Oorschot and Scott A. Vanstone, CRC Press, 1997), the
function V=" is known publicly, but V is known only to some
party called “the owner” and is secret in the sense that it is
considered computationally infeasible to determine it from

































