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Guest Editorial
Smart Grid Communications

Nada Golmie, Anna Scaglione, Lutz Lampe, Edmund Yeh, Sean Smith, and Lang Tong

IN THIS SECOND edition of the IEEE JSAC Smart Grid
series, we continue to explore advances in communication

technologies that have the potential for improving energy ef-
ficiency and realizing the smart grid vision. We have received
a total number of 73 papers, and after a thorough review
and careful deliberations, we have accepted 15 articles. This
issue tackles important challenges with respect to smart grid
communications, such as interference mitigation in powerline
communications, information exchange for wide area man-
agement systems, energy service interface deployment, load
balancing, energy pricing, security, and privacy.
In “Impulsive Noise Mitigation in Powerline Communica-

tions Using Sparse Bayesian Learning,” J. Lin, M. Nassar,
B. L. Evans consider the use of narrowband power line
communications (PLC) in the distribution part of a smart
electricity grid. The authors present a suite of noise mitigation
methods and discuss their effectiveness based on simulation
results.
“Robust Decentralized State Estimation and Tracking for

Power Systems via Network Gossiping,” X. Li and A.
Scaglione, proposes a distributed and adaptive state estimation
scheme for power systems based on message passing, using
hybrid measurements from the Supervisory Control and Data
Acquisition (SCADA) system and Wide-Area Measurement
System (WAMS).
In “Energy Service Interface: Accessing to Customer En-

ergy Resources for Smart Grid Interoperation,” E. K. Lee, R.
Gadh, and M. Gerla, focus on the building and deployment
of two Energy Service Interface (ESI) testbeds, addressing
fundamental functional requirements.
In “nPlug: An Autonomous Peak Load Controller,” T. Ganu,

D. P. Seetharam, V. Arya, J. Hazra, D. Sinha, R. Kunnath, L.
C. De Silva, S. A. Husain, and S. Kalyanaraman discuss the
design, implementation and performance of a device, n-Plug,
that can be used to turn off deferrable energy loads during
peak usage.
In “Bidirectional Energy Trading and Residential Load

Scheduling with Electric Vehicles in the Smart Grid,” B.-G.
Kim, S. Ren, M. van der Schaar, and J.-W. Lee, investigate
distributed and game-theoretic approaches for load scheduling
that jointly considers appliances and EV energy trading.
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“Electric Power Allocation in a Network of Fast Charging
Stations,” by I. S. Bayram, G. Michailidis, M. Devestikiotis,
and F. Granelli, introduces methods to balance the electrical
load among different charging stations while considering their
optimal placement.
“The Role of Aggregators in Smart Grid Demand Response

Markets,” by L. Gkatzikis, I. Koutsopoulos, and T. Salonidis
proposes a layered market structure to implementing demand
response.
“Heterogeneous Delay Tolerant Task Scheduling and En-

ergy Management in the Smart Grid with Renewable Energy,”
S. Chen, N. B. Shroff, and P. Sinha, examines cost minimiza-
tion for an end-user, when equipped with energy storage and
energy harvesting devices.
“Demand Response Management via Real-Time Electricity

Price Control in Smart Grids,” by L. P. Qian, Y. J. Zhang,
J. Huang, and Y. Wu, proposes a real-time pricing scheme
that reduces the peak-to-average load ratio through demand
response management in smart grid systems.
“GreenCharge: Managing Renewable Energy in Smart

Buildings,” by A. Mishra, D. Irwin, P. Shenoy, J. Kurose,
and T. Zhu proposes a system architecture and optimization
algorithm, called GreenCharge, which combines market-based
electricity pricing models with on-site renewables and energy
storage to promote distributed generation.
The article by J. Kim and L. Tong titled “On Topology

Attack of a Smart Grid: Undetectable Attacks and Coun-
termeasures” investigates conditions and countermeasures for
undetectable attacks on a smart grid network topology.
“Sparse Attack Construction and State Estimation in the

Smart Grid: Centralized and Distributed Models,” by M. Ozay,
I. Esnaola, F. T. Y. Vural, S. Kulkarni, and H. V. Poor, presents
and evaluates a number of techniques for smart meter intrusion
detection and for energy theft prevention.
“A Multi-Sensor Intrusion and Energy Theft Detection

Framework for Advanced Metering Infrastructures,” by S.
McLaughlin, B. Holbert, A. Fawaz, R. Berthier, and S.
Zonouz, presents and evaluates a number of techniques for
smart meter intrusion detection and for energy theft preven-
tion.
“Increasing Smart Meter Privacy Through Energy Harvest-

ing and Storage Devices,” from O. Tan, D. Gündüz, and H.
V. Poor, uses an information theoretic approach to preserving
energy consumption information and user privacy.
“Distributed Privacy-Preserving Aggregation of Metering

Data in Smart Grids,” by C. Rottondi, G. Verticale, and C.
Krauß, describes an interface between electric meters and
external entities to collect user information without compro-
mising privacy.
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We thank the authors who responded in larger numbers to
our call for papers and contributed their work to the second
edition of this series. We are also indebted to the many
reviewers who took the time to provide insightful reviews. We
are grateful to Sue Lange and Laurel Greenridge for handling
the advertisement and publication details, Steven Low and
Martha Streenstrup for their guidance and invaluable advice.
We hope that you will enjoy reading this selection of papers
and invite you to contribute to future issues of our series.
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Sean Smith has been working on how building
trustworthy systems in the real world since be-
fore there was a Web; at Los Alamos, at IBM,
and (since 2000) at Dartmouth College. His book
Trusted Computing Platforms: Design and Applica-
tions (Springer, 2005) provides a deeper presentation
of this research journey; his book The Craft of
System Security (Addison-Wesley, 2007) resulted
from the educational journey. Sean has published
over ninety refereed papers; been granted over a
dozen patents; and advised over three dozen Ph.D.,

M.S., and senior honors theses.



IEEE JOURNAL ON SELECTED AREAS IN COMMUNICATIONS, VOL. 31, NO. 7, JULY 2013 1171

Lang Tong (S’87,M’91,SM’01,F’05) is the Irwin
and Joan Jacobs Professor in Engineering at Cornell
University,Ithaca, New York. He is also the Cornell
site direction of the Power System Engineering
Research Center (PSERC). Lang Tong’s current
research focuses on inference, optimization, and
economic problems in energy and power systems.
He received the B.E. degree in Automation from
Tsinghua University, Beijing, China, in 1985, and
M.S. and Ph.D. degrees in electrical engineering in
1987 and 1991, respectively, from the University of

Notre Dame, Notre Dame, Indiana. He was a Postdoctoral Research Affiliate
at the Information Systems Laboratory, Stanford University in 1991. He was
the 2001 Cor Wit Visiting Professor at the Delft University of Technology
and had held visiting positions at Stanford University and the University
of California at Berkeley. Lang Tong received the 1993 Outstanding Young
Author Award from the IEEE Circuits and Systems Society, the 2004 best
paper award from IEEE Signal Processing Society, and the 2004 Leonard G.
Abraham Prize Paper Award from the IEEE Communications Society. He is
also a coauthor of seven student paper awards. He received Young Investigator
Award from the Office of Naval Research. He was a Distinguished Lecturer
of the IEEE Signal Processing Society.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket true
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage false
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile (None)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Average
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Cadmus MediaWorks settings for Acrobat Distiller 8)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


