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Abstract. Establishing trust on certificates across multiple domains requires an
efficient certification path discovery algorithm. Previously, small eXewmpre
used to analyze the performance of certification path discovery. In thik, w
we propose and implement a simulation framework and a probabilityls&ae
model for systematic performance evaluation. Built from measuredsa col-
lected from current PKI systems in development and deploymentoges than

10 countries, our model is (to the best of our knowledge) the largestaiaal

PKI architecture to-date.

1 Introduction

Public key infrastructure (PKI) is a powerful tool for protag information. Current
development and deployment of PKI systems shows a trenddaaveemerging global
PKI, where individual PKI domains by governments, instdns, and enterprise estab-
lish trust relationships via cross-certification techggloHowever, as a PKI becomes
more complicated, so does the work required for validatingnaividual certificate.
The first step igertification path discoveryconstructing a “chain of certificates” that
connects the certificate in question to a trust anchor. Ih&lenging to locate appro-
priate resources to establish a candidate path and to nmitaichance of being valid.

The global PKI spans many countries and consists of many ihsm@As, reposi-
tories, and users. PKI protocols need to be robust in suctmglex network environ-
ment. By establishing trust relationships between domaness-certification confronts
us with a complex “certificate topology”. Moreover, usergliffierent PKI domains may
display completely different behaviors that may impacteffectiveness of PKI proto-
cols.

Previous analyses of certification path discovery focusedtiy on using small
examples to understand algorithm options. In this studyewveduate its performance in
the context of the emerging global PKI. The powersohulationallows us to model
such complex certificate topologies and to simulate réabguations. It also enables us



to explore a wide range of algorithm options and differerttuoek environments, and
to examine the effect of user activities as well. We make dfiewing contributions:

— We design and implement a PKI simulation framework for gahpurpose PKI
performance study. This framework implements classic&DR.PKI services and
is flexible to allow new types of models and performance stsidi

— We design and implementRathBuildermodule for this framework. This module
uses novel probability search tree models to simulate atyaof algorithm behav-
iors for certification path discovery.

— We model a global PKI architecture using measurement déitcted from current
PKI system deployment over more than 10 countries. To thiedbesir knowledge,
this is the largest simulated PKI architecture to-date.

— Using these tools, we evaluate performance of certificgiath discovery using a
range algorithm options. We show that the performance isigesto algorithm
options, PKI architectures, and user activities.

We hope to make our tools publicly available, as open source.

In the rest of this paper, Sect, 2 discusses the backgrouR&b$ystem and cer-
tification path discovery. Sect, 3 presents previous rebe&ect, 4 discusses our sim-
ulation framework for general purpose PKI systems. Sectséudses details of our
work on modeling certification path discovery and perforoeanalysis. Finally, we
conclude this work with discussions in Sect, 6 and 7.

2 PKI and Certification Path Discovery

PKI was first proposed [14] for securely distributing pulitieys. It has now evolved
to architectures providing comprehensive services fotipby certificates these ser-
vices include storing and retrieving certificates, mainitayj and updating certificate
status, and validating certificates. In a traditional X.500] PKI system, the certifi-
cate storage service is provided by a repository that sepgootocols for users to
store and retrieve directory information; the protocoldusgst commonly here is the
Lightweight Directory Access Protocol (LDAE3]. Thecertificate status information
(CSl)service communicates the validity status of certificateseAificate is typically
considered as “valid”, “revoked”, or “unknown”. Classi@dproaches to CSl includes
periodically updated data structures such asrdificate revocation list (CRLLO], and
online protocols such amline certificate status protocol (OCSR)/].

2.1 Certification Path Discovery

The user who tries to validate a certificate is referred teebsng party A certificate
validation service handlecertification pathssequences of certificates representing a
trust path to the certificate of interest. In such a sequéheéssuer of the first certificate

is called atrust anchor a trust anchor is an entity the relying party trusts by diéfau
The last certificate in the sequence is calledtdrget, the target certificate is the one
that the relying party is trying to validate. In a path, cang&e certificates are linked



together by having theubjectof the previous certificate match tigsuerof the next
certificate.

A certificate validation service is composed of two stagestification pathdis-
coveryand certification patialidation. The latter stage is well-established. RFC3280
defines an algorithm to validate a certification path. Bdlsicdne algorithm examines
each certificate in the path to decide if they satisfy all megliconditions. Unfortu-
nately, the algorithm for actual construction of candidzgdification paths is not well
defined. Several issues affect the practibility and efficyenf the certification path dis-
covery process; we now consider some.

PKI Architecture. One critical issue is the increasing complexityR¥I| architec-
tures a term we use to describe the organization of CAs and thest telationships. A
typical PKI domaindefines a set of certification policies to manage certifickiegs
local users. There could be sevetattification authorities(CAsh the system issuing
certificates. These CAs may form a hierarchy having a root $&38ingCA certificates
for subordinate CAs who in turn isseed entity certificatefor normal users. The root
CA is the common trust node for all subordinate CAs and usetfsi$ domain.

The introduction ofcross-certificatiorenables isolated PKI domains to efficiently
establish trust with each other. In cross-certification s@®m different PKI domains
certify to each other, so that relying parties are able taldish trust paths for certifi-
cates in remote PKI domains without changing their trushanconfiguration. Further-
more,bridge CAsare introduced to bring structure and efficiency to crossfiation.
Bridges ease the job for ordinary CAs by handling PKI polcéad other constraints
of cross-certification. Bridge CAs also help reduce the nemdb required certificates.
Without a bridge CAN domains need up t&% (N — 1) /2 cross-certificate pairs to es-
tablish trust with each other. A bridge CA reduces this nunibeV, where every CA
cross-certifies only with the bridge CA.

Currently, there are several bridge CAs in operation or wetggment. In the US,
theFederal Bridge CA (FBCA]B] cross-certifies with more than eight Federal agency
PKIls. TheHigher Education Bridge CA (HEBCAY] facilitates electronic communi-
cations within and between educational institutions ardkFa and state governments.
The SAFEbridge [20] sets up trust between members of the BioPharnsadation
and other enterprise and government PKlsrtiPath[3] is a commercially-managed
bridge CA connecting to enterprise PKIs of several aeraspampanies.

The trends toward bridging and cross-certification hagteremergence of a global
PKI architecture. However, this architecture creates nkallenges for certification
path discovery; algorithms must construct a path by traverdifferent PKI domains,
dealing with different PKI policies and handling differgarbtocols.

An algorithm to build certification paths within a PKI arabiture can choose one
of two directions: théorward direction(from the target to trust anchor) and tleverse
direction (from the trust anchor to the target). The field has seen s@iatd on which
direction is the best for certification path discovery. Ipaars that the forward direction
is mostly appropriate for hierarchical PKls. We assert thatchoice not only depends
on the topology of the PKI architecture, but also on otharésssuch as the availability
of resources that allow the algorithm to locate the appateriertificates.



Directories store certificates using tuples of the fdrmane, attri bute),
wherenane refers to the identity andt t ri but e describes the type of object re-
lated to this identity. There are several types of attrisuteeful for certificate retrieval.
The directory usesACertificateattribute to store all certificates issued to the CA by the
CAs in the same domain anterCertificateattribute to store all certificates issued to
the end entity. TherossCertificatePaiattribute has two elements. issuedToThisCA
element stores all certificates issued to this CA includirgganes by the CAs in remote
domains. ItdssuedByThisCAlement may contain a subset of certificates issued by this
CA to other CAs. All objects in the directory are indexed bg ttame and the attribute.
The response to the retrieval request will return a list gécts that satisfy the criteria.

Several private certificate extensions can be used to itedizaw to access services
related to the certificate. Th&uthority Information Access (AlAhdicates how to ac-
cess services by the issuer of the certificate. We can use d\Bpécify the address
of the directory where users can retrieve directory enfoeshe issuer. The AIA can
also specify a list of CAs that have issued certificates t® igguer. SimilarlySubject
Information Access (SlA9xtension indicates how to access services by the subject of
the certificate. Although properly defined, these directtdtyibutes and certificate ex-
tensions are not fully populated in practice. This makedfiicdlt for the discovery
algorithm to locate appropriate certificates for the patitding procedure.

Optimizations. Often, the discovery algorithm faces choice of brancheswildd-
ing a candidate path in the certificate topology. Severahopation techniques have
been proposed to help reduce wrong choices in order to sge#teiprocess. For in-
stance, checking signatures and revocation status earlhela eliminate bad certifi-
cates early, rather than after we have used them to build dicate path. However,
trade-off exists, since the algorithm spends extra time r@sdurce for these opera-
tions. Another approach is to prioritize branches to mazinthe chance of sucessful
discovery. For instance, theertificate Path Library (CPLJ4] used by theCertificate
Arbitrator Module (CAM)[21] defines a list of criteria to set priorities for branches

We realize that many of the optimizations deserve more abhesfluation. Recall
that in X.509 certificates, the issuer and subject are utygdentified by theirdistin-
guished names (DNsPNs are an ordered list of naming attributes. Each atteilisit
called aRelative Distinguished Name (RDN)he usage of RDNs tend to be meaning-
ful to the local PKI system. One may declare that certificttes match more RDNs
between the subject DN and the issuer DN should have pridnitgther words, the
algorithm expects that the issuer and the subject of a catiiin the local PKI do-
main have similar distinguished names, and the algorithefieps to stay in the local
PKI domain. It is unclear how effective this optimizationimspractice. This is yet an-
other reason why we need a systematic way to evaluate it dsasether proposed
optimizations.

3 Related Work

Prior research has analyzed certification path discovengusmall examples. Elley
et al. [6] stated that optimizations in path constructioa @aluable. They presented
a comparison of two directions for path building (forward wsverse), analyzed the



advantages and disadvantages of each approach, and cahtthad building in the re-
verse direction is often more effective than building in thevarding direction. Lloyd
published a white paper [15] that discussed options forctffe and efficient certifica-
tion path construction algorithm. He specifically pointed that the forward direction
is best suited for hierarchical trust models and the reveirsetion is best suited for
distributed trust models; he also suggested that buildiapth directions and meeting
in the middle might be a good approach. Russell et al. andlffm=performance issues
for constructing and validating long certification pathsimoss-domain PKI systems,
and proposed the concept of virtual certificates and syisteettificates to avoid re-
constructing and re-verifying certification paths [19].1lde these studies, we quantify
the performance of the algorithm and evaluate differending options using simula-
tion. (Our work also has the side-effect of producing a satiah tool that can be used
for subsequent analyses as well.)

Some researchers have tried systematic approaches taevBkil systems. lliadis
et al. presented a mechanism-neutral framework for theiatiah of CSI mechanisms
[11,12]. The authors proposed a complete evaluation frarethat consists of man-
agement, performance, and security criteria. This germrglose framework can be
used to evaluate many different types of CSI systems. Wnfately, this system fails
to provide quantitative analysis.

Simulation was used for CSI system evaluation Bmes implemented a simula-
tion to evaluate certificate revocation performance [1k slmulation model contains
a set of simulation input and output variables, and the nsodséd these variables to
compute intermediate variables. However, the simulatiodels are strictly controlled
by formulas. The network environment and user activitiesrant included.

Mufioz et al. implemented CERVANTES, a testbed for certificatidation [16].
This is a Java platform that allows researchers to develaptest their own “real”
revocation systems and to analyze the temporal behavibesmbdel makes a few as-
sumptions about configurations, including population ,siatency, and connectivity.
The testbed is configured with a CERVANTES server and a fesntdigenerating sta-
tus checking requests. This testbed approach is moretie#tian the simulation model
by Arnes in that it has real implementations and it takes intwant the network envi-
ronment. However, it is limited by the scale of experiments.

4 PKI Simulation Framework

We design and implement a simulation framework that is clepafonodeling PKI pro-
tocols and services in network environments. We focus olizieg several important
features for this simulation framework—power, flexibilignd scalability.

The framework should bpowerful to model various PKI protocols such as cer-
tificate issuance, revocation, and validation. It shoulddia different types of network
topologies and environments. It should also include difféuser activities, since PKI
systems involve both computer systems and users.

The framework needs to lkexible to allow users to add new simulation models of
protocols and configurations easily. For this purpose, veigdethe simulation frame-
work using modules to provide flexible interface for modetnssto model their own



protocols. Several basic modules serve as the buildingkbldthese modules provide
flexibility to improve the functionality easily.

We also need the simulation framework todzalableto handle large-scale network
environments, large relying party populations, large nends certificates, and compli-
cated certificate topologies. For this purpose, we desigrsitmulation framework to
allow modeling using different levels of abstratctions.

Given these modeling requirements, we &&FNe{18], the Java-based network
simulator, to build the framework. SSFNet is good at modglarge-scale networks. It
is able to model protocols at packet level as well as at thednitevels. Théddomain
Modeling Language (DMLJ5] provided by SSFNet is a powerful tool to configure a
variety of protocol behaviors. Furthermore, the modulaigie of SSFNet allows us to
add more modules for PKI protocols.

The simulation framework models major services by a germrgdose X.509 PKI
system. There are five primary components: certificatesagtoand retrieval services,
CSil services, PKI architectures, and certificate validesiervices. Each of these com-
ponents is implemented as an independent module with aliédriierface. The simula-
tion implements basic functionalities. At the high levéke tPKI simulation framework
consists of four major components—PKI Data, PKI Entities] Pkotocols, and Net-
work Topology. Each component is a module that provides afsainfigurations that
allow users to specify the behaviors and parameters.

The PKI Data module specifies data forms used in a PKI system. We implement
certificates and CRLs. The PKI Data module provides a flexédel of abstraction for
modeling. It can be as detailed as the certificate/CRL fieddimed by X.509 profile. At
the other extreme (when model users do not care about therderin a certificate/ CRL
at all), the “length” parameter can be used to model theedtta structure.

The PKI Entities module manipulates PKI data. The module has built-in suppor
for three basic PKI entities—relying parties, CAs, diresr

The Relying Partysubmodule fulfills any task by end entities in a PKI system, in
cluding requesting certificate issuance, requestingfioattie revocation, retrieving data
from a directory, and validating certificates. Relying mgEtmay have a local cache to
store the retrieved certificates and CRLs. Furthermore,relying party submodule
can model common features as well as differences of entirmgeparty population in
a PKI domain. Thus one relying party module may representymalgiing parties at a
time.

The Certification Authoritysubmodule models basic functionality by a CA, such as
issuing certificates, manipulating data in directoriesl ealidating certificates.

TheDirectory submodule models the database of certificates and CRLgposts
data access protocols such as LDAP. The database grantemnlyagrivilege to rely-
ing parties and full privilege to CAs on their own data. Theediory model supports
several popular directory attributesACertificate userCertificatecrossCertificatePair
andCertificateRevocationList

The activities or behaviors of PKI entities are configured eontrolled by thd°KI
Protocols module. We have identified four categories of protocols—igguaertificates,
revoking certificates, storing and retrieving certificatasd validating certificates. We
have implemented their basic functions In SSFNet, eachdurgtins grotocol graph
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Fig. 1. The demonstration of example protocol graphs for each tyKbentity. The
basic communication protocol is LDAP.

representing the network protocols that are supported eyhtst. Fig. 1 illustrates
typical types of hosts in this framework and typical supedrprotocols. Advanced
protoocls for issuing, revoking, and validating certifestely on the LDAP client pro-
tocol.

The PKI protocol module models protocol behaviors and peeduthe resulting
performance overhead. In our implementation of LDAP, fatémce, the LDAP client
can send LDAP requests to corresponding LDAP server to stgiata. This procedure
also produces related performance data such as networicyatsnd the amount of
transmitted data.

Finally, all PKI protocols operate with the help of thistwork Topology module.
Model users can use DML to configure any type of network togpl@V/e suggest a star-
shaped network topology that can be easily scaled to a lamyder of PKI domains.
The network is centered around a number fully connectearsutnning inter-domain
routing protocol, BGP. They establish the “routing corefieTrouting core connects all
the PKI domains in. Each PKI domain forms a subnetwork wiloivn administration
policies.

Within one PKI domain, users may configure any type of netwogdology with
the choice of PKI-related entities and protocols. For destration purpose, we use
a simple configuration. In each PKI domain, one directoryeeithe entire PKI do-
main. Multiple CAs share this directory. One relying pamypresents the relying party
population in the PKI domain. All PKI entities are directlgrmected with the border
router.

Monitoring and Measurement. In order to measure performance of PKI protocols
and activities in the simulation framework, we design a $ahonitoring options for
monitoring a simulation run. Model users can turn on a suliisiste options to observe
the desired types of behavior. Current implemented opgapgort five types of events:
(1) LDAP states; (2) LDAP data sending and receiving; (3gtisetting and expiration;
(4) directory data changes; and (5) message sending andingce

Limited by space, we omithe detailed list of monitoring operations in this report.
Basically, model users can print output in ASCII form or stitras a binary record.
We design the records to cover as much information as pes$itidel users can use

3 Full details can be found in [24].



such measurement data to produce meaningful results, suble aumber of requests,
the timing of requests, the data size for each request, anddtwork delay for each
request.

5 Evaluating Certification Path Discovery

PathBuilderis a special model for evaluating certification path discgvBathBuilder
models the behavior of the algorithm and relies on the PKutation framework to per-
form network activities. This section discusses the desigpathBuilder and presents
the performance results.

5.1 PathBuilder Model

In designing the PathBuilder model, we need to take into aaceeveral important
issues. PathBuilder should be able to model the trials amusethat occur during cer-
tification path discovery. Furthermore, PathBuilder sddwdndle large-scale models, a
variety of building optimizations, and user activities.

The PathBuilder module is part of thgert Val i dat or protocol, a new pro-
tocol model that handles the certificate validation prochsshe protocol graph of a
host, it resides on top of the LDAP Client. There are four riyrmodules in the Path-
Builder: the Certificate Topology module, the Search Treelui® the Build Options
module, and the Monitoring module. The Search Tree moduleisentral component.
The Certificate Topology and Building Options modules camfégthe behavior of the
Search Tree module. The Monitoring module handles the erpetal output produced
by the Search Tree module.

Certificate Topology. The Certificate Topologynodule is shared by all PathBuilder
instances. It configures the complete certificate topokodiathBuilder instance may
configure its own partial view of the certificate topology,iathis decided by the local
certificate cache of the host.

Search Tree.The Search Treanodule is the central focus in our design. As we
have discussed in Sect, 2, the certification path discoveggss is similar to exploring
a graph. In fact, we can use a search tree to represent atieshtbiat the algorithm has
when traversing the certificate topology. The root is tha g@int of path building. Each
branch in the tree represents a certificate. A candidatdicatipn path (if it exists) is a
path in the tree that connects the root with a leaf. The ceatifin path building is the
procedure that the algorithm walks in the tree to find thifip@n reaching a node in the
search tree, the algorithm retrieves certificate inforamagither from the local cache
or from the remote directories. The latter case involves PDAquests and responses,
which thus introduce network latency and data transmissvenhead.

Following this logic, we model the procedure of building atifieation path in four
phases: constructing a search tree, assigning probesilith branches, tree walking
with probability, and generating LDAP requests.

In phase one, the model generates a search tree based omfigeiedion para-
meters: trust anchors, target, and the building direcfitve algorithm may construct a



search using &orward search tre@ooted at the issuer of the target oreaerse search
treerooted at the relying party’s trust anchors.

In phase two, the model assigns probabilities to each bramitte tree; the proba-
bility on a branch represents the likelihood that that egtie is chosen as the next step
in the tree walk. Unless we are considering prioritizingth@nches, each child branch
from an internal node has equal probability to be chosen.

The third phase is the actual tree walking process. Thisge®e the depth-first-
search that chooses branches according to their proledil&t each step, the model
randomly chooses a branch based on the assigned prolestilitailable branches have
positive probability assignments. Once one branch is ahatsgorobability is set to zero
so that it won't be considered in the future; consequertily,nhodel needs to adjust the
probabilities of the remaining branches to maintain thewniy relation. This process
ends when a candidate certification path is found or whenrttiredree is explored. In
the case where multiple candidate certification paths,existone of them satisfies the
termination condition.

In the last phase, the log of tree walking is sent to the Meimigpmodule. The model
also translates this log into a sequence of LDAP requesterdior CA certificates or
for cross-certificate pairs. For the certificates that doeast in local cache of the
relying party, the model passes a request list to the LDA&Ntlprotocol, which then
executes these requests and produce corresponding penfcermeasurement.

Build Options. Our Build Optionsmodule handles build options: criteria to distin-
guish branches and change the way the probabilities gefreeskiThere are a variety of
build options, each of which has its own properties and featuOur analysis indicates
that we need to model them case by case. For one example, theil@plementation
requires that certificates matching more RDNs within theés©DN and the subject
DN have priority. We denote this option as tREN matching optionUsing the RDN
matching option, the model assigns positive probabilitiethe branches with the high-
est matching number. The rest of the branches all have zebability.

Monitoring. The Monitoring module outputs any types of events related to Path-
Builder. There are mainly three types of events: (1) seawsh gtatistics, such as tree
size, tree height, etc.; (2) LDAP retrieval activities; a8 performance, such as net-
work latency and amount of data transmission.

5.2 Experiment Configurations

In this section, we present simulation experiments thattiisesimulation framework
and PathBuilder module to evaluate the certification patbaliery algorithm. The ex-
periment settings contain a set of configurations of the kitimn model and a new
protocol module that invokes the certificate path buildingcpesses.

Certificate Topology We design a certificate topology based on both current state
and future directions of PKI deployment. To the best of oundedge, this certificate
topology is the first systematic attempt to model the emegrgiobal PKI architecture.

It is also the largest simulated PKI architecture model, exptesses the current major
efforts in building a bridge-to-bridge environment for P&ystems. The configured
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Fig. 2. The configured certificate topology for experiments. Thelogy is a combina-
tion of current deployment and future plans. Each CA withl&isseued certificate can
be treated as a trust anchor. The unique ID for each CA is ffle:t(domainID, calD).
We assign an index number to each CA in the model for simpléementation.

PKI architecture models 5 bridge CAs, 51 PKI domains with @fi8nary CAs, and 30
million certificate users over 13 countries.

The certificate topology for our experiment is illustratadig. 2. We use the four
principal bridge CAs (FBCA, HEBCA, SAFE, and CertiPath)as tentral piece in our
experimental certificate topology. We configure the impleted or prototyped cross-
certification relationships between them. We also addedi8eHigher Education Root
(USHER)[22], a large sector CA in development. These bridge CAs heass-certified
with many PKI domains for government agencies, institigjosnd enterprises. Our
configuration is mostly based on the current deploymenasdn. We have obtained
complete data about FBCA and government agency PKI systeahsrpss-certify with
FBCA. For systems that we could not get information for, weragimate each as a
simple hierarchy that has one root CA. We use the same sjredamnfigure architec-
tures of other PKI domains.

Besides PKI systems in the United States, we also try to nibéetonnections to
the PKI systems in other countries. EuroPKI [7] is curremtlsoot CA in Europe that
connects many PKI systems from several countries. We mbdsla bridge CA in our
certificate topology to further expand the scale and to pteldat PKI systems in Europe
may cross-certify with FBCA in the future. We also expandttiigology to cover PKI
development in South America. The PKI domain number 35 shiowfig. 2 is the
current Brazilian PKI system for all government agencies @mterprises [2]. This PKI
system may cross-certify with HEBCA in the future. Finallye certificate topology
is configured with DNs of CAs. They are partially configureihgsthe collected data.
The configuration of user population size is based on the awatibn of measurement
data and random assignment.



Configuring PKI Simulation Framework We use the simplest network configura-
tion to minimize the impact of network protocols on the dardtion path discovering
process. Each PKI domain has one router, one directory, m@dedying party sending
out certificate validation requests. For these path-mgidixperiments, all certificates
are configured statically. As one Relying Party module motied entire relying party
population in a PKI domain, we use the configured local pesfee rate to generate ran-
dom target certificates for the experiments. Each relyintyeas one trust anchor—its
root CA in local PKI domain.

5.3 Performance Results

In this section, we evaluate performance of certificatioth ghiscovery by comparing
building directions and building options. We conduct thawdation experiments with
10 runs. The standard deviation of experiment results sstleen 5%. Thus, the mean
value is sufficient for presentation.

Forward vs. Reverse Table 1 compares the performance by building directions. In
terms of search tree properties, the reverse search tresggaificantly larger. Experi-
ments show that the average tree size is doubled. And theseesearch trees are flatter
according to the path length measurements. Overall, fahs@arch trees are more ef-
ficient than reverse search trees. This result is reasogakda that the experimental
certificate topology is mostly hierarchical except in thatee where bridge CAs are
cross-certified with each other. The forward direction emters only one choice when
exploring a hierarchy from a leaf to the root. On the otherdhdhe reverse direction
needs to handle many branches going from the root to a leaf.

Both directions generate similar number of LDAP requestsfe target certificate.
In some cases, the forward direction fails to retrieve fiesties from the cACertificate
attribute, then tries to search for issuedToThisCA elenoéret cross-certificate pair.
Thus, one tree walk step may need two LDAP requests. Nomsthethe forward di-
rection still out-performs the reverse direction. The ratatency and the amount of
data transmission is smaller for the forward direction.

Property \Forward Reverse Property Forward Reverse
avg_tree_size| 313 69.1 # LDAP requests 36.2 40.0
avg_num | eaf 26.9 55.9 # retrieved CA certs | 18.2 0
max_path_l en 3.9 4.9 # retrieved x-cert pairs 81.5 152.8
m n_path_l en 2.8 2.3 building delay 7.7s 9.1s
avg_path_len 3.6 3.7 data size 89.8KB 122.19KB

Table 1. Properties and network performance of the forward seaesh 5. reverse
search tree.

Local Preference.In this set of experiments, we vary the local preferenceirate
the range of 0.2 to 0.9. We found that for both building dii@ts, the performance
overheads decrease linearly as the local preference maeases. This makes sense.
Local targets require shorter certification paths. If thisrenly one CA in the PKI
domain, the issuer of the target is the same as the relying'paust anchor.
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Fig. 3. Network performance by each certification path buildingcess.

Fig. 3 illustrates the performance results for network apiens. We notice that the
reverse direction leads to slightly more data transmisaiwhlonger network latency,
although the resulting number of LDAP requests is similahtforward direction. On
average, the reverse direction requires about 16% to 24% daia transmission. The
reverse direction relies on retrieving cross-certificategg LDAP server will respond
with all certificates issued to and issued by a CA. In gen¢hal returned amount is
larger than retrieving data using only cACertificate attté

RDN Matching Option. Next, we examine how the RDN matching option helps
to improve performance, especially for the reverse dioactLimited by our collected
data, the certificate topology does not have a configurethdisshed name for every
entity. We thus assume that the RDN match value is zero iétisamo DN for either the
issuer or the subject.

Fig. 4 shows the impact of the RDN matching option. The RDNatmiaig option
helps in reducing the number of retrieved cross-certifipaties for the reverse direc-
tion. The average 11% improvement suggests that the RDNhingtoption helps the
reverse direction by avoiding some CAs with a large numbdrafches. Thus, the al-
gorithm spends less time in exploring hierarchies from tw to the target. However,
the RDN matching option does not reduce the amount of datartiission significantly.
The amount of data in each cross-certificate pair retri@sgonse is still a leading fac-
tor. On the other hand, the RDN matching option has no ndtieeanpact on path
building in the forward direction. The forward directionlpencounter branch choices
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Fig. 4. Performance with RDN matching optimization. “Forward” dRéverse” denote
tree walks without optimization. “*-RDN” denotes the parftance by RDN matching
optimization.



when dealing with bridge CAs. These CAs typically have catedl different DNs and
RDN elements. The RDN matching option cannot reduce the euwitchoices.
Overall, simulation experiments with the RDN matching opthave shown that it
can help speed up the certification path building proceskarrdverse direction. The
improvement is limited, however; the forward directiontil snore efficient.

6 Discussions

Using our simulation models, we have just scratched theaserin understanding the
performance of certification path discovery. Yet, we havelensome important obser-
vations. In this section, we discuss these observation$uatiter make suggestions on
efficient certification path discovery.

First, the performance difference from building directiogavily depends on the
architecture of certificate topology. The emerging globil Pontains a few bridge
CAs and a number of hierarchical PKI systems. This architectavors the forward
direction. In practice, we suggest that the algorithm sthaske the forward direction as
much as possible. To further make the tree walk process nffeiee, we suggest that
relying parties set their trust anchors close to the edgkeif local domains.

The hierarchical structure of local PKI domains favors apgraach if it explores
the local PKI domains bottom to top. We suggest that buildiregcertification path in
both directions and meeting in the middle may be the bestcehdihis approach not
only maximally takes advantage of the hierarchies, but aignificantly reduces the
number of branches to explore when the algorithm is workinthé center area of the
certificate topology where multiple bridge CAs cross-égnvith each other. Starting
from both the target and the trust anchor, the algorithmlduieaches the center area
from both directions. At this point, the algorithm has dieced two neighbor sets that
may possibly contain several bridge CAs. By comparing theseneighbor sets, the
algorithm may be able to discover the common node or the tdirdcbetween them
quickly.

How does the algorithm decide when to pause for meeting?eTduer several ap-
proaches. One approach is to examine the DNs. The suddegelodrsimilarity in
DNs indicates that the algorithm may have just crossed theadery of a PKI domain.
Or, the algorithm looks for self-issued certificates, tyflic issued by the root CA of
a hierarhical PKI domain. In general, the algorithm has dyfgiood sense on when it
crosses the boundary.

Second, we observe that a building optimization as simpleeaRDN matching op-
tion can help improve performance if buiding in the reverisediion. The savings come
from the reduced number of cross-certificate pairs retddvem directories. Besides
the RDN matching option, there are many other possible opditions. In general, if the
reverse direction is necessary, any build option that helggce the number of choices
when exploring the certificate topology can significantlynove the performance. For
instance, Elley et al. [6] suggested that name constramitgalicy processing are two
important optimizations. We expect these optimizationg reduce the network latency
as well as the amount of transmitted data.



Lastly, the relying parties’ certificate usage patternsigicantly affect the perfor-
mance. The simple criterion of local preference rate showgsdifference. We suggest
that deployer of the algorithm obtain a good understandfrigeocertificate usage pat-
tern. If relying parties make frequent requests regardaiiglating certificates in remote
domains, the deployer may need to explore approaches tanmaithe performance
impacts. For instance, one can choose to carefully deplaificate caches to store cer-
tificates and revocation information as much as possiblesiield also try to maintain
the maximal availability of these caches to relying partesart organization of the
information in the cache can help too. For instance, Coeeftmplemented an online
certificate validator that is able to return a sequence dificates that may lead to the
most efficient certification path in Federal PKI systems [13]

7 Conclusions

In conclusion, we use simulation to evaluate performanceedification path discov-
ery. We have implemented a simulation framework suitabtepfrformance studies
of general-purpose PKI systems. It provides facilities toded data structures, enti-
ties, protocols, and large-scale network environmentas$ital X.509 PKI services
are implemented in the framework. The flexible interfacehi$ framework enables
researchers to evaluate new protocols or services in thdatied environment. We de-
sign a novel search tree model to simulate certification giztovery. Probabilistic tree
walking is an effective technique to model a variety of aitjon options.

In our performance study, we examined several exampleittigooptions and their
impact on performance. Given the current situation of PKllogment and our exper-
imental results, we suggest that building certificatiorhpatboth the forward and re-
verse directions is the best choice. We also have shownltbasing certificates smartly
can help improve algorithm efficiency significantly.

We are just getting started on understanding the perforenand®KI services in
complicated systems. In the future, we plan to extend thermxents to quantify the
performance of the “meet-in-the-middle” approach and tgl@e more algorithm op-
tions, such as name constraints and policy mappings. Weaisitl examine the algo-
rithm in more realistic environments, e.g., varying numbELDAP servers for each
domain, allowing the certificates to be issued or revokeadyinally, configuring more
trust anchors for each relying party, or allowing relyingtjs cache some certificates
and certificate status information. In the long run, we canthe simulation framework
not only for performance evaluation, but also for other pggs, such as risk analysis.
The framework can be used to model attacking scenarios skdnanagement system
to help us understand the security of current PKI design.
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