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Abstract

Shibbolethis afederatedadministratedsystemthatsupportsinter-institutionalauthenti-

cationandauthorizationfor sharingof resources.SPKI/SDSIis a publickey infrastructure

whosecreationwasmotivatedby theperceptionthatX.509is toocomplex and�a wed.This

thesisaddressestheproblemof how usersthatarepartof a PublicKey Infrastructurein a

distributedcomputingsystemcaneffectively specify, create,anddisseminatetheirAttribute

ReleasePoliciesfor Shibbolethusing SPKI/SDSI.This thesisexploresexisting privacy

mechanims,aswell asdistributedtrust managementandpolicy basedsystems.My work

describesthe prototypefor a Trust ManagementFramework calledSPADE (SPKI/SDSI

for Attribute ReleasePoliciesin a Distributed Environment)that I have designed,devel-

opedandimplemented.The principal resultof this researchhasbeenthe demonstration

thatSPKI/SDSIis aviableapproachfor trustmanagementandprivacy policy speci�cation,

especiallyfor minimalisticpoliciesin adistributedenvironment.
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1 Intr oduction

1.1 Moti vation

Accordingto [Clarke],

“The Internethasfacilitatedgrowthin thedevelopmentof distributedcomput-

ing systems”.

In orderto handlethe large numberof usersin thesesystemsin anef�cient manner, scal-

ablesecurityschemessuchasa Public Key Infrastructure(or PKI) have beendeveloped.

Today, theX.509Public-Key Infrastructurehasemergedasthedefactostandardfor PKIs.

However, recentlySPKI/SDSI[Ellison2] is anotherPKI standardthathasbeenproposed.

SPKI/SDSIis motivatedby theperceptionthatX.509is toocomplex andlackingonanum-

berof issues,suchasits lack of supportfor authorization.

As usersaccessmoreandmoreresourceson theInternet,onlineprivacy hasnaturally

becomea majorconcern.Accordingto [wwwP3P],

"Consumerpolls haveconsistentlydemonstrated that privacy protectionis a

signi�cant concernand are expressingconcernaboutwhat data is collected

fromthem."

Individualswant morecontrol over how their personalinformationis gatheredandused.

This type of privacy is called Data Privacy or Information Privacy which accordingto

Jeffey Sheldonin[Sheldon] is,

“the concernaboutan individual's control over personal informationabout

himor her.”

However, usersareoftenwilling to disclosepersonalinformationonlinein orderto obtain

extra services.At thesametime, the temptationto releaseinformationmaybedamaging
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to theorganizationor theinstitutionthattheuserandhis attributesarea partof. Thus,not

only is thereaneedfor amechanismby whichausercanspecifyhisprivacy preferencesor

policy, but alsofor amechanismby whichanorganizationor institutioncanspecifyits own

privacy preferencesor policieswhich areapplicableto its differentusersactingin varied

roles,andwhich canserve asa �lter or overwrite a user's potentiallydamagingprivacy

policy.

Shibboleth[ShibDraft] is a federatedadministratedsystem(whereauthenticationand

authorizationis handledby both the origin site andthe resourcesite) that supportsinter-

institutionalauthenticationand authorizationfor sharingof resources,available to users

from thoseinstitutions. Shibbolethassumesthat usersemploy standardweb browsersto

accesstheseresources.Shibbolethsecurelytransfersattributesaboutauserfrom theuser's

origin site to a resourceprovider site. Shibbolethplacesa large emphasison userprivacy

and even allows its usersa choicein what informationgetsreleasedaboutthem and to

which site. This, therefore,placestheresponsibilityof balancingaccessandprivacy in the

handsof theuser.

This thesisaddressesthe problemof how usersthat arepart of a Public Key Infras-

tructurein a distributedcomputingsystemcaneffectively specify, create,disseminateand

changetheir respective Attribute ReleasePoliciesfor ShibbolethusingSPKI/SDSI.This

thesisexploresexisting privacy mechanims,aswell asdistributed trust managementand

policy basedsystems.I describetheprototypefor a TrustManagementFramework called

SPADE (SPKI/SDSIfor Attribute ReleasePoliciesin a Distributed Environment)that I

have designed,developedandimplemented.Theprincipal resultof this researchhasbeen

thedemonstrationthatSPKI/SDSIis a viableapproachfor trustmanagementandprivacy

policy speci�cation,especiallyfor minimalisticpolicies.
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1.2 Problem Statement

My solutionaddressesthefollowing problem:

“How mightanindividualuserof anorganization'sdistributedsystem(suchasits public

key infrastructure)specify, createanddisseminateanAttribute ReleasePolicy (ARP) that

canbe usedby the the Shibbolethsystem,andhow doesthat ARP interactwith the host

organization's own ARP?”

1.3 My contribution

My work includesthedesign,developmentandimplementationof a prototypeof SPADE

(SPKI / SDSI for Attribute ReleasePoliciesin a DistributedEnvironment). The SPADE

infrastructureconsistsof logically dividing aninstitutionor organizationinto domainsthat

mayalsocorrespondto physicalor structuraldivisions,suchasprojectgroupsor academic

departments.Eachsuchdomainis de�nedby anadministratorwhois in chargeof distribut-

ing andmanagingtrust for thatdomain,anda groupof userswho belongto thatdomain.

Userswithin theorganizationmaybemembersof morethatonedomain,but administrators

mayonly beaf�liated with onedomain.Trustis establishedandmanagedusingSPKI/SDSI

publickey certi�cates.

I have connectedSPADE to a Shibbolethtestdeploymentat Dartmouthfor my initial

demonstration.SPADE actsasan extensionof the ShibbolethAttribute Authority (AA).

Whenstandardrequestsfor userattributescomeinto theAA, they areredirectedto SPADE

whichcontactstherelevantuserdomainandobtainstheuser'sARP. ThisARPis combined

with otherARPsin the organizationby obtaininga chainof certi�cates(whereeachcer-

ti�cate is anattributereleasepolicy) from therelevantdomainsof theorganizationstarting

with the individual domainuserandhis administrator. TheseARPsareintersectedto de-

rive the �nal ARP. By extendingtheAA function in this way, this work doesnot involve

modifyingany partof theShibbolethstandard.
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I have modi�ed andusedSPKI/SDSIcodedevelopedat MIT [MIT] for a main part

of my work. ImportantadditionsI have madeincludewriting the tag intersectionlibrary

which follows theSPKI/SDSIstandard[Ellison2], whichwasnotwrittenpreviously.

I have alsoimplementeda web-basedGUI thatallows thedomainusersandadminis-

trator to log on andmanagetheir policies. For theadministrator, this involvesauthorizing

new usersin thesystem,creatingdefaultattributereleasepolicies,andcreatingrolesfor the

differentusersto beassignedto. A usermayusetheGUI to createandmodify hisattribute

releasepolicy.

Theprincipalgoalof SPADE is to show theviabililty andeffectivenessof usingSPKI /

SDSIasabasisfor adistributedtrustsystemfor specifyingandconveying policies.

1.4 ThesisOrganization

This thesisis organizedasfollows:

� Chapter2 discussesthebackgroundto this work. This includescerti�cate standards

suchasX.509andSPKI/SDSI.I alsodiscussprivacy, policy conceptsandtheShib-

bolethsystem

� Chapter3 describesthecharacteristics,designandimplementationof SPADE.

� Chapter4 describesrelatedwork donein this area. Theseincludeprivacy mecha-

nisms,policy languages,andtrustmanagementsystems.

� Chapter5 providesa summaryof my work

� Chapter6 concludesthethesiswith a discussionof opportunitiesfor futurework in

thisarea.
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2 Background

2.1 Privacyconcepts

Securitytechnologiesand the protectionof individual's privacy are closely intertwined.

While anorganization's privacy goalsmaybeexpressedusinghuman-readable,machine-

enforcablepolicies(suchasShibbolethAttribute ReleasePolicies),securitytechnologies

aretypically responsiblefor enforcingthosepolicies. But securitytechnologiesmay also

be appliedmore broadly, to problemsof authenticationand authorizaton. Someof the

commonde�nitions of privacy relatedtermsareenumeratedby Paul MadsenandCarlisle

Adamsin [Madsen1], andaregivenbelow:

“ Con�dentiality refers to keepingsensitiveinformationsecret and protected

from inappropriate viewing. Privacy requires that the con�dentiality of user

informationis protectedbothin transitandin storage.”

“ Authorization refers to theprocessof determiningwhatan individual is al-

lowedto do.”

“ Authenticationrefers to proving that individualsare indeedwho they claim

to be.”

“ Privacyof userinformationrequires: 1)Protecteddatastorage, 2)Authenti-

cationandauthorizationof requestingapplications,and3) Con�dentiality of

transmitteddata.”

2.2 Policy concepts

Accordingto N. Dulayetal in [Dulay],

“ A Policy is a setof rulesthatgovernthechoicesin thebehaviorof a system”

Typically, policiesin systemareof two types,asmentionedby J.Vollbrechtetal in [Vollbrecht]:
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1. Security policies: Thesespecifywhattheresponseto aqueryshouldbein asystem.

2. Managementpolicies: Theseoverseethesystemandspecifyhow a querymustbe

handledin orderfor asecuritypolicy to beappliedto it.

Thereexistsastrongrelationshipbetweenauthorizationandpolicy. Authorizationisusually

grantedor deniedbasedon a policy. In orderfor policiesto beeffective in decidedautho-

rization,they mustgothroughthreesteps,asmentionedby J.Vollbrechtetal in [Vollbrecht]:

1. They mustbe retrieved. Policiesmaybedispersedthroughtheorganization.They

areretrievedusingaPolicy Retrieval Point (or PRP).

2. They mustbe evaluated. Rulescommonlyexists for combiningpoliciesandsets

of policies. Theseareusedto evaluatethe policy andreacha decision. Theseare

commonlydoneat aPolicy DecisionPoint (or PDP).

3. They mustbe enforced. This usally entailsgrantingor denying an authorization.

This is doneat aPolicy EnforcementPoint (or PEP).

2.3 Public Key Infrastructur es

Accordingto CharlieKaufmanet al in [Kaufman],

“A Public Key Infrastructure (or PKI) is a collectionof mechanismsfor creat-

ing, distributing andusingpublickeys”

The main purposeof a public key infrastructure,asthe namesuggests,is to specifyhow

namesandattributesshouldbe boundto public keys. This is doneby usinga public key

certi�cate which is a signedstatementbinding 'something'to a public key. Typically, in

any PKI, therearetwo typesof certi�cates - an Identity Certi�cate andan Authorization

certi�cate. An Identity Certi�cate usuallybindsa public key to a name.An Authorization
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Certi�cate bindsapublic key to attributesandsigni�es anauthorizationor privilegethatis

meaningfulto thesignerandsomesetof interpreters.

Of theexisting PublicKey Infrastructuresin usetoday, X.509certi�catesarethemost

widelyused,andhaveemergedasthedefactostandard.X.509usesdesignatedCerti�cation

Authorities(or CA) thathave theauthorityto signpublic-key certi�catesfor entitiesin the

system.TheseCAs thusactas' trust roots' andverify thatanentity (usuallya user)is the

rightful holderof aparticularpublickey.

More recentpublic schemesproposed,suchasSPKI/SDSImove away from thetradi-

tional ideaof usinganindividual's (allegedly)uniqueglobalnameandbindingapublickey

to it.

2.3.1 X.509

Accordingto [Clarke], “X.509 is theconventionalPublicKey Infrastructure”.

An X.509 principal is a user's (allegedly) globally uniquepublic key. This nameis

calleda DistinguishedName(or DN). An X.509 certi�cate thus bindsa user's DN to a

publickey to produceanIdentitycerti�cate. X.509is basedonahierarchicalglobalnames-

pace.TherearedesignatedCerti�cation Authorities(or CAs)thatsignandissuecerti�cates

to X.509users.Thus,asquotedfrom [Clarke], “X.509 communitiesarebuilt from thetop-

down, with trustextendingfrom root CA keys.” Trust is establishedby examininga chain

of certi�catesfrom a trustedCA'skey to a user's publickey.

Recently, Version3 of X.509(or X.509v3) hasbeenreleasedwhichcontainssupportfor

specifyingattributesandauthorization.This wasdoneby providing a meansof specify-

ing additional�elds in an X.509 certi�cate whereattributescould be speci�ed. Thus,an

X.509v3certi�cate maycontainabindingbetweenaDistinguishedNameandapublickey

andaDistinguishedNameandasetof attributes.

However, thereareanumberof problemswith X.509in general,especiallywith regard
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to authorization.Someof themareasfollows:

1. By bindinga user's nameto a public key, andthenbinding thatsamenameto a set

of attributesall in oneX.509v3Certi�cate, we immediatelycompromisethe user's

anonymity. Moreover, while user's namesareusuallyboundto their public keys for

longperiodsof time,attributesareusuallyboundto usersfor shortperiods.Thus,if a

userwereto wantto changehisattributes,it wouldmeanrevoking his 'identity' too!

2. To solve theabove problem,attributesarespeci�edin aseperatecerti�cate calledan

X.509AttributeCerti�cate (or AC). Typically, thiscerti�catebindsasubject'sDistin-

guishedNamewith a setof attributesandis presentedto theveri�er of thesubject's

attributestogetherwith thesubject's X.509IdentityCerti�cate. This incurstheover-

headof creatingtwo X.509certi�ciateseachtimefor conveying asubject'sattributes.

Moreover, sincethe principalof both the Identity Certi�cate andtheAttribute Cer-

ti�cate is aname,theentity thatveri�es theauthenticityof theusermaybethesame

entitythatveri�es hisauthorization.Thisis usuallynotdesired.A moreserioussecu-

rity violation would be just theX.509 AttributeCerti�cate beinginspected,without

consultingthesubject's IdentityCerti�cate.

3. X.509 dataformatsareexpressedin the Abstract SyntaxNotationOne(or ASN.1)

standard.Most peoplecite is ashumanunreadable.Anotherproblemis it' s com-

plexity, arising from the fact that it is very powerful. Thus,X.509 is complex for

applicationandservicedevelopersto implement.

4. All CAs arenot equal.Besidestherisk of a CAs key beingcompromisedandthere-

forecomprimisingits entire'domain',differentcommercialCAsoffer differentlevels

of serviceto theirclientsasspeci�edin theirCerti�cate PracticeStatement(or CPS).

TheCAs CPSis basicallytheproceduresandrulesthattheCA follows. While some

considerit goodthataCAsCPSis notpartof thestandardandthatdifferentCAscan
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be�e xible in specifyingtheir own rules,thelack of a commonmechanismresultsin

differentCAsproviding adifferentlevel of serviceandconsequentlyadifferenttrust

level. Moreover, a CAs CPSis speci�ed in convoluted languagewith legal jargon

thathardlyanyonebut theCA cannotunderstand.

For all thesereasons,a numberof new PKI standardswereproposed,especiallyfor autho-

rizationandpublickey centricity.

2.3.2 PGP

PrettyGoodPrivacy(or PGP) wasreleasedby Phil Zimmermanin theearly1990s.It has

thefollowing characteristics,asdescribedby DwaineClarke in [Clarke]:

1. It is egalitarian: Thereis no hierarchicalstructurein PGPandall public keys are

freeto issuecerti�cates.In comparisonto X.509,everypublickey in PGPis aCerti-

�cation Authority.

2. Binding namesto public keys: PGPalsosuffers from the �a ws of X.509 whereit

looksto bind aglobalnameto apublickey. This is usuallyauser's emailaddress.

3. “Web of Trust” : PGPusersbuild pathsof trust amongthemselves in a distributed

manner. Usersmay trust otherusersto vouch for the authencityof certainpublic

keys. Thus,PGPusersactuallyfunctionasCAs themselves,while still allowing any

userto issuecerti�catesfor any otherPGPuser. Consequently, therearea number

of certi�cation pathsleadingthroughdifferentCAs. Trust is truly distributedin this

case.

While PGPmaybe�ne for caseswherea lot is notatstake suchase-mail,it is not feasible

for systemswhich handlecomplex trust relationshipswherea large numberof usersare

involvedandwhocannotbetrustedto make theright choices.
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2.3.3 SPKI/SDSI

TheSimpleDistributedSecurityInfrastructure (or SDSI) [Rivest1] wasdesignedin 1996

by RonRivestandButler Lampsonat theMassachusettsInsitituteof Technology. Its main

goal,accordingto [Clarke], was“to facilitate thebuilding of secure, scalable, distributed

computingsystems”. Aroundthesametime,theSimplePublicKey infrastructure (or SPKI)

[Ellison2] wasproposedby Carl Ellison for asimplepublickey infrastrucuteauthorization

model.Thesetwo proposalsweremergedin 1998to form SPKI/SDSI.

Identity

Attributes Public-key

Authorization Certificate

Identity CertificateAttribute Certificate

Figure1: CarlEllison's Authorizationtriangle

Oneof themainreasonsSPKI/SDSIwasproposedwastoprovidea�e xibleandlightweight

authorizationmodelascomparedto X.509.Moreover, themodelwasto bepublickey cen-

tric sothatprincipalswould betruly unique.As seenfrom Figure1 (which is oftencalled

Carl Ellison's Authorizationtriangle andis proposedby him), SPKI/SDSIworksby com-

bining a public key with a setof attributesto form an authorizationcerti�cate, unlike its

counterpartX.509 which formsanAttribute Certi�cate by bindinga DistinguishedName

to apublickey. SPKI/SDSIcanalsocreateIdentitycerti�catesbindingnamesto publickey
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but they arenotusedfor authorizationdecisions.

2.3.3.1 Main characteristicsof SPKI/SDSI

1. Key-centric: SPKI/SDSIprincipalsarepublic keys. All authorizationbindingand

veri�cation is donewith public keys andattributesonly, not with identitiessuchas

names.

2. Egalitarian: Thereis no globalhierarchyor hierarchicalinfrastructurenecessaryin

SPKI/SDSI.Everyprincipalis freeto issuecerti�catesto otherindividuals.Thisalso

leadsto scalability.

3. Certi�cate types: Thereare two typesof certi�cates in SPKI/SDSI(like X.509).

Theseare:

(a) NameCerti�cate: This bindsa local nameanda public key. Thenameis valid

only for the local namespaceand is usedby the principal only for personal

identi�cation. It is never usedglobally. Therearefour �elds to a SPKI/SDSI

namecerti�cate. Theseare the issuer, an identi�er suchas a local name,a

subjectandvalidity dates.

(b) AuthorizationCerti�cate: Thisbindsapublickey to attributes.It is usedin au-

thorizationdecisions.Thereare� ve �elds in anauthorizationcerti�cate. These

arethe issuer, thesubject,thepropogate�ag (or not) which speci�eswhether

thissubjectof thiscerti�cate candelegate(or not),andvalidity dates.

4. Groups: SPKI / SDSIhassupportfor creatinggroupsandis oneof its mainadvan-

tages.This is doneby issuingmultiple (name, key) certi�cateswith thesamename

- onefor eachgroupmember. Theconceptof groupscanalsobeusedto createroles

for rolebasedauthorization.
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5. Delegation:Oneof theothermainadvantagesof SPKI/SDSIis theability to delegate

authorization.This is speci�ed usingthepropogatebit in theAuthorizationCerti�-

cate.If thisbit is set,thenthesubjectof thiscerti�cate canre-delgatethepermission

or attributesheis given.Delegationis transitive in thatif Alice delegatesto Bob(with

permissionto delegatefurther)andBob delegatesto Carol, thenin effect Alice has

delegatedto Carol.

6. Authorization �o w: An authorization�o w or chainis a chainof valid certi�cates

that speci�es an authorization.Accordingto [Clarke], “an authorization�ow can

consistof just authorizationcerti�catesor bothnamecerti�catesandauthorization

certi�cates”. The ' trust root' of an authorization�o w is the �rst principal in the

chainwho startedthe delegationprocess.This is in marked contrastto the X.509

modelwith CAsastrustedroots.

7. S-expressions:SPKI/SDSIcerti�catesusesS-expressionswhichare“human-readable

ASCIIrepresentations”[Rivest2]. Thismakesit easyfor humansto readacerti�cate

anddeduceit' s meaning.This is in contrastto X.509whichusesASN.1.

2.3.3.2 Advantagesof SPKI/SDSI over X.5091

1. As mentionedin [Ellison2], “The mainpurposeof SPKI/SDSIcerti�cates is autho-

rization,asopposedto thepurposeof X.509certi�cateswhich is authentication.”

2. SPKI/SDSIcerti�catesuseS-expressionsasthestandardformatfor authorizationat-

tributes,whereasX.509usesthecomplex ASN.1 standard.SPKI/SDSIalsode�nes

acanonicalform for S-expressionsandamechanismfor deriving authorizationdeci-

sions.Accordingto notedcomputersecurityexpertCarl Ellison [Ellison3], parsing

canonicalS-expressionstake muchlesscodesizethatparsingASN.1data.(Accord-

ing to Carl,hisS-expressionparsingcodetakes8KB. Ontheotherhand,hiscompiler
1Someof thetext in thisparagraph2.3.3.2is quotedverbatimfrom my Master'sThesisProposal[Nazareth].
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to parseASN.1takes50KB andsomecommericalASN.1compilerstake 500KB of

code).Thus,S-expressionsarearguablyfasterto parseandcompilethanASN.1.

3. SPKI/SDSIusesa ' tag-language'that is usedto expressauthorizationinformation

throughlarge setsof stringsor S-expressions.Standardlibrariesmay be written to

intersectcerti�cate tagsanddeducewhatanauthorizationchainauthorizes.On the

otherhand,becauseof X.509'sgeneralityeachdeveloperis freeto de�ne anX.509v3

extensionformatandthende�ne how thoseattributesmaybeintersected.Thus,each

applicationusingX.509hasto write aseperateX.509chain-processingroutine.

4. Groupsor Rolescanbede�ned in SPKI/SDSIby, asmentionedin theprevioussub-

section,issuingmultiple (name, key) certi�cateswith thesamename- onefor each

groupmember.

5. SPKI/SDSIcanimplementthresholdcerti�cateswhereauthorizationis a collective

decisionof
�

-of- � entities.

6. SPKI/SDSImakesit easyto issueshortlivedcerti�catesasit doesnothaveCerti�cate

RevocationLists(or CRLs).

7. To quotefrom [Nykanen],

“When the usage of PKI is authorization,thenSPKI is conceptuallya better

choice, becausenot havingto care aboutnamesat all simpli�es the process

of certi�cation andvalidationremarkbly...Whenit comesto plain anonymous

authorization,especiallywhenthe entitiesare not controlled by humans.....,

SPKIcerti�cates wouldbe thebetterchoice. Thepossibilityto allow several

pathsfor certi�cate validation,andhavinga control on theacceptablelevelof

successivelyvalidatespathsmakeSPKIfavorable..thestrict hierarchyof PKIX

(i.e usingX.509)is verysensitive. SPKIhasbeendesignedin such a waythat

interoperability with otherPKIshasbeentakeninto account.”
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8. In oneof my favoritequotesfrom notedcomputersecurityexpertCarlEllison,hesays,

“One advantage SPKIhasis that our namesare global becausethey're local,

while X.509namesare local becausethey're global..Thatis, becausewe use

SDSIlocal namesbut needglobal names,wemadethelocal namesglobal by

pairing local nameswith keys(or key hashes)andwegot truly global names.

X.509,by contrast, wasdesignedto useglobally uniqueX.500Distinguished

Names(DN). Therefore, they usethosenamesalone. However, X.500's global

namespacewas a delusionthat will never cometo pass,so what happens

insteadis that each CA generatesits own DistinguishedNames.ThoseDNs

are therefore local becausethey camefromthemindof theCA andnot some

global authority(X.500).Becausethey're notpairedwith keysthewaySPKI's

SDSInamesare, thenamesusedin X.509attributecerti�catesare truly local

(andtherefore notuniqueandtherefore a security�aw)”.

2.3.4 Comparisonof X.509,PGPand SPKI/SDSI

A comparisonof the threepublic key infrastructuresareshown in Table1 (astaken from

[Clarke]).
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X.509 NameSpace: Global

Typesof Certi�cates: NameCerti�cates
Name-to-Key binding: Single-valuedfunction: eachglobalnameis boundto ex-

actly one key (assumingeachuserhasa single public-
privatekey pair).

CA Characteristics: Global Hierarchy. There are commercialX.509 CAs.
X.509communitiesarebuilt from thetop-down.

TrustModel: HierarchicalTrustModel. Trustoriginatesfrom a trusted
CA, overwhichtheguardianmayor maynothavecontrol.
A requestorprovides a chainof authenticationfrom the
trustedCA to therequestorskey.

Signatures: Eachcerti�cate hasonesignature,belongingto theissuer
of thecerti�cate.

Certi�cate Revocation: UsesCRLs
PGP NameSpace: Global

Typesof Certi�cates: NameCerti�cates
Name-to-Key binding: Single-valuedfunction: eachglobalnameis boundto ex-

actly one key (assumingeachuserhasa single public-
privatekey pair).

CA Characteristics: CA Characteristics:Egalitariandesign. Each key can
issuecerti�cates. PGPcommunitiesare built from the
bottom-upin a distributedmanner.

TrustModel: Webof Trust
Signatures: Eachcerti�cate canhave multiplesignatures;the�rst sig-

naturebelongsto theissuerof thecerti�cate.
Certi�cate Revocation: A suicidenote is postedon PGPcerti�cate servers, and

widely distributed to peoplewho have the compromised
key on theirpublickeyrings.

SPKI/SDI NameSpace: Local
Typesof Certi�cates: NameCerti�cates,AuthorizationCerti�cates
Name-to-Key binding: Multi-valuedfunction: eachlocal nameis boundto zero,

oneor morekeys (assumingeachuserhasasinglepublic-
privatekey pair).

CA Characteristics: Egalitariandesign. The principalsare the public keys.
Eachkey canissuecerti�cates. SPKI/SDSIcommunities
arebuilt from thebottom-upin adistributedmanner.

TrustModel: Trustoriginatesfrom theguardian.A requestorprovides
achainof authorizationfrom theguardianto therequestor
s key. The infrastructurehasa clean,scalablemodelfor
de�ning groupsanddelegatingauthority.

Signatures: Eachcerti�cate hasonesignature,belongingto theissuer
of thecerti�cate.

Certi�cate Revocation: Advocatesusingshortvalidity periodsandCerti�catesof
Health.

Table1: Comparisonof X.509,PGPandSPKI/SDSI[Clarke]
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2.4 Shibboleth

FromtheShibbolethdraft [ShibDraft],

“Shibbolethis an Internet2/MACE projectwith intellectualand�nancial sup-

port fromIBM which involvesdevelopingarchitectures,frameworks,andprac-

tical technologies to supportinterinstitutionalauthenticationand authoriza-

tion for sharingof resources”

Oneof Shibboleth's mainaimsis to accomodatethedifferentsecuritysystemsexisting in

organizationsandcollegecampusestoday. It is amiddlewarearchitecturethatallows users

from an'origin' siteto accessresourcesata ' target' site.

Thetwo mainefforts of theShibbolethprojectare:

1. To develop an architectureso that usersin different organizationsmay be able to

authenticateacrossboundariesandshareresources,and

2. To promotinginteroperabilityby usingstandards,suchasSAML anddocumented

methodsof informationexchange.

Shibbolethplacesa greatimportanceon userprivacy. It enablesusersto beableto access

resourcesanonymouslyby presentingonly their attribute valuesandan origin site issued

'handle' to thetargetsite.

2.4.1 Shibboleth components

Figure2 (takenfrom theShibbolethdraft)showsthemainShibbolethcomponents.Thefol-

lowing arethemaincomponents(describedin moredetailin theShibbolethdraft[ShibDraft])

thatallow usersto accessresourcesacrossinstitutionor organizationboundaries:

SHIRE (orShibbolethIndexical ReferenceEstablisher):TheSHIREis the�rst component

thattheusercontacts(transparently)whenhetriesto accessa resourceon thetarget
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Figure2: Shibbolethcomponents[ShibDraft]

site. TheSHIREis usuallya webserver thatwaitsfor usersto connectto it through

their browsersandobtainsa handlefor a userthattargetsideuseslaterto beableto

obtainuserattributes.

WAYF (or WhereAre YouFrom?):TheSHIREcontactstheWAYF componentto obtaina

handlefor theuserfrom theuser's 'Handle Service'(or HS). TheWAYF component

actuallyinteractswith theuserandaskshim whereheis from (Theuserusuallyhas

to selectfrom a drop down menu. In this way, the WAYF canalsocontrol which

institutionshave accessto the target site). The WAYF storesthe mappingbetween

theuser's origin siteandtheURL of theuser's HS, andis usallya partof thetarget

site.

HS (or HandleService):TheHandleServiceis anorigin sidecomponent.It is responsible

for makingsurethattheuserhasauthenticatedlocally. It alsocreatesananonymous

handlethat the target site laterpresentsto theorigin site to retrieve attributesabout

theuser. TheHS returnsthehandleto theWAYF alongwith theURL of theuser's

AttributeAuthority (or AA).
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SHAR (or ShibbolethAttribute Requester):TheSHAR is a target sitecomponentthat is

responsiblefor retrieving the user's attributesto enableresourceaccess.After the

SHIREpassestheuser's handleto theSHAR, theSHAR presentsthehandleto the

user's AttributeAuthority to obtainhisattributes.

AA (or AttributeAuthority): This is amajorcomponentof Shibboleth.It sitsontheorigin

siteandhandlesrequestsfor attributesfrom theresourceprovider's site. TheAA is

not partof theShibbolethstandard.Theremaybemultiple AAs at anorigin sitebut

mustbeat leastone.TheAA mustprovide usersat theorigin sideameansby which

they canspecifytheirAttributeReleasePolicies(or ARPs).This is usallydoneusing

a GUI suchasa web browserandenablestheuserto control his own privacy. The

downsideof course,is thata user's choiceof ARP maynot be properto be ableto

granthim accessto a targetresource.Dueto this, it is oftenpreferablefor theuserto

be awareof eachsitesattribute requirements,possiblyshown on the interface. The

processof �nding theuser's attributesandsendingthemto the target site is usually

donein two steps:

1. Thehandlepresentedto theAA from theSHARis mappedto theuser's identity. This

is usuallydoneusingahandlecachewhichstoresall recentlycreatedhandles.

2. The user's identity is thenusedto retrieve his ARP. This processis not part of the

Shibbolethstandardandis left opento interpretation.The usermay have a single

ARP or multiple ARPs. They maybedispersedthroughouttheorganizationor they

may be collectedin oneplace. How the user's ARP is retrieved, validatedanden-

forcedis left to the implementers.My model,SPADE, choosesa distributedARP

settingusingSPKI/SDSIcerti�catesto storeARPs.

RM (or ResourceManager):After theSHARreceivestheuser's attributesfrom theAA, it

sendsthemto themanagerof theresourcethat theuseris trying to access.TheRM
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mayhave his own AttributeAcceptancePolicy (or AAP) which decideswhetherthe

userwil begrantedor deniedaccessto theresourcebasedontheattributespresented.

2.4.2 Shibboleth Attrib ute ReleasePolicies

Shibbolethattributesareusuallyname/valuepairs. Examplesinclude“Role=PhysicsStu-

dent”, “Name=JaneSmith” and“Email=jane.smith@college.edu”. An importantpoint to

noteis thatShibbolethtarget sitesaregreedyandwill try to obtainasmany of theuser's

attributesaspossible.An ARPis usedby aAA to retrieveattributesaboutaparticularuser.

Usually, theARP usedis onewhich theusercreatedhimself. ShibbolethARPsconsistof

threemain�elds:

1. A destinationSHAR name

2. A URL

3. A list of attributesthattheuserspeci�esto bereleasedto thisSHARandURL

TheSHARis usuallythewebsitewheretheURL residesandwhichhoststheresource.An

exampleof aSHAR-URLpair is

“SHAR=http://www.mit.edu,URL=http://www.mit.edu/ai/recon�guring.jsp”

An importantpointto noteis thatausermustonly beallowedto releaseattributeswhich

arerelevant to him, andthey mustbe releasedusingARPs. A studentthuscannotrelease

faculty attributesandso on. This constraintcanbe imposedin a numberof ways. The

AA mayserve to checkattributesleaving it againsttheuser's identity. Else,otherentities

in the organization,suchas the databasethat storesthe user's ARP, may serve to check

theattributesbeingreleased.Thus,not only cana userhave his own ARP, but otherlocal

authoritiesin the organizationcanserve to imposetheir own ARPson the user. Thereis

alsothepossibiltyof institutionalARPsandhiddenattributesbeingreleased.For example,

DartmouthCollege may have a contractualagreementwith the Smithsonianinstitute in
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WashingtonD.CthatallowsDarmouthusersto accessit. However, Dartmouthmustprovide

additionalinformationthat the usershave no knowledgeof andconcernabout,suchasa

contractnumberor a userstatistic. Thus, the AA may serve to add additionalattribute

valuesinto theAttributeResponseMessage(or ARM) sentto theSHAR. TheShibboleth

draft [ShibDraft] alsostatesthat AAs mustprovide their userswith a web basedGUI so

thatthey caneasilyspecifyandmodify their ARPs.

Default and Wildcarded ARPs: Sinceis not possiblefor a userandhis institution /

organizationto beableto provideARPsfor every targetresourceon theInternet,andevery

SHAR andURL pairing,theremustexist a mechanismby which userscanspecifydefault

ARPs. This savestime andcanavoid denialof serviceto the userif the userchoosesan

intelligent default ARP. Additionally, a usercancreatea wildcardedARP that giveshim

morecontrolover which siteshechoosesto releasecertainattributesto. For example,one

a typical wildcardedARP is shown in Figure3. This ARP speci�esthat thevaluesof the

user's two attributesof RoleandNamecanbereleaseto any site that theuseraccessesat

theUniversityof Wisconsin.

SHAR:http://www.wisc.edu

URL: http://www.wisc.edu/*

ATTRIBUTES:Role='Student',Name='JohnDoe'

Figure3: Exampleof ShibbolethWildcardedARP

2.4.3 Shibboleth event and message�o ws

Figure4 [ShibDraft] shows thesequenceof eventsandmessage�o wswhenauseraccesses

or triesto accessaShibbolethmanagedresource.

Thestepsareasfollows:

1. A userat anorigin siteusesa webbrowserto accessaShibbolethmanagedresource
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Figure4: Shibboletheventandmessage�o ws [ShibDraft]

residingon aHTTPserver.

2. TheSHIREredirectstheuser's requestto theWAYF.

3. TheWAYF contactstheuser'sHS.Theuserauthenticatesattheorigin site,ananony-

moushandleis createdandtheHSreceivesit.

4. Thehandleis sentto theSHIREalongwith URL of theuser'sAA. TheSHIREpasses

thehandleto theSHAR.

5. The SHAR contactsthe user's AA and asksfor userattributesusingan AQM (or

AttributeQueryMessage).

6. TheAA consultstheuser's ARP, andusesit to retrieve therelevantuseratttributes.

It thenpassestheseto theSHARusinganARM(or AttributeResponseMessage).

It is importantto note,asstatedin theShibbolethdraft [ShibDraft],

“AA implementers are freeto supportmanydifferentkindsof ARPswith vary-

ing semanticsaslongastheAAcanef�ciently processrequestsanddetermine
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the effectivepolicy to apply...Shibbolethdoesn't specifyor constrain how an

AAcananswerthesekindsof questions."

Relation with SAML (or SecurityAssertionMarkupLanguage):ShibbolethusesSAML

for it' s AQM andARM formats.A descriptionof SAML is givenin 4.2.3.
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3 My Solution: SPADE

As statedin section1.2 I addressthefollowing problem,

“How mightanindividualuserof anorganization'sdistributedsystem(suchasits public

key infrastructure)specify, createanddisseminateanAttribute ReleasePolicy (ARP) that

canbe usedby the the Shibbolethsystem,andhow doesthat ARP interactwith the host

organization's own ARP?”

My solution,SPADE, exploreshow SPKI/SDSImaybeusedto solve thisproblem.The

mainconceptbehindSPADE is thatdifferentusersin anorganizationusesignedSPKI/SDSI

Authorizationcerti�catesto specifytheir ARPs.Whena ShibbolethAttributeQueryMes-

sage(or AQM) comesin, SPADE retrievesandintersectsa numberof theseSPKI/SDSI

ceriti�cates to derive a resultantARP. This ARP is usedasa basisfor retrieving theuser's

attributesfrom adatabase,whicharethensentto thetargetsite.

I now describethecharacteristics,designandimplementationof SPADE.

3.1 SPADE characteristics

After a carefulreview of relatedwork, enumeratedin Chapter4 andsummarizedin Table

3, I have selectedthebestfeaturesto incorporateinto SPADE. Thesearegivenbelow:

3.1.1 Authorization framework

SPADE usesthe SPKI/SDSIstandard[Ellison2], which is designedfor lightweight dis-

tributeddelegationandauthorization.SPADE's concernis authorization,not authentica-

tion. The useris assumedto be alreadyauthenticatedwhen the systemusesSPADE to

retrieve the user's relevant ARPs. This is in keepingwith the Shibbolethmodel. SPADE

is public-key centricandattributesareboundto a public key resultingin anauthorization

certi�cate.
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3.1.2 Trust Management

Accordingto Kagalet al [Kagal],

“SPKI wasthe�rst proposedstandardfor DistributedTrustManagement”

SPADE, which usesSPKI/SDSI,possessesmany of the propertiesof a DistributedTrust

Managementsystemsuchasdelegationandauthorization.

SPADE canalsobethoughtof asaSPKI/SDSIPrivilegeManagementInfrastructure (or

PMI) [Chadwick2] thatusesSPKI/SDSIauthorizationcerti�catesinsteadof X.509attribute

certi�cates. Like PERMIS,SPADE embedsthepolicy in thecerti�cate. However, unlike

PERMIS,I useS-expressionsandthestandardSPKI/SDSItagsde�nedin [Ellison2] instead

of anXML basedpolicy. More informationon PMI andPERMIScanbefoundin 4.5.

3.1.3 RoleBasedAuthorization

SPADE usesSPKI/SDSINamecerti�catesto createrolesfor groupsof users.It is similar

to a TrustEstablishmentFramework [Herzberg].

As statedby thedeveloper's of IBM' sTrustEstablishmentFramework,

“A Trust Establishmentsystemtakesasinput a userAttributeCerti�cate, and

identi�es a role basedon a policymappingfromcerti�catesto roles”.

In SPADE, subjectsareidenti�ed by rolesboundto theirpublickeys. Eachuseris partof a

domain.Theadministratorof this domaincreatesa SPKI/SDSINamecerti�cate to mapa

userto a role. A usercreateshis ARP basedon whatrole hepossesses.At thesametime,

theorganization's ARPthatappliesto thatuseralsodependsupontheuser's assignedrole.

For example,considerthreerolesin anorganizationcalledDartmouthCollege- “Faculty”,

“Secretary”and“Student”.Dartmouthmaydecidethatonly two of thesethreeroles- 'Fac-

ulty' and'Secretary'areallowedto releasetheircreditcardnumberto Shibbolethresources.
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Thus,whencreatinghis ARP, a useris alreadyconstrainedin what type of ARP he may

createbasedon his role (i.e onethatpreventshim from wantingto releasehis credit card

number).Additionally, theremustalsobeanorganizationalARPwhichspeci�eswhethera

useractingin thecapacityof a 'Faculty' or 'Secretary'rolecanreleasehiscreditcardnum-

berat any giventime. This allows theorganizationto beableto vary it' s policy (especially

temporarily)whenit deemsnecessary. Considerthefollowing example:

Therearetwo users“Alice” and“Bob” who have just joined the domainof “History

department”.Alice is assigneda 'Student' role andBob is assigneda 'Faculty' role. Now,

whenAlice createsherARP, shedoesnothavetheoptionof specifyingwhethershewantsto

releasehercreditcardnumberor notasthisoptionisnotavailabletoherbeingin a'Student'

role. Shemay chooseto releaseotherattributesandcreatesher ARP. Bob, however, in

the role of 'Faculty' hasthat option and choosesto releasehis credit card numberto a

particularsite,sayAmazon.Two weekslater, Dartmouthcollegelearnsof creditcardfraud

taking placeat Amazonwhich its users,includingBob, arenot awareof. So,Dartmouth

modi�es its ARPto preventany of its users'creditcardnumbersfrom goingto theAmazon

website.Thus,eventhoughBobhasbeenallowedto specifythathewouldliketo releasehis

creditcardnumberto Amazon,andhehasspeci�ed that it shouldbereleasedto Amazon,

Dartmouth's ARP preventstheattribute from going throughto thesite. A weeklater, the

fraudhasbeendetectedandtaken careof andAmazonhasassuredits usersthat it is safe

to sendpersonalinformationto thesiteagain. Dartmouthnow modi�es its ARP againto

allow all creditcardnumbersgoingto Amazonto bereleasedonceagain.In themeantime,

whetherBobchoosesto dosoor not remainshispersonalchoice.

3.1.4 Policy Expression

SPADE usesSPKI/SDSIS-expressionsandtags[Ellison2] to expressandderive policies.

Policiesareobtainedby combiningindividual policiesfrom a chainof certi�cates(anau-
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thorization�o w) usingastandardSPKI/SDSItagintersectionlibrary which I have written.

All policiesareembeddedwith attribute namesonly andnot their values. Attributesare

storedin adatabasein a local domainon theShibbolethorigin side.Thuscon�dentiality is

maintainedeven if certi�catesareinspectedby otherusers.Whena requestfor attributes

comesin from theShibbolethtarget site, theuser's ARP is intersectedwith theorganiza-

tion's relevantARPcerti�catesto derive aresultantARP. It is only whentheresultantARP

is derived that thevaluesof theattribute namesenumeratedin thecerti�cate areretrieved

from theuser's databaseandreturnedto theShibbolethAttributeAuthority. Note that the

attributesaresentbackto thetarget from theAttributeAuthority theusualShibbolethway

- by embeddingin SAML.

3.2 SPADE Design

SPADE dividesan organizationinto a numberof logically seperableDomains. Eachof

theseDomainsconsistof oneAdministrator andzeroor moreusers.A Domainis uniquely

identi�ed by its Administrator's public key. TheAdministratoris in charge of thedomain

andis responsiblefor managingtheusersin his domain,creatingARPs,andcreatingroles

andassigningthemto users.Moreover, theAdministratoris alsoresponsiblefor establish-

ing inter-domaintrustrelationshipswith otherDomains.

Thevariouscomponentsof SPADE (Figure5) aredetailedbelow.

3.2.1 Domain

A Domainis alogicalentity in SPADE whichrepresentsasetof userswith anadministrator

andis partof anorganizationor institution.Domainsareuniquebecausethey arede�nedby

theirAdministrator'spublickey. A Domainconsistsof thefollowing threetypesof entities:

� ONE Administrator

� ZERO or moreusers
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� OneDomainController

An examplesof aDomainis the“History DepartmentatDartmouth”,the“IceCubeProject

in DistributedSystemsatMicrosoftResearch”,or the“ComputerSecurityGroupat IBM”.

Admin

Alice

Bob

Carol

Ted

Administrator 
   Database

User
  Database

Controller
DOMAIN

Controller
HEADDomain

Controller

Figure6: HeadControllerwith SPADE domains

Thefunctionsof thethreedomainentitiesareasfollows:

Administrator:

Thereis a 1:1 relationshipbetweena Domainandits Administrator. That is, eachDomain

hasonly oneAdministrator. This Administrator, in turn, canbeaf�liated to only this one

Domain.TheAdministratoris responsiblefor thefollowing functions:

1. EstablishingIdentity: TheAdministratorobtainsthepublic key of theuser(prefer-

ably of�ine) andthenbindsit to theUser's Nameusinga SPKI/SDSINamecerti�-

cate.This is solely for thepurposeof identifying theownerof thepublic key when

usingtheGUI. It is notusedin theAuthorizationmechanism.
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2. CreatingRoles:TheAdministratorcreatesDomainrolesusingtheSPKI/SDSImech-

anismfor creatinggroups.Thus,Authorizationtakesplacebasedon theuser's role,

oftencalledRoleBasedAccessControl (RBAC).

3. CreatingARPs: The AdministratorusesSPKI/SDSIAuthorizationCerti�cates to

createARPs. TheseincludetheDomain's own ARP (calleda 'Filter' ARP) andan

ARP to specifywhattypeof ARPausercancreate(calleda 'Releasable'ARP).

4. Establishinginter-domainTrustRelationships:TheAdministratorestablishesa trust

relationshipwith the Administratorsof two otherDomainsin the system,namely

the 'PredecessorDomain' and'SuccessorDomain'. SinceDomainsfollow the hi-

erarchicalstrucutureof theorganization,thePredecessorDomainis thelogical next

higherDomainin theorganizationalhierarchy. TheSuccessorDomainis thelogical

next lower Domainin the organizationalhierarchy. For example,for the 'Arts and

Science'Domainat Dartmouth,theDartmouthDomainis it' s Predecessorwhile the

HistoryDepartmentis it' s successor.

User:

Therecanbezeroor moreusersin adomain.Theusersareresponsiblefor thefollowing:

1. Creatingtheir AttributeReleasePoliciesfor differenttarget resourcesin Shibboleth.

Notethata Shibbolethtarget resourceis speci�edby its SHAR andURL valuepair.

TheSHAR is usuallythewebsitethat theURL residesat. An exampleof a SHAR-

URL pairingis

(SHAR:http://www.mit.edu,URL:http://www.mit.edu/robotics/recon�gu ring.jsp)

Domainsand trust relationships:

Apart from thetrustestablishedbetweenanAdministratorandtheusersin hisDomain,

thereis alsothe trustbetweentwo Domains.Thenotionof trust in this casesigni�es that
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eachDomainmustbelieve that their PredecessorDomainandSuccessorDomainarewho

they saythey are.DomainsmusttrusteachotherbecauseAttributeReleasePoliciesfrom a

numberof themwill beretrievedandintersectedto form the�nal policy. Thesetrustrela-

tionshipstartsat anorganization'Source' Domainandendwith theusercreatinghis ARP

in his own Domain. A 'Source' Domainis the logical headof anorganization.It usually

doesnot containsusersbut is usedto establishtrust with otherDomainsthroughdelega-

tion. Trust,andconsequentlytheorganization's or institution's structure,is establishedin

thefollowing way:

� EachDomainde�nesa PredecessorDomainanda SuccessorDomain,in relationto

its placein acerti�catechain.As thenameimplies,aPredecessorDomainis onethat

delegatesto thisDomain,andaSuccessorDomainis onethatthisDomaindelegates

to. EachDomainControllerusestheserelationshipsto retrieve ARPsandcreatea

certi�cate chain.Thereare,of course,two exceptionsto this. A SourceKey Domain

will nothaveaPredecessor. A LeafDomain(wheretheuserusuallyresides)will not

have a Successor.

Domain types:

As shown in Figure7, therearethreetypesof Domainsbasedon their positionwhile

formingacerti�cate chain.Theseare

1. SourceDomain:This Domainformsthe'root' of thetrustchain. It usuallysymbol-

izestheheadof theorganization.However this doesnot have to bethecase.There

may bemultiple SourceDomains.An exampleof a SourceDomainis “Dartmouth

Root”, “IBM ResearchHead”or “OracleCFOOf�ce”. For example,at Dartmouth,

theArts andScienceCollegemaybeidenti�ed asaSourceDomain.If thereexistsa

delegationpathstartingwith the 'Arts andScience'DomainAdministrator's public

key andendingwith a user's, sayAlice's,public key at theHistory department,then
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Figure7: Domaintypes

that certi�cate chainis valid andcanbe usedto deducea resultantARP. A Source

DomaindoesnothaveaPredecessorDomain.An exampleof aSourceDomainfrom

Figure7 is theDomainwith theDartmouthSourcekey.

2. Leaf Domain: This Domain representsa Domaincontainingthe enduser. A leaf

Domaindoesnothave aSuccessorDomain.Usually, Shibbolethusersarefrom Leaf

Domains. An exampleof a Leaf Domain from Figure 7 is the Domain with the

HistoryDepartmentpublickey.

3. IntermediateDomain:ThisDomainrepresentsanintermediateDomainin achainof

Domainsthat areconnectedthroughdelegation. An IntermediateDomaindoesnot

usuallyhave usersbut is usedto enforceadditional'�lters' or restrictionsonauser's

ARP. An exampleof anintermediatedomainin �gure 7 is theDomainwith theArts

andSciencepublickey.

In �gure 7, anexampleof acerti�catechainusedto derivearesultantARPfor Alice would

be
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Dartmouth � Arts&Science� History Department� Alice (a History

departmentuser)

Domain Controller:

Therelationbetweena Domainandits DomainControlleris 1:1. A Domaincanonly

have oneDomain Controller. EachDomainController canbe associatedwith only one

Domain.Thepurposeof aDomainControlleris to retrieveall theARPcerti�catesrelevant

to a Domainuserfrom this Domainandall theotherDomainsforming a trustchainafter

receiving a requestfrom theSPADE HeadController.

FromFigure6, theSPADE modelworksasfollows:

When a usermakes a requestto a Shibbolethresource,the Attribute Authority will

contacttheSPADE HeadControllerfor theparticularuser'sattributes.TheHeadController

will contactthe user's DomainControllerandaskfor the user's attributes. The Domain

Controllerretrievestheuser's ARP certi�cate, theDomainAdministrator's �lter ARP and

contactsthedomaincontrollerof the'Predecessor'Domainto retrieve thatDomain's ARP

relevantto theShibbolethtarget'sSHARandURL. Notethatsincerolesarelocally de�ned

in eachDomain,otherDomain'sARPsareselectedbasedontheShibbolethtarget's SHAR

andURL andnoton theuser's role.

3.2.2 HeadController

As canbeseenfrom Figure8, theShibbolethAttributeAuthority (AA) contactstheSPADE

HeadControllerwhich is in contactwith all theDomainControllersin theorganization's

SPADE infrastructure.

WhentheShibbolethAttributeQueryMessage(AQM) comesinto theAttributeAuthor-

ity (or AA), theAA hasto �nd all releasableattributesassociatedwith thehandlepresented

in the AQM. In the Shibbolethtest implementation,this involves consultingthe Handle

cache(on theorigin side)wheretheHandlewascreatedin the�rst place,andobtainingthe
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user's nameor Identity. SinceSPADE is basedon SPKI/SDI,all mechanismsmustwork

with this user's public key. This public key canbeobtainedfrom anX.509certi�cate that

theuserhasusedto authenticateto Shibboleth.Thus,we seethatX.509 andSPKI/SDSI

canbothexist together. X.509canbeusedfor authentication,while SPKI/SDSIcanbeused

for authorization.

  DEPARTMENT

  
1

3
4

5

6

7

8

9

HISTORY

  SCIENCE
ARTS &

DARTMOUTH
D.C

D.C

Domain
Controller

Controller
HEAD

AA
SHAR

Target

Shibboleth

Origin

2

10

Figure8: TypicalSPADE example

SPADE Flow:

The entireprocessof receiving an Attribute QueryMessageandresolvingthe user's

ARP is shown in Figure8. Thestepsaredescribedbelow:

Step1: The ShibbolethAttribute Requester(or SHAR) at the target site contactsthe

AttributeAuthority (or AA) at theorigin site for therelevantuser's attributes.TheSHAR

passestheAA theuserhandle,andSHARandURL pairof thetargetresourcethattheuser

wishesto acccess.

Step2: TheAA resolvesthehandleinto theusernameandconsequentlytheuser'spub-

lic key (by usingan organization-issued X.509 AuthenticationCerti�cate from the user's

browser)andpasseson this informationto the the SPADE HeadControllertogetherwith

theSHARandURL valuesrequestingfor theuser's attributevalues.
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Step3: The HeadControllerresolves the Domainof the userandcontactsthe user's

DomainController(or DC). TheHeadController, in effect,handsoff theprocessingto the

user's DC andwaits for theattribute values.In this example,theuseris from theHistory

department.

Step4: Theuser's DomainControllerobtainstheuser's ARP for theparticularSHAR

andURL pair from theDomaindatabase.It alsoobtainstheAdministrator's 'Filter' ARP

for thisSHARandURL.

Step5: The Domain Controller, after checkingthe Administrator's databasefor the

URL of the 'Predecessor'Domain,contactsthe Predecessor's DomainControllerandre-

questsit' s Administrators'ARP for the sameSHAR andURL. In this case,the History

department's Predecessordomainis theArts andScienceDomain.

Step6: Similary, theuser'sDomainControllerobtainstheArts andSciencePredecessor

Domainfrom it' s databasewhich turnsout to betheDartmouthDomain. It retrievesDart-

mouth's ARP for theSHARandURL pair. It alsostopsretrieving certi�catesherebecause

it knows (from a list that the DomainControllerhas)that Dartmouthis an organization

sourcekey.

Step7: Theuser's DomainController(in theHistory Department)intersectstheuser's

ARP, the History Department's ARP, the Arts andScienceARP andDarmouth's ARP to

form theresulantARP. Thevaluesof theattributenamesspeci�edin theresultantARPare

pulledfrom theuser's database.Figure9 shows theintersectionof therelevantSPKI/SDSI

certswith ARPsin them.

Dartmouth
Source
Key 3

Arts & 
  Science

History
  Department

Alice
(History 

 student)

Successor Predecessor

Figure9: ResolvingAttributeReleasePolicies
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Step8: Theuser's DomainControllerreturnstheuser's attributesto theSPADE Head

Controller.

Step9: TheHeadControllerin turn returnstheattributesto theAA.

Step10: The AA, now usingthe Shibbolethspeci�cation,bundlesthe attributesinto

SAML andsendsthemoff to theSHAR which decideswhethertheusergetsaccessto the

targetresourceor not.

3.3 SPADE Implementation

I have implementeda web-basedGUI thatallows theDomainusersandAdministratorto

log onandmanagetheirpolicies.For theadministrator, this involvesauthorizingnew users

in thesystem,creatingdefault attributereleasepolicies,andcreatingrolesfor thedifferent

usersto beassignedto. A usercanusetheGUI to createandmodify his attribute release

policy.

Administrator functions:

1. BindingNamesto PublicKeys: In orderto work with publickeys,thehumanAdmin-

istratorneedsto bindthemto localSDSInamesusingaSPKI/SDSINamecerti�cate.

2. CreatingRoles: Administratorscreaterolesby specifyingwhich usersto addto a

new or pre-existing group. Note that all usernamesspeci�ed in the GUI aretaken

from namecerti�cates that the administratorhascreatedusing the 'Create Name

Certi�cate' menu.

3. AttributeReleasePolicies:

(a) Types:Administratorshave to createtwo typesof AttributeReleasePolicies:

i. Filter ARP: This is the attribute releasepoliciesthat is usedwhena user

hasnotcreatedonefor aspeci�edSHARandURL. ThisARPis alsoused
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CreatingRolesor Groups

(cert
(issuer

(name
(public-key

(rsa-pkcs1-md5
(e #010001#)
(n

|AMh8A5+uINnrESIHlW2Gk1Uf4kthKnWnjNyg8wXN JXPaEXax/DPT NTMDuUC
ZRVyFGohuqr87VAR4ZFU99OkIWeryPwKsXjwyHr7B q1K61+n0HByRNhZkBFj
qajpreByRw9V+fwV9O8WPIVkMvIgTpcMF6rCKfU3f 5M2OROpJ1ZVZ|)))

CS104S03))
(subject

(public-key
(rsa-pkcs1-md5

(e #010001#)
(n

|ANbQJy7L3s9PDHippZNcLPyh58WEWxXY30rgg4Y5c s0vnpx 6LEgaK+c+VC+PS
t48cY7pZdSGXa+fZp162cbqsLM0nBSAMkJ1VCYP/3v 91vuS9 hWY43iPy1PV57p
cOiibValFpTUmO/BIeKR9do41nW9hGX8fJv8Y3enZ5 cLupq1 1|))))

(valid
(not-before "2003-01-01_00:00:00")
(not-after "2004-01-01_00:00:00")))

Figure10: Exampleof SPKI/SDSINameCerti�cate
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as a �lter for the ARP of a role in the domain. For example,this ARP

canspecifythatall userswho have therole 'Student' cannotreleasetheir

Credit Card informationandwill be �ltered throughthis ARP. If a user

hasnotspeci�edanARP, thenthisARPwill beusedwherethecreditcard

informationwill naturallynotbereleased.

ii. ReleasableAttributesARP:This policy speci�esall theattributesthatthe

usercan'work' with whencreatinghisARP. It worksasa templatefor a

userto createhisARPswith. For example,ausermaywantto releasehis

Name,AddressandDepartmentAf�liation to aShibbolethtargetsite.The

usercandosoonly if theseattributesarein theReleasableAttributesARP.

An exampleof anARP embeddedin SPKI/SDSIis shown in Figure11.

4. Design:AttributeReleasePoliciesarecreatedin two stages:

(a) SHAR andURL addressarepairedtogether. This includeswild-cardentries.

This is shown in Figure13.

(b) Thesepairsare then associatedwith rolesandattributes. Onepair may be

associatedwith any numberof roles.TheARP is thencreated.

5. Hiddenattributes: Administratorsarealsoableto embedattributesinto their Filter

ARP which theusercannotseewhencreatinghis individual ARP. This is sothatattributes

from out-of-bandagreementsbetweenthe user's organizationandthe target site may be

appropriatelyconveyedwhilemakingit transparentto theuser. Theorganizationcanchoose

to inform theuseraboutthisunderlyingattribute�o w.

User functions:

1. TheuserusestheSPADE GUI to createhis AttributeReleasePolicies.This entails

two steps:

(a) Theuserchooseswhich of his Roleshewantsto createan ARP for. He then,
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(cert
(issuer

(public-key
(rsa-pkcs1-md5

(e #010001#)
(n

|AMh8A5+uINnrESIHlW2Gk1Uf4kthKnWnjNyg8wX NJXPaEXax/DP TNTMDuUCZR
VyFGohuqr87VAR4ZFU99OkIWeryPwKsXjwyHr7Bq 1K61+n0HByRNhZkBFj qajp
reByRw9V+fwV9O8WPIVkMvIgTpcMF6rCKfU3f5M2 OROpJ1ZVZ|)) ))

(subject
(name

(public-key
(rsa-pkcs1-md5

(e #010001#)
(n

|AMh8A5+uINnrESIHlW2Gk1Uf4kthKnWnjNyg8 wXNJXPaEXax/ DPTNTMDuUC
ZRVyFGohuqr87VAR4ZFU99OkIWeryPwKsXjwyH r7Bq1K 61+n0HByRNhZkBFj
qajpreByRw9V+fwV9O8WPIVkMvIgTpcMF6rCKf U3f5M2OROpJ1ZVZ|)) )

CS104S03))
(propagate)
(tag

(adminARP
(ROLE (CS104S03)

(SHAR (http://www.dartmouth.edu)
(URL (http://www.dartmouth.edu/cs)
(ATTRIBUTES (CreditCardNo)))))

(ROLE (CS104S03)
(SHAR (http://www.amazon.com)

(URL (http://www.amazon.com/books)
(rATTRIBUTES (Address CreditCardNo DOB Email)))))))

(valid
(not-before "2003-01-01_00:00:00")
(not-after "2004-01-01_00:00:00")))

Figure 11: Exampleof SPADE AuthorizationCerti�cate with ARP delegating to Role
CS104S03

38



Figure12: AttributeReleasePolicy Types

selectswhichattributeshewantsto releasefor aparticularSHAR-URLpairing

for thatrole.

Policies:

Speci�cation:Attribute ReleasePoliciesarespeci�edusingSPKI/SDSItagswhich are

part of the standard[Ellison2]. Theseareembeddedasoneof the �elds in a SPKI/SDSI

authorizationcerti�cate.

Dissemination:Policiesarecreatedby usersin their respective domains.Thetrustrela-

tionshipestablishmentbetweendomainAdministratorsmakessurethatall requiredpolicies

mayberetrieved.Policiesarethusretrievedratherthandisseminated.In SPADE, thePolicy

EnforcementPoint is (logically) theHeadcontroller,while thePolicy Retrieval andPolicy

Decisiontakesplaceat theuser's DomainController. In effect, theHeadcontrollernever

seesthe policy but only works with the user's attribute valuesthat arereturnedfrom his
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Domain.

Figure13: SHARandURL pairings

3.4 SPADE Summary

Thus,SPADE looksat anumberof policy relatedandsecuritymanagementissues,asenu-

meratedbelow:

1. SPADE usesSPKI / SDSIcerti�catesto delegateauthorityandto managepoliciesin

anorganization.

2. SPADE allows userto de�ne andcreatetheir own ARPs,speci�c to their organiza-

tionalassignedrole in thatDomain.

3. SPADE allows otherDomainsin theorganizationto exert their in�uence on theindi-

vidualuser's ARP andto thus,basethe�nal ARPon theintersetionof theseARPs.
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Figure14: AssociatingSHAR-URLpairingswith Roles
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Figure15: SPADE Userpageto createARP
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4 RelatedWork

In this Chapter, I describesomeof thework that is relevant to my research.I concentrate

on XML basedpolicy andTrust Managementsystems.I alsodescribetheir relationwith

SPKI / SDSIandSPADE,whereappropriate.

4.1 OPS

OpenPro�ling Standard (or OPS) [Hensley2] is verysimilar to theShibbolethARPmodel.

OPSallows usersthat accessonline resourcesthroughweb browsersthe power and�e x-

ibility to specifywhatattributesthey releaseto a particularwebsite.This is doneusinga

“PersonalPro�le”.

Like Shibboleth,OPShasthreemain principlesthat are documentedin [Hensley2].

They areasfollows:

1. “Control by Source” : Accordingto this,theownerof theattributesdatais theentity

thatcontrolsaccessto it. Similarly, in Shibboleth,auseris in controlof accessto his

attributesvia hisARP.

2. “ Inf ormed Consent” : This principlestatesthatanentity requestinguserattributes

musthave the user's consent.In the caseof Shibboleth,this is againdonethrough

theuser's ARP.

3. “Value Exchange” : Accordingto this principle,theremustbea give andtake rela-

tionship. i.e. anentity cannotmake a requestandobtaina user's attributeswithout

providing somethingin exchange.This is usuallyaccessto aresourcethattheasking

entity is in controlof.

OPSisastandardproposedmainlyfor interactionbetweenconsumersandonlinee-commerce

sites. Usersaremeantto createtheir personalpro�les usingOPSandstorethemon their
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computers.Whena usercontactsan online site suchasAmazon,for example,Amazon

canchecktheuser's pro�le to obtaintheuser's preferencesfor music,booksandtoys for

example. Theuserhasthepower to specifyexactly whatgetsreleasedto Amazonor any

othersite.

An importantdifferencewith theShibbolethARP modelis theOPSallows the target

site (i.e. the online site holding the resource)to write to the user's pro�le. This is so

that informationstoredabouta userthatprovidesgreaterconvenienceandvaluefor future

interactionscanbestoredin theuser's PersonalPro�le andusedontheuser'snext visit. Of

course,theuseris giventhepower to decidewhetherhis PersonalPro�le canbewritten to

or not.

Another importantdifferencewith Shibboleth,and a disadvantageof OPS.is that it

needsmodi�cation to the web browser. This is so that the user's PersonalPro�le canbe

exchangedover HTTP (asmentionedin [Hensley1]) andcanbe written to by the online

site. Two methodsof implementingOPSareby using“Java Appletswith trustedcode”or

by usingabrowserplug-in.

OPSwasproposedin 1997andmayhavecontributedto someof theideasin Shibboleth,

especiallywith requestto attributeexchange.It is importantto notethata PersonalPro�le

is not a cookie. Also, the OPSstandarddoesnot recommendusinga PersonalPro�le to

storeimportantinformationsuchasacreditcardnumber. Instead,aPersonalPro�le maybe

usedto interactwith anonline 'Wallet' which canstoreotherimportantinformationabout

auser.

4.2 XML-Based Techniquesrelevant to Privacy

4.2.1 P3P

ThePlatformfor Privacy PreferencesProject(or P3P)[Cranor] is a protocoldevelopedby

theWorld WideWebConsortium(or W3C).Accordingto [Cranor],

44



“It providesa way for a Web site to encodeits data collectionand data-use

practicesin a machine-readableXML formatknownasa P3Ppolicy.”

The main goal of P3Pis to enableusersandmachinesreadingthe datacollectionpolicy

of a Website to beableto deduceexactly what it means.It doessoby makinguseof the

semanticsof XML tags.ThisstandardwasproposedbecausenumerousWebsitescurrently

have datacollection policies (suchas what cookiesthey useand what userinformation

they store)that are speci�ed in plain English and are too convoluted and ambiguousto

understand.

Microsoft's InternetExplorer6 hassupportfor P3P, andprovidesa GUI by which a

usercanspecifytheir privacy preferences.Currentsupportonly involvescookies.This is

shown in the �gures 16 (taken from [Madsen2]). Accordingto this, if a uservisits a Web

sitewhich usescookiesin aninconsistentmannerwith theuser's privacy policy (speci�ed

usingP3P)thentheuseris warnedby theInternetExplorerstatusbar, shown in �gure 17

(takenfrom [Madsen2]).

4.2.2 XACML

eXtensibleAccessControl MarkupLanguage (or XACML) [Godik] is anXML basedlan-

guagefor expressinga user's securitypoliciesandinvolvesauthorizationfor resources.Its

main featuresare it supportfor �ne grainedauthorizationcontrol. XACML provides a

meansof specifyingaShibbolethARP.

The threemainelementsin XACML, accordingto [Godik] arethe <Rule>,<Policy>

and<PolicySet>elements.<Rules>arebooleanexpressionsthatdo not convey authoriza-

tion by themselves. A <Policy> elementconsistsof a setof <Rules>anda procedurefor

combiningthe valuesof the <Rules>into an authorizationdecision. A <PolicySet>ele-

mentcontainsmultiple <Policy> or <PolicySet>elementsanda procedurefor combining

theresultsof their evaluation.Authorizationdecisionscanbemadebasedon <Policy> or
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Figure16: P3Psupportin InternetExplorer6

Figure17: P3Psupportin InternetExplorer6
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<PolicySet>elements.

XACML alsosupportsRoledBasedAccessControl(or RBAC). A policy maycontain

theroleor setof rolesthatareallowedto performaparticularaction.

XACML is only a languagefor specifyingpoliciesandhow to combinethemto deduce

authorization.Thestandarddoesnotspecifyor provide supportfor de�ning apolicy based

infrastructure.Policy dissemniation,retrieval, enforcementandadministrationarealsonot

speci�edaspartof thespeci�cation.

4.2.3 SAML

SecurityAssertionMarkupLanguage(or SAML) [Maler] is anotherOASIS initiative like

XACML. SAML is XML-basedandprovidesa standardway to de�ne informationabout

userauthentication,authorizationandattributesbetweenonline sites. SAML wasmainly

proposedto allow Websiteto beableto exchangeuserinformationin acompatiblemanner

withoutneedingto changetheir internal(possiblyproprietary)accesscontrolmechanisms.

'SingleSignOn' (or SSO) betweenWeb sitesis an importantapplicationof SAML.

UsingSSO,userscanlog into a Website,provide their attribute informationandthenlog

into anotherWeb site in the samesessionwhile the �rst Web site sendsthe secondWeb

site that user's attributesin a SAML format. Thus,the userdoesnot have to provide his

informationagain.

The main differencebetweenSAML andXACML is the function of both standards.

SAML is usedto specifyandcarry informationbetweenweb sites. It makesno effort at

privacy or policy speci�cation. XACML, on theotherhand,is usedto combineattributes

to form andenforcepolicies.An exampleof bothstandardsworking togetherwould bein

Shibboleth[ShibDraft] whereSAML is usedto carryuserattributesbetweentheorigin site

andthe target site (part of the Shibbolethspeci�cation),andXACML would be working

at the sendingand receiving endof the channelto relatethoseattributesto policiesand
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enforcepolicies(notpartof theShibbolethspeci�cation).

4.2.4 IBM EPAL

EnterprisePrivacyAuthorizationLanguage(orEPAL) [Ashley] isanXML-basedmodelfor

“formalizing enterprise-internal privacypolicies...EPAL formalizesprivacyauthorization

for actualenforcementwithin anenterpriseor for business-to-businessprivacycontrol.”

While EPAL is relevantandprovidessomeof the functionalityof policy speci�cation

thatSPADE provides,it hasa few differences:

1. “EPAL doesnot conformto any assumptions,data structures or featuresof a pre-

existingproductor tool.” Thismaynotbedesirableatalow-level whenworkingwith

an organizationsown policy speci�cation mechanism.SPADE can easily convert

policiesto S-expressionsandback.

2. Accordingto [Ashley] EPAL wasnot designedfor, “Manipulation of EPAL by data

subjectsto set their preferences”. This implies that, unlike SPADE, domainsus-

ing EPAL cannotmanipulatepolicy accordingto their discretion. Theremustbe a

managementpolicy or entity in the systemwhich they cansubscribeto to change

individual's andtheorganization's privacy policy.

4.3 Trust Management

Accordingto [Vollbrecht],

“ ' Trust ' is necessaryto allow each entity to 'know' that the policy it is

authorizingis correct”.

Theconceptof TrustManagement,introducedby Blazeet al. [Blaze1, Blaze2] is
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“a uni�ed approach to specifyingand interpreting securitypolicies,creden-

tials, andrelationshipsthat allowsdirectauthorizationof security-criticalac-

tions”.

Trustmanagementsystemshandlesecuritypolicies,authenticationaswell asauthorization.

Theseareusuallyspeci�edby bindingapublickey to asetof attributes.TrustManagement

is a powerful approachto handlingdistributedsecuritypoliciesanddecentralization,asit

canhandledelegationandpolicy speci�cationatdifferenthierarchicallayers.

Accordingto [Blaze4], a TrustManagementsystemmusthave � vebasiccomponents:

“ 1. A language for describing`actions', which are operationswith security

consequencesthatare to becontrolled by thesystem.

2. A mechanismfor identifying`principals', which are entitiesthat can be

authorizedto performactions.

3. A language for specifyingapplication`policies', which govern theactions

thatprincipalsareauthorizedto perform.

4. A language for specifying̀ credentials',which allow principalsto delegate

authorizationto otherprincipals.

5. A `compliancechecker', which providesa serviceto applicationsfor de-

termininghow an action requestedby principals shouldbe handled,givena

policyanda setof credentials.”

An integral and centralpart of a Trust Managementsystemis the compliancechecker.

A request,a policy anda setof credentials(usuallya public key certi�cate) are input to

compliancechecker which answersa “yes” or “no”, dependingon whetherthecredentials

andrequestcomplieswith thepolicy.

Policy Maker [Blaze2] andKeyNote[Blaze4] aretwo examplesof TrustManagement

systems.
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4.3.1 PolicyMaker

PolicyMaker is a TrustManagementsystemdevelopedby Matt Blazeet al [Blaze2] . The

maincharacteristicsof PolicyMaker are:

1. It hasacommonlanguagefor specifyingpolicies,credentialsandtrustrelationships.

2. It supportscomplex trustrelationshipsaswell asa localcontrolof themthatprevents

theneedfor ahierarchyof Certi�cate Authorites(suchasin X.509).

3. The processof the veri�cation of the credentialsis independentof the credentials

semanticsor syntaxthemselves.

4. Binding of a public-key to attributesor policy. Thus,it supportsanonymity asthe

identityof theindividual is notnecessaryto decideon theauthorization.

5. “Trustmaybedeferred”.Thismeansthatonepartymayallow anotherpartyto issue

credentialsfor itself. This is like delegation.

6. PolicyMaker is built asa “TrustManagementlayer” thatnetworkscanuse.

4.3.1.1 PolicyMaker language The PolicyMaker languagecan expressauthorization

policiesandtrustdeferencepoliciesthroughassertions.Theseassertionscanbewritten in

any 'safe' languagesuchasJava,safeTcl andawk.

4.3.2 KeyNote

KeyNote [Blaze4] wasdesignedaccordingto the sameprinciplesasPolicyMaker, using

credentialsthat directly authorizebasedon a public key. Two additionaldesigngoalsfor

KeyNotewerestandardizationandaidingtheeaseof integrationinto applications.

To addressthesegoals,KeyNoteassignsmoreresponsibilityto the trust management

enginethat PolicyMaker doesand lessto the calling application. KeyNote alsorequires
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that credentialsandpoliciesbe written in a speci�c assertionlanguageto integratewell

with KeyNote's compliancechecker.

Relationto SPKI/SDSI:Accordingto Matt Blazeet al [Blaze2], SPKI is similar to the

KeyNote trust managementbelief that “certi�cates canbe useddirectly for authorization

ratherthatsimply for authentication”.

4.3.3 Distributed Trust ManagementSystem

TheDistributedTrustManagementSystemattheUniversityof Maryland,BaltimoreCounty

[Kagal] usesrightsanddelegationswith certi�catesto createa trust managementsystem.

Themaincharacteristicsof thissystemare:

1. It possesesa methodfor accesscontrol acrossdomainsthat handlescomplex inter-

domaintrust relationships.A main 'claim to fame' of this systemis that it allows

agentsto delegateany right thatthey mayhave,providedthey have theright to dele-

gatethemselves(like in SPKI/SDSI).

2. Architecture:Entitiesin thesystemareidenti�ed by their X.509 Identi�cation Cer-

ti�cate Eachgroupof agentsis protectedby special'security' agentsthatauthorize

accessfor regularagentsin their groupsandtrustothersecurityagents.All commu-

nicationis donevia signedmessagescalledSignedMessageObjects(or SMOs).

3. Trustinformationandpoliciesareexpressedin Prologandcanmodelpermissionsand

delegations.A securityagentstorestheorganization's policy in a Prologknowledge

base.Whenit receivesa SMO(SignedMessage Object) it veri�es it by insertingthe

Prologstatementinto theknowledgebase.

4. The infrastructureusesX.509 certi�cates and Prolog policies to enforcesecurity.

Authenticationis doneusingX.509Identi�cation certi�cates.Authorizationis done

usingX.509AttributeCerti�catescontainingsignedPrologstatements.
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5. Authorizationis donethroughachainof trustusingrightsanddelegations.According

to LalanaKagalet al [Kagal], “Permissionsareextendedby delegationfrom anau-

thorizedagent”.

6. Accordingto LalanaKagaletal[Kagal], “Obligations, entitlementsandprohibitions

are notmodeledasof yet,but will bedone.”

4.4 Trust EstablishmentFramework

4.4.1 IBM Trust EstablishmentFramework

Accordingto [Herzberg], thefunctionof theIBM TrustEstablishmentFramework (or TEF)

is to mapthesubjectof a certi�cate to a role basedon thecerti�cate andpolicy. It is not

meantto authenticate.Themaincharacteristicsof theIBM TEFare:

1. TheIBM TEFsupports(accordingto [Herzberg])

“complex networksof trustratherthanrequiringa pre-de�nedtreewith a �xed

' root certi�cation authority. There is a bottom-up,“gr assroots” buildup of

trust andthepublickey infrastructure, mirroring therealworld.”

The TEF's issuerand subjectsare both public keys that are storedin a genericsystem

certicateobjectandretirieved from anX.509 AttributeCerti�cate usingtwo special�elds

called'issuerAltName'and'subjectAltName'.

2. Accordingto [Herzberg], “The goalof theIBM TEFis not to replaceexistingaccess

control systems,but to extendthembymappingunknownusers to roles.”

IBM Trust EstablishmentFramework de�nes a Trust Policy Language(or TPL) for

specifyingpolicies.

4.4.2 Trust Policy Language(TPL)

Themaincharacteristicsof TPL are:
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1. TPL is anXML basedpolicy languagewhere�e xible policiesmaybeusedto assign

roles to entitiesin the system. This is mainly to ensurecompatabilitywith other

systemwith whichaTPL policy maybeexchanged.

2. TPL is non-monotone.

3. TPL cansupportdelegation(with a 'repeat'tag)andthresholds.

Someof theadvantagesof IBM TEF overTrustManagementsystemsare:

1. TrustManagementsystemsprovidebothTrustEstablishmentaswell asAccessCon-

trol. This resultsin a morecomplex systemandmakesit dif�cuilt to integratewith

existing systems,especiallyif only anauthorizationmechanismis required.

2. Trust Managementsystemslike PolicyMaker and KeyNote possesscomplex pro-

gramminglanguagesthat is hardfor non-programmersto use. The IBM TEF uses

theXML basedTrustPolicy Language.

3. IBM TEF is assertionnon-monotonicin that it providespositive aswell asnegative

certi�cates,unlike PolicyMaker andKeyNote.

Relationto SPKI/SDSI:The IBM TEF usesa public key asa subject's global name,just

like SPKI/SDSI.

Drawback of IBM TEF: According to LalanaKagal et al. [Kagal], the IBM Trust

EstablishmentFramework suffersfrom a lackof �e xibility sinceit only considersRBAC.

4.5 PrivilegeManagementInfrastructur e (PMI)

Accordingto [Chadwick1], a Privilege ManagementInfrastructure storesauthorizationin-

formation(suchasa user's privilegesor attributes)ratherthanauthenticationinformation.

David Chadwicksays,
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“ A PMI is to authorizationwhata PKI is to authentication”

Table2 givesacomparisonof PKIsandPMIs (astakenfrom [Chadwick2] )

Concept PKI entity PMI entity

Certi�cate PublicKey Certi�cate (PKC) AttributeCerticate(AC)

Certi�cate issuer Certi�cation Authority (CA) AttributeAuthority (AA)

Certi�cate user Subject Holder

Certi�cate binding Subject's Nameto PublicKey Holder's Nameto PrivilegeAttribute(s)

Revocation Certi�cate RevocationLists (CRL) AttributeCerti�cate RevocationLists (ACRL)

Rootof trust RootCerti�cation Authority or TrustAnchor Sourceof Authority

Subordinateauthority SubordinateCerti�cation Authority AttributeAuthority (AA)

Table2: Comparisonof PKIsandPMIs

Someof thedifferencesbetweenPKI andPMI areasfollows:

1. Certi�cate: In PKI, anauthenticationcerti�cate is usedandbindsa user's nameto a

public key. In PMI, anAttribute Certi�cate is usedfor authorizationwhich bindsa

user's nameto asetof attributes.NotethatPMIsareusuallyX.509based.

2. Signer: While Certi�cation Authorities (or CA) sign certi�cates in PKI, Attribute

Authorities(or AA) signcerti�catesin PMI. Note that thesearenot thesameasthe

AAs in Shibboleth.

3. Root of trust: A root CA headsas the root of trust in a PKI. In a PMI, this is a

Source of Authority (or SOA). A SOA hascorrespondinglysimilar powersto a CA

like delegatingauthorityto asubordinateAA.

4. Revocation: CAs revoke certi�cates usingCerti�cate RevocationLists (or CRLs).

An AA issuesacorrespondingAttributeCerti�cate RevocationList (or ACRL).

4.5.1 PERMIS

PERMIS[Chadwick1] is anexampleof X.509basedPMI. But, PERMISalsoauthenticates

andis thus,alsode�ned asa TrustManagementSystem.Someof themaincharacteristics
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of PERMISareasfollows:

1. PERMIShasbothaccesscontrolandauthorizationpolicy components.

2. The PERMISarchitecturehastwo subsystems- 'privilege allocation' subsystemto

allocateprivilegesto usersand a 'privilege veri�cation' subsystemusedto verify

themlater. As mentionedin [Chadwick1] , “The SOA usesthe privilege allocation

subsystemto issueX.509rolebasedattributecerti�catesto theusers”. The'privilege

veri�cation' subsystemalsoperformsauthentication.

3. PERMISusesanXML basedpolicy languagewith a hierarchicalRBAC model. In

PERMIS,privilegesgivento aroleareautomaticallyinheritedby theroles'superior'

to it.

4. SincePERMISis a Trust-Managementsystem,it musthave � ve basiccomponents

(accordingto [Blaze4] ). Theseare:

(a) A languagefor describing“actions”, which is XML andDTD basedin PER-

MIS.

(b) A mechanismfor describing“principals”, which perform the actions. This

is donein PERMISusingglobal namesfrom X.509 Attribute Certi�cates(or

ACs).

(c) A languagefor specifying“policies”, whichapplyto theactionsthattheprinci-

palsperform.This is alsodonein thePERMISXML basedpolicy language.

(d) A languagefor specifying“credentials”, which facilitatesdelegationof autho-

rization.This is donein PERMISusingX.509ACs.

(e) A “compliancechecker”, which determineshow anactionrequestedby a prin-

cipal shouldbehandledgivenapolicy andasetof credentials.
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5. PERMISstorespoliciesandX.509 ACs in an LDAP so that the privilegesmay be

widely distributedover theInternet.

4.6 Policy Models

PolicyMaker, KeyNote andPERMISaretrust managementsystemsthat includea policy

model. However, therearealsoPolicy modelsproposedwithout the other featuresof a

TrustManagementSystem.TwosuchexamplesarePonder[Dulay] andSPOCP[Hedberg2,

Hedberg2].

4.6.1 Ponder

Someof thecharaceristicsof Ponder(from [Dulay]) areasfollows:

1. Ponderisanobject-orientedlanguagethatcanspecifybothsecuritypoliciesandman-

agementpolicies.A securitypolicy speci�eswhatthereply to aqueryor actionwill

be. A managementpolicy speci�eshow that queryor actionis handledto arrive at

thatreply.

2. PonderhasRoleBasedAccessControl(or RBAC).

3. The model de�ned objectsfor policies, for domainsand for policy enforcement

agentsandoutlinestheinteractionsbetweenthem. A policy mayapply to a domain

objector asetof domainobjects.

4. This modelalsoproposessupportfor Ponder, which accordingto [Dulay] is “a new

policy language thatcombinesstructuringideasfromobject-orientedlanguageswith

a commonsetof policybasictypes”.

5. Ponderis moreconcernedwith how policiesaredisseminatedto entitiesthat will

interpretthem,thanwith how policy will bespeci�ed.
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4.6.2 SPOCP

SimplePolicy ControlProtocol(or SPOCP)[Hedberg4, Hedberg2] is usedfor generalau-

thorization. SPOCPcan be thoughtof as a policy enginethat testsif an authorization

requestfrom a client oughtto beallowedor not, givena setof policies.Someof themain

characteristicsof SPOCPare:

1. TheSPOCPAuthorizationserver is designedaroundthePolicy Engine.ThePolicy

Engineanswers'yes' or 'no' to a 'Query' from a client: "Doesa potentialaction

comply with or violatea particularpolicy?". Serversrespond“+OK”, “-NO” or “-

ERR” to aqueryrequest.

2. Rulesaremonotonicin that they canonly grantsomething,but not make negative

statements.When a query is posedto the system,the systemsearchesfor a rule

thatpermitsthequeriedaction. If onesuchrule is foundthesystemwill stopthere

andreturnits decison.It will not collect all the rulesthat may relatesto an action,

althoughmoremaybepresent.

3. SPOCPusesS-expressionto specifyqueriesandpolicies,just like SPKI/SDSI.The

policy engineonly compares(or intersects)S-expressions.It doesnot concernitself

with thesemanticsof thepolicy.

Accordingto RolandHedberg et al in [Hedberg4], SPOCPchoosesS-expressionsbecause

thedevelopersfelt theneedto have a policy syntaxthat is independentof theapplication

theprocessesit. In thisway, multiplesystemsandorganizationscanusethesystemwithout

beingconstrainedto usinga �x setof processingtools,suchasXML for example.
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Table3: Comparisonof Policy ManagementSystems

Policy

Scheme

SPKI/SDSI XACML PolicyMaker,

KeyNote

Ponder PERMIS IBM TPL ACL DTM,

Maryland

Trust

Man-

agement

System?

No No Yes No Yes No No Yes

Summary PKI stan-

dard that is

public-key

centric. Used

mainly for

lightweight

authoriza-

tion. Uses

S-expressions

to express

policies in

certi�cate

'Tags'.

Language

to express

Autho-

rization

Policies

with

<Rule>,

<Policy>

and<Pol-

icySet>

elements

Trust Man-

agement

Systemwith

language

to specify

Policies

OO Lan-

guage

for spec-

ifying

security

policies

A PMI.

Uses

X.509

ACs.

Trust Es-

tablishment

Framework.

Authoriza-

tion, but no

Authentica-

tion

Username

and Pass-

word

linked

with In-

dividual

At-

tributes.

One-

to-one-

relationship.

Handles

complex

inter do-

main trust

relation-

ships.Claim

to fame is

allowing

users to

delegate

any right

they have.

RBAC Yes Yes Yes Yes Yes Yes No Yes

Principal PublicKey <Subject>

Usually

text

Public key

bound to

attributes

Object

or set of

Objects

Identity

in X.509

AC

Public key

in modi�ed

X.509AC

Username Identity in

X.509AC

Certi�cate

based?

Yes No Yes No Yes Yes No Yes

Language S-expressions XML PolicyMaker Ponder XML XML None Prolog

Assertions Monotone Non-

Monotonic

Monotonic Non-

Monotonic

Monotonic Non-

Monotonic

Monotonic Monotonic

Delegation? Yes No Yes Yes Yes Yes No Yes

Drawbacks Not as �e x-

ible as trust

management

systems.Tags

that carry

authorization

information

are applica-

tion speci�c.

No provision

to specify

depth of

delegation.

Only

policy

syntax

support.

Does not

specify

infras-

tructure

or consid-

ers Trust

issues.

Complex se-
mantics.

Dif �cult

for non-

programmers

to work

with. CRLS

are not

built in, and

signature

veri�cation

is not partof

thesystem.

Complex.

Too in-

ef�cient

for mini-

malistic

policies.

Inherits

the �a ws

of X.509

Attribute

Certi�-

cates.

Not as
�e xible as
other sys-
tems. Only
considers
RBAC. No
support for
Authentica-
tion.

Does not

addresspol-

icy lifecycle

manage-

ment.

Not

�e xible

or scal-

able. No

support

for del-

egation

or Dis-

tributed

Trust

Manage-

ment

Still a

prototype

system.

Obliga-

tions,

entitle-

ments

and pro-

hibitions

are not

modeledas

of yet.
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5 Summary

I have designedanddevelopeda TrustEstablishmentsystemusingRoleBasedAuthoriza-

tion for creatingminimalisticpolicies. Thesepoliciesenforceprivacy constraintson user

thatsaccesstheShibbolethsystem.

Part of my argumentfor usingSPKI/SDSIis that for a DistributedTrustManagement

systemworking with minimalisticpolicies(suchasAttributeReleasePoliciesfor Shibbo-

leth), SPKI/SDSIis a good�t. As David Chadwicksaid[Chadwick3], “it is simple(two

'Simples' in SPKI/SDSI!) andeasyto understand,processandcodeapplicationsfor.” A

disadvantageis that it maysuffer from a lack of �e xibility thatdistributedtrustandpolicy

managementsystemsoffer suchasPERMIS,Ponder, PolicyMaker, andKeynote.Also, it is

alsonotas�e xible astheXML solutionto policy managementwhichis XACML. However,

in certain'simple' casessuchasthese,SPKI/SDSIis validated. Moreover, a SPKI/SDSI

certi�cate (with it' s signature)is portablewhile still maintainingits assertion.And lastly,

in thecaseof ShibboleththeSPKI/SDSItags,which arepartof thestandard,aid in ARP

creationwith theirwild-cardsandotherspecialproperties.

Otherdisadvantagesof SPADE aregivenbelow:

1. Accordingto Matt Blazeetal [Blaze2], SPKIcerti�cateslack �e xibility asthey have

a limited numberof data�elds. However, this maynot besobadasthegoalof the

SPADE systemis to choosesimplicity over excessive �e xibility.

2. In SPADE, an Authorizationcerti�cate “Tag” �eld is usedto storetheattributesor

policy of the issuer. The developersof the IBM Trust EstablishmentFramework

[Herzberg] object to this approach,asthe issuerof the certi�cate andthe resource

ownermaybedifferententities.Hence,theremight bea policy compatibilityprob-

lem. In the TE framework, the datain the certi�cate is separatedfrom the policy

itself.
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In conclusion,this work hasexploredthe mechanismof usingSPKI/SDSIto storeuser's

policiesandtheusinga public key infrastructureto retrieve, intersectandderive new poli-

cies.While this bodywork doesnot claim thatthis is thesolemethodof doingso,it does

concludethatusingSPKI/SDSIin distributedtrustmanagementfor expressingsimpleand

�e xbile policiesusingS-expressionsis useful,viableandpromising.

As ProfessorDeniseAnthony, of theDepartmentof SociologyatDartmouthobserved,

“SPADEis ableto capture thenecessaryfeaturesof mostof modernorganiza-

tion (hierarchical structure) andthebene�tsof hierarchy, withoutalsocaptur-

ing thecosts/negativeaspectsof hierarchy. Thisis verycool.”
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6 Futur e Work

I have implementeda prototypeof SPADE. Consequently, thereis a lot of scopefor future

work in SPADE workingwith Shibboleth.Someof thepossiblethingsareasfollows:

1. For the prototype,I have not implementedCerti�cate RevocationLists. Instead,I

haveassumedshortcerti�catelife spansin keepingwith thetruenatureof SPKI/SDSI.

Onlinerevalidationmaybeimplementedin thesystem.

2. SPADE allows Domain Administratorsto embed'hidden' attributes in their ARP

certi�cateswhichtheDomainuseris notawareof. Thiscanbechangedto inform the

userof thenatureand/ or purposeof thosehiddenattributes.Moreover, information

on theuser's sitemaybemadeavailableto theuserdetailingwhattypeof ARPsare

requiredby speci�c sitesto beableto releaseresourcesto users.

3. Also a time and ef�ciency analysisof certi�cate retrieval, intersectionand policy

resolutionmustbe done. Thesemay be doneusingdifferent load balancingin the

network signifyingdifferenttraf�c loadsandnumbersof users.

4. Domainresolution,SHARandURL resolutionandRoleresolutionall canbedonein

a numberof differentways.Thesecanbeimplementedandcomparedfor ef�ciency

andeffectiveness.

5. TheShibbolethstandardis still beingdeveloped.Futuredeveloperscanlook at au-

thenticationmeansusingSPKI/SDSIcerti�catesfrom this infrastructurefor authen-

ticationwith publickeys to connectto Shibboleth.

6. SinceSPADE is a SPKI/SDSIbasedPrivilege ManagementInfrastructure,it is im-

portantthata meansof connectinganauthorizationsystemlike this with a standard

PKI systemis researched.SinceX.509 is thepopularsystemusedtoday, futurere-
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searchcan delve on how to connecta SPKI/SDSIPMI systemwith a X.509 PKI

system.
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A SPADE codedetails

SPADE usesJava,HTML, andJava Servlets.Thecodeis dividedinto threemainparts:

1. SPKI/SDSIcode. This is partof Java codedevelopedby theCryptographyandIn-

formationSecurityGroupat theMassachusettsInsituteof Technology[MIT]. I have

usedthe 'sdsi' java packagedevelopedby AlexanderMorcosandSameerAjmani.

It is accesibleat [MIT]. 'sdsi' is a GUI packagedesignedto familiarizeuserswith

SDSI operationssuchas creatingcerti�cates and deriving authorizationdecisions

from certi�cate chains.I have madea large numberof modi�cations to thecode. I

have written approximately1250lines of Java codeto addto this package.Someof

themareasfollows:

(a) Strippingaway theGUI codeandaddinghelperfunctionsin relevantclasses.

(b) Implementinga tagintersectionlibrary: The'sdsi' Java packagedid nothave a

library to intersectSPKI/SDSIcerti�cate tags.I have writtena tagintersection

library thatisbasedontheSPKI/SDSIstandard[Ellison2] andprocessesnormal

aswell asspecials-expressionssuchasthewildcarded(*), (* range),(* pre�x)

and(* set)formats.

(c) Writing helper�les thatareusedto processSPADE relevantoperationsquickly

suchasobtainingthe namesof all rolesin a Domainby resolvingit' s Autho-

rizationandNameCerti�cates,etc.

2. Java Servletcode:This is thebulk of theSPADE code.It plugsinto theSPKI/SDSI

codeto createobjectssuchaspublic keys,Namecerti�cates,andAuthorizationcer-

ti�cates and to verify certi�cate chains. It is usedto display the web basedGUI

constitutingdynamicwebpages,to processuserinputandto interactwith theproto-

typedatabases(which areactually�le systemdirectoryhierarchies).I have written

approximately4000linesof Java Servlet code.
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3. HTML code: I have alsowritten a few pagesof HTML codeto be ableto call and

processservlets.I have writtenapproximately300linesof HTML code.

The entirecodepackageanddirectoryhierarchy(approximately5500lines of code)sits

on a server (http://zermatt.dartmouth.edu), whereit is pluggedinto a Shibbolethtestclub

implementation(Shibbolethv 0.8),implementedby OmenWild at theDartmoutnPKI lab.
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B Biographies

B.1 SeanSmith (Advisor and CommitteeChair)

Takenfrom [Smith] :

“AssistantProfessor

Departmentof ComputerScience, DartmouthCollege

Prof. SeanSmithhasbeenworking in informationsecurity—attacks anddefenses,for

industryandgovernment—forover a decade. In graduateschool, heworked with theUS

Postal InspectionServiceon postalmeterfraud; as a post-docand staff memberat Los

AlamosNationalLaboratory, heperformedsecurityreviews,designs,analyses,andbrief-

ings for a wide variety of public-sectorclients; at IBM T.J. WatsonResearch Center, he

designedthesecurityarchitecture for (andhelpedcodeandtest)theIBM 4758secure co-

processor, andthenledtheformalmodelingandveri�cation workthatearnedit theworld's

�r st FIPS 140-1Level 4 securityvalidation. Dr. Smithhaspublishednumerousrefereed

papers; givennumerousinvitedtalks;andbeengrantedninepatents.His securityarchitec-

ture is usedin thousandsof �nancial, e-commerce, and rights managementsinstallations

world-wide.

In July 2000,Seanleft IBM for Dartmouth,sincehewasconvincedthat theacademic

educationandresearch environmentis a bettervenuefor changingtheworld. His current

work, as PI of theDartmouthPKI Lab, investigateshow to build trustablesystemsin the

realworld.

Dr. Smithwaseducatedat PrincetonandCMU, andis a memberof ACM, USENIX,the

IEEEComputerSociety, Phi BetaKappa,andSigmaXi.”
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B.2 Edward Feustel

Takenfrom [ISTS]:

“Ed Feustelbecamea Research Associateat Dartmouth's Institutefor SecurityTech-

nology Studiesin August2000. Ed's research focuseson security issuesin distributed

computingapplicationsand infrastructure. He hasrepresentedPrime Computerand the

Institutefor DefenseAnalysesastechnical liaison to theObjectManagementGroup,Unix

International,andTheOpenGroup(OSFandX/Open)

He comesto DartmouthfromtheComputerandSoftware EngineeringDivision of the

Institutefor DefenseAnalyses,Alexandria,Virginia wherehewasa Research Staff Member

with interestsin SecurityandDistributedSystemsandApplications.Prior to IDA Alexan-

dria, he worked at PrimeComputeras a Principal Technical Consultant,RiceUniversity

as a tenured AssociateProfessorof Electrical Engineeringand ComputerScience, IDA

Princetonasa SystemsProgrammer, LawrenceLivermore Laboratory asa SabbaticalRe-

searcher, and California Instituteof Technology as a Research Fellow. He is a graduate

of PrincetonUniversity (MA and Ph.D. in Electrical Engineering)and MIT (BSEEand

MSEE).His 1971 IEEE Transactionsof Computers Paper on the Advantages of Tagged

Architecturescoinedthe term "self identifyingdata" usingtags or descriptors andsetthe

stage for network/applicationexchangeof taggeddatabyprotocolsusedin OMG'sCORBA

andXML.”
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B.3 John Erickson

Takenfrom [Erickson]:

“ JohnS.Ericksonis a Principal Scientistwith Hewlett-Packard Laboratories,where

currentresearch toucheson mayareasrelatedto policy expression,enforcementandcom-

pliancefor distributedsystems,includingopenarchitecturesfor digital rightsmanagement

andprivacyprotection;healsohasa long-standinginterestin digital objectrepositoryar-

chitectures. Johnwasawardeda U.S.patentin 1998for rights managementtechnologies

and servicesthat originatedwith his Ph.D. research at DartmouthCollege; other related

patentsare pending. He hasbeenan activeparticipant in variousinternationalmetadata

and rights managementstandardization efforts, and sits on a numberof working groups

and advisorypanels. John holdsa Ph.D. in EngineeringSciencesfrom DartmouthCol-

lege (1997),an M.Eng.(EE) fromCornell University (1989),anda BSEEfromRensselaer

Polytechnic Institute(1984). He foundedNetRightsLLC in 1995andwasVP-Technology

Strategy for YankeeRightsManagement,1997-1999.”
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