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Abstract

Shibboleths afederatecadministratesgystenthatsupportsnterinstitutionalauthenti-
cationandauthorizatiorfor sharingof resourcesSPKI/SDSIis a public key infrastructure
whosecreationwasmotivatedby theperceptiorthatX.509is toocomplex and a wed. This
thesisaddressethe problemof how usersthatare partof a PublicKey Infrastructurein a
distributedcomputingsystencaneffectively specify createanddisseminatéheir Attribute
ReleasePoliciesfor Shibbolethusing SPKI/SDSI. This thesisexplores existing privacy
mechanimsaswell asdistributedtrust managemendnd policy basedsystems.My work
describeghe prototypefor a Trust Managementramevork called SFADE (SPKI/SDSI
for Attribute ReleasédPoliciesin a Distributed Environment)that | have designeddevel-
opedandimplemented. The principal resultof this researchhasbeenthe demonstration
thatSPKI/SDSIlis aviableapproactor trustmanagemerdandprivacy policy speci cation,

especiallyfor minimalisticpoliciesin adistributedenvironment.
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1 Intr oduction

1.1 Motivation

Accordingto [Clarke],

“The Internethasfacilitatedgrowthin the developmenbf distributed comput-

ing systems”.

In orderto handlethe large numberof usersin thesesystemsn an ef cient mannerscal-
able securityschemesuchasa Public Key Infrastructure(or PKI) have beendeveloped.
Today the X.509 Public-Key Infrastructurehasemepgedasthe defactostandardor PKiIs.
However, recentlySPKI/SDSI[EllisonZ] is anotherPKI standardhathasbeenproposed.
SPKI/SDSlis motivatedby the perceptiorthatX.509is too comple« andlackingonanum-
berof issuessuchasits lack of supportfor authorization.

As usersaccessnoreandmoreresource®n the Internet,online privagy hasnaturally

becomea majorconcern.Accordingto [wwwP3H,

"Consumenmolls haveconsistentlyfdemonstated that privacy protectionis a
signi cant concernand are expressingconcernaboutwhat datais collected

fromthem."

Individuals want more control over how their personaiinformationis gatheredand used.
This type of privagy is called Data Privacy or Information Privacy which accordingto

Jefey Sheldonin[Sheldorj is,

“the concernaboutan individual's contiol over personalinformation about

himor her’

However, usersareoftenwilling to disclosepersonainformationonlinein orderto obtain

extra services.At the sametime, the temptationto releasenformationmay be damaging



to the organizationor theinstitutionthatthe userandhis attributesarea partof. Thus,not
only is therea needfor amechanisnioy which ausercanspecifyhis privacy preferencesr
policy, but alsofor amechanisnby which anorganizatioror institutioncanspecifyits own
privagy preference®r policieswhich areapplicableto its differentusersactingin varied
roles,andwhich cansene asa Iter or overwrite a users potentially damagingprivacy
policy.

Shibboleth[ShibDraftis a federatedadministratedsystem(whereauthenticatiorand
authorizationis handledby both the origin site andthe resourcesite) that supportsinter
institutional authenticatiorand authorizationfor sharingof resourcesavailable to users
from thoseinstitutions. Shibbolethassumeshat usersemplg standardwveb browsersto
accessheseresourcesShibbolethsecurelytransfersattributesabouta userfrom the users
origin siteto a resourceprovider site. Shibbolethplacesa large emphasisn userprivagy
andeven allows its usersa choicein what information getsreleasedaboutthemandto
which site. This, therefore placesthe responsibilityof balancingaccesandprivagy in the
handsof theuser

This thesisaddresseshe problemof how usersthat are part of a Public Key Infras-
tructurein a distributed computingsystemcaneffectively specify create disseminatend
changetheir respectie Attribute ReleasePoliciesfor Shibbolethusing SPKI/SDSI. This
thesisexploresexisting privagy mechanimsaswell asdistributed trust managemenénd
policy basedsystems. describehe prototypefor a Trust ManagemenEramevork called
SFADE (SPKI/SDSIfor Attribute ReleasePoliciesin a Distributed Environment)that |
have designeddevelopedandimplemented.The principal resultof this researchasbeen
the demonstrationthat SPKI/SDSlis a viable approacHor trust managemenand privacy

policy speci cation,especiallyfor minimalisticpolicies.



1.2 Problem Statement

My solutionaddressethe following problem:

“How mightanindividual userof anorganizatiors distributedsystem(suchasits public
key infrastructure)specify createanddisseminatean Attribute ReleasdPolicy (ARP) that
canbe usedby the the Shibbolethsystem,andhow doesthat ARP interactwith the host

organizations own ARP?”

1.3 My contribution

My work includesthe design,developmentandimplementatiorof a prototypeof SFADE
(SPKI/ SDSlfor Attribute ReleasePoliciesin a Distributed Environment). The SFADE
infrastructureconsistsof logically dividing aninstitution or organizationinto domainsthat
may alsocorrespondo physicalor structuraldivisions,suchasprojectgroupsor academic
departmentsEachsuchdomainis de ned by anadministratomvhois in chage of distribut-
ing and managingrustfor thatdomain,anda group of userswho belongto thatdomain.
Userswithin theorganizatiormaybe member®f morethatonedomain,but administrators
mayonly beaf liated with onedomain.Trustis establishe@ndmanagedisingSPKI/SDSI
public key certi cates.

| have connected5PADE to a Shibbolethtestdeploymentat Dartmouthfor my initial
demonstration.SFADE actsasan extensionof the ShibbolethAttribute Authority (AA).
Whenstandardequestdor userattributescomeinto the AA, they areredirectedo SFADE
which contactgherelevantuserdomainandobtainstheusers ARP. This ARPis combined
with other ARPsin the organizationby obtaininga chainof certi cates (whereeachcer
ti cate is anattributereleasepolicy) from therelevantdomainsof the organizationstarting
with the individual domainuserandhis administratar TheseARPsareintersectedo de-
rive the nal ARP. By extendingthe AA functionin this way, this work doesnot involve

modifying ary partof the Shibbolethstandard.



I have modi ed and usedSPKI/SDSIcodedevelopedat MIT [MIT] for a main part
of my work. Importantadditionsl have madeincludewriting the tag intersectionlibrary
which follows the SPKI/SDSlIstandardEllison2], which wasnotwritten previously.

I have alsoimplementedh web-basedsUI that allows the domainusersandadminis-
tratorto log on andmanageheir policies. For the administratarthis involves authorizing
new userdn thesystemgreatingdefault attribute releasegolicies,andcreatingrolesfor the
differentusersto beassignedo. A usermayusethe GUI to createandmaodify his attribute
releasepolicy.

Theprincipalgoalof SFADE is to shav theviabililty andeffectivenessof usingSPKI/

SDSlasabasisfor adistributedtrustsystemfor specifyingandcornveying policies.

1.4 ThesisOrganization

Thisthesisis organizedasfollows:

Chapter2 discusseshe backgroundo this work. This includescerti cate standards
suchasX.509 and SPKI/SDSI.I alsodiscussprivagy, policy conceptsandthe Shib-

bolethsystem
Chapter3 describeshe characteristicgjesignandimplementatiorof SFADE.

Chapterd describegelatedwork donein this area. Theseinclude privacy mecha-

nisms,policy languagesandtrustmanagemengystems.
Chapters providesa summaryof my work

Chapter6 concludeghethesiswith a discussiorof opportunitiesfor future work in

thisarea.



2 Background

2.1 Privacy concepts

Securitytechnologiesand the protectionof individual's privagy are closely intertwined.
While anorganizations privacy goalsmay be expressedisinghuman-readablenachine-
enforcablepolicies (suchas ShibbolethAttribute ReleasePolicies),securitytechnologies
aretypically responsibldgor enforcingthosepolicies. But securitytechnologiesnay also
be appliedmore broadly to problemsof authenticatiorand authorizaton. Someof the
commonde nitions of privagy relatedtermsareenumeratedby Paul MadsenandCarlisle

Adamsin [Madsen], andaregivenbelow:

“ Con dentiality refeis to keepingsensitiveinformation secet and protected
from inappropriate viewing. Privacy requiresthat the con dentiality of user

informationis protectedbothin transitandin storage”

“ Authorization refers to the processof determiningwhat an individual is al-

lowedto do”

“ Authenticationrefers to proving that individualsare indeedwho they claim

to be”

“ Privacy of userinformationrequires: 1)Protecteddata storage, 2)Authenti-
cation and authorizationof requestingapplications,and 3) Con dentiality of

transmittecdata’

2.2 Policy concepts

Accordingto N. Dulay etal in [Dulay],
“ A Policy is a setof rulesthat governthe choicesin thebehaviorof a system”

Typically, policiesin systemareof two types,asmentionedy J.Vollbrechtetal in [Vollbrecht:
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1. Security policies Thesespecifywhattheresponsdo aqueryshouldbein asystem.

2. Managementpolicies Theseoverseethe systemandspecifyhow a querymustbe

handledn orderfor a securitypolicy to beappliedto it.

Thereexistsastrongrelationshipbetweerauthorizatiorandpolicy. Authorizationis usually
grantedor deniedbasedon a policy. In orderfor policiesto be effective in decidedautho-

rization,they mustgothroughthreestepsasmentionedy J.\bllbrechtetal in [Vollbrecht:

1. They mustberetrieved. Policiesmay be dispersedhroughthe organization.They

areretrieved usinga Policy Retrieval Point (or PRP).

2. They mustbe evaluated. Rulescommonlyexists for combiningpolicies and sets
of policies. Theseare usedto evaluatethe policy andreacha decision. Theseare

commonlydoneat a Policy DecisionPoint (or PDP).

3. They mustbe enforced. This usally entailsgrantingor derying an authorization.

Thisis doneat a Policy Enforcementoint (or PEP).

2.3 Public Key Infrastructur es

Accordingto CharlieKaufmanetal in [Kaufman,

“A Public Key Infrastructue (or PKI) is a collectionof metanismdor creat-

ing, distributing andusingpublic keys”

The main purposeof a public key infrastructure asthe namesuggestsis to specify how
namesand attributesshouldbe boundto public keys. This is doneby usinga public key
certi cate which is a signedstatemenbinding 'something'to a public key. Typically, in
ary PKI, therearetwo typesof certi cates- an ldentity Certi cate andan Authorization

certi cate. An Identity Certi cate usuallybindsa public key to a name.An Authorization



Certi cate bindsa public key to attributesandsigni es anauthorizatioror privilege thatis
meaningfulto the signerandsomesetof interpreters.

Of theexisting PublicKey Infrastructuresn usetoday X.509 certi catesarethe most
widely used andhave emepgedasthedefactostandard X.509useglesignateerti cation
Authorities(or CA) thathave the authorityto sign public-key certi catesfor entitiesin the
system.TheseCAs thusactas'trustroots' andverify thatan entity (usuallya user)is the
rightful holderof a particularpublic key.

More recentpublic schemeproposedsuchas SPKI/SDSImove away from the tradi-
tionalideaof usinganindividual's (allegedly)unigueglobalnameandbindinga public key

toit.

2.3.1 X.509

Accordingto [Clarke], “X.509 is the corventionalPublic Key Infrastructuge”.
An X.509 principal is a users (allegedly) globally uniquepublic key. This nameis
called a DistinguishedName(or DN). An X.509 certi cate thus bindsa users DN to a

publickey to produceanldentity certi cate. X.509is basedn a hierarchicaflobalnames

pace.Therearedesignatecerti cation Authorities(or CAs)thatsignandissuecerti cates
to X.509 users.Thus,asquotedfrom [Clarke], “X.509 communitiesarebuilt from thetop-
down, with trustextendingfrom root CA keys? Trustis establishedby examininga chain
of certi catesfrom atrustedCA' s key to ausers public key.

Recently Version 3 of X.509(or X.509v3 hasbeenreleasedvhich containssupportfor
specifyingattributesand authorization. This was doneby providing a meansof specify-
ing additional elds in an X.509 certi cate whereattributescould be speci ed. Thus,an
X.509v3certi cate maycontainabindingbetweera DistinguishedNameanda public key
andaDistinguishedNameanda setof attributes.

However, therearea numberof problemswith X.509in generalespeciallywith regard



to authorization Someof themareasfollows:

1. By bindinga users nameto a public key, andthenbinding that samenameto a set
of attributesall in one X.509v3 Certi cate, we immediatelycompromisethe users
anorymity. Moreover, while users namesareusuallyboundto their public keys for
long periodsof time, attributesareusuallyboundto userdor shortperiods.Thus,if a

userwereto wantto changehis attributes,it would meanrevoking his 'identity' too!

2. To solwe theabove problem,attributesarespeci edin aseperateerti cate calledan
X.509 Attribute Certi cate (or AC). Typically, thiscerti cate bindsasubjects Distin-
guishedNamewith a setof attributesandis presentedo theveri er of the subjects
attributestogethemith the subjects X.509 Identity Certi cate. Thisincursthe over
headof creatingtwo X.509certi ciateseachtimefor corveying asubjects attributes.
Moreover, sincethe principal of boththe Identity Certi cate andthe Attribute Cer
ti cate is aname theentitythatveri es theauthenticityof the usermaybethesame
entitythatveri es hisauthorizationThisis usuallynotdesired A moreserioussecu-
rity violation would be just the X.509 Attribute Certi cate beinginspectedwithout

consultingthe subjects Identity Certi cate.

3. X.509 dataformatsare expressedn the Abstiact SyntaxNotation One (or ASN.)}
standard.Most peoplecite is as humanunreadable. Another problemis it's com-
plexity, arisingfrom the factthatit is very powerful. Thus, X.509 is comple for

applicationandservicedevelopersto implement.

4. All CAsarenotequal.Besidegherisk of a CAs key beingcompromisedandthere-
forecomprimisingts entire’domain’, differentcommercialCAs offer differentlevels
of serviceto their clientsasspeci edin their Certi cate PracticeStatemenfor CPS.
The CAs CPSis basicallythe proceduresindrulesthatthe CA follows. While some

consideiit goodthata CAs CPSis notpartof thestandardandthatdifferentCAs can



be e xible in specifyingtheir own rules,thelack of acommonmechanisnresultsin
differentCAs providing a differentlevel of serviceandconsequentla differenttrust
level. Moreover, a CAs CPSis speci ed in convoluted languagewith legal jargon

thathardlyaryonebut the CA cannotunderstand.

For all thesereasonsa numberof newv PKI standardsvereproposedespeciallyfor autho-

rizationandpublic key centricity

2.3.2 PGP

Pretty GoodPrivacy (or PGP) wasreleasedy Phil Zimmermanin the early1990s.It has

thefollowing characteristicsasdescribedy DwaineClarke in [Clarke]:

1. It is egalitarian: Thereis no hierarchicalstructurein PGPandall public keys are
freeto issuecerti cates.In comparisorto X.509, every publickey in PGPis a Certi-

cation Authority.

2. Binding namesto public keys: PGPalsosuffers from the aws of X.509 whereit

looksto bind a globalnameto a public key. Thisis usuallya users emailaddress.

3. "Web of Trust”: PGPusersbuild pathsof trustamongthemselesin a distributed
manner Usersmay trust other usersto vouchfor the authencityof certainpublic
keys. Thus,PGPusersactuallyfunctionasCAs themseles,while still allowing ary
userto issuecerti catesfor ary otherPGPuser Consequent|ytherearea number
of certi cation pathsleadingthroughdifferentCAs. Trustis truly distributedin this

case.

While PGPmaybe ne for casesvherealot is notat stale suchase-mail,it is notfeasible
for systemswhich handlecomple trust relationshipsvherea large numberof usersare

involvedandwho cannotbetrustedto make theright choices.



2.3.3 SPKI/SDSI

The SimpleDistributed Securitylnfrastructue (or SDS) [Rivest] wasdesignedn 1996
by RonRivestandButler Lampsonat the Massachusettssititute of Technology Its main
goal,accordingto [Clarke], was“to facilitate the building of secue, scalable distributed
computingsystems’” Aroundthesameime, the SimplePublic Key infrastructue (or SPKI)
[Ellison2] wasproposeddy Carl Ellison for asimplepublic key infrastrucuteauthorization

model. Thesetwo proposalsveremeigedin 1998to form SPKI/SDSI.

Identity

Attribute Certificate Identity Certificate

Authorization Certificate
Attributes Public-key

Figurel: Carl Ellison's Authorizationtriangle

Oneof themainreason$SPKI/SDSiwasproposedvasto providea e xible andlightweight
authorizatiomnodelascomparedo X.509. Moreover, themodelwasto be publickey cen-
tric sothatprincipalswould be truly unique.As seenfrom Figurel (whichis oftencalled
Carl Ellison's Authorizationtriangle andis proposedy him), SPKI/SDSIworks by com-
bining a public key with a setof attributesto form an authorizationcerti cate, unlike its
counterpariX.509 which forms an Attribute Certi cate by binding a DistinguishedName

to apublickey. SPKI/SDSIcanalsocreatedentity certi catesbindingnamedo public key

10



but they arenot usedfor authorizatiordecisions.

2.3.3.1 Main characteristicsof SPKI/SDSI

1. Key-centric: SPKI/SDSIlprincipalsare public keys. All authorizationbinding and
veri cation is donewith public keys andattributesonly, not with identitiessuchas

names.

2. Egalitarian: Thereis no globalhierarchyor hierarchicalinfrastructurenecessaryn
SPKI/SDSI.Every principalis freeto issuecerti catesto otherindividuals. Thisalso

leadsto scalability

3. Certi cate types: Therearetwo typesof certi catesin SPKI/SDSI(like X.509).

Theseare:

(a) NameCerti cate: This bindsalocal nameanda public key. The nameis valid
only for the local namespacand is usedby the principal only for personal
identi cation. It is never usedglobally Therearefour elds to a SPKI/SDSI
namecerti cate. Thesearethe issuey anidenti er suchas a local name,a

subjectandvalidity dates.

(b) AuthorizationCerti cate: Thisbindsapublic key to attributes.It is usedin au-
thorizationdecisionsThereare ve elds in anauthorizatiorcerti cate. These
aretheissuer the subject,the propogateag (or not) which speci eswhether

this subjectof this certi cate candelegate(or not), andvalidity dates.

4. Groups: SPKI/ SDSlhassupportfor creatinggroupsandis oneof its main adwan-
tages.Thisis doneby issuingmultiple (hame, key) certi cateswith the samename
- onefor eachgroupmember The concepof groupscanalsobe usedto createroles

for role basedhuthorization.

11



5. Delegation: Oneof theothermainadwantage®f SPKI/SDSlis theability to delegate
authorization.This is speci ed usingthe propogatebit in the AuthorizationCerti -
cate.If this bit is set,thenthe subjectof this certi cate canre-delgatehe permission
or attributesheis given. Delegationis transitve in thatif Alice delegateso Bob (with
permissionto delegatefurther) and Bob delegatesto Carol, thenin effect Alice has

delegatedto Carol.

6. Authorization ow: An authorizationo w or chainis a chainof valid certi cates
that speci es an authorization. Accordingto [Clarke], “an authorization ow can
consistof just authorizationcerti cates or both namecerti cates and authorization
certi cates”. The 'trustroot' of an authorization o w is the rst principal in the
chainwho startedthe delegation process. This is in marked contrastto the X.509

modelwith CAs astrustedroots.

7. S-expressions:SPKI/SDSIcerti catesusesS-expressionsvhichare*human-readable
ASClIrepresentations[Rivest]d. This malesit easyfor humando reada certi cate

anddeducdt's meaning.Thisis in contrasto X.509which usesASN.1.

2.3.3.2 Advantagesof SPKI/SDSI over X.509"

1. As mentionedn [Ellison2], “The main purposeof SPKI/SDSkerti catesis autho-

rization, asopposedo the purposeof X.509certi cateswhich is authenticatiofi.

2. SPKI/SDSiIcerti catesuseS-expressionasthe standardormatfor authorizatiorat-
tributes,whereasX.509 usesthe complex ASN.1 standard SPKI/SDSlalsode nes
acanonicaform for S-expressionandamechanisnfor deriving authorizatiordeci-
sions. Accordingto notedcomputersecurityexpert Carl Ellison [Ellison3], parsing
canonicalS-expressionsake muchlesscodesizethatparsingASN.1 data.(Accord-

ing to Carl, his S-expressiorparsingcodetakes8 KB. Ontheotherhand hiscompiler

1Someof thetext in this paragrapl®.3.3.2is quotedverbatimfrom my Masters ThesisProposalNazareth].
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to parseASN.1ltakes50 KB andsomecommericalASN.1compilerstake 500KB of

code).Thus,S-expressionsarearguablyfasterto parseandcompilethanASN.1.

. SPKI/SDSlusesa 'tag-languagethat is usedto expressauthorizationinformation
throughlarge setsof stringsor S-expressions.Standardibrariesmay be written to
intersectcerti cate tagsanddeducewhatan authorizationchainauthorizes.On the
otherhand,becausef X.509's generalityeachdeveloperis freeto de ne anX.509v3
extensionformatandthende ne how thoseattributesmaybeintersectedThus,each

applicationusingX.509 hasto write a seperateX.509 chain-processingoutine.

. Groupsor Rolescanbe de nedin SPKI/SDSIby, asmentionedn the previous sub-
section,issuingmultiple (name, key) certi cateswith the samename- onefor each

groupmember

. SPKI/SDSIcanimplementthresholdcerti cateswhereauthorizations a collectve

decisionof -of- entities.

. SPKI/SDSImalkesit easyto issueshortlivedcerti catesasit doesnothave Certi cate

RevocationLists(or CRLS.
. To quotefrom [Nykanerj,

“When the usage of PKI is authorization,then SPKIlis conceptuallya better
choice becausenot havingto care aboutnamesat all simpli es the process
of certi cation and validationremarkbly..Whenit comeso plain anonymous
authorization,especiallywhenthe entitiesare not contolled by humans.....
SPKiI certi cates would be the betterchoice Thepossibilityto allow several
pathsfor certi cate validation,andhavinga contiol ontheacceptabldevel of
successivelyalidatespathsmale SPKIfavorable.thestrict hierarchy of PKIX
(i.e usingX.509)is very sensitive SPKIhasbeendesignedn sud a waythat

interopembility with otherPKIs hasbeentakeninto account.

13



8. In oneof my favorite quotesdrom notedcomputersecurityexpertCarl Ellison, hesays,

“One advantge SPKlhasis that our namesare global becausehey're local,
while X.509namesare local becausehey're global..Thatis, becausewve use
SDSllocal namesbhut needglobal nameswe madethe local namegglobal by
pairing local nameswith keys (or key hashespandwe gottruly global names.
X.509, by contrast, wasdesignedo useglobally unigueX.500Distinguished
NamegqDN). Theefore, they usethosenamesalone However, X.5005 global
namespacewas a delusionthat will never cometo pass,so what happens
insteadis that eadh CA geneatesits own DistinguishedNames. ThoseDNs
are therefore local becausdhey camefromthe mind of the CA and not some
global authority (X.500).Becausdhey're not paired with keystheway SPKI's
SDSInamesare, the namesusedin X.509attribute certi cates are truly local

(andtherefore not uniqgueandtherefore a security aw)”.

2.3.4 Comparisonof X.509,PGP and SPKI/SDSI

A comparisorof the threepublic key infrastructuresareshavn in Table 1 (astaken from

[Clarke]).
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X.509

NameSpace:

[ Global

Typesof Certi cates:

NameCerti cates

Name-to-key binding:

Single-aluedfunction: eachglobalnameis boundto ex-
actly one key (assumingeachuserhasa single public-
privatekey pair).

CA Characteristics:

Global Hierarchy There are commercial X.509 CAs.
X.509 communitiesarebuilt from thetop-davn.

TrustModel: HierarchicalTrustModel. Trustoriginatesfrom atrusted
CA, overwhichtheguardiarmayor maynothave control.
A requestomprovides a chain of authenticatiorfrom the
trustedCA to therequestos key.
Signatures: Eachcerti cate hasonesignaturepelongingto theissuer
of thecerti cate.
Certi cate Revocation: | UsesCRLs
PGP NameSpace: Global
Typesof Certi cates: | NameCerti cates

Name-to-Key binding: | Single-aluedfunction: eachglobalnhameis boundto ex-
actly one key (assumingeachuserhasa single public-
privatekey pair).

CA Characteristics: | CA Characteristics:Egalitariandesign. Eachkey can
issuecerti cates. PGP communitiesare built from the
bottom-upin a distributedmanner

TrustModel: Web of Trust
Signatures: Eachcerti cate canhave multiple signaturesthe rst sig-
naturebelonggo theissuerof the certi cate.

Certi cate Revocation: | A suicidenoteis postedon PGP certi cate seners, and
widely distributedto peoplewho have the compromised
key ontheir public keyrings.

SPKI/SDI NameSpace: Local

Typesof Certi cates:

NameCerti cates,AuthorizationCerti cates

Name-to-key binding:

Multi-valuedfunction: eachlocal nameis boundto zero,
oneor morekeys (assumingeachuserhasa singlepublic-
privatekey pair).

CA Characteristics:

Egalitariandesign. The principals are the public keys.
Eachkey canissuecerti cates. SPKI/SDSIcommunities
arebuilt from the bottom-upin a distributedmanner

TrustModel: Trustoriginatesfrom the guardian.A requestoprovides
achainof authorizatiorfrom theguardiano therequestor
s key. Theinfrastructurehasa clean,scalablemodelfor
de ning groupsanddelegatingauthority
Signatures: Eachcerti cate hasonesignaturepelongingto theissuer

of thecerti cate.

Certi cate Revocation:

Advocatesausingshortvalidity periodsandCerti catesof

HquLh.
LI

Tablel: Comparisorof X.509,PGPandSPKI/SDSI[Clarke]




2.4 Shibboleth

Fromthe Shibbolethdraft [ShibDrafi,

“Shibbolethis an Internet2/MACE projectwith intellectualand nancial sup-
port fromIBM which involvesdevelopingarchitectues,frameavorks,andprac-
tical technolggies to supportinterinstitutional authenticationand authoriza-

tion for sharingof resouces”

Oneof Shibboleths mainaimsis to accomodatéhe differentsecuritysystemsexisting in
organizationsndcollege campusesoday It is amiddlevarearchitecturghatallows users
froman'origin' siteto accessesourcesita'tamget' site.

Thetwo mainefforts of the Shibbolethprojectare:

1. To develop an architectureso that usersin different organizationsmay be ableto

authenticat@acrosdoundariemandshareresourcesand

2. To promotinginteroperabilityby using standardssuchas SAML anddocumented

methodsof informationexchange.

Shibbolethplacesa greatimportanceon userprivag. It enablesusersto beableto access
resourcesnorymously by presentingonly their attribute valuesandan origin site issued

‘handle’ to thetametsite.

2.4.1 Shibboleth components

Figure2 (takenfrom the Shibbolethdraft) shavs themain ShibbolethcomponentsThefol-
lowing arethemaincomponent¢describedn moredetailin the Shibbolethdraft[ShibDraff)

thatallow usersto accessesourcescrossnstitutionor organizationboundaries:

SHIRE (or Shibbolethindexical Referencéstablisher)TheSHIREisthe rst component

thatthe usercontactgtransparentlyyvhenhetriesto accessa resourceon the tamget
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Figure2: Shibbolethcomponent$ShibDraf{

site. The SHIRE s usuallya web sener thatwaitsfor usersto connecto it through
their browsersandobtainsa handlefor a userthattarget sideusedaterto be ableto

obtainuserattributes.

WAYF (or WhereAre YouFrom?):The SHIRE contactshe WAYF componento obtaina
handlefor the userfrom the users 'Handle Service'(or HS). The WAYF component
actuallyinteractswith the userandaskshim whereheis from (The userusuallyhas
to selectfrom a drop down menu. In this way, the WAYF canalso control which
institutionshave accesdo the tamget site). The WAYF storesthe mappingbetween
the users origin site andthe URL of the users HS, andis usally a partof the target

site.

HS (or HandleService):TheHandleServiceis anorigin sidecomponentlt is responsible
for makingsurethatthe userhasauthenticatedbcally. It alsocreatesananorymous
handlethatthe taiget site later presentgo the origin site to retrieve attributesabout
theuser The HS returnsthe handleto the WAYF alongwith the URL of the users

Attribute Authority (or AA).
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SHAR (or ShibbolethAttribute Requester)The SHAR is a target site componenthatis
responsibldor retrieving the users attributesto enableresourceaccess.After the
SHIRE passeshe users handleto the SHAR, the SHAR presentghe handleto the

users Attribute Authority to obtainhis attributes.

AA (or Attribute Authority): Thisis amajorcomponentf Shibboleth.t sitsontheorigin
site andhandlegequestdor attributesfrom theresourceprovider's site. The AA is
not partof the Shibbolethstandard.Theremaybe multiple AAs atanorigin site but
mustbe atleastone. The AA mustprovide usersattheorigin sidea meansby which
they canspecifytheir Attribute Releasd?olicies(or ARPs). Thisis usallydoneusing
a GUI suchasa web browvserandenableghe userto control his own privagy. The
downsideof course,is thata users choiceof ARP may not be properto be ableto
granthim accesgo atamgetresourceDueto this, it is oftenpreferableor theuserto
be awvare of eachsitesattribute requirementspossiblyshavn on the interface. The
procesf nding theusers attributesandsendingthemto the tamget site is usually

donein two steps:

1. Thehandlepresentedo the AA fromtheSHAR is mappedo theusersidentity. This

is usuallydoneusinga handlecachewhich storesall recentlycreatechandles.

2. Theusers identity is thenusedto retrieve his ARP. This processs not part of the
Shibbolethstandardandis left opento interpretation. The usermay have a single
ARP or multiple ARPs. They may be dispersedhroughoutthe organizationor they
may be collectedin oneplace. How the users ARP is retrieved, validatedand en-
forcedis left to the implementers.My model, SFADE, choosesa distributed ARP

settingusingSPKI/SDSIcerti catesto storeARPs.

RM (or ResourceManager):After the SHAR recevestheusers attributesfrom the AA, it

sendghemto the managepf the resourcahatthe useris trying to accessThe RM
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may have his own Attribute Acceptancedolicy (or AAP) which decidesvhetherthe

userwil begrantedor deniedaccesso theresourcébasentheattributespresented.

2.4.2 Shibboleth Attrib ute ReleasePolicies

Shibbolethattributesare usuallyname/alue pairs. Examplesinclude “Role=PhysicsStu-
dent”, “Name=Janesmith” and“Email=jane.smith@collge.edu’ An importantpointto
noteis that Shibbolethtamget sitesaregreedyandwill try to obtainasmary of the users
attributesaspossible An ARP s usedby aAA to retrieve attributesabouta particularuser
Usually the ARP usedis onewhich the usercreatechimself. ShibbolethARPsconsistof

threemain elds:

1. A destinatiorSHAR name
2. AURL

3. A list of attributesthatthe userspeci esto bereleasedo this SHAR andURL

The SHAR s usuallythe websitewherethe URL residesandwhich hoststheresource An
exampleof a SHAR-URL pairis

“SHAR=http://wwwmit.edu,URL=http://wwwmit.edu/ai/recon guring.js’

An importantpointto noteis thatausemustonly beallowedto releasettributeswhich
arerelevantto him, andthey mustbe releasedusingARPs. A studentthuscannotrelease
faculty attributesand so on. This constraintcan be imposedin a numberof ways. The
AA may sene to checkattributesleaving it againstthe users identity Else,otherentities
in the organization,suchasthe databasehat storesthe users ARP, may sene to check
the attributesbeingreleased.Thus,not only cana userhave his own ARP, but otherlocal
authoritiesin the organizationcansene to imposetheir own ARPson the user Thereis
alsothepossibiltyof institutionalARPsandhiddenattributesbeingreleasedFor example,

DartmouthCollege may have a contractualagreementvith the Smithsonianinstitute in
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WashingtorD.C thatallows Darmouthuserdo acces#. However, Dartmouthmustprovide
additionalinformationthat the usershave no knowledgeof andconcernabout,suchasa
contractnumberor a userstatistic. Thus,the AA may sene to add additionalattribute
valuesinto the Attribute Responsé/lessagdor ARM) sentto the SHAR. The Shibboleth
draft [ShibDraff alsostatesthat AAs mustprovide their userswith a web basedGUI so
thatthey caneasilyspecifyandmodify their ARPs.

Default and Wildcarded ARPs: Sinceis not possiblefor a userandhis institution/
organizationo beableto provide ARPsfor every tamgetresourceonthelnternet,andevery
SHAR andURL pairing,theremustexist a mechanisnby which userscanspecifydefault
ARPs. This savestime and canavoid denialof serviceto the userif the userchoosesan
intelligent default ARP. Additionally, a usercan createa wildcardedARP that gives him
morecontrolover which siteshe choosego releasecertainattributesto. For example,one
atypical wildcardedARP is shavn in Figure3. This ARP speci esthatthe valuesof the
users two attributesof Role andNamecanbe releasdo ary site thatthe useraccesseat
the University of Wisconsin.

SHAR: http://mwwwisc.edu
URL: http://wwwwisc.edu/*

ATTRIBUTES: Role='Student' Name="'JohrDoe'

Figure3: Exampleof ShibbolethwildcardedARP

2.4.3 Shibboleth event and messageo ws

Figure4 [ShibDraff shavs thesequencef eventsandmessageo wswhena useraccesses
or triesto accessa Shibbolethrmanagedesource.

Thestepsareasfollows:

1. A useratanorigin siteusesawebbrowserto access Shibbolethrmanagedesource
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Figure4: Shibboletheventandmessageo ws[ShibDrafi

residingonaHTTP sener.

N

. TheSHIREredirectgheusers requesto the WAYF.

w

. TheWAYF contactgheusers HS. Theuserauthenticateattheorigin site,ananory-

moushandleis createcandthe HS recevesit.

N

. Thehandleis sentto the SHIREalongwith URL of theusers AA. TheSHIREpasses
thehandleto the SHAR.

)

. The SHAR contactsthe users AA and asksfor userattributesusingan AQM (or

Attribute QueryMessae).

6. The AA consultsthe users ARP, andusesit to retrieve the relevant useratttributes.

It thenpassesheseto the SHAR usingan ARM (or Attribute Responsdlessae).

It is importantto note,asstatedn the Shibbolethdraft [ShibDraff,

“AA implementes are freeto supportmanydifferentkindsof ARPswith vary-

ing semanticaslong asthe AA canefciently processequestanddetermine
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the effectivepolicy to apply..Shibbolethdoesnt specifyor constain how an

AA cananswerthesekindsof questions.”

Relation with SAML (or SecurityAssertionMarkup Language):ShibbolethusesSAML
for it's AQM andARM formats.A descriptionof SAML is givenin 4.2.3.

22



3 My Solution: SPADE

As statedn sectionl.2| addresshefollowing problem,

“How mightanindividual userof anorganizatiors distributedsystem(suchasits public
key infrastructure)specify createanddisseminaten Attribute Releasd”olicy (ARP) that
canbe usedby the the Shibbolethsystem,andhow doesthat ARP interactwith the host
organizations own ARP?”

My solution,SPADE, exploreshowv SPKI/SDSImaybeusedto solve thisproblem.The
mainconcepbehindSPADE is thatdifferentusersan anorganizatiorusesignedSPKI/SDSI
Authorizationcerti catesto specifytheir ARPs. Whena ShibbolethAttribute QueryMes-
sage(or AQM) comesin, SFADE retrieves andintersectsa numberof theseSPKI/SDSI
ceriti catesto derive aresultantARP. This ARP is usedasa basisfor retrieving the users
attributesfrom a databaseyhich arethensentto thetametsite.

I now describehe characteristicgjesignandimplementatiorof SPADE.

3.1 SPADE characteristics

After a carefulreview of relatedwork, enumerateih Chapterd andsummarizedn Table

3, | have selectedhebestfeaturedo incorporatanto SFADE. Thesearegivenbelow:

3.1.1 Authorization framework

SFADE usesthe SPKI/SDSIstandardEllison2], which is designedfor lightweight dis-
tributed delegation and authorization. SFADE's concernis authorizationnot authentica-
tion. The useris assumedo be alreadyauthenticatedvhenthe systemusesSPADE to
retrieve the users relevant ARPs. This is in keepingwith the Shibbolethmodel. SFADE
is public-key centricandattributesareboundto a public key resultingin anauthorization

certi cate.
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3.1.2 Trust Management

Accordingto Kagaletal [Kagall,

“SPKI wasthe rst proposedtandardor Distributed TrustManagement”

SFADE, which usesSPKI/SDSI,possessemary of the propertiesof a Distributed Trust
Managemensystemsuchasdelegationandauthorization.

SFADE canalsobethoughtof asa SPKI/SDSIPrivilege Managementnfrastructue (or
PMI) [Chadwickd thatusesSPKI/SDSlauthorizatiorcerti catesinsteadof X.509attribute
certi cates. Like PERMIS,SPADE embedghe policy in the certi cate. However, unlike
PERMIS,| useS-expressionandthestandard&PKI/SDSltagsde nedin [EllisonZ] instead
of anXML basedoolicy. More informationon PMI andPERMIScanbefoundin 4.5.

3.1.3 Role BasedAuthorization

SFADE usesSPKI/SDSINamecerti catesto createrolesfor groupsof users.It is similar
to a TrustEstablishmenErameavork [Herzbeq].

As statedby thedevelopers of IBM' s TrustEstablishmenFramavork,

“A Trust Establishmensystentakesasinput a userAttribute Certi cate, and

identi esarole basedon a policy mappingfromcerti catesto roles”.

In SFADE, subjectsareidenti ed by rolesboundto their public keys. Eachuseris partof a
domain. The administratorof this domaincreatesa SPKI/SDSINamecerti cate to mapa
userto arole. A usercreateshis ARP basedon whatrole he possessedit the sametime,
the organizatiors ARP thatappliesto thatuseralsodependsiponthe users assignedole.
For example,considetthreerolesin anorganizationcalledDartmouthCollege - “Faculty”,
“Secretary’and”“Student”. Dartmouthmaydecidethatonly two of thesethreeroles- 'Fac-

ulty' and'Secretary'areallowedto releasdheircreditcardnumberto Shibbolethresources.
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Thus,whencreatinghis ARP, a useris alreadyconstrainedn whattype of ARP he may
createbasedon his role (i.e onethat preventshim from wantingto releasehis creditcard
number).Additionally, theremustalsobeanorganizationaARP which speci eswhethera
useractingin the capacityof a'Faculty’ or 'Secretary'role canreleaséhis creditcardnum-
beratary giventime. This allows the organizationto be ableto vary it' s policy (especially
temporarily)whenit deemaecessaryConsiderthe following example:

Therearetwo users‘Alice” and“Bob” who have just joined the domainof “History
department”Alice is assigned 'Student' role andBobis assigned 'Faculty’ role. Now,
whenAlice createhierARP, shedoesnothave theoptionof specifyingwhethershewantsto
releasdnercreditcardnumberor notasthis optionis notavailableto herbeingin a'Student’
role. Shemay chooseto releaseother attributesand createsher ARP. Bob, however, in
the role of 'Faculty' hasthat option and choosedo releasehis credit card numberto a
particularsite,sayAmazon.Two weekslater, Dartmouthcollegelearnsof creditcardfraud
taking placeat Amazonwhich its users,including Bob, arenot awareof. So, Dartmouth
modi es its ARP to preventary of its users'creditcardnumberdrom goingto the Amazon
website.Thus,eventhoughBob hasbeenallowedto specifythathewouldlike to releasdis
creditcardnumberto Amazon,andhe hasspeci edthatit shouldbereleasedo Amazon,
Dartmouths ARP preventsthe attribute from going throughto the site. A weeklater, the
fraud hasbeendetectecandtaken careof and Amazonhasassuredts usersthatit is safe
to sendpersonainformationto the site again. Dartmouthnov modi es its ARP againto
allow all creditcardnumbergjoingto Amazonto bereleaseanceagain.in themeantime,

whetherBob chooseto do soor not remainshis personathoice.

3.1.4 Policy Expression

SFADE usesSPKI/SDSIS-expressionandtags[EllisonZ] to expressandderive policies.

Policiesareobtainedoy combiningindividual policiesfrom a chainof certi cates(an au-
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thorization o w) usinga standardSPKI/SDSItagintersectioribrary which | have written.

All policiesareembeddedvith attribute namesonly and not their values. Attributesare
storedin adatabasén alocal domainon the Shibbolethorigin side. Thuscon dentiality is

maintainedevenif certi catesareinspecteddy otherusers.Whena requesfor attributes
comesin from the Shibbolethtamget site, the users ARP is intersectedvith the organiza-
tion's relevant ARP certi catesto derive aresultantARP. It is only whentheresultantARP

is derived thatthe valuesof the attribute namesenumeratedh the certi cate areretrieved

from the users databasendreturnedto the ShibbolethAttribute Authority. Notethatthe
attributesaresentbackto the tagetfrom the Attribute Authority the usualShibbolethway

- by embeddingn SAML.

3.2 SPADE Design

SFADE divides an organizationinto a numberof logically seperablddomains Eachof

theseDomainsconsistof oneAdministator andzeroor moreusers.A Domainis uniquely
identi ed by its Administrators public key. The Administratoris in chage of the domain
andis responsibldor managinghe usersin his domain,creatingARPs,andcreatingroles
andassigninghemto users.Moreover, the Administratoris alsoresponsibldor establish-
ing interdomaintrustrelationshipsvith otherDomains.

Thevariouscomponent®f SFADE (Figure5) aredetailedbelow.

3.2.1 Domain

A Domainis alogicalentityin SFADE whichrepresenta setof userswith anadministrator
andis partof anorganizatioror institution. Domainsareuniquebecauséhey arede ned by

their Administrators publickey. A Domainconsistof thefollowing threetypesof entities:

ONE Administrator
ZERO or moreusers
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An examplesof aDomainis the “History Departmenat Dartmouth”,the“lceCubeProject

in Distributed Systemsat Microsoft Research”or the “ComputerSecurityGroupat IBM”.
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Figure6: HeadControllerwith SFADE domains

Thefunctionsof thethreedomainentitiesareasfollows:

Administrator:

Thereis a 1:1 relationshipbetweena Domainandits Administrator Thatis, eachDomain
hasonly one Administrator This Administrator in turn, canbe afliated to only this one

Domain. The Administratoris responsibldor thefollowing functions:

1. Establishingdentity: The Administratorobtainsthe public key of the user(prefer
ably of ine) andthenbindsit to the User's Nameusinga SPKI/SDSINamecerti -
cate. Thisis solelyfor the purposeof identifying the owner of the public key when

usingthe GUI. It is not usedin the Authorizationmechanism.
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2. CreatingRoles:TheAdministratorcreateomainrolesusingthe SPKI/SDSImech-
anismfor creatinggroups. Thus,Authorizationtakesplacebasedon the users role,

oftencalledRoleBasedAccessContol (RBAC).

3. CreatingARPs: The AdministratorusesSPKI/SDSI Authorization Certi cates to
createARPs. Theseincludethe Domains own ARP (calleda 'Filter' ARP) andan

ARP to specifywhattypeof ARP ausercancreate(calleda’'Releasable ARP).

4. EstablishingnterdomainTrustRelationshipsThe Administratorestablishes trust
relationshipwith the Administratorsof two other Domainsin the system,namely
the'Predecessobomairi and'Successobomair. SinceDomainsfollow the hi-
erarchicalstrucutureof the organization the Predecessdpomainis the logical next
higherDomainin the organizationahierarchy The Successobomainis thelogical
next lower Domainin the organizationahierarchy For example,for the'Arts and
Science'Domainat Dartmouth the DartmouthDomainis it's Predecessawhile the

History Departments it's successor

User:

Therecanbezeroor moreusersn adomain.Theusersareresponsibldor the following:

1. Creatingtheir Attribute ReleasdPoliciesfor differenttargetresourcesn Shibboleth.
Notethata Shibbolethtargetresourcas speci ed by its SHAR andURL valuepair.
The SHAR is usuallythe websitethatthe URL residesat. An exampleof a SHAR-

URL pairingis

(SHAR:http://lwwwmit.edu,URL:http://wwwmit.edu/robotics/recogu ring.jsp
Domainsand trust relationships:
Apartfrom thetrustestablishedhetweeran Administratorandtheusersin his Domain,

thereis alsothe trustbetweenwo Domains. The notion of trustin this casesigni es that
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eachDomainmustbelieve thattheir Predecessdbomainand SuccessoDomainarewho
they saythey are.Domainsnusttrusteachotherbecausdéittribute Releasd”oliciesfrom a
numberof themwill beretrieved andintersectedo form the nal policy. Thesetrustrela-
tionshipstartsat anorganization'Source' Domainandendwith the usercreatinghis ARP
in his own Domain. A 'Source' Domainis the logical headof anorganization.It usually
doesnot containsusersbut is usedto establishtrust with otherDomainsthroughdelega-
tion. Trust,andconsequentlyhe organizatiors or institution's structure s establishedn

thefollowing way:

EachDomainde nesa Predecessddomainanda Successobomain,in relationto
its placein acerti cate chain.As thenameimplies,aPredecessddomainis onethat
delgyatesto this Domain,anda Successobomainis onethatthis Domaindelegates
to. EachDomainControllerusestheserelationshipgo retrieve ARPsand createa
certi cate chain.Thereare,of coursetwo exceptiongo this. A SourceKey Domain
will nothave aPredecessoA Leaf Domain(wheretheuserusuallyresides)will not

have a Successor

Domain types:
As shavn in Figure7, therearethreetypesof Domainsbasedon their positionwhile

forming a certi cate chain. Theseare

1. SourceDomain: This Domainformsthe'root' of thetrustchain. It usuallysymbol-
izesthe headof the organization.However this doesnot have to be the case.There
may be multiple SourceDomains. An exampleof a SourceDomainis “Dartmouth
Root”, “IBM ResearchHead”or “Oracle CFO Of ce”. For example,at Dartmouth,
the Arts andScienceCollege maybeidenti ed asa SourceDomain. If thereexistsa
delgyationpathstartingwith the'Arts and Science'Domain Administrators public

key andendingwith a users, sayAlice's, public key atthe History departmentthen
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that certi cate chainis valid and canbe usedto deducea resultantARP. A Source
Domaindoesnothave a Predecessddomain.An exampleof a SourceDomainfrom

Figure7 is the Domainwith the DartmouthSourcekey.

2. Leaf Domain: This Domainrepresent& Domain containingthe enduser A leaf
Domaindoesnot have a Successobomain.Usually Shibbolethusersarefrom Leaf
Domains. An example of a Leaf Domain from Figure 7 is the Domain with the

History Departmenpublic key.

3. IntermediatedDomain: This DomainrepresentanintermediateDomainin a chainof
Domainsthat areconnectedhroughdelaation. An IntermediateDomaindoesnot
usuallyhave usershut is usedto enforceadditional’ lters' or restrictionsona users
ARP. An exampleof anintermediatedomainin gure 7 is the Domainwith the Arts

andScienceoublic key.

In gure 7, anexampleof acerti cate chainusedto derive aresultantARP for Alice would

be
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Dartmouth Arts&Science History Department  Alice (a History
departmentiser)

Domain Controller:

Therelationbetweerna Domainandits DomainControlleris 1:1. A Domaincanonly
have one Domain Controller EachDomain Controller can be associatedvith only one
Domain.The purposeof aDomainControlleris to retrieve all the ARP certi catesrelevant
to a Domainuserfrom this Domainandall the otherDomainsforming a trustchainatfter
receving arequestrom the SPFADE HeadController

FromFigure6, the SFADE modelworksasfollows:

When a usermakes a requestto a Shibbolethresource the Attribute Authority will
contacthe SPADE HeadControllerfor the particularusers attributes. TheHeadController
will contactthe users Domain Controllerand askfor the users attributes. The Domain
Controllerretrievesthe users ARP certi cate, the DomainAdministrators Ilter ARP and
contactghedomaincontrollerof the 'PredecessorDomainto retrieve thatDomains ARP
relevantto the Shibbolethtalget's SHAR andURL. Notethatsincerolesarelocally de ned
in eachDomain,otherDomain’s ARPsareselectedasednthe Shibbolethtamget's SHAR

andURL andnotontheusersrole.

3.2.2 HeadController

As canbeseenfrom Figure8, the ShibbolethAttribute Authority (AA) contactshe SFADE
HeadControllerwhichis in contactwith all the DomainControllersin the organizations
SFADE infrastructure.

Whenthe ShibbolethAttribute QueryMessagéAQM) comesnto the Attribute Author
ity (or AA), theAA hasto nd all releasablattributesassociateavith thehandlepresented
in the AQM. In the Shibbolethtestimplementationthis involves consultingthe Handle

cacheg(ontheorigin side)wherethe Handlewascreatedn the rst place,andobtainingthe
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users nameor ldentity. SinceSPADE is basedon SPKI/SDI, all mechanismsnustwork
with this users public key. This public key canbe obtainedfrom an X.509 certi cate that
the userhasusedto authenticateéo Shibboleth. Thus,we seethat X.509 and SPKI/SDSI
canbothexisttogether X.509 canbe usedfor authenticationwhile SPKI/SDSIcanbeused

for authorization.

Shibboleth

Origin Target

DARTMOUTH

ARTS &
SCIENCE

Figure8: Typical SFADE example

SPADE Flow:

The entire processof receving an Attribute Query Messageand resolvingthe users
ARP s shavn in Figure8. Thestepsaredescribedelow:

Stepl: The ShibbolethAttribute Requestefor SHAR) at the tamget site contactsthe
Attribute Authority (or AA) atthe origin site for the relevantusers attributes. The SHAR
passeshe AA theuserhandleandSHAR andURL pair of thetarmgetresourcehattheuser
wishesto acccess.

Step2: TheAA resohesthehandleinto theusemameandconsequentlyheusers pub-
lic key (by usingan organization-issed X.509 AuthenticationCerti cate from the users
browser)andpasse®n this informationto the the SFADE HeadControllertogetherwith

the SHAR andURL valuesrequestingor the users attribute values.
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Step3: The HeadControllerresohesthe Domain of the userand contactsthe users
DomainController(or DC). TheHeadController in effect, handsoff the processingo the
users DC andwaits for the attribute values. In this example,the useris from the History
department.

Step4: Theusers DomainControllerobtainsthe users ARP for the particularSHAR
andURL pair from the Domaindatabaselt alsoobtainsthe Administrators 'Filter' ARP
for this SHAR andURL.

Step5: The Domain Controlley after checkingthe Administrators databasdor the
URL of the 'PredecessorDomain, contactshe Predecess@'Domain Controllerandre-
questsit's Administrators' ARP for the sameSHAR and URL. In this case,the History
departmens Predecessatomainis the Arts andScienceDomain.

Step6: Similary, theusers DomainControllerobtainsheArts andSciencePredecessor
Domainfrom it's databasevhich turnsoutto bethe DartmouthDomain. It retrievesDart-
mouths ARP for the SHAR andURL pair. It alsostopsretrieving certi catesherebecause
it knows (from a list that the Domain Controller has)that Dartmouthis an organization
sourcekey.

Step7: Theusers DomainController(in the History Department)ntersectghe users
ARP, the History Departmens ARP, the Arts and ScienceARP and Darmouths ARP to
form theresulantARP. Thevaluesof the attribute namesspeci edin theresultantARP are
pulledfrom theusers databaseligure9 shaws theintersectiorof therelevant SPKI/SDSI

certswith ARPsin them.

Successor Predecessor
Dartmouth ; ;
Arts & History Alice
Source m Science m Department m (History
Key 3 student)

Figure9: ResolvingAttribute ReleasdPolicies

34



Step8: Theusers DomainControllerreturnsthe users attributesto the SFADE Head
Controller

Step9: TheHeadControllerin turn returnsthe attributesto the AA.

Step10: The AA, now usingthe Shibbolethspeci cation, bundlesthe attributesinto
SAML andsendghemoff to the SHAR which decidesvhetherthe usergetsaccesgo the

talgetresourceor not.

3.3 SPADE Implementation

I have implementeda web-basedsUI thatallows the Domainusersand Administratorto
log onandmanageheir policies. For theadministratarthisinvolvesauthorizingnew users
in the systemcreatingdefault attribute releasepolicies,andcreatingrolesfor the different
usersto be assignedo. A usercanusethe GUI to createandmodify his attribute release
policy.

Administrator functions:

1. BindingNamesgo PublicKeys: In orderto work with publickeys, thehumanAdmin-

istratorneedgo bind themto local SDSInamesusinga SPKI/SDSINamecerti cate.

2. CreatingRoles: Administratorscreateroles by specifyingwhich usersto addto a
new or pre-«isting group. Note thatall usernamesspeci ed in the GUI aretaken
from namecerti cates that the administratorhas createdusing the '‘Create Name

Certi cate' menu.
3. Attribute ReleasdPolicies:

(a) Types:Administratorshave to createtwo typesof Attribute Releasd’olicies:

i. Filter ARP: This is the attribute releasepoliciesthatis usedwhena user

hasnot createconefor aspeci ed SHAR andURL. ThisARP s alsoused
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:| Eile  Edit ¥iew Go Bookmarks Tools Window Help
http:/AlocalhostG080/sid/admin/admin_groupframs_htm| .v Search =
& = »‘ Print

- . :
| Back Forwaid Reload  Siop
| ghHome | wbBookmarks #Red Hat, Inc. g Red Hat Metwork. (2 Support 4 Shop (4 Products 1§ Training

SPADE: Subjects: Groups

<Back> <HMain>

[cstoasts =] Load
New Group NAME: |c5104503

ADD Members: | Alice > Add Member
Clrrent Members: | Ted = <~ Remove Member
Craate Group certs

e b 2 Ed (ﬂ Document: Done (0,161 secs)
CreatingRolesor Groups

(cert
(issuer
(name
(public-key
(rsa-pkcs1-md5
(e #010001#)
(n
|[AMh8A5+uINNrESIHIW2Gk1Uf4kthKnWnjNyg8wXN  JXPaEXax/DPT NTMDul@
ZRVyFGohuqr87VAR4ZFU990kIWeryPwKsXjwyHr7B q1K61+n0OHBYRNhZKBF
gajpreByRwOV+fwV908WPIVKMvIgTpcMF6rCKfU3f  5M20R@J1ZVZ|)))
CS104S03))
(subject
(public-key
(rsa-pkcs1-md5
(e #010001#)
(n
[ANbQJy7L3s9PDHippZNcLPYyh58WEWxXY30rgg4Y5c sOvnpx 6LEgaK+c+VC+PS
t48cY7pZdSGXa+fZp162cbgqsLMONBSAMKI1VCYP/3v  91vuS9 hWY43iPy1PV57p
cOiibValFpTUmO/BleKR9do41nW9ohGX8flv8Y3enzZ5  cLupqgl 1]))))

(valid
(not-before "2003-01-01_00:00:00")
(not-after "2004-01-01_00:00:00")))

Figure10: Exampleof SPKI/SDSINameCerti cate
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asa lter for the ARP of arole in the domain. For example,this ARP
canspecifythatall userswho have therole 'Student’' cannotreleaseheir
Credit Cardinformationandwill be ltered throughthis ARP. If a user
hasnotspeci edanARP, thenthis ARP will beusedwherethecreditcard

informationwill naturallynotbereleased.

ii. ReleasabléttributesARP: This policy speci esall theattributesthatthe
usercan'work’ with whencreatinghis ARP. It worksasatemplatefor a
userto createhis ARPswith. For example,a usermaywantto releasehis
Name AddressandDepartmen#f liation to a Shibbolethtametsite. The

usercandosoonly if theseattributesarein the ReleasabléttributesARP.

An exampleof anARP embeddedh SPKI/SDSIis shawvn in Figurel1l.

4, Design:Attribute ReleasdPoliciesarecreatedn two stages:

(a) SHAR andURL addressare pairedtogether This includeswild-card entries.
Thisis shavn in Figure13.

(b) Thesepairsarethenassociatedvith roles and attributes. One pair may be
associateavith any numberof roles. The ARP is thencreated.

5. Hiddenattributes: Administratorsarealsoableto embedattributesinto their Filter
ARP which the usercannotseewhencreatinghis individual ARP. This is sothatattributes
from out-of-bandagreementdetweenthe users organizationandthe target site may be
appropriatelycorveyedwhile makingit transparento theuser Theorganizatiorcanchoose
to inform theuseraboutthis underlyingattribute o w.

User functions:

1. Theuserusesthe SFADE GUI to createhis Attribute ReleasdPolicies. This entails

two steps:

(a) Theuserchoosesvhich of his Roleshe wantsto createan ARP for. He then,
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(cert
(issuer
(public-key
(rsa-pkcs1-md5
(e #010001#)
(n
|[AMh8AS5+uINnrESIHIW2Gk1Uf4kthKnWnjNyg8wX  NJXPaEXax/DP TNTMDWCZR
VyFGohuqr87VAR4ZFU990kIWeryPwKsXjwyHr7Bq 1K61+n0HBYRMZKBFj gajp
reByRwOV+wV90O8WPIVKMvIgTpcMF6rCKfU3f5M2 OROpJIZVZ|)) ))
(subject
(name
(public-key
(rsa-pkcs1-md5
(e #010001#)
(n
|[AMh8AS5+uINNrESIHIW2Gk1Uf4kthKnWnjNyg8  wXNJIXREXax/ DPTNTNduUC
ZRVYFGohuqr87VAR4ZFU990kIWeryPwKsXjwyH r7BqlK 61+nOHByYyRNhZBFj
gajpreByRwOV+fwV908WPIVKMvIgTpcMF6rCKf  U3f5M2 OROpJEZVZ|)) )
CS104S03))
(propagate)
(tag
(adminARP
(ROLE (CS104S03)
(SHAR (http://www.dartmouth.edu)
(URL (http://www.dartmouth.edu/cs)
(ATTRIBUTES (CreditCardNo)))))
(ROLE (CS104S03)
(SHAR (http://www.amazon.com)
(URL (http://mwww.amazon.com/books)
(rATTRIBUTES (Address CreditCardNo  DOB Email)))))))

(valid
(not-before "2003-01-01_00:00:00")
(not-after "2004-01-01_00:00:00"))

Figure 11: Exampleof SFADE Authorization Certi cate with ARP delegating to Role
CS104S03
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:. File Edit “iew Go Bookmarks Tools  Window Help
: v - hitp.#7loc alhost: 8090/sid/ad min/admin_createARPF rame.hml [+][ 2. searcn| & . m
i Back Forsard Reload  Stop & rtp = . Print

I ZhHome | b Bookmarks g Red Hat, Inc. g Red Hat Network 4 Support [ Shop (4 Products -4 Training

' '

SPADE: Attribute Release Policy: Create
<Back> <Main>

Creale ARP Cerls
RELEASABLE Admin Policy: DEFAULT Admin Policy:
ROLE: Greoupl ROLE: Groupl
SHAR: http://www.mit.edu URL: http://www.mit.edu/ SHAR: http://www.mit.edu URL: http://www.mit.edu/ai
raATTRIBUTES : Name
Name DOB
CreditCardNo
DOR
hATTRIBUTES :
hl
<] [T

ke £l N &% | Document Done (0.151 secs) s

Figurel2: Attribute Releasdolicy Types

selectsvhich attributeshewantsto releasdor a particularSHAR-URL pairing

for thatrole.

Policies:

Speci cation:Attrilute ReleasdPoliciesarespeci ed usingSPKI/SDSItagswhich are
partof the standardEllison2]. Theseareembeddedsoneof the elds in a SPKI/SDSI
authorizatiorcerti cate.

DisseminationPoliciesarecreatedy userdn theirrespectre domains.Thetrustrela-
tionshipestablishmertbetweerdomainAdministratoranakessurethatall requiredpolicies
mayberetrieved. Policiesarethusretrievedratherthandisseminatedin SPADE, thePolicy
Enforcemen®ointis (logically) the Headcontrollefwhile the Policy Retrieval andPolicy
Decisiontakes placeat the users DomainController In effect, the Headcontrollernever

seesthe policy but only works with the users attribute valuesthat are returnedfrom his
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Domain.

V:E\Ie Edit ¥iew Go Bookmarks Tools Window Help

: i L “Q \a ‘%E http:#/localhost 50 80/examplessserviet’admin_createPair Hm ‘-:i * m
i Back Forward Reload  Siop & 2 i - . Print

| ghHome | wbBookmarks #Red Hat, Inc. g Red Hat Metwork. (2 Support 4 Shop (4 Products 1§ Training

SPADE: Attribute Release Policy: Design

<Back> <HMain>

E)dsting: I SHAR: hitp:fAwww.mit edu URL: hitp:ifwww mit edurai | <-- Remove Pair I
New SHAR: | | [htptveawisc edu
New URL: [prefix = [/ LR A

New pairs ! SHAR: hitp:/fwwwisc.edu URL: (7 prefix ™) =] <-- Remove Pait
Update File

e b w2 Ed) o8 Document: Done (0.093 secs) ==‘D=|ﬁ“

Figure13: SHAR andURL pairings

3.4 SPADE Summary

Thus,SFADE looksata numberof policy relatedandsecuritymanagemernissuesasenu-

meratedoelow:

1. SPADE usesSPKI/ SDSlcerti catesto deleggateauthorityandto managepoliciesin

anorganization.

2. SPADE allows userto de ne andcreatetheir own ARPS,speci c to their organiza-

tional assignedole in thatDomain.

3. SFADE allows otherDomainsin the organizatiorto exerttheirin uence ontheindi-

vidual users ARP andto thus,basethe nal ARP ontheintersetionof theseARPs.
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SPADE: Attribute Release Policy: Apply

<Back> <Main>

Choose SHAR-URL: [ SHAR: hitp#Awww mit edu URL: hitp /s mit 6 dusai

Choose Role: | Groupa  ~|

Select Releasable Attributes | Mame x| _ Add atribute | Clarrent R- Attributes | CreditCardio x| <-- Remove Attribute
new Hidden Attribute: Add Attibute. | Current H-Attributes | Contract #452 x| - Remove: Aftribute

Hidden: [Contract #452]

Role: Groupd
SHAR: http://www.mit.edu URL: http://www.mit.edu/ai
Create Default Policy:

[URL

|[ATTRIBUTES

Iz

CreditCardio

SHAR: http://www.mit.edu URL: http://www.mit.edu/ai

-

Save to File |

L w2 [& && | Document Done (0.075 secs)

E
B

Figurel4: AssociatingSHAR-URL pairingswith Roles
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Figurel5: SFADE Userpageto createARP
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4 RelatedWork

In this Chapter | describesomeof the work thatis relevantto my researchl concentrate
on XML basedpolicy and Trust Managementsystems.| alsodescribetheir relationwith

SPKI/ SDSlandSFADE,whereappropriate.

4.1 OPS

OpenPro ling Standad (or OP9 [Henslg/2] is very similarto the ShibbolethARP model.
OPSallows usersthat accesonline resourceshroughweb browvsersthe power and e x-
ibility to specifywhatattributesthey releasdo a particularwebsite. This is doneusinga
“PersonalPro le”.

Like Shibboleth,OPShasthree main principlesthat are documentedn [Henslg/2].

They areasfollows:

1. “Control by Sourcé€’ : Accordingto this, theownerof theattributesdatais the entity
thatcontrolsaccesdo it. Similarly, in Shibboletha useris in controlof accesdo his

attributesvia his ARP.

2. “Informed Consent : This principle stateghat an entity requestinguserattributes
musthave the users consent.In the caseof Shibboleth this is againdonethrough

theusers ARP.

3. "Value Exchange”: Accordingto this principle,theremustbe a give andtake rela-
tionship. i.e. anentity cannotmake a requestandobtaina users attributeswithout
providing somethingn exchangeThisis usuallyaccesso aresourcdhattheasking

entityis in controlof.

OPSis astandargroposednainlyfor interactionbetweerconsumerandonlinee-commerce

sites. Usersaremeantto createtheir personalpro les usingOPSandstorethemon their
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computers.Whena usercontactsan online site suchas Amazon,for example,Amazon
cancheckthe users pro le to obtainthe users preferencesor music,booksandtoys for
example. The userhasthe power to specify exactly what getsreleasedo Amazonor ary
othersite.

An importantdifferencewith the ShibbolethARP modelis the OPSallows the target
site (i.e. the online site holding the resource)o write to the users prole. Thisis so
thatinformationstoredabouta userthat providesgreatercorvenienceandvaluefor future
interactionscanbestoredin theusers PersonaPro le andusedontheusers next visit. Of
course theuseris giventhe power to decidewhetherhis PersonaPro le canbewrittento
or not.

Anotherimportantdifferencewith Shibboleth,and a disadwantageof OPS.is that it
needsmodi cation to the web browser This is sothatthe users PersonaPro le canbe
exchangedover HTTP (as mentionedin [Henslg/1]) andcanbe written to by the online
site. Two methodsof implementingOP Sareby using“Java Appletswith trustedcode” or
by usinga browserplug-in.

OPSwasproposedn 1997andmayhave contributedto someof theideasin Shibboleth,
especiallywith requesto attribute exchange.lt is importantto notethata PersonaPro le
is not a cookie. Also, the OPSstandarddoesnot recommendisinga PersonaPro le to
storeimportantinformationsuchasacreditcardnumber Instead a PersonaPro le maybe
usedto interactwith anonline'Wallet' which canstoreotherimportantinformationabout

auser

4.2 XML-Based Techniquesrelevant to Privacy
4.2.1 P3P

ThePlatformfor Privacy Preference®roject(or P3P)[Cranol is a protocoldevelopedby

the World Wide Web Consortium(or W3C). Accordingto [Cranol,
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“It providesa way for a Web site to encodeits data collectionand data-use

practicesin a madine-readableXML formatknownasa P3P policy’

The main goal of P3Pis to enableusersand machineseadingthe datacollectionpolicy
of a Web site to be ableto deduceexactly whatit means.It doesso by makinguseof the
semantic®f XML tags.This standardvasproposedecaus@umeroudiebsitescurrently
have datacollection policies (suchas what cookiesthey useand what userinformation
they store)that are speci ed in plain Englishand are too cornvoluted and ambiguousto
understand.

Microsoft's InternetExplorer 6 hassupportfor P3R and providesa GUI by which a
usercanspecifytheir privagy preferencesCurrentsupportonly involvescookies. This is
shawvn in the gures 16 (takenfrom [Madsen?). Accordingto this, if a uservisits a Web
sitewhich usescookiesin aninconsistentmannerwith the users privagy policy (speci ed
using P3P)thenthe useris warnedby the InternetExplorerstatusbar, shavn in gure 17

(takenfrom [Madsen?).

4.2.2 XACML

eXtensibleAccessControl Markup Language (or XACML) [Godik] is an XML basedan-
guagefor expressinga users securitypoliciesandinvolvesauthorizatiorfor resourceslts
main featuresare it supportfor ne grainedauthorizationcontrol. XACML provides a
meanof specifyinga ShibbolethARP.

Thethreemain elementsin XACML, accordingto [Godik] arethe <Rule>,<Policy>
and<PoligySet>elements<Rules>arebooleanexpressionshatdo not convey authoriza-
tion by themseles. A <Policy> elementconsistsof a setof <Rules>anda procedureor
combiningthe valuesof the <Rules>into an authorizationdecision. A <PolicySet>ele-
mentcontainsmultiple <Policy> or <PolicySet>elementsanda procedurefor combining

theresultsof their evaluation. Authorizationdecisionscanbe madebasedon <Poligy> or
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Figure16: P3Psupportin InternetExplorer6

Figurel7: P3Psupportin InternetExplorer6
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<PolicySet>elements.

XACML alsosupportsRoledBasedAccessControl(or RBAC). A policy maycontain
therole or setof rolesthatareallowedto performa particularaction.

XACML is only alanguagdor specifyingpoliciesandhow to combinethemto deduce
authorization.The standaradloesnot specifyor provide supportfor de ning a policy based
infrastructure Policy dissemniationtetrieval, enforcemenaindadministratiorarealsonot

speci edaspartof the speci cation.

4.2.3 SAML

SecurityAssertionMarkup Languaggor SAML) [Maler] is anotherOASIS initiative like
XACML. SAML is XML-basedandprovidesa standardvay to de ne informationabout
userauthenticationauthorizationand attributesbetweenonline sites. SAML wasmainly
proposedo allow Websiteto beableto exchangeuserinformationin acompatiblenanner
without needingo changeheir internal(possiblyproprietary)accesontrolmechanisms.

'SingleSignOn' (or SSQ betweenWeb sitesis an importantapplicationof SAML.
Using SSO,userscanlog into a Web site, provide their attribute informationandthenlog
into anotherWeb site in the samesessiorwhile the rst Web site sendsthe secondWeb
site that users attributesin a SAML format. Thus,the userdoesnot have to provide his
informationagain.

The main differencebetweenSAML and XACML is the function of both standards.
SAML is usedto specifyandcarry information betweenweb sites. It makesno effort at
privacgy or policy speci cation. XACML, on the otherhand,is usedto combineattributes
to form andenforcepolicies. An exampleof both standardsvorking togethemwould bein
ShibboletHShibDraff whereSAML is usedto carryuserattributesbetweerthe origin site
andthe taget site (part of the Shibbolethspeci cation),and XACML would be working

at the sendingand receving end of the channelto relatethoseattributesto policies and
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enforcepolicies(not partof the Shibbolethspeci cation).

4.2.4 IBM EPAL

EnterprisePrivacyAuthorizationLanguage (or EPAL) [Ashley] isanXML-basedmodelfor

“formalizing enterprise-interniaprivacy policies...ERL formalizesprivacy authaorization

for actualenfocemenwwithin an enterpriseor for business-to4isinessprivacy contiol”
While EPAL is relevantandprovides someof the functionality of policy speci cation

thatSPADE provides, it hasafew differences:

1. “EPAL doesnot conformto any assumptionsgata structues or featues of a pre-
existingproductor tool” This maynotbedesirableatalow-level whenworkingwith
an organizationsown policy speci cation mechanism.SFADE can easily corvert

policiesto S-expressiongandback.

2. Accordingto [Ashley] EPAL wasnotdesignedor, “Manipulation of EPAL by data
subjectsto settheir prefeences”. This implies that, unlike SFADE, domainsus-
ing EPAL cannotmanipulatepolicy accordingto their discretion. Theremustbe a
managemenpolicy or entity in the systemwhich they can subscribeto to change

individual's andthe organizations privagy policy.

4.3 Trust Management

Accordingto [Vollbrecht,

“ ' Trust' is necessanyto allow ead entity to 'know' that the policy it is

authorizingis correct”.

Theconcepbf TrustManagementintroducedoy Blazeetal. [Blazel, Blaze] is

48



“a uni ed appmoadc to specifyingand interpreting securitypolicies, creden-
tials, andrelationshipghat allowsdirectauthorizationof security-criticalac-

tions”.

Trustmanagemergystemsandlesecuritypolicies,authenticatiomswell asauthorization.
Theseareusuallyspeci ed by bindinga public key to a setof attributes. TustManagement
is a powerful approacho handlingdistributed securitypoliciesanddecentralizationasit
canhandledelggationandpolicy speci cationat differenthierarchicalayers.

Accordingto [Blaze4, a TrustManagemensystemmusthave ve basiccomponents:

“ 1. Alanguaye for describing actions', which are opemationswith security

consequencdhatare to be contolled by the system.

2. A medanismfor identifying “principals', which are entitiesthat can be

authorizedo performactions.

3. Alanguaye for specifyingapplication policies', which governthe actions

that principalsare authorizedto perform.

4. A languaye for specifying credentials',which allow principalsto deleyate

authorizationto otherprincipals.

5. A compliancecheder', which providesa serviceto applicationsfor de-
termining how an action requestedy principals shouldbe handled,givena

policy anda setof credentials.

An integral and central part of a Trust Managemensystemis the compliancechecler.
A requesta policy anda setof credentialgusuallya public key certi cate) areinput to
compliancechecler which answersa “yes” or “no”, dependingon whetherthe credentials
andrequestomplieswith thepolicy.

Policy Maker [Blazed andKeyNote [Blaze4 aretwo examplesof TrustManagement

systems.
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4.3.1 PolicyMaker

PolicyMaker is a TrustManagemensystemdevelopedby Matt Blazeetal [Blazed . The

main characteristicef PolicyMaker are:

1. It hasacommonlanguagédor specifyingpolicies,credentialandtrustrelationships.

2. It supportomple trustrelationshipsswell asalocal controlof themthatprevents

the needfor a hierarchyof Certi cate Authorites(suchasin X.509).

3. The processof the veri cation of the credentialss independentf the credentials

semanticor syntaxthemseles.

4. Binding of a public-key to attributesor policy. Thus,it supportsanorymity asthe

identity of theindividual is not necessaryo decideon the authorization.

5. “Trustmaybedeferred”. This meanghatoneparty mayallow anothempartyto issue

credentialdor itself. Thisis like delegation.

6. PolicyMaker is built asa“T rustManagemenlayer” thatnetworkscanuse.

4.3.1.1 PolicyMaker language The PolicyMaker languagecan expressauthorization
policiesandtrustdeferenceoliciesthroughassertionsTheseassertionganbe writtenin

ary 'safe'languagesuchasJava, safeTcl andawk.

4.3.2 KeyNote

KeyNote [Blaze4 was designedaccordingto the sameprinciplesas PolicyMaker, using
credentialghat directly authorizebasedon a public key. Two additionaldesigngoalsfor
KeyNotewerestandardizatiomndaidingthe easeof integrationinto applications.

To addresghesegoals,KeyNote assignanore responsibilityto the trust management

enginethat PolicyMaker doesandlessto the calling application. KeyNote alsorequires
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that credentialsand policies be written in a speci ¢ assertionlanguageto integrate well
with KeyNote's compliancechecler.

Relationto SPKI/SDSI:Accordingto Matt Blazeetal [Blazeq, SPKIl is similarto the
KeyNote trust managemenielief that “certi cates canbe useddirectly for authorization

ratherthatsimply for authentication”.

4.3.3 Distributed Trust ManagementSystem

TheDistributedTrustManagemenBystemattheUniversityof Maryland,BaltimoreCounty
[Kagall usesrights anddelegationswith certi catesto createa trust managemengystem.

Themaincharacteristicsf this systemare:

1. It possesea methodfor accesscontrol acrossdomainsthat handlescomple inter
domaintrust relationships.A main ‘claim to fame' of this systemis thatit allows
agentdo delegateary right thatthey mayhave, providedthey have theright to dele-
gatethemseles(like in SPKI/SDSI).

2. Architecture:Entitiesin the systemareidenti ed by their X.509 ldenti cation Cer
ti cate Eachgroupof agentss protectedby special security' agentshatauthorize
accesdor regularagentsn their groupsandtrustothersecurityagents All commu-

nicationis donevia signedmessagesalledSignedMessagebjects(or SMOs).

3. Trustinformationandpoliciesareexpressedn Prologandcanmodelpermissionsnd
delagations.A securityagentstoresthe organizatiors policy in a Prologknowledge
base.Whenit recevesa SMO(SignedMessage Objec) it veri es it by insertingthe

Prologstatemeninto the knowvledgebase.

4. The infrastructureusesX.509 certi cates and Prolog policies to enforcesecurity
Authenticationis doneusingX.509 Identi cation certi cates. Authorizationis done

usingX.509 Attribute Certi catescontainingsignedPrologstatements.
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5. Authorizationis donethroughachainof trustusingrightsanddelegations.According
to LalanaKagal et al [Kagal], “Permissionsareextendedby delegationfrom anau-

thorizedagent”.

6. Accordingto LalanaKagaletal[Kagal, “Obligations, entitlement@nd prohibitions

are notmodeledasof yet, but will bedoné’

4.4 Trust EstablishmentFramework
4.4.1 IBM Trust EstablishmentFramework

Accordingto [Herzbeg], thefunctionof thelBM TrustEstablishmenErameavork (or TEF)
is to mapthe subjectof a certi cate to arole basedon the certi cate andpolicy. It is not

meantto authenticateThe maincharacteristicef theIBM TEF are:
1. ThelBM TEF supportgaccordingo [Herzbeg])

“complex networksof trustratherthanrequiringa pre-de nedtreewith a xed
'root certi cation authority Thele is a bottom-up,“gr assroots” buildup of

trustandthe public key infrastructue, mirroring therealworld”

The TEF's issuerand subjectsare both public keys that are storedin a genericsystem
certicateobjectandretirieved from an X.509 Attribute Certi cate usingtwo special elds
called'issuerAltName'and'subjectAltName"'.

2. Accordingto [Herzbegq], “The goal of theIBM TEF is notto replaceexistingaccess
control systemshut to extendthemby mappingunknownuses to roles.

IBM Trust EstablishmenFramevork de nes a Trust Policy Language(or TPL) for

specifyingpolicies.

4.4.2 Trust Policy Language(TPL)
Themaincharacteristicef TPL are:

52



1. TPLisanXML basedolicy languagavhere e xible policiesmaybe usedto assign
rolesto entitiesin the system. This is mainly to ensurecompatabilitywith other

systemwith whicha TPL policy maybeexchanged.
2. TPL is non-monotone.

3. TPL cansupportdelegation(with a'repeat'tag) andthresholds.
Someof theadwantage®f IBM TEF over TrustManagemensystemsare:

1. TrustManagemensystemsprovide bothTrustEstablishmenaswell asAccessCon-
trol. Thisresultsin a morecomplex systemandmakesit dif cuilt to integratewith

existing systemsespeciallyif only anauthorizatiomrmechanisnis required.

2. Trust Managemensystemslike PolicyMaker and KeyNote possessomplex pro-
gramminglanguageghatis hardfor non-programmerto use. The IBM TEF uses

the XML basedTrustPolicy Language.

3. IBM TEF is assertiomon-monotonidn thatit providespositve aswell asnegative

certi cates,unlike PolicyMaker andKeyNote.

Relationto SPKI/SDSI:The IBM TEF usesa public key asa subjects global name,just
like SPKI/SDSI.
Drawback of IBM TEF: Accordingto LalanaKagal et al. [Kagal], the IBM Trust

EstablishmenEramevork suffersfrom alackof e xibility sinceit only considerd/RBAC.

4.5 PrivilegeManagementinfrastructur e (PMI)

Accordingto [Chadwick1, a Privilege Managementinfrastructue storesauthorizatiorin-
formation(suchasa users privilegesor attributes)ratherthanauthenticationnformation.

David Chadwicksays,
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“ A PMI is to authorizationwhata PKI is to authentication”

Table2 givesa comparisorof PKIsandPMis (astakenfrom [Chadwickd )

‘ Concept ‘ PKI entity ‘ PMI entity

Certi cate PublicKey Certi cate (PKC) Attribute Certicate(AC)

Certi cate issuer Certi cation Authority (CA) Attribute Authority (AA)

Certi cate user Subject Holder

Certi cate binding Subjects Nameto PublicKey Holder's Nameto Privilege Attribute(s)
Revocation Certi cate RevocationLists (CRL) Attribute Certi cate RevocationLists (ACRL)
Rootof trust RootCerti cation Authority or TrustAnchor Sourceof Authority

Subordinateuthority SubordinateCerti cation Authority Attribute Authority (AA)

Table2: Comparisorof PKlsandPMIs

Someof thedifferencedbetweerPKIl andPMI areasfollows:

1. Certi cate: In PKI, anauthenticatiorcerti cate is usedandbindsa users nameto a
public key. In PMI, an Attribute Certi cate is usedfor authorizatiorwhich bindsa

users nameto asetof attributes.NotethatPMIs areusuallyX.509 based.

2. Signer: While Certi cation Authorities (or CA) sign certi cates in PKI, Attribute
Authorities(or AA) sign certi catesin PMI. Note thattheseare not the sameasthe

AAs in Shibboleth.

3. Root of trust: A root CA headsasthe root of trustin a PKI. In a PMI, this is a
Souce of Authority (or SQA). A SQA hascorrespondinglysimilar powversto a CA

like delggatingauthorityto a subordinatédA.
4. Revocation: CAs revoke certi cates using Certi cate RevocationLists (or CRLS).
An AA issuesacorrespondindittribute Certi cate RevocationList (or ACRL).
45.1 PERMIS

PERMIS[Chadwick] is anexampleof X.509basedPMI. But, PERMISalsoauthenticates

andis thus,alsode ned asa TrustManagemengystem.Someof the maincharacteristics
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of PERMISareasfollows:

1. PERMIShasbothaccessontrolandauthorizatiorpolicy components.

2. The PERMISarchitecturehastwo subsystems 'privilege allocation' subsystento
allocateprivilegesto usersand a 'privilege veri cation' subsystenusedto verify
themlater As mentionedn [Chadwick] , “The SCQA usesthe privilege allocation
subsysterto issueX.509role basedattributecerti catesto theuses”. The'privilege

veri cation' subsystenmalsoperformsauthentication.

3. PERMISusesan XML basedpolicy languagewith a hierarchicaRBAC model. In
PERMIS,privilegesgivento arole areautomaticallyinheritedby theroles'superior'

toit.

4. SincePERMISis a Trust-Managemergystem,it musthave ve basiccomponents

(accordingto [Blazeq] ). Theseare:

(a) A languagédfor describing“actions, whichis XML andDTD basedn PER-
MIS.

(b) A mechanismfor describing“principals, which perform the actions. This
is donein PERMISusingglobal namesfrom X.509 Attribute Certi cates (or
ACs).

(c) A languagdor specifying“policies, whichapplyto theactionsthatthe princi-
palsperform.Thisis alsodonein the PERMISXML basedoolicy language.

(d) A languagdor specifying”credentials, which facilitatesdelegationof autho-

rization. Thisis donein PERMISusingX.509 ACs.

(e) A “compliancecheder”, which determinediow anactionrequestedby a prin-

cipal shouldbe handledgivena policy anda setof credentials.
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5. PERMIS storespoliciesand X.509 ACs in an LDAP so thatthe privilegesmay be

widely distributedover the Internet.

4.6 Policy Models

PolicyMaker, KeyNote and PERMIS aretrust managemensystemshatinclude a policy
model. However, thereare also Policy modelsproposedwithout the other featuresof a
TrustManagemen$ystem.Two suchexamplesarePondeff{Dulay] andSPOCHHedbeg?2,
Hedbeg?).

4.6.1 Ponder

Someof the characeristicef Ponder(from [Dulay]) areasfollows:

1. Pondeiis anobject-orientedanguagehatcanspecifybothsecuritypoliciesandman-
agemenpolicies. A securitypolicy speci eswhatthereplyto aqueryor actionwill
be. A managemenpolicy speci eshow thatqueryor actionis handledto arrive at

thatreply.
2. PondemhasRole BasedAccessControl(or RBAC).

3. The model de ned objectsfor policies, for domainsand for policy enforcement
agentsandoutlinesthe interactionsbetweerthem. A policy may applyto a domain

objector a setof domainobjects.

4. This modelalsoproposesupportfor Ponderwhich accordingto [Dulay] is “a new
policy languaye that combinestructuringideasfromobject-orientedanguayeswith

a commorsetof policy basictypes”.

5. Ponderis more concernedwvith how policies are disseminatedo entitiesthat will

interpretthem,thanwith how policy will bespeci ed.
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4.6.2 SPOCP

SimplePolicy Control Protocol(or SPOCP)JHedbeg4, Hedbeg?2] is usedfor generalau-
thorization. SPOCPcan be thoughtof as a policy enginethat testsif an authorization
requesfrom a client oughtto be allowed or not, givena setof policies. Someof the main

characteristicef SPOCPare:

1. The SPOCPAuthorizationsener is designedaroundthe Policy Engine. The Policy
Engineanswersyes' or 'no' to a 'Query' from a client: "Doesa potentialaction
comply with or violate a particularpolicy?". Senersrespond+OK”, “-NO” or “-

ERR” to aqueryrequest.

2. Rulesare monotonicin thatthey canonly grantsomethingbut not make negative
statements.When a queryis posedto the system,the systemsearchedor a rule
that permitsthe queriedaction. If onesuchrule is foundthe systemwill stopthere
andreturnits decison. It will not collectall the rulesthat may relatesto an action,

althoughmoremaybe present.

3. SPOCPusesS-epressiorto specifyqueriesandpolicies,just like SPKI/SDSI.The
policy engineonly comparegor intersectss-expressionsit doesnot concernitself

with the semanticof the policy.

Accordingto RolandHedbeg et al in [Hedbeg4], SPOCRchoosess-expressiondecause
the developersfelt the needto have a policy syntaxthatis independenof the application
theprocessei. In thisway, multiple systemsandorganizationcanusethesystemwithout

beingconstrainedo usinga x setof processindools,suchasXML for example.
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Table3:

Comparisorof Policy Managemengystems

Policy SPKI/SDSI XACML PolicyMaker, | Ponder | PERMIS | IBM TPL ACL DTM,
Scheme KeyNote Maryland
Trust No No Yes No Yes No No Yes

Man-

agement

System?

Summary | PKI stan- | Language| Trust Man- | OOLan- | A PMI. | Trust Es- | Username| Handles
dard that is | toexpress| agement guage Uses tablishment | and Pass-| comple
public-key Autho- Systemwith | for spec-| X.509 Framevork. | word inter  do-
centric. Used | rization language ifying ACs. Authoriza- linked main trust
mainly  for | Policies to  specify | security tion, but no | with In- | relation-
lightweight with Policies policies Authentica- | dividual ships.Claim
authoriza- <Rule>, tion At- to fame is
tion. Uses | <Policy> tributes. allowing
S-expressions| and<Pol- One- users to
to  express| icySet> to-one- delgyate
policies in | elements relationship.ary  right
certi cate they have.
‘Tags'.

RBAC Yes Yes Yes Yes Yes Yes No Yes

Principal PublicKey <Subject>| Public key | Object Identity | Public key | Username| Identity in

Usually bound to | or setof | in X.509 | in modied X.509AC
text attributes Objects | AC X.509AC

Certi cate | Yes No Yes No Yes Yes No Yes

based?

Language | S-expressions| XML PolicyMaker | Ponder | XML XML None Prolog
Assertions | Monotone Non- Monotonic Non- Monotoni¢ Non- Monotonic| Monotonic
Monotonic| Monotoni Monotonic

Delegation? Yes No Yes Yes Yes Yes No Yes

Drawbacks| Not as ex- | Only Comple se- | Comple. | Inherits | Not as | Not Still a
ible as trust | policy mantics. Too in- | the aws | exible as| exiple prototype
management | syntax Dif cult efcient of X.509 ?;:g (;r):ls “| or scal-| system.
systemsTags | support. | for non- | for mini- | Attribute consilders Y able. No | Obliga-
that  carry | Does not | Programmers mgjistic | Certi - RBAC. No | support | tions,
authorization | specify to work | policies. | cates. support.for for del- | entitle-
information | infras- with. CRLS ;Bi\(;lrtThentlca- egation ments
are applica- | tructure | aré not ) or Dis- | and pro-
) ) i g Does not .
tion specic. | orconsid- | built in, and tributed hibitions
No provision | ers Trust | Signature .addr.eSSp()l- Trust are not
to  specify | issues. veri cation ey lifecycle Manage- | modeled as
depth of is not part of manage- ment of yet.
delagation. thesy&8m. ment.




5 Summary

| have designedanddevelopeda Trust EstablishmensystemusingRole BasedAuthoriza-
tion for creatingminimalistic policies. Thesepoliciesenforceprivagy constraintson user
thatsaccesshe Shibbolethsystem.

Part of my agumentfor using SPKI/SDSlis thatfor a Distributed Trust Management
systemworking with minimalistic policies(suchasAttribute ReleasdPoliciesfor Shibbo-
leth), SPKI/SDSIis agood t. As David Chadwicksaid[Chadwickd, “it is simple(two
'‘Simples’'in SPKI/SDSI) and easyto undestand,processand codeapplicationsfor” A
disadwantages thatit may suffer from alack of e xibility thatdistributedtrustandpolicy
managemergystemffer suchasPERMIS,PonderPolicyMaker, andKeynote.Also, it is
alsonotas e xible asthe XML solutionto policy managemenwhichis XACML. However,
in certain'simple’ casessuchasthese,SPKI/SDSlis validated. Moreover, a SPKI/SDSI
certi cate (with it's signature)s portablewhile still maintainingits assertion.And lastly,
in the caseof Shibboleththe SPKI/SDSItags,which are partof the standardaid in ARP
creationwith theirwild-cardsandotherspecialproperties.

Otherdisadwantageof SFADE aregivenbelow:

1. Accordingto Matt Blazeetal [Blazed, SPKIcerti cateslack e xibility asthey have
alimited numberof data elds. However, this may not be so badasthe goal of the

SFADE systenis to choosesimplicity over excessie e xibility.

2. In SFADE, an Authorizationcerti cate “Tag” eld is usedto storethe attributesor
policy of the issuer The developersof the IBM Trust Establishmentrameavork
[Herzbeg] objectto this approachasthe issuerof the certi cate andthe resource
owner may be differententities. Hence theremight be a policy compatibility prob-
lem. In the TE framework, the datain the certi cate is separatedrom the policy

itself.
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In conclusion this work hasexploredthe mechanisnof using SPKI/SDSIto storeusers

policiesandtheusinga public key infrastructureo retrieve, intersectandderive new poli-

cies. While this bodywork doesnot claim thatthis is the solemethodof doing so, it does
concludethatusing SPKI/SDSIin distributedtrustmanagemenfor expressingsimpleand
e xbile policiesusingS-expressionss useful,viableandpromising.

As ProfessobDeniseAnthory, of the Departmenbf Sociologyat Dartmouthobsered,

“SPADE is ableto captue thenecessaryeatuesof mostof modernorganiza-
tion (hierarchical structue) andthe bene tsof hierarchy, withoutalso captur

ing the costs/ngative aspectof hierarchy. Thisis verycool”
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6 FutureWork

| have implementeda prototypeof SFADE. Consequentlythereis alot of scopefor future

work in SFADE working with Shibboleth.Someof the possiblethingsareasfollows:

1. For the prototype,|l have not implementedCerti cate RevocationLists. Instead,l
have assumedhortcerti catelife spansn keepingwith thetruenatureof SPKI/SDSI.

Onlinerevalidationmaybeimplementedn thesystem.

2. SFADE allows Domain Administratorsto embed'hidden' attributesin their ARP
certi cateswhichthe Domainuseris notawareof. Thiscanbechangedo inform the
userof the natureand/ or purposeof thosehiddenattributes. Moreover, information
ontheusers site may be madeavailableto the userdetailingwhattype of ARPsare

requiredby speci c sitesto beableto releaseesourceso users.

3. Also atime and efciency analysisof certi cate retrieval, intersectionand policy
resolutionmustbe done. Thesemay be doneusingdifferentload balancingin the

network signifying differenttraf ¢ loadsandnumbersof users.

4. Domainresolution SHAR andURL resolutionandRoleresolutionall canbedonein
anumberof differentways. Thesecanbeimplementecandcomparedor ef ciency

andeffectiveness.

5. The Shibbolethstandards still beingdeveloped. Futuredeveloperscanlook at au-
thenticationmeansusing SPKI/SDSIcerti catesfrom this infrastructurefor authen-

ticationwith public keys to connecto Shibboleth.

6. SinceSFADE is a SPKI/SDSIbasedPrivilege Managementnfrastructurejt is im-
portantthata meansof connectingan authorizatiorsystemlik e this with a standard

PKI systemis researchedSinceX.509 is the popularsystemusedtoday futurere-
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searchcandelve on how to connecta SPKI/SDSIPMI systemwith a X.509 PKI

system.
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A SPADE codedetails

SFADE useslava, HTML, andJava Servlets.The codeis dividedinto threemain parts:

1. SPKI/SDSIcode. Thisis partof Java codedevelopedby the CryptographyandIn-
formationSecurityGroupat the Massachusettsisituteof Technology{MIT]. | have
usedthe 'sdsi' java packagedevelopedby AlexanderMorcosand SameerAjmani.
It is accesibleat [MIT]. 'sdsi'is a GUI packagedesignedo familiarize userswith
SDSI operationssuchas creatingcerti cates and derving authorizationdecisions
from certi cate chains.| have madea large numberof modi cations to the code. |
have written approximatelyl250lines of Java codeto addto this package.Somef

themareasfollows:

(a) Strippingaway the GUI codeandaddinghelperfunctionsin relevantclasses.

(b) Implementingatagintersectioribrary: The'sdsi' Java packagedid nothave a
library to intersectSPKI/SDSIcerti cate tags.| have written atagintersection
library thatis basenthe SPKI/SDSIstandardEllison2] andprocessesormal
aswell asspecials-expressionsuchasthewildcarded(*), (* range),(* pre X)
and(* set)formats.

(c) Writing helper les thatareusedto processSFADE relevantoperationgjuickly
suchasobtainingthe namesof all rolesin a Domainby resolvingit's Autho-

rizationandNamecCerti cates,etc.

2. Java Servletcode: Thisis thebulk of the SFADE code. It plugsinto the SPKI/SDSI
codeto createobjectssuchaspublic keys, Namecerti cates,andAuthorizationcer
ti cates andto verify certi cate chains. It is usedto display the web basedGUI
constitutingdynamicweb pagesto procesaiserinput andto interactwith the proto-
type databasegwnhich areactually le systemdirectoryhierarchies).l have written

approximately1000lines of Java Sewlet code
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3. HTML code: | have alsowritten a few pagesof HTML codeto be ableto call and

processservlets| have written approximately\300linesof HTML code

The entire code packageand directory hierarchy(approximately5500lines of code)sits
on a sener (http://zermatt.dartmouth.ey] whereit is pluggedinto a Shibbolethtestclub

implementatior(Shibbolethv 0.8),implementedy OmenWild atthe DartmoutnPKI lab.
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B Biographies

B.1 SeanSmith (Advisor and Committee Chair)

Takenfrom [Smith] :

“AssistantProfessor

Departmenbf ComputerScienceDartmouthCollege

Prof. SeanSmithhasbeenworkingin informationsecurity—attaks and defensesfor
industryand government—foover a decade In graduatescool, he worked with the US
Postal InspectionServiceon postal meterfraud; as a post-docand staf memberat Los
AlamosNational Laboratory, he performedsecurityreviews, designsanalysesand brief-
ings for a wide variety of public-sectorclients; at IBM T.J. WatsonReseath Centey he
designedhe securityarchitectue for (and helpedcodeandtest)the IBM 4758secue co-
processqrandthenled theformalmodelingandveri cation work thatearnedit theworld's
r st FIPS 140-1Level 4 securityvalidation. Dr. Smithhas publishednumebpusrefeieed
papes; givennumeousinvitedtalks; andbeengrantednine patents His securityarchitec-
ture is usedin thousandf nancial, e-commere and rights mangiementsnstallations
world-wide

In July 2000, Seanleft IBM for Dartmouth,sincehe wascornvincedthat the academic
educationandreseach ervironments a bettervenuefor changingthe world. His current
work, as Pl of the DartmouthPKI Lab, investigateshowto build trustablesystemsn the
realworld.

Dr. Smithwaseducatedt Princetonand CMU, andis a membeiof ACM, USENIX the
IEEE ComputerSociety Phi BetaKappa,and SigmaXi.’
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B.2 Edward Feustel

Takenfrom [ISTS]:

“Ed Feustelbecamea Reseath Associateat Dartmouths Institutefor SecurityTed-
nology Studiesin August2000. Ed's reseach focuseson securityissuesin distributed
computingapplicationsand infrastructue. He hasrepresentedPrime Computerand the
Institutefor DefenseAnalysesastednical liaison to the ObjectManagementGroup, Unix
International,and TheOpenGroup (OSFand X/Open)

He comedo Dartmouthfrom the Computerand Softwae EngineeringDivision of the
Institutefor DefenseAnalysesAlexandria, Virginia where hewasa Reseach Staf Member
with interestsin Securityand Distributed Systemsand Applications.Prior to IDA Alexan-
dria, he worked at Prime Computeras a Principal Technical Consultant,Rice University
as a tenued AssociateProfessorof Electrical Engineeringand ComputerScience IDA
Princetonasa System®&rogrammerLawrenceLivermoe Laboratory asa SabbaticalRe-
seacher, and California Institute of Technolgyy as a Reseath Fellow He is a graduate
of PrincetonUniversity (MA and Ph.D. in Electrical Engineering)and MIT (BSEEand
MSEE).His 1971 IEEE Transactionsof Computes Paper on the Advantages of Tagged
Architectues coinedthe term "self identifyingdata™ usingtags or descriptos and setthe
stege for network/applicatiorexchange of tagged databy protocolsusedin OMG's CORBA
and XML’
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B.3 John Erickson

Takenfrom [Erickson:

“ John S. Ericksonis a Principal Scientistwith Hewlett-Padkard Laboratories,whee
currentreseach toucheson mayareasrelatedto policy expressiongenfocementand com-
pliancefor distributed systemsincludingopenarchitectuesfor digital rights mangement
and privacy protection;healsohasa long-standingnterestin digital objectrepositoryar-
chitectues. Johnwasawardeda U.S. patentin 1998for rights manayementtednolagies
and servicegthat originatedwith his Ph.D. reseach at DartmouthCollege; otherrelated
patentsare pending He hasbeenan active participantin variousinternationalmetadata
and rights managiementstandadization efforts, and sits on a numberof working groups
and advisorypanels. John holdsa Ph.D. in EngineeringSciencegrom DartmouthCol-
lege (1997),an M.Eng(EE) from Cornell University (1989),and a BSEEfrom Rensselaer
Polytednic Institute (1984). He foundedNetRightd_LC in 1995and wasVP-Technolay
Stratggy for YankeeRightsManagement,1997-1999.
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