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Abstract

Virtual PrivateNetworktechnologyallows remotenetworkusersto benefitfrom
resource®n a privatenetworkasif their hostmachinesactuallyresidedon the network.
However,eachresourceon a network may also haveits own accesscontrol policies,
which may be completelyunrelatedto networkaccessThususers@ccesgo a network
(evenby VPN technology)doesnot guaranteeheir accesgo the soughtresourcesWith
the introductionof more complicatedacces9rivileges,suchasdelegatedaccessit is
conceivableor a scenariao arisewherea usercanaccess networkremotely(because
of direct permissiondrom the network administratoror by delegatedbermission)but
cannotaccessany resourcen the network. Thereis, therefore,a needfor a network
accesgontrolmechanisnthatunderstandghe privilegesof eachremotenetworkuseron
onehand,andthe accessontrolpoliciesof variousnetworkresource®n the otherhand,
and so can aid a remote user in accessing these resources based on the user's privileges.

This researchpresentsa softwaresolutionin the form of a centralizedaccess
controlframeworkcalledan AccessControl Service(ACS), that cangrantremoteusers
network presenceand simultaneouslaid themin accessing/ariousnetworkresources
with varying accesscontrol policies. At the sametime, the ACS providesa centralized
frameworkfor administratordo manageaccesdo their resourcesThe ACS achieves
theseobjectivesusing VPN technology,network addresdranslationand by proxying

various authentication protocols on behalf of remote users.

Keywords: Virtual PrivateNetwork, AccessControl, Network AddressTranslation,and

Decentralized Delegation
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Chapter 1

Introduction

1.1 The Big Picture

Today,the world is considerecdh global village becausef the extensiveaccess
the Internetprovides.Without the Internet,computemetworkswould beisolatedclusters
of interconnectedmachines.The Internet provides communicationbetweenthese
clusters,or Local Area Networks (LANs). However, connectivity comesat a price;
without securemeasuresn placeto checkaccesdo networks,anybodyandeverybody
would haveaccessincluding maliciousnetworkuserslooking to corruptdata,try outa
newvirus or worm, or simply stealprivateinformation. Accesscontrolcanbe definedas
all thosesecurity measureghat dictate which userscan or cannotgain accessto a
network, a device on the network, or an application(a program)on a deviceon the
network.A networkis saidto be private whenaccesscontrol restrictswhich network
userscanor cannotaccesst. Typically, for a networkto remainprivatethe deviceson

the networkmustbe accessiblenly via a few administrativemachinegyenerallycalled



gateways'; deviceson a private network are connectedo the restof the Internetonly
throughthesegatewaysSimilarly deviceson the Internet(outsidethe network)canonly
access network resources through these gateways.

Broadly speakinga network resource is anythingon a networkthata usermay
wantto gain accesdo - a web server,a printer, a file system,an application,etc. A
network userwho wishesto accesgesourcen a private network mustsatisfy one or
morecriteria beforethe gatewaywould grantheraccessThe setof criteriathatthe user
mustsatisfyis specifiedby the access control policy of the private network.The policy
might statethat the userOmachine(calleda host) shouldhavea specific|P addresgor
oneof arangeof IP addressespr thatthe usershouldpossessomecredentialsuchasa
certificate) or be ableto prove knowledgeof somesecret(a passwordor private key).
The processby which the gatewayusesits accesscontrol policy to determinewho a
networkuseris, in orderto determinef the usershouldbe allowedto accesghe private
network,is calledauthentication. Unfortunately thereis no uniform way by which auser
must authenticatewith a gateway.While thereare standarddor authenticatingcalled
protocols, thereare a myriad of these. Furthermoremost of thoseprotocolsrequire

software support on the network userOs machine.

! A gateway is not restricted to secure or private networks; in most LAN setups, not all devices on the network have
direct access to the Internet. Instead, there are a few devices that do (gateways) have direct access to the Internet, and
all other devices that do not have direct access communicate with the rest of the Internet through one of those that do.
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Figure 1.1-1: Resources on a network. Any device outside the cloud is considered a part of the

Internet.

More recentlynetworkusersarewitnessinga new classof privatenetworkscalled
secureprivate networksor Virtual Private Networks (VPNs) [VPNO4] [SBDGO02]
[MSFTOO] [Fra01]. Apart from using accesscontrol, the gatewaysto thesenetworks
providesecurityto their usersby encryptinginformationleavingor enteringthe network.
This securityallows manydevicesandnetworkusersto becomea partof a simulated (or
virtual) private network. These networks are Ovirtual®@r Osimulated®ecausethe
resource®n thesenetworksmay not be within the sameLAN vyet, like regularprivate
networks,the rest of the Internetmay accessheseresourcesonly througha gateway.
Similarly, devicesandusersthatarepartof the networkmustaccesshe Internetthrough

a gateway.Becausdhe variousdevicesand networkusersof a VPN may not be on the



samenetwork, VPNs achieveprivacy by using encryption.Eventhoughthe Internet
(generallyconsidemublic andsoinsecure)may existbetweenvVPN usersandresources,
the VPN gatewayencryptsall network traffic that must crossthe Internet. A VPN
gateway thus, gives a network usernetwork presence. This meansthat it createsthe
illusion that the userOmachineis a part of someprivate LAN. Chapter2 gives more
details on the technology that allows VPNs to operate.

Accesscontrolis not only restrictedto networkaccessgdeviceson a network,and
eventhe applicationsrunning on network devicesmay also enforcetheir own access
control. This canpresenta numberof accessontrolboundarier network access rings.
Figure 1.1-2 below demonstratefhiow theserings interact. Each areawithin a ring
represents networkentity: for examplethe areain ring A may be a privatenetwork,the
areain ring B may be a machinerunninga networkapplication(typically calledaserver

machine), and the area within ring C is the application itself.

Figure 1.1-2: Network access rings



Eachring representsomeaccessontrol policy thata networkusermustsatisfy
to gain accesdo the regionwithin it (but not necessarilypbeyondan internalring). In
large networks,the managerf the networkOgateway(calledthe administrator) - and
thusthe overseepf its accessontrolpolicies - maynot bethe managenf theserveron
the network.Becauseof this, accessontrol policiesare not typically synchronized. By
this, | meanthatthe ability of a networkuserto satisfytheaccessontrolpolicy of ring A
doesnot guaranteg¢hatshewould be ableto satisfythatof ring B aswell. A sequencef
rings asdescribedabovecreatesa hierarchyof accessontrol thata networkusermust
satisfyif shewishesto useanapplicationin the regionwithin ring C. The differentiation
of accessontrol by the network gateway,individual servermachineson the network,
and evenapplicationson thesemachinesallows network resourceadministratorshe
freedomto decidewho canor cannotusetheir resourcesFor remoteusers,however,
theserings canbe animpediment:because remotenetworkusermay not be usingthe
samehosteachtime sheconnectgo the network,sheis now facedwith ensuringthatthe
hostsheusesat any onetime canunderstanall the protocolsandhasall the credentials
needed for each ring of access control.

Considerthis scenarioof a networkuser,Alice, andher colleagueat work, Bob.
Bob is the administratoffor someservermachineon thework LAN. Alice would like to
be ableto accessomefiles on this machine,so Bob allows herto pick a usernameand
passwordandinstalls a Kerberos[NT94] [KN93] client applicationon her desktopat
work. Kerberosis anauthenticatiorprotocolthatapplicationanay usefor accessontrol.

Kerberosrequiresthata networkuserOmachinehavea client applicationto presenthe



userOsredential®in this casethe credentialsarea usernamendpasswordpair’. Alice
cannow accesghesefiles from her desktopat work becauséBob hasauthorized herto
do so. However,when she getshomelater on and decidesto continuethe work she
startedduring the day sherealizesthat BobO¥erberosserverwould no longerallow her
to retrieveherfiles. Naturally, her desktopat homelacksthe Kerberosclient, andso she
realizesthather ability to accesserfiles on BobOsnachineis notjust a consequencef
who sheis nor of the passworcandusernameshealoneknowsbit is alsodependenbn
whether the machine she chooses to work from has the right applications installed.

In some cases, administrators may not want users to access a resource from just
any host: within their own LANs these administrators may have some control over the
state of each machine (whether the machine has a keystroke ogsfiled for
instance!) but cannot possibly know that of any remote machine. Bob could not have had
such a measure in mind anyway because if Alice still wanted access from home she
would OonlyO have to find and install the Kerberos client on her home computer. | quote
OonlyO because the difficulty of such a procedure depends on the availability of the
software and the ease of installation. For instance, even where the client support for a
protocol (such as KerberosO client applications) can be downloaded at no cost to a
network user, installing the application might be quite an inconvenience for the average
computer user.

Sometimesit is not the casethatadministratorsvish to restrictnetworkusersto

computerswith particularapplicationsand credentialspr to specificlocations.Instead,

2 The Kerberos client does not actually present the username and password for authentication with the server; it uses
them to obtain a digital OticketO that becomes the credential for authentication instead.

3 A keystroke Logger is the generic name given to a program that can record characters a user types in some other
application. Malicious users usually plant such programs onto machines with the intention of recording sensitive
information like usernames and passwords.



someof theserestrictionsoccur becauseaccesscontrol policies dependon varying
protocols,all of which require somesoftwaresupportthat not every computermight
have.

Thefollowing furtherillustratecurrentproblemswith accessontrol.In mostof these
examplesanadministratoihasgranteda useraccessthe useris Oauthorized®)t the user
is hinderedby policy requirementsin others,accesscontrol policies simply do not

capture the range of things a user would like to be able to do with their privileges:

1. Alice belongsto ateamof consultant®n the secondloor of heroffice building.
All of herteammemberskeeptheir work files on the samefile systemserver.
Bob, the systemadministratorfor their server,knows that the secondfloor
computersall havelP addressewithin a particularlP range.Eachteammember
may accesgheir files only after successfullysupplyingher specificusernamend
passwordBob is an experiencedadministratorand understandshat malicious
userscanmoreeasilycompromiseusernameandpasswordshanthey canmany
other authenticatiorschemesTo improve the securityof the server,he addsa
firewall” thatensureghatonly connectionriginatingfrom machineswith oneof
the secondfloor IP addressesvill be allowedto further communicatewith the
server.Thisis atypical IP-basedfirewall) accessontrolschemdor a device(in
this casethe servermachine) . While this providessomeamountof security,it is

really aninconveniencdor the consultingteamthatwould love to be ableto work

* A Ofirewall® is a set of access control rules that restrict access to a device based on information about a userOs network
traffic. Firewalls differ from other access control schemes in that they do not require the user to use an authentication
procedure or protocol. They are typically used for preliminary access control only as a first line of defense from

unwanted access.



from home.EventhoughAlice cangetontoherwork VPN shecannotaccesser
teamOserver,which is really the only reasonshewantsto get onto her officeOs
network in the first place.

2. Alice andhercolleaguesanchecktheir profiles (personalinformationaccounts)
online.Charlieis the administratoifor theweb serverthathouseghe profilesweb
site. Charlieunderstandshat Alice andthe otherconsultantsnay needto access
their profilesoutsidework sohedoesnot uselP-basedirewalls. At the sametime
he alsowantstheseprofiles to be assecureaspossibleso would rathernot usea
username/passworlsthemelnstead,he setsup SSL authenticatioron his web
server,requiring that the consultants@eb browserspresenta certificate, and
prove knowledgeof an associategrivate key for authorizationThis is a PKI®
(client-sideSSL) accessontrolapproachHor anapplication(in this casethe web
server). This approachis probably more flexible than BobOsbut is an
inconvenienceo Alice who usesinternetExplorer5.2 (the latestversionof IE on
Macintosh)on her Mac, which doesnOdupportclient-sideSSL authentication.
Whatis more,it requiresthatthe consultantdavetheir privatekey andcertificate
installedon everybrowserthey wish to usefor accessinghe web site. Again in
this scenariohavingaccesso their companyOgPN doesnot buy the teammuch
unless they meet the web server Os access control requirements.

3. AliceOgeamis currently dealingwith a client, New Tech Co. New Techhasa
VPN and hasgrantedthe teamtemporaryaccesdo its network. New Techis

using VPN accesscontrol for their network. UnfortunatelyNew TechO$’PN

® PKI stands for Private Key Infrastructure. It is a term used for authentication based on public/private key pairs,
certificates, and authorizing agents that issues these certificates.
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concentrator usesthe SSL® protocolfor encryption AliceDsnachineat homeonly
hasan/PSec VPN clientbecausdnerworkplacehasanIPSecVPN andthatis all
she is used to. AliceOscolleague, Denise, must deal with a different
inconvenienceUnlike Alice, the VPN client on DeniseOsomputerat home
supportsboth SSL and IPSecprotocols. However, DeniseO¥PN client can
connectto only one VPN at any given time. This is an inconveniencdor her
becauseshe would like to use some applicationson her work VPN while
retrieving files from New TechOs VPN.

4. ConsiderEugenea studentat college.Eugeneis going to be awayin a foreign
country next term, and he will not havefrequentaccesgo email. At the same
time, he is expectingreplies from potentialemployersand so would like to
monitor his collegeOsmail accountWhat Eugenewould like to do is haveFelix,
his bestfriend, monitor his email and call him up if he receivesword from a
potentialemployer.Now Eugenewould really like Felix to be ableto monitorthe
accountuntil he getsback,andno longerthanthat. How doeshe do this without
telling Felix hisaccounfpassword®ike mostaveragevebusers Eugeneusesthe
samepasswordor somanyotheraccountsandhereally wouldnOlike Felix to be
ableto accesshoseaswell. Like mostweb servicesthe collegeOsmail access

control policy has no notion of temporary or guest access.

® Please see Chapter 2 for more details about both the SSL and IPSec protocols
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In all of theseexample5 the problemsthat the usersface are not unsolvable:
Eugenecouldresolveto practicebetterpasswordabits,andchangehis otheraccountdo
usedifferentpasswordsDeniseandAlice couldfind andinstall anotherVPN client that
handledboth IPSecand SSL protocolsand could simultaneouslyconnectto multiple
VPNSs. Alice could geta differentbrowser,for her Macintosh,onethat supportsclient-
side SSL. Charlie could issue portable USB tokensthat carry the consultantsPKI
credentialsto make accessinghe web site more flexible. The administratorfor the
workplaceO¥PN could setup the DHCP serverto issuethe consultants@® addresses
within the range of those for machines on the second floor.

However,mostof thesesolutionscanbe aninconvenienceo the partiesinvolved:
How many accountsmust Eugenefix-up and how many Ostrond@asswordscan he
rememberMHow comfortableare Deniseand Alice with installing applicationsandhow
difficult would it beto install the clienttheyneed™ow flexible is Alice at usinganother
browser,otherthanInternetExplorer?Whatwould it costCharlieto getthoseportable
tokensfor the consultantsand what learningcurve mustthe consultantgyo throughto
become comfortable with these devices?

Neitherdo mostof the solutionsscalevery well: Eugenemay getmoreaccounts
in thefuture,just how manycanhe keepwith uniquepasswordsandwill he everhaveto
allow someotherfriend to accesone of thesein the future?What happenavhenVPN
technologyrequiressomeother protocol otherthanIPSecand SSL andwheredoesthe

introductionof new VPN protocolsend?Which platformsor operatingsystemssupport

" Any technologies that might be unfamiliar to the reader are further explained in Chapter 2 and the

glossary section of this paper.

& The definition for a Ostrong® password is rather ambiguous, but generally passwords that have many
characters (8 or more), and include numbers and non-alphanumeric symbols are considered Ostronger® than
those that do not.
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CharlieOmkensanddo all of thesehavedriversalreadyinstalledon them?Whathappens
if anotheradministrator,Gina, decidesto use IP-basedfiltering, and what if Alice
happengo be in the group that usesGinaOservermachineas well? From which IP
addressangewould the VPN administratorassignAliceOsaddressthe secondfloorOor
that for the team that uses GinaOs server machine?

In this paperl introducean accesscontrol solution, called the AccessControl
Service,or ACSfor short. The ACS providesa VPN service solike otherVPN gateways
it providesnetwork presencedor remoteusers.The ACS also managesuseraccount
information and so is awareof what privileges eachuserhas. The ACS providesa
centralizedrameworkfor resourceadministratorgéo autonomouslyontrolaccesgo their
resourcesThe ACS is alsoableto facilitate remote-useaccesgo resource®n the VPN
by establishingconnectiongo theseresourcen behalfof VPN users.The ACS is,
therefore,a mediatorbetweena remote network user, and the resourceshat sheis
authorizedio accessBecauseghe ACS mediateson behalfof the remoteuser,a remote
userwill beableto accessetworkresourcesor which shehaspermissionrrespectiveof
the particular host she might be using at any time.

Also becausghe ACS is anintermediary,jt becomeghe ACSOsesponsibilityto
be ableto interoperatdetweernvariousprotocolversionsandmachinecapabilities;each
resourceadministratoronly hasto ensurethatthe ACS cansatisfythe resourceCaccess
policies.

Someof thework of the Greenpasseamat Dartmouthhasshownthat delegated
accesdo anetworkcanbeextendedo VPNsaswell [Goff04]. Unfortunately,in thelight

of the problemshighlightedabove,andin the absenceof any delegatedaccesscontrol
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schemedor individual networkresourcesgelegatecccestso VPNs may not be of much
use.The previouswork on delegatedVPN accesshowever,pointsout that VPN users
may be authorizedeither by direct permissionfrom an administratoror by delegated
permissionfrom anotherauthorizeduser.This suggestshatresource®n a VPN mustbe
ableto accommodatdoth typesof usersif delegationshouldbe seamlessacrossthe
network. The ACS framework providesa solution for this problem: the ACS can
incorporateGreenpasgools for determiningdelegatedusers(rivileges, establish
connectionswvith resource®n the VPN, andallow authorizeddelegatedusersto access
theseresourcevia the establishedonnectionsSincethe ACS is anintermediarybetween
delegatedusersandtheseresourcesadministratorgnay not haveto makemajorto their

access control systems in order to accommodate decentralized delegated access.

Summary

While VPN technologyoffersauthorizedusersnetworkpresenceit doesnot cater
for the varying accesspolicies on the network. This meansthat being able to obtain
network presenceria VPN accesscontrol may not benefita remoteusermuchbecause
the targetresourcesnay requirefurther authenticatiorthat her remotehostmay not be
able to satisfy. Theserestrictionsalso meanthat changesto the accesspolicy of a
resourceon a private network may suddenlypreventan authorizedremoteuserfrom
accessinghis resourceThususeraccessio longerbecomedasedon who the useris but
on whatthe userOkosthasor cando at any given time. Accessprotocolsaretypically

meantto establisha userO#&lentity and/orto ascertaina userOgrivileges. However,

12



wherea userOBostdoesnot correctlysupportan accesgrotocol,theseprotocolsendup
restrictingaccessConsequentlysuchrestrictionspresentaninconvenienceo bothusers
andresourceadministratorsAt the sametime simply changingthe accesontrolpolicies
for theseresourcesannotbe the solution because(1) network usersare necessarily
restrictedby the capabilitiesand possessionsf their hostmachines(2) accesscontrol
policies are designedwith more than just authorizedVPN usersin mind. They are
thereforenecessaryfor providing security to theseresourcesA solution lies in a
mediatingservicethat understandshe privilegesof eachremoteuserandthe access
control policiesof their targetresource®n the VPN. By proxyingauthorizedaccessthe
ACS canalleviatethe inconveniencesausedy networkaccessingsaswell asprovide
a platform for introducing other network-widetechnologiesincluding decentralized

delegated access.

1.2 Motivation

The motivationfor this work arisesfrom a ratherinterestingproblemthat exists
on the DartmouthCollegenetwork, but similar casesexist on many othernetworksthat
use IP-basedaccesscontrol schemedor secured server machines. A securedserver
machineis a computerthat runsa numberof servicesandis securedby someaccess
control policies;it only allows authorizedusersto make connectiongo the servicesit
runs.At Dartmouth thereexista numberof servermachineghatenforceaccessontrol

policies requiring that an authorizeduser possessan IP addresswithin a particular

13



addresgange.Thus,thesemachinegperform preliminary authenticatiorby IP-filtering
(firewalls), i.e. the accesxontrol policy allows only userswith specificlP addresseto
connectto the servermachine(or, alternatively,userswith specific IP addressesre
disallowedaccess)The problemwith IP-filtering is thatit is not the mostsophisticated
schemefor securinga computer;a malicioususerneedonly spoofan IP addresgo be
consideredhuthorizedo makea connectionAlternatively, malicioususerscanthwartthe
policy by employinga numberof packet fragmentationattacks[ZRT95]. A network
packetis a unit of networkdata.Becausehesecomputerdiscriminatepurely basedon

the IP address of the connection requestor, a number of problems may arise:

1. Most hostmachineson the networkusedynamicallyassignedP addressesoin
orderfor the hostto connectto one of theseservermachinest mustbe assigned

the appropriatelP addressA problemariseswhen a particularhostdesiresto

access more than one of these machines with non-overlapping IP address ranges.

2. When a user has permissionto accesstwo of these machines,system
administratorsmay use overlappingIP addresspools so that the overlaps
represenuserswith accesgo both machinesThis obviously doesnCicalewell
when a user is authorized to access three or more of these server machines.

3. Network Administratorsmay then decideto split the local addressspaceinto
rangescorrespondingo privilege classesywhereeachprivilege classrepresents
permutationof the permissionsa userhas.Here problemsinclude scalingthe IP

rangeto accommodatehangesn the numberof usersin the correspondinglass,

14



and adding or removing server machinesthat work on this accessprotocol
scheme.

. Alternatively, the administratormay createaccessontrol lists (ACLSs) for each
server listing somefixed IP addresset which eachservermay grant(or deny)
access.This approachmay reintroducethe problem of multiple permissions
identifiedin (1) if serversdo not sharelP addressesConsequentlya numberof
theseserveranay haveoverlappinglP addressethatrepresentheintersectiorof
their users. Again, this approachmakes modifying user privileges rather
cumbersomédecausean administratormustmodify the ACLs of eachserverfor
which the user has access permissions.

. Accesscontrol basedpurely on IP addressedoesnot work well with temporary
accesgermissionslt usuallyinvolvesthe administratormodifying ACLs for a
numberof computerspr addingnew IP addresseto secureservermachinesand

then undoing the process when the privileges expire.

At the sametime filtering connectiondy IP addressehasadvantagethat make

this approacha welcomechoice evenwith the existenceof more sophisticatecnes.

Amongstthese perhapsoneof the moremotivatingfactorsis that packetfiltering by IP

addresseis donein the computerOernel (the partof the operatingsystemthatdirectly

interactswith hardware)so canbe executedvery quickly. Otherapproachesequireuser

authenticatiorthat may requireuserlandapplicationgapplicationghatrun on top of the

operatingsystem)andprotocolsthatare considerablyslower. Thusmanyof theseserver

machinesonly uselP-filtering for preliminary authenticationfurther application-level
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authenticatiormight be carriedout by individual servicesafter the machineacceptsa
network packetfrom a user.Thus IP-filtering servesto reducethe numberof usersa
server must authenticate in a slower way.

Nonetheless becauseof its associatedproblems outlined above, and the
vulnerabilitiesmentionedearlier, the problemsof maintainingaccesscontrol by IP-
filtering canvery quickly outweighits useasa securitymeasuren largernetworks.For
many networks,including DartmouthOsidministratorshavenot considereceliminating
IP-based access control or adopting more sophisticated schemes for a number of reasons:

1. The network does not yet have too many of these server machines,so
maintenanceblasnot yet becomeunbearableOn the DartmouthNetwork, there
are almost20 suchcomputersthoughadministratorsadmit that this numberis
growing.

2. Thenetworkis still notsobig thattherearetoo manyoverlappingusersor alack
of IP address ranges to specify new overlaps.

3. Guest access has not yet become an issue or has never really been considered.

While theseare valid argumentghey all assumethat the network will not expandor

require more sophisticated access control (like delegated access).

The Dartmouthnetworkemploysa VPN concentratoras a gatewayto most of
theseservercomputers.At the time of researchinghe aboveproblems,| was also
researchin¢/ PN usageon the networkandits integrationwith delegatiortools [Goff04].

An approachto mitigating the problemof maintainingIP-basedpolicies for secured

16



servermachiness presentedn the ACS mentionedearlier. The ACS makesuseof the
authenticationprovided by VPN technology,as well as network addresstranslation
functionality to ensurethat authorizedusersalways meetthe IP policy of the secure
servermachine.All this functionality is configurableso can be modified to reflect the
correctfreedomsand restrictionsthat remoteuserswould experiencehad they been

locally present on the network.

1.3 Goals of the ACS project

The goals of the Access Control Service are:

1. To enhance/PN useraccesdy reducingundesiredaccessontrol restrictionsto
networkresourcesTheserestrictionsarethosedueto protocolsthata remotehost
may not be ableto handleor policiestheremotehostcannotmeeteventhoughthe

remote user has access privileges.

2. To facilitate maintenanceof the accesscontrol systemsfor severalresources,
perhapsunder the supervisionof severaladministrators,by providing a
centralizedframework defining the privileges of usersand user-groupsin
accessingesourceandresource-groupssSinethe ACS is anintermediaryin the

network-accesprocessadministratorcanmodify useranduser-grougorivileges

17



on the ACS to reflect permissionchangeswithout havingto changeindividual

access control policies on multiple network resources.

3. To providea centralizedrameworkfor introducingnetwork-wideaccessontrol

technologies and schemes such as decentralized delegation of resource access.

1.4 Organization, Style and Formatting of this document

Throughouthis documentheword OI@ usedin contextswherel amreferringto
work | did Oormy own.Q quotethis phrasebecausevhile | codedup, put components
togetherandwrote this document) acknowledgehe very helpful suggestiongndinput
of my advisorandothers(seeAcknowledgementssection).l useOwe@hen| meanto
engagethe readerin discussionas in Owehave previously identified a number of
issuesEOWherel useOwefd this context,| will makeit asclearaspossiblethatit refers
to the reader and I.

| will referthe readerto sectionswithin the Background Chapter(Chapter2)
eachtime | makereferenceto sometechnologythat | believethe readermight not be
acquaintedwith. When | introducea term for the first time | will italicize it. 1 will
endeavoto furtherexplainthe termalmostimmediatelyafterits introduction.If 1 do not
immediatelyprovide a definition for one of theseterms,thena definition is includedin

the Glossary sectionof this paper.| mayalsoplaceatermin quotesif | believetheterm

18



is familiar to the averagereaderbut might requirefurther explanationin the particular
context. If | have to make an emphasis, | will underline a phrase to emphasize it.

| generallyusethe term Oservemachine@o refer to the physical device that
acceptsconnectionsand providesa numberof services(like the ACS). | usethe term
Oserverfd refer to the specific serviceapplicationon a machine.l will usethe term
Oclientfd two ways: (1) the applicationon a hostthat canunderstand protocolrequired
for connectingto a server.(2) A remoteuserwho connectso a networkserver.l have
alreadyusedclient in the first form in this chapter.The contextwill makeeitheruse
relatively unambiguous to the reader.

| use Opublic,@insecure gnd Olessrusted@ynonymouslywhen referring to
networks.The underlyingideain all threecasess that any deviceon the Internetcan
intercepttraffic on sucha networkso thereis no confidentiality. Secondjn the absence
of encryption,the integrity of the datathrough this network cannotbe guaranteed.
Likewise, | use Oprivate@nd Otrustedéynonymouslydeviceson the Internetare less
likely to intercepttraffic on suchnetworks.Deviceswithin thesenetworksmay, however,

be able to intercept the traffic.

The paperis divided into chaptersbasedon the natureof the information| will be

presenting:

Chapter 2 highlightsthe main technologiesemployedby the ACS project.| strongly

encourage the reader to at least skim this chapter before reading about the project itself.
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Chapter 3 presentsthe model for the ACS as well as detailing the designand
implementation of my prototype for the framework.

Chapter 4 discussesomeof my thoughtson the currentimplementatiorwith regardto
security,usabilityandefficiency. Thesediscussionslsotouchon my ideasfor improving
the prototype as well as the overall model.

Chapter 5 present®therresearctpertainingto networkaccessontrolmanagemenand
delegated access for network users.

Chapter 6 is the conclusion to the work presented in this paper.

1.5 Related Documents

This projectwas built uponNick GoffeeOgxperimenton delegatedaccessand
VPNSs [Goff04]. His experimentwas carriedout as part of a largerthesisrelatedto the
Greenpas®rojectat Dartmouth.The Greenpasseamhassubmitteda numberof papers
onthis project[SGK+04a][SGK+04b],andtherehavebeentwo masters@ese§Goff04]
[Kim04] on the developmenbf the RADIUS serverand Client Tools componentsas
well asanundergraduaténesis[Pow04]. More informationaboutGreenpasss provided
in Chapter 2.

JaccoDe Leeuw [DelL02] hasan online documentaboutsettingup Linux VPN

servers using open source tools.
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Chapter 2

Background

2.1 Virtual Private Networks

2.1.1 Definitions

VPNSs are private networksmadeby one or more connectionsover a public
networkinfrastructure(the Internet).VPNs aretypically accessibldoy meansof oneor
moreentry pointscalled Points of Presence (POP).Figure2.1.1-1belowshowsatypical
VPN setupfor an organizationwith accesscapabilitiesfor a regionalbranch,a remote
business client, a partner and a remote employee.

In mostorganizationsa concentrator authenticatesisersbeforethey gain VPN
accessln networkterms,a concentratois a devicethat Oallowsa numberof stationsto
be connectedo a LANO[Wo0b97]. In the caseof a VPN concentratorthis OLANGS the
VPN, and the Ostationsée remotenetwork devices.The term OVPNserverQlefines
softwareon a machine(a gateway)thatacceptssonnectiongrom a remotehostto enable
the hostto acces®therserviceson a private network.VPN servergtraditionally run on
PC and Mac servermachines Solarisworkstationsetc. As the machinesrunning the
serverarenot specializedor routingtraffic, or handlinglargervolumesof connections,
VPN serversare typically usedon gatewaysto smallersubnetsratherthanthe entire
networks.Traditionally, OVPNconcentrators@ferto devicesspecializedor VPN access
control; they may auditand monitor connectionsnore efficiently and provide hardware

support for encryption and increased connection throughput.
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Figure 2.1.1-1: A VPN setup for a corporation, its employees, partners and clients.

VPN serverscanbe Oinward-facing@outward-facing@r, both. Outward-facing
serversare the public interfaceto a virtual private network; they receiveincoming
connectionsand forward datafrom remotemachineso deviceson the VPN andto the
restof the Internet.Inward-facingserversarethe gatewaydor deviceswithin the VPN;
they forward packetsfrom within the VPN to therestof the Internetandtunnelpackets
destined for other servers.

VPN connectionsareusuallyreferredto by the traffic thatis encryptedoetween
thetwo hostson eitherendsof the connectionln the mostbasicform, a VPN connection
encryptsonly thosepacketdestinedor oneof thetwo hosts.This configurationis called
a host-to-host VPN. Seconda client may connecto a serverfor accesso only thesubnet

behindthe serverOsost(the gateway)In this configuration calleda host-to-subnet VPN,
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the clientOsraffic to the restof the world remainsunencryptedonly packetsdestinedor
hostson the remotesubnetget encrypted.The third type of configurationis the host-to-
anywhere VPN. Underthis setup,all the clientOsietworktraffic getsencryptedandsent
to the VPN server,eventhosepacketshataredestinedor hostsoutsidethe VPN subnet.
The VPN server will typically forward these packets to the rest of the Internet.

In all cases,VPN connectionsare consideredto offer complete site-to-site
encryption [Hos04]. OCompletsite-to-siteencryption®eansthat all databetweenthe
VPN clientOs host and the VPN serverOs host is encrypted.

Closely relatedto VPNs are OvirtualLANsO(VLANs). VLANs are network
devicesthatareclusteredbasedon logic ratherthangeographicalocation. Thesedevices
maintainconnectionsamongthemselveaising softwareconfigurations.This allows a
deviceto remaina part of the VLAN evenatfter its physicallocationis changed.The
fundamentalifferencebetweena VLAN anda VPN is that the definition of a VLAN
does not consider security or privacy.

In networking,Otunneling@fersto Othepracticeof encapsulating messagdrom
oneprotocolin another,andusingthe facilities of the secondprotocolto traversesome
numberof network hopsQ[CBRO03]. The VPN ConsortiumOswhite paper[VPN04]
defines three VPN tunneling technologies; trusted VPNSs, secure VPNSs, and hybrid VPNs.
* TrustedVPN tunnelingis equivalento privateleased-linesechnology;a corporation

thatemploysatrustedVPN makesuseof a networkproviderOprivatenetworknodes,
such as switchesand routers,with the agreementhat the provider ensuresthe

integrity and privacy of data through the network.
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* SecureVPNs makeuse of publicly-availablecircuitry and so they must employ
encryption to achieve the same effect as trusted VPNSs.
* Hybrid VPNs, asthe namesuggestsmakeuseof both private network circuits and

encryption.

Tunneling(with or without encryption)canbe achievedoy a numberof protocols.

This section will cover four of these protocols: IPSec, L2TP, PPTP and SSL.

2.1.2 IPSec

The InternetProtocol Security (RFC 2401-2411,2451 Standardslrack) is an
Internet Draft Standardthat was developedby the Internet EngineeringTask Force
(IETF) to ensuresecureransferof informationon a public IP network[Fra01].IPSecis a
per-packetsecurity implementationthat consistsof two independentprotocols: The
AuthenticationHeader(AH) [KA98a], and the EncapsulatiorSecurity Payload(ESP)
[KA98Db]. Both protocolsdescribethe IP headerextensiongor sendingand receiving
protecteddatagrams.ESPprovidesprivacy throughencryption(andoptionally integrity)
while AH providespacketintegrity and authenticatioSBDGO02]. The IPSecprotocol
also specifiesthe InternetKey Exchange(IKE) protocol [HC98], which is usedfor
authenticatingandfor establishingsessiorkeysbetweentwo sitesbeforeany otherdata

is transmitted.
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Security Parameter Index (SPI)

Sequence Mumber

Payload data (variable length)
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a) ESP
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Mext header
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Security Parameter Index (SPI)

Sequence Number

Authentication data (variable length)

b) AH

Figure 2.1.2-1: IPSec information part of IP packet

IPSec specifies two modes of applying protection:

1. TransportmodeaddsIPSecinformation(ESPor AH) betweerthe IP headerandthe

remainder of the packet.

Ciriginal ESP TCF Cata E2P | ESP
IP bend=r  (hesader| header trader | fAulh=ntb-
[or UOFE calion
ar ICKF)
— Ercrypted —— .

Huthenticabsd

Figure 2.1.2-3: IPSec using ESP in Transport Mode

2. Tunnelmodeaddsa new IP headerto the original IP packet,and keepsthe IPSec

information outside.
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Figure 2.1.2-2: IPSec using ESP in Tunnel Mode

A securityassociation(SA) is a relationshipbetweentwo or more entitiesthat
defineshow eachentity will use security parametersand servicesto communicate
securely]KPS02]. An IPSecSA is a cryptographidkey andotherinformationincluding
theidentity of the hoston the otherendof a connectionthe sequenceaumbercurrently
being used,and the Ocryptographiservices®eing used[KPS02]. The Ocryptographic
services@ell eachend suchinformation as whetherto use integrity only (AH), or
encryptionandintegrity (ESP/ AH + ESP),andwhich cryptographicalgorithmsto use.
The purposeof IKE is to establishan SA betweentwo parties.SA informationon each
IPSecconnectionss storedin an SA database@ndindexedby a securityparametemdex
(SPI) thatis includedin the headerof eachlPSecpacket(seefigure A.1) andis unique

for each connection to a given IPSec server.

2.1.3 PPTP
The Point-to-PointTunnelingProtocol(RFC 2637)is a layer-2protocolbuilt on
Point-to-Point protocol (PPP)andTCP/IP.PPPis a mechanisnfor creatingandrunning

the InternetProtocol(IP) andothernetworkprotocolsovera seriallink Bbethata direct
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serialconnection(usinga modemcable),over a telnetestablishedink, or a link made
usingmodemsandtelephondines (or digital lines) [LDOC]. PPPallows authentication,
privacy anddatacompressionandis commonlyusedin dial-up Internetconnectionwia
modemand phonelines. PPTPtunnelsa PPPsessionthroughIP connectionsand so
benefitsfrom the security providedby PPPwhile using IP infrastructure.PPTPthus
allowsthetransmissiorof packetghatdo not supportiPv4 or IPv6 addressingtandards.
The vendorconsortiumresponsibldor developingthis protocolincludesMicrosoft, US
Robotics,and 3Combut the Microsoft implementatiorappeardo be mostwidely used.
PPTPusesa variety of protocolsfor authenticationand encryption. Authentication
protocolsinclude PasswordAuthenticationProtection(PAP), ChallengeHandshake
AuthenticationProtocol(CHAP), andMS-CHAP (A Microsoft adaptatiorof the original

CHAP). Encryption algorithms typically employed include RSA, RC4, and DES.

2.1.4L2TP

Cisco Systemsand Microsoft developedthe Layer-2 TunnelingProtocol (RFC
2661)to combinethe advantagesf PPTPandanolder Ciscolayer-2tunnelingprotocol
calledLayer2 Forwarding(L2F). L2TP enableghe transmissiorof PPPdatagram®ver
IP, X.25, Frame Relay and4ATM networks,and allows the establishmenbtf multiple
tunnels between the same endpoints [Fra01].

A typical L2TP implementationconsistsof two services;the L2TP Access
Concentrator(LAC) andthe L2TP Network Sever(LNS), and two tunnelingmodes;

Voluntary or Compulsory.The LNS is the endpointof anL2TP connectionrandthe LAC
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is theintermediateservicethat routespacketsbetweernthe LNS anda remotehostat the
otherendof the connection.The LAC is ableto receivenon-IP connectionandtunnels
PPPdatagramgo the LNS for authenticationThe LNS received_ 2TP connectiongrom
the LAC, processePPPdatagramsysesPPPauthenticationto validateusersandassigns
IP addressesln compulsorytunneling mode, a client dials into an Internet Service
Providerusinga PPPconnection.The ISP partially authenticateshe client to establish
which accountto open,andthenthe LNS validatesthe client andassignsan IP address.
Voluntary modeis very similar to compulsorymodeonly that the client alreadyhasa
pre-establish connection to an ISP so no partial authentication is required.

L2TP usesNetwork Control Protocol (NCP) for assigninglP addressesand
authenticatesising PPPauthenticationschemeqCHAP or PAP) in orderto control
network access.L2TP is primarily concernedwith user authentication,and the
confidentiality and integrity of information betweenL2TP endpoints. L2TP doesnot

provide replay protection.

2.1.5 Comparisons

Authenticationprovided by L2TP and PPTPis user-basednd occursduring
tunnelestablishmenonly. Neitherprovidesauthenticatiorof a packetOsrigin thusboth
lack replayprotection.IPSecauthentications host-ratherthanuser-basedyecauséPSec
only identifies packetsby IP addressesfter a tunnelis establishet[KPS02]. IPSec
providesreplay protectionthroughorigin authenticatiorand by maintainingsequence

numbersof eachpacketin an SA databaseHowever,|IPSecdoesnot supportdynamic

° IPSec servers can potentially handle multiple connections between the same end points because they
identify connections by SPI rather than IP addresses. However, most IPSec clients do not allow this.
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configurationof parametersfter the tunnelis formed [RS02] becauseoncethe SA is
establisheceachend of the connectionmustremaintrue to initial agreementluring the
IKE phase otherwise one end point will reject the others packets.

IPSec/L2TP (pronounced IPSec over L2TP) is typically used for VPN
implementations. IPSec over L2TP combines the replay protection advantage of IPSec
with the user-based authentication and routing ability of L2TP. This allows roadwarriors
(mobile devices with non-fixed IP addresses), which may not have IP addresses prior to

establishing a connection, to use IPSec/L2TP.

2.1.6 SSL

Netscapdirst introducedthe SecureSocketLayer (SSL) protocolfor securely
sendingmessagesver the Hypertext TransferProtocol (HTTP). HTTP is the native
protocol of the World Wide Web and so SSL was initially intendedspecifically for
browseruse.The protocolhasexistedfor severalyearsnow (Netscapeeleasedhe first
official version,SSLv2in 1994)andhasdevelopedn securityandfeature.Currently,the
IETFOsstandardfor SSL is the Transport Layer Security (TLS) protocol, which is a

modified version of SSLv3.

2.1.7 SSL VPNs
Unlike the previous protocols, SSL was not designedwith layer 2 and 3

encryptionin mind, but rathertransport-layerencryption.There are four methodsby
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which SSLVPNsmay provideaccessproxying, application translation, port forwarding

andnetwork extension. Some implementations may use more than one of these:

l. Proxying

An applicationproxy is a servicethatsits betweena client andremoteserverandactsas
anintermediarybetweenthe two for a particularapplication.The proxy usuallyreceives
datafrom one end (client or server),may rewrite this datain someway (including
encryptingor decryptingit), andthenforwardthe dataon to the otherend. Theseproxies
arecommonlycalledApplication Level Gateways (ALGS). A webproxyis anALG that
handledHTTP requestdetweera clientandserver ALGs typically proxy a smallsubset
of applicationsbecausehey are protocol-dependentConsequentlyproxying cannot

offer complete site-to-site encryption that is desired in a VPN.

ll. Application Translation

Protocoldike FTP canbe adaptedo otherprotocolslike HTTP (usedby web browsers).
Proxy serverscando this translationon behalfof clients,in orderto handlerequestdo
serversHowever,more complicatedorotocols,like the oneemployedby WindowsFile
Sharing,arelessreadily translatableThis mechanismlike proxying,is protocol-specific

and cannot offer complete site-to-site encryption.

lll. Port Forwarding

30



Port forwarding is a type of network addresgranslationtypically usedby serversto
balancdoad.A hostmachinemayreceivea packeton oneportandforwardit to a port of

another machine.

IV. Network Extension
This is the useof a tunnelto join two hostsat the networklayer. Suchtunnelsdo not
discriminatebasedon applicationprotocolsbecauseahey built below the application

layer.

SSL VPNsthatusenetworkextensioncansuccessfullyencryptall databetween
two hostsandso areregardedas Otrud®VPNs[Hos04].1 will useOpenVPN considered
a Otrue® SSL VPN [Hos04], to explain how SSL VPNs work:

OpenVPN[Yon04] is anopensourceSSL VPN implementatiorcreatedoy James
Yonan. OpenVPNusesthe OpenSSLlibraries and is availableon all the common
computingplatforms (Windows XP, Mac OS X, and Linux). OpenVPNusesvirtual
interfacesmuchlike PPPdoes.It supportgwo virtual interfacesa tun interface whichis
atunnelinterfacejustlike PPPOsinda tap interface.The run interfacerouteslP packets,
while the tap interfaceroutesEthernetspackets.Eachinterfacehasa virtual device
driver. The devicedriver is a user-landapplicationthat processepacketssentto the
interface. Before the virtual interfacesare created,OpenVPNwill performa SSL
handshakeavith the remotehost.This handshakés a client-SSLauthenticatiorhandshake
soboth endsof the tunnelgetauthenticatedOncethe connections establishedpackets

can be routed to the remote host. Becausethe tun andzap interfacesare network

0SS VPNs are considered Otrue® VPNS if they provide complete site-to-site encryption
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interfacesthe hostoperatingsystemsendsthementire IP (or Ethernetpackets) not just
applicationlayer dataasit would a regularprocessdoing SSL encryption.The driver
receivesthesepacketsand encryptsthem employing algorithmsfrom the OpenSSL
library (DES, 3DES, AES, etc).It thenre-encapsulatethe new packetin a UDP packet,
addresses this packet to the remote host, and sends it onto the network.

Unlike IPSecserverstunnelingis doneover UDP ratherthanplain IP. Thereason
for thisis thatOpenVPN(andany other SSL VPN implementatiorfor that matter)does
not havekernel support,so it mustlisten on a specific port to receiveVPN packets.
Tunnelingis doneover UDP, as opposedto TCP, becausehe encrypted(tunneled)
packetmay alreadybe a TCP packet;tunnelingTCP over TCP cancausenetworkslow-
downsbecauseachTCP layermusthandleresendingequestsvhena packetis lost, and
each layer must ensure that packets come in order.

SSL VPNs havea numberof advantage®ver IPSec(or IPSec/L2TP)VPNs.
Perhapsnostnotableamongstheseis thatthey do not requireany modificationto a host
machineOsernelstack.This advantageppearso makethemmucheasierto install and
configure,andallows themto operatemore easilybetweendifferent platforms[Yon04].
As a disadvantageSSL VPNs arelesscommonandlesswidely usedby organizations.
Due to this SSL VPNs havea lot fewer router and hardwaresupportthantheir IPSec
counterpartsOne reasonthe public might have beenso slow to pick up SSL VPN
technologyis that there is a common misconceptionthat SSL only works at the

application layer so cannot provide more than per application security [Hos04].
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2.2 Network Address Translation

The necessityof NAT arisesfrom the inability of IPv4 to provide enough
addressedor the Internet [CBRO03]. NAT tries to circumventthis limitation by
constructinga many-to-onemappingof IP addressesvithin a local network so that
machineson this networkappearto be sharingthe samelP addressn the Internet.The
way a NAT box (thedevicedoingNetwork AddressTranslation)achieveghis variesfrom
implementatiornto implementationput the commonapproachs to assignall outgoing
traffic (packetdeavingthelocal network)the IP addresf the NAT box, andmultiplex
incomingtraffic (packetsenteringthe local network) by mappingdestinationportsto

machines on the local network.

2.2.1 Problems associated with NAT

Most of the problemswith NAT arise from the fact that some application
protocols(e.g.FTP)uselP addresses remotecommandst the applicationlayer. These
IP-addresseferencesrenot readily obviousto a NAT box so may be left untranslated
and causeproblemsto the applications NAT implementationsnust, therefore,handle
FTP packetsspeciallyin orderto circumventthis problem.This introducesa system
whereNAT boxeshaveto handlepacketson a protocol-by-protocobasis,which is not

very scalable.
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Secondpecausehe sourcelP addressesf outgoingpacketsare modified, hosts
behinda NAT box cannotreadily actasserversyremoteclientswould not havea static
public addresgo which to connect.This particularproblemalsoaffectsapplicationghat
ignoreserver-clientmodelsin favor of Opeer-to-peecOnnection(e.g.voice over IP, X-
windows) becausesuch applicationsrequire that either side be able to accepta
connection (both sides of the connection are clients and servers at the same time).

Third, the processof translatinglP headerantroducesextra overheadto data
packetflow on the Internet.Furthermorefranslatingaddressesiolatesthe standardof
somesecurityprotocolssuchaslIPSec;|PSecenforcegacketintegrity andunderthe AH
protocol IPSecrequiresthat the IP headeremainsunchangedhroughoutthe packets
transmission NAT easily violates this standardbecausét requiresthat packetsbe
modified at leastat the headerdevel [KPS02]. While thereare someimplementation®f
IPSecthat permit NAT boxesto modify headerssuchimplementationsntroduceextra
complexity to IPSecusageand still cannotaccommodatesomepackettamperingthat
NAT requires.For instance,some NAT implementationshandle FTP packetshy
tamperingwith applicationlayer information. Application layer datafalls within the
payloadof atypical IP packetandsois consideredin-modifiableaccordingto the IPSec

protocols.

2.2.2 Practical applications of NAT
NAT hasbecomealmostcrucial in solving certain problemsof security and

balancingload for serversanddatabasefvep02]. A servermay useNAT to handoff
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packetsdestinedfor it to clone serverson othermachinesto dealwith. This allows a
serverat a singleIP addresdo balanceclient load. This schemds usedto handlehigh
volumesof databasejueries. Additionally, NAT is usedto provide a single gatewayto
multiple machinesSucha setupis calledmasquerading or Omany-to-oneutting''’. The
reasoningbehindthis configurationis that it is easierto secureone gatewayto the
Internetthan multiple ones.Thusfirewall rules appliedto the single gatewayprovide
securityto all the masqueradednachines.Masqueradings also usedto protectthe
identity and activity of machines on a network.

NAT is becomingmore and more popularin establishmentéke airportsand
hotels.In suchestablishmentsatherthanregisteranentiresubnetof public IP addresses,
the establishmenbffers the patronslocal addresseglike 10.0.0.1)and a NAT box
masqueradesutgoingtraffic for themwith afew public IP addressesl his setupis much
more cost effective for theseenterprisesThe Internet AssignedNumbersAuthority
(IANA) hasprovidedthreelP addresgangedor local networkuse[RMKGL96]. These

address ranges are given in Table 2.2.2-1.

Start address End address
10.0.0.0 10.255.255.255
172.16.0.0 172.31.255.255
192.168.0.0 192.168.255.255

Table 2.2.2-1 IANA assigned address spaces for local networks

1 HNatd is sometimes used as a verb and means, Oto do a network address translation.O
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2.3 Linux Packet Routing

2.3.1 Definitions

Packetrouting allows a machineto discriminatebetweenpacketsit receivesor
transmits.This permitsa hostmachineto behaveike a regularnetworkrouter.In many
casespacketrouting enablesa hostto alsomakeotherdecisionsaboutpacketsncluding
modifying packetheaderinformation such as time-to-live andtype of service fields

(mangling), or changingsource or/and destinationaddresseqnetwork address

translation). Packet routing can be said to provide three main functionalities in Linux:

1. Denyingor permittingpacketgwhetherthoseentering,or leavingthe host).This type
of discriminationallows a hostto firewall traffic to andfromit. A firewall is a setof
rulesamachineusesto makedecisionson packetqwhetherto rejector accept) pased
on networklayerinformation.This informationis typically which port or addresghe
packetsoriginatedfrom or to which portor addresst is going.In Linux, toolssuchas
iptables [NTFLTR] provide this functionality.

2. Decidingwhich addres®r networkdeviceto usefor transmittinga packet.A network
devicecanbea physicaldevice,suchasa Network Interface Card (NIC), or a virtual
device,whichis theway systemdike Linux representunnels(e.g.PPPor IPSec).On
a Linux machine, theoute tool provides this functionality.

3. Changingsome attribute about a packetenteringor leaving the machine.This

includesmangling™ and network address translation, already discussed above.

2 Mangling is the process of changing time-to-live and time-of-service information on a packet header.
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Firewalls may makedecisionson packetsby inspectingthe packetheader.This is
calledstatic packet filtering [PCWEBa].Anotherapproachs to makedecisiondbasedn
the packetOactivity (andthat of relatedpackets)throughthe variousinterfacesof the
host machine.This approachis called dynamic packet filtering or stateful inspection
[PCWEBD]. Stateful inspectionallows decisionto be made on packetsbasedon
previously establishedor related connections.The conntrack module of iptablesis

responsible for this functionality.

2.3.2 Iptables

Linux providespacketrouting throughiptableson kernelversionslaterthan2.3
[Russ02].Iptablesis the successoof the userlandools ipfiwadm, from Linux 2.0,andthe
morerecentipchains for Linux 2.2. Both of thesewerebasedon BSDOspfw. Iptablesis
a partof the Netfilter framework,which is a setof modulesfor the Linux kernel(these
modulescould optionally be built into the kernel). The Netfilter frameworkoffers hooks
into the kernelOgpacket processingmechanism.These hooks differentiate packets
destinedor processes within the host,thoseleavingthe host,andthosebeingforwarded
to othernetworkdevicesor backto the network. The frameworkalso offers a seriesof
Ochainsfhat mark the various stagesa packethas reachedin the kernelOgacket-
processingnechanismAssociatedwvith thesechainsaretwo tables,natandmangle.Nat
is the Network AddressTranslationtableandis definedfor only the PREROUTINGand
POSTROUTINGchains.Figure 2.3.2-1below showsthesechainsand corresponding

tables.
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Figure 2.3.1-1: Iptables chains and tables

On each chain, the mangle table is visited before the nat table, if both exist. All

rules are processed sequentially. Each chain can also be assigned a default target
decision. A target, for most chains, is either ACCEPT or DROP. Other targets are

QUEUE and LOG. The QUEUE target causes the kernel to queue a packet that reaches
that rule. A process on the host machine that has a handle to the Netfilter queue may then

read the queued packet. Netfilter provides a library, Olibipg,O through which applications

may read and process queued packets. The LOG targaiilses to log packet
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information using the kernel facility (i.e. as kernel messages). The target allows
specification of a priority for these log messages. Iptables also allows the creation of
user-defined tables. In fact, Linukékkit [RHLa] uses this feature for creating firewalls.

Iptables provides a module, called OconntrackO, for tracking connection state. This
module identifies the start of a TCP connection when a SYN packet is transmitted from
one site to another. The connection is considesed/ished when a reply SYN/ACK
packet is transmitted to the site that initiated the connection. The connection is considered
terminated (or closed) when a FIN/ACK B ACK communication is transmitted in both
directions [And03]. A RST packet can also be used for terminating the connection. For a
connection over UDP, the module considers the connection OnewO when the first UDP
packet is transmitted from one site to the other. The state of the connection changes to
Oestablished® when a UDP packet is observed in the other direction. The connection
remains OestablishedO for a predefined amount of time and times-out (is considered
Oclosed®) if no more activity is seen between the two sites.

The conntrack module can also handle ICMP: An echo request packet starts a new
connection and an echo reply packet ends it. Most other echo packets will end the
connection (e.g. Onet unreachable® or Onet prohibited® packets). ICMP connections also
have a default time out (about 30 seconds). Conntrack will consider a connection
OrelatedO if there is already an established connection between the two sites. Thus an
ICMP packet sent by one site to another to confirm the state of a UDP connection will
not generate a new connection under iptables. If conntrack does not know the packet
protocol it uses a default behavior to track connection state. The default behavior is much

like the UDP connection approach explained above.
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Because chains, tables, and rules are traversed sequentially, complicated routing
systems can easily slow down traffic on the machine [And03]. One way of speeding up
rule-processing is to use sub-tables; rather than have all rules exist in one chain or table,
packets can be categorized, and each category assigned a different sub-table, thus
reducing the number of rules that have to be traversed for each packet. Categorizing
packets can be made easier by marking packets that arrive from various interfaces. For
example, packets arriving at a host via ipsecO (ipsecO is the virtual interface for an IPSec
tunnel on Linux 2.4 usingLIPS) could be marked to distinguish them from packets
arriving at other interfaces. Later, packets with this mark could be processed in a user-

defined table so that other packets do no have to traverse rules intended for a VPN client.

2.4 The Greenpass Project

DartmouthOs Greenpass project seeks to enhance wireless access control to
networks by introducingecentralized delegated access [Goff04]. Decentralized
delegated access allows network access to be determined by a numberi@ils
rather than one central authority.RK7 terminology, a principal is any authority that
signs a certificate or vouches for a network user. In the Greenpass project, these
principals are regular network users with delegation privilegeg&/dator [Goff04] is
such a privileged user. When a guest wishes to join a wireless network, the guest presents

a certificate that is signed by a trustegtificate Authority (any certificate issuing agent)
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to thedccess Point (AP)™. The AP forwards this certificate taRa DIUS (Remote
Authentication Dial In User Service) server [Rig00] [RWC00] [RWRSO00]. The RADIUS
server decides if the AP should accept the guestOs request and the AP responds to the
guest accordingly. Guests without the right credentials are shunted to a restricted VLAN
from which they can access only a single delegation website. Here, the guest must make a
request to be granted access by a delegator that they know. Once approved by the
delegator, the guest is given a token as proof of authorization. This token (a web cookie)
is actually aSDSI/SPKI [EFL+99] certificate chain (hereafter referred to as SPKI
certificates for simplicity) showing the relationship between the guest and their delegator.
SDSI/SPKI is a certificate specification (much like X.509) that has built-in support for
delegation in the form of certificate chains.

By restricting network access to permit only authorized guests, the project
enhances the wirelegs P-TLS authentication. Th&xtensible Authentication Protocol
(EAP) [BV98] is a standard that was originally created for authenticating PPP sessions.
EAP provides a standard for encapsulating various forms of authentication handshakes
including challenge-response schemes, password-based, Kerberos, and PKI-based
methods (like TLS) [SGK+04b]. EAP is a protocol that forms part of the standard called
802. 1x for wireless control to Ethernet networks. Theitute of Electrical & Electronic
Engineers (IEEE) defined the 802.1x standards. The IEEE also defi62d/, which is
the standard for wireless networks, also called Wireless Fideli#yiét). Security
standards for wireless networks are defined by 802.11i, a draft standard. A subset of
802.11i is currently used in networking deviceslas i Protected Access (WPA). WPA

client applications on host machines enable network users to communicate with APs to

3 An AP is the point-of-presence for a wireless network.
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negotiate security protocols for authentication and authorization. Figure 2.4-1 below

shows the authentication and authorization process for a network user. The user
communicates to an AP via a WPA client using EAP-over-LAN (called EAPOL). The

AP consults a RADIUS server for approval using the RADIUS protocol. The RADIUS
server responds to the AP and the AP returns an EAP OsuccessO or OfailureO to the WPA

client.

Metwork Access RADIUS

user Poirt (AF) SErver

Inner authentication handshake
(TLS, Kerberos, etc)

EAFP

EAFOL RADIUS

Figure 2.4-1: A network user requests permission to join the network. In 802.1x terminology the network
user is aupplicant, the AP is amuthenticator, and the RADIUS server as amthentication server. The

user and AP communicate by EAPOL while the AP and RADIUS use the RADIUS protocol. Both

protocols encapsulate EAP messages that, in turn, encapsulate some other authentication protocol such as
TLS. This figure is a re-creation of a diagram from GoffeeOs thesis on the same subject [Goff04]. Kwang-

Hyun Baek put forward the concept for the diagram.

The Greenpass project can be broadly divided into two components: the RADIUS server,

and the client tools.
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2.4.1 Greenpass RADIUS Server

The Greenpass RADIUS server [KimO04] is built from the open source RADIUS
implementation, FreeRadius [FreeR]. Using an open source implementation has allowed
the Greenpass team to add extra functionality to the server to handle SPKI certificate
chains. Unfortunately EAP-TLS can handle the transmission of X.509 authentication
certificates but not SPKI certificates. This restriction means that in their unmodified
forms, neither AP, nor client machine, nor RADIUS server can handle SPKI
authentication certificates. Rather than require new software, the project presents a
solution in the form of a SPKI cache that the RADIUS server can consult for validating a
guest. Guests present SPKI certificate chains to the AP, via their browsers (a certificate
chain is sent as a cookie), and then present their X.509 Certificates by EAP-TLS. The
SPKI cert is added to the certificate cache mentioned earlier. When the Greenpass
RADIUS server receives a certificate, it first determines if it recognizes the CA for the
certificate. If it does not, it refers to the SPKI certificate cache. If the RADIUS server can
find a chain linking the requestorOs public key to some trust root (a certificate signed by a
trusted CA), then the RADIUS server considers the guest authorized, and informs the AP
that forwarded the request. If no valid chain is found for the guest, then the guest is
considered unauthorized so the AP redirects the guest to a restricted VLAN, as explained

previously.

2.4.2 Greenpass Client Tools
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The Greenpass Client Tools [Goff04] consist of all the interfaces that the
delegator and guest interact with before a guest is granted access onto the network. These
include the Greenpass web application and Python scripts that receive and process a
guestOs request, as well as the caches that hold the SPKI certificates for authorization.
The client tools component is outlined below:

1. Greenpass Web applications: This consists of a set of introductory web pages
accessible from the restricted VLAN; the delegation web page that allows delegators
to examine requests, compare guestsO public keys, and create new SPKI chains for
guestsO future authentication; and a front page that allows delegators and guests to
determine their status in the delegation process. The front page tells guests where to
go to get authorization, as well as provides them with the option of seeing their SPKI
certificate chains in human readable form or deleting all Greenpass related cookies
from their browsers.

2. Enrollment CA: For guests who do not have public keys (do not have X.509
certificates), the introductory page works with a python CGI script to generate a
temporary X.509 certificate that the guestOs web browser installs in the browserOs
keystore. This OdummyO certificate is created to provide the guest with a means of
transmitting a public key over EAP-TLS that can be used to authenticate the guest.

3. There are two caches provided as part of the client tools: an introductory cache and an
authorization cache. The introductory cache stores guestsO X.509 certificates until a
delegator views a guestOs request via the delegation page. The authorization cache
stores SPKI certificates and provides functions to the RADIUS server for verifying

trust paths (chain of certificates to some trust root) for guestsO public keys, verifying
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a guestOs status (authorized or unauthorized), and adding new certificates. These
functions are available byML-RPC, a set or protocols that allows an application on

one machine to call functions in another application, perhaps on some other machine.

2.4.3 Greenpass guest access procedure
The stepsfor providing guestaccessunderthe Greenpassapproachcan be
summarized as follows:

1. A guestattemptdgo join the networkand mustpresenian X.509 certificateto an AP.
If the guesthasa certificate, the AP obtainsthis certificate via EAP-TLS and
forwardsit to the GreenpasfRADIUS serverfor authenticationlf the RADIUS
server recognizesthe CA for the certificate or can find a trust path in the
authorizatiorcacheit returnsaffirmativeto the AP, which thenletsthe guestontothe
network.Otherwiseeitherthe RADIUS servercannotfind a trust pathor the client
has no certificate and is shunted off to a restricted VLAN.

2. OntherestrictedVLAN the client canonly accesghe Greenpas$ront page(via a
web browser) that explains how the guest may obtain authorization,or the
introductionpagewherethe guestmay enroll for an X.509 certificateif theydo not
haveone.At the front pagethe guestOsrowseris askedfor an X.509 certificate.The
Greenpassveb applicationpasseshis certificateto the introductory cachefor a
delegator to review it.

3. A delegatowviewstheguestrequestvia a web browserandapprovest. This createsa

SPKI chainfrom the delegatorto the guest,andthus providesa trust pathfrom the
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guestto the delegatorOfust root. The new SPKI chain is then addedto the
authorization cache.

4. On the front pagethe guestis notified that her statusis now authorizedand is
presentedvith the SPKI chainasan HTTP cookie. The guestmay thenreattempto
join the network. By this time, the guesthasan X.509 certificate (it might be a
dummyonecreatedrom the Greenpasstroductionpage),andthe AP forwardsthis
to the RADIUS server.The RADIUS serverwill find a new SPKI chainwith a valid
trust path and so instruct the AP to allow the guest onto the network.

5. The SPKI chainon the guestOmachine(asan HTTP cookie)is usedto refreshthe

authorization cache when it expires.

The Greenpasproject placesa numberof requirementon a wirelessnetwork userOs

machine but most of these should not be a problem for many network users:

1. The machinemust supportEAP-TLS wirelessauthenticatiorand possessa WPA
client. While mostoperatingsystems(e.g. Windows XP) provide this application,
earlier versions of Mac OS X (< X.3) do not have a built-in WPA 802.1x client.

2. The userObrowsermusthave cookiesenabled,and must supportclient-sideSSL.
Most standardorowserssupportenablingand disablingcookiesbut not all support
client-side SSL (Internet Explorer 5.2 on Mac OS X still doesnOfor instance).
Fortunately eachplatformhasat leastonefreewarebrowserthat supportsclient-side

SSL (Mozilla browsers support it).
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Chapter 3

The Access Control Service

3.1 Objectives

In constructing the model for the ACS | considered the following ideals:

1. An implementation of the ACS should place few or no software constraints on usersO
host machines, besides the need for a VPN client that they would use for network
access. This was desirable because one of the objectives of the project was to reduce
demands on remote network users to find machines that possess one capability or the
other.

2. Animplementation should provide some means by which administrators could
specify policies and privileges. Furthermore, if an administrator was not trying to
restrict a resourceOs users to a particular application, platform, or location then these
details about a user should be insignificant to the userOs ability to gain access.

3. An implementation should build on current technology (rather than attempt to replace
it). This objective means that implementing the ACS should be feasible and

affordable for an institution.
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3.2 The Model

The access control service (ACS) is made of four primary components: a VPN service, a
database service, an accounting and mediating service, and a web service. The function of
each service is listed below:
l. VPN Service
* Provides a gateway to the VPN as well as authentication for remote users.
Il. Database service
* Stores account information about each VPN user as well as their privileges, as
specified by administrators.
lll. Accounting and mediating service
« Monitors VPN usersO traffic and identifies when users attempt to connect to
resources.
* Establishes connections to resources on behalf of valid users.
* Logs users network activities.
IV. Web Service
* Provides an interface through which:
1. Network administrators may edit users and user groups
2. Resource administrators may edit user and group privileges for their resources
as well as specify how the accounting and mediating service would mediate
between the resourcesO access control systems and the users.

3. Users may view their account information and privileges.
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Access Control Service Framework
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Figure 3.2-1: Various components of the ACS Framework.

The ACSO components interact as follows:

[ —

. The web service provides web pages for users and administrators. The web service
stores specifications made by administrators with the database service.

2. The VPN service accepts remote usersO network connections and notifies the
accounting and mediating service

3. The accounting and mediating service identifies the privileges and specification for
each connected user by querying the database service.

4. The accounting and mediating service then sets up rules to track the network userOs

traffic from the VPN gateway to specific resources on the network. These rules will

allow the service to be notified if the user tries to initiate a connection for which the

ACS has instructions to mediate.
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When the user initiates one of these connections, the accounting and mediating

service will establish a connection to the resource using the specifications associated

with that user. It will then route the users traffic to that resource through the

established connection.

The accounting and mediating service will then begin logging information about the

users activity on that connection (e.g. time of connection and time of disconnection).

3.3 Implementation

Access Control Service Framework
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Figure 3.3-1: Design for ACS prototype. The circled components are those installed or programmed in my

implementation. The dotted lines between components represent communication, usually by passing

messages.
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My implementation of the ACS (Figure 3.3-1) is not a fully functional version,
but a prototype of what | envision the actual service to be. | built this prototype to aid my
proof of concept and to better understand what issues its construction might present. |
implemented the access control service framework with a Pentium 4 Dell Inspiron
running the Fedora Core 1 distribution of Linux. | chose Linux because of the abundance
of open-source solutions for the various components that | thought would be necessary
for the service. | built Linux kernel 2.4.22 and downloaded and installed all the other
components discussed here. | configured a MySQL database for the database service and
installed and configured Openswan [SWANDb] and OpenVPN [Yon04] for the VPN
service. My implementation of the ACS uses IP address to keep track of a userOs activity
and to identify resources on the network.

| wrote two programs to provide the accounting and mediating service (see Figure
3.3-1):
1. A Java database manager called the Accounts Manager (AM)

2. A C++ program called the mediator.

In all of the design choices | considered efficiency because | was aware that
packet processing at the application level (i.e. outside the kernel) could impact network
throughput [And03] [CB97]. It seemed necessary to use identification numbers, rather
than IP addresses or hostnames, because remote users might not connect from the same
site on each visit to the network. Additionally, unsigned integer comparisons were more
efficient than these alternatives. These ID numbers are primary keys in the MySQL

database and are used for comparisons and information retrieval within the mediator
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program as well. In the MySQL database these ids are mapped to usernames and public
key fingerprints. Each fingerprint is a message digest of a userOs public key. Message
digest functions, such as MD5 and SHAL, provide unique hashes for uniqgue messages (in
this case, public keys). | used MD5 as the digest function for calculating a userOs
fingerprint. Once users have connected to the ACS and their id numbers have been
established, the ACS builds mappings between id numbers and IP addresses for the
duration of the usersO connections. These mappings allow the ACS to resolve packet

ownership for routing and mediating purposes.

3.3.1 The VPN Service
The VPN servicesupportsiPSec,IPSec/L2TPand SSL VPN connectionsMy

implementatiorof the ACS usestwo differentopen-sourc&PN servergso achievethis:
Openswar(for IPSecandIPSec/L2TP)andOpenVPN.A kernelmodule,calledKLIPS,
provideslPSecsupportfor traditional (IPSec)VPN tunneling.l useda user-landL2TP
daemon(I2tpd), and LinuxO9pppdto add L2TP functionality to this service,if a user
needsit. JaccoDe Leuuw hasdocumentedhow to setupan IPSec/L2TPLinux VPN
serverusingopensourcetools [DelL02]. Figure 3.3.1-1is a schematimf the interaction

between the various pieces that make up an IPSec VPN server.
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Figure 3.3.1-1: Linux VPN Server setup using pppd, user-land 12tp daemon and Openswan IPSec tool.

Reproduced from a similar diagram on De LeuuwOs website [Del02].

Thereareseveralopensourcemplementation®f IPSectoolsfor Linux including
Freeswan[SWANa], Openswan[SWANb], and Strongswan[SWANc]. | chose
Openswanfor my implementationthough | also experimentedwith Freeswanand
StrongswanFreeswans the predecessoof Openswarand Strongswarsoit lacksa few
featuresthat make configuring the tool as a servera bit easierin its successorsit is
somewhaeasierto setup StrongswarandOpenswarto acceptconnectionsvithout prior
knowledgeof client configurations Strongswarand Openswararevery similar in their
corefunctionality but differ in partsof their securityfocus; Strongswarsupportsa few
more PKI and X.509 certificatefunctionalitiesthan Openswan. The documentatiorfor
settingup a Linux VPN server[DeL02] tabulatesthe major differencesbetweenthe
IPSectools. For the purposeof my prototype,Openswarwasasequallya goodchoiceas

Strongswan.
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| built an OpenswarR.2-11PSecserverfor Linux kernel2.4.22.Linux kernels
2.4.x and earlierrequirethe KLIPS kernel patchin orderto handlelPSec(for Kernel
2.6.x this functionality is built in as 26sec). KLIPS also providesa virtual device
interfacefor processingP packetsThis allows processesn the machineto referto each
IPSectunnelby a devicenamemuchlike theywould eth0 or ethl. KLIPS usesipsecO,
ipsecl,etcfor tunnels.The devicedriver canhandlemultiple tunnelsunderone device
name.In my implementationall client tunnels are accessiblevia ipsecO (which
correspondso ethO)andall tunnelswithin the private networkareaccessiblevia ipsecl
(which correspondgo eth1).My implementatiorusesLinuxOdptables[NTFLTR] for
routing packetsrom oneserviceto another(e.g.for routing packetsbetweenOpenswan
and 12tpd).

Openswanalso provides an IKE daemoncalled Pluto, which handlesthe
encryptionkey exchangeusing a configurableset of algorithmsand hashfunctions
(Openswan2.2 defaultsto 3DES-MD5). | configured Openswanto require user
certificates for authentication.

| createda certificate authority (CA) for the ACS and generatedand signed
certificatesfor all the machinesl usedin with my prototype.l createdthe CA and
certificateswith OpenSSLOpenSSL].On my iBook, | alsotried out a free IPSecGUI
application,IpsecuritagLBTMO], which hassupportfor certificates(The CISCO Mac
VPN clientalsosupportscertificates) Ipsecuritagioesonly IPSecVPN connectionsand
the Panther(OS X.3) VPN client doesonly IPSec/L2TP VPN connections] used

Ipsecuritasto verify that the VPN service worked for either flavor of tunneling.
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Additionally, I setup OpenVPNon the ACS sothatthe machinecould acceptSSLVPN
connections as well.

A traditional VPN severhastwo networkinterfacecards(NICs), onereachable
throughthe Internet(or over the lesstrustednetwork)andthe otheron the moretrusted
network.Becausd_2TP/IPSecusesPPP,a client of the VPN servermay be assignech
local IP addressafter authenticatior(i.e. an addresson the more trustednetwork) by a
DHCP server.With purely IPSecVPNSs, the client can optionally be masqueradéd
Iptablesprovidesmasqueradingspart of its NAT packagelptables®AT hasfixes for
mostof the commonproblemsassociateavith NAT soprotocolslike FTP,IRC, andReal
Audio, can work with hosts doing NAT via iptables [NTFLTR].

Linux (andmany otheroperatingsystems)allow usersto enablelP forwarding®
betweensubnets.This functionality is at the core of most Linux opensourceVPN
implementationsbecausdat allows packetscomingto the serverfrom a lesstrusted
network (or the Internet)to be ableto reachthe moretrustedonesolely at the discretion
of theserver My ACS prototypehastwo NICs, eachon a different Dartmouthsubnetin
my implementationneither subnetwas more trustedthan the other, and both were
reachabldrom the Internet.However,the samesetupappliesto the traditionalsetup (i.e.

where one NIC is on a more trusted network than the other).

3.3.2 The Accounts Manager

14 Masquerading is a form of network address translation (NAT). Please see Chapter 2

for an explanation of masquerading and NAT.

5 |p forwarding is the same thing as Obridging® in Windows (for readers familiar with the

Obridged connectionsO option in WindowOs network configuration).
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| wrote a Javaapplicationto interfacewith the MySQL databaseThe accounts
managefAM) is responsibldor mappinga newly connectediserOmformationto a pre-
assignedd numberandinforming the mediator.For example whenPluto concludeghe
IKE phaseof anIPSecauthenticatiorwith a userit shouldforwardthe userOW address
andcertificateto the accountananagelf. The AM retrievesthe userOpublic key from
the certificateandcalculategshe MD5 fingerprintof the key. It thenqueriesthe database
for anid-to-fingerprintmappingwith the givenfingerprint.If it canfind sucha mapping
then the userhasan associatedbjectin the mediatorOdatabaseOncethe AM has
resolvedthe userO& it sendsa messageelling the mediatorthat the useris now
connectedvith the given IP addressThe AM sendsthe messageisingthe ACS syntax

explained in section 3.3.4. An example is given below:

CLIENT 381 {
HOST 129.170.210.183

}

CLIENT 381 UP

Example 3.3.2-1: Sample notification message from AM to mediator service.

The messageells the mediatorto updateits databasdor a client with anid 381,
andassigrthatclientan P addres®f 129.170.210.183Thelastline Oactivatesfe client
object.Uponreceivingthis messagé¢he mediatorcanaddrouting rulesfor the particular
client and perform a network addresstranslationon the clientOgraffic if needed.

Activating a client objectis an indication that the mediatorshould monitor the ACSO

1® pluto does not naturally provide this functionality; it requires a patch to do this.
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network traffic for datafrom or to the correspondingnetwork user, basedon the
privilegesof the user.Activating a resourceobject,on the otherhand,indicatesthatthe
mediator should consider the resource available for access on the network.
Undermy currentdesign,if the userconnectsusing IPSec/L2TPthen after the
IPSecserverauthenticateshe userthe I2TP serverwould forward the usernameand P
addressassignedo the user.The AM is ableto look up the userO&l by usernamelf it
canfind sucha mapping,it would constructa messagdor the mediatoras described

above. The same applies to OpenVPN.

3.3.3 The Mediator

The mediatormanageghe stateof eachuserOsonnectiongo variousnetwork
resourcesln my prototype,the mediatorloadsup policiesfor eachuserfrom a file at
starttime, andcreatesobjectsfor usersandresourcego representheir currentstatesat
any giventime. During regularexecution the mediatoris usuallywaiting for an eventto
occur.It waitson two classe®f events:(1) messagefrom eitherthe AM for updatedo
its objects.(2) MessagesboutclientsGattemptsto connectto network resourcesThe
mediatorhasa dedicatedoort for receivingupdatedo its internal objectsstructure.The
mediatorusesthe conntrackmodule, provided by iptables,to identify a connection
requestfrom a client (seeChapter2 for an explanationof the iptablesstatetracking
module).

| designedhe mediatorwith loadablepolicy-handlingmodulesin mind. | felt this

approachwould provide extensibility to the mediatorOsurrent policy-handling
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capability. My implementationof the ACS handleslP-filtering policiesand can proxy
otherVPN connectiondo othersubnetsor hosts.Whena policy-handleris invokedfor
thefirst time, it appliesiptablesrulesto queueclient packetsthatare destinedor target
secureserverslptablesprovideshooksfor queuingpacketdor userlandapplicationgthe
mediatorin this case)throughthe Netfilter library, libipg, andiptables@UEUE target
(Seesection2.3.2: Iptables).l| makeall adjustmentdgo the iptablesrule-setusingshell
scripts invoked by the mediator through systemcalls. Theseshell scripts receive
argumentdor a particularclient and modify one or more chainsandtableswith these

arguments.

iptables —t nat —A POSTROUTING —s S$CLIENT —d $SERVER —j SNAT —to

$NAT ADDRESS

Example3.3.3-1: Sampleiptablesrule for Osourcetatting. The $CLIENT parameteiis the IP addressof
the network user, the $SERVER parametetis the IP addressof the targetresourceon the VPN, and

$NAT_ADDRESS is the IP address to which the ACS will map the userOs traffic for the target resource.

Oncethe mediatorreceivesa userOsonnection-requegiacketit identifies the
useranddestinationresourceandchecksits databaséo determinef a policy handleris
availablefor the userOsonnection!f no policy handlerexiststhenthereis no authorized
connectiorfor the userto the resourceandthe ACS simply removeshe queuingrule so
that packetsof this natureareleft to the targetresourceGdiscretion(i.e. the resourceOs
accesgontrol policies). If, on the otherhand,sucha handlerexists,thenthe mediator
callsthe handlerwith argumentsstoredwith the handlerOdeclaration andinstructsit to

executebecausa connectiomattempthasbeenmade.The argumentpassedo the policy
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handler differ basedon the particular handler and allow any policy handlerto
discriminatebetweenclients by specifyingwhich credentialsthe ACS shoulduse for
authenticationln all casesthe ACS hasa pool of credentialgcertificatesand matching
private keys, IP addressesetc), in its name.The policy handlerusesone of these
credentialsto authenticatewith the targetserver.Whenthe mediatorprogramceases
execution,or the C++ client objectsare destroyedthe handleris calledagainto do the
necessargleanup (includingremovinglptablesrules).l will explainthe operationof the

policy handler for two policies that the prototype currently handles:

l. IP-Filtering Handler

In this policy, the targetserverallows connectiongrom hostswith a specifictype of IP

addresgor IP addressefrom a specificrange/pool).The serverallowsthe ACS to usea

subsef its acceptedP pool for remoteclients. The handlerfor this policy keepsatable
of theselP addresseandrecordsthosethatarein useby a client at any giventime. The
argumentassedo the handleris a referenceo the currenttableentries(aswell asa C-

structcontaininginformationon the userandserverthatis passedo all policy handlers).
Whenthe handleris informedthata connectionrequesthasbeenmadeit finds the next
availablelP addresandaddsaniptablesrule sothatall subsequentraffic from the user
to the serverwill be Onatted®ith the selectedIP addresslf thereare no more IP

addressethenthe ACS hasran out of availableconnectiongo the targetserverandthe
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handlerwill issuean NF_DROP'” directivefor the packet.The ACS will, therefore drop
all packetsto that serverfrom userswithout an establisheadonnectionuntil otherusers
free up their connectionsThis behavioris configurable:alternativelythe handlercanbe
instructedto reuselP addressewhenentriesin thetableranout. Thelatter optionallows
the ACS to createan unlimited numberof connectionsto a resource.The former
configurationwill limit the numberof connectiondrom the ACS and so can prevent

possibledenial-of-service'® attacks through the service.

II. VPN Handler

In this policy, the targetserveris a VPN concentrator/serveio somesubnet,perhaps
within the samenetworkasthe ACS. The servermachinecould evenbe anotherACS.
The ACS hasa certificate that is signedby a trustedCA of this targetserver.The
mediatorand usesthis certificateto setupa VPN tunnel (IPSecor SSL) to the target
server.Before the tunnelis setup, the ACS blocks all forwardedpacketsfrom going
throughthe tunnel (without this initialization, other ACS clients may accesghe target
serverand the restrictedsubnetbehindit). When the handleris invoked (upon a
connectionrequestby the client), the handleraddsa routing rule to the route chainto
exemptthe clientOgorwardedtraffic from the previousrestrictionrule. Subsequently,
thesepacketsare automaticallyroutedthroughthe VPN tunnel, betweenthe ACS and

target server, to the secure subnet behind the server.

" NF_DROPandNF_ACCEPTareflags that a processsendsto the iptablesqueuing
handler to decided the fate of a queued packet (i.e. to drop or accept the packet).

18 Denial-of-service (DOS) occurs when a server can no longer accept connections from

users because it is already maintaining the maximum number of connections it can

support. By restricting the ACS to a number of connections at a time, a server will always

have connections available to users who are not requesting access through the ACS.
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The ACS maintainsstateon all usersand resourceghroughclient and server
objects.Serverand client objectscan be Qactivated@ Odeactivatedfclient object
correspondso a particularnetworkuser.Activating suchan objectmeanghatthe useris
currently connectedto the ACS. When the user disconnectsthe AM informs the
mediatorand the correspondinglient objectis deactivated Serverobjectsrepresent
resource®n the moretrusted(private) network. For theseobjects,activationmeanshat
theresourcas availableto receiveaccessequestdrom networkuserslit alsomeanghat
the administratorof the correspondingesourcevantsthe ACS to mediateon behalfof
the resourceCauthorizedusers.If a serverobjectis Odeactivated@enthe administrator
doesnotwantthe ACS to do any mediationfor usersaccessinghatresourceThis might

also indicate that the resource is temporarily unavailable (or offline).

3.3.4 Specifying policies

| designeda simple grammarfor describingresourcesusers,the privilegesthe
usershave,the policiesusedfor authenticatinghe user,andwhich credentialgshe ACS
would employto proxy the user.In the absencef a web servicein my implementation,
the grammarservesasa meangor specifyingpolicies. The syntaxusesa few keywords
anddelimitersto mark the startandend of the definition of an object.A parserfor the
grammarrecognizeshreekeywordsfor specifyingobjects:server, client, and conn. Each
of theseimplies the declarationof an objectif the objectdoesnot alreadyexistin the

databasegr the modificationof the objectif the objecthaspreviouslybeencreatedThe
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ACS parserrecognizeghe delimitersO{@nd O}&s markersfor the startandend of the
attributesof an object, and the end of line characteras a meta-symbolbeforea new

declaration. Example 3.3.4-1 presents an example of instructions using the ACS syntax.

SERVER server-id {
HOST IP-address
CLIENT client-id {
CONN {
TYPE IP-FILTER {

SUBNET first-IP-address last-IP-address

UNIOUE

}

Example 3.3.4-1: Sample Server Declaration for ACS input file. All italicized words are variables; an
actually policy file (or message) would have numeric constants in their place. The variables are included
here to clarify the meaning of these constants. All terms in bold face are keywords that the ACS parser
recognizesSubnet andunique are underlined because a OspecialO parser is required to recognize these

keywords. These OspecialO parsers are explained later in this chapter.

The specificationin Example 3.3.4-1 declaresa server with a particular
identificationnumberandIP addresslt thendeclaresa client, alsowith a particulariD
number,andspecifiesthatthe clientwill be authenticatedby anIP-basediltering policy
andsoshouldbe assignedn IP addresgrom a rangebetweeryirst-IP-address andlast-

IP-address. Like the policy-handlingmechanisnof the mediator,the mediatorOparser
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was also designedwith modulesin mind. The parseritself mustinvoke special,more
specificparserdor variouspolicies. Thuswhenthe parserencountershe type keyword.
It looks up the appropriatespecialparser(in this casethe IP-Filter parser) which parses
further specificationbetweerthe O{@nd O}@elimiters.Again this modularityis intended
to provideextensibilityto the ACS, allowing it to parseotherpoliciesthatmaybe added
to its capabilities in the future.

In Example3.3.4-1,theIP-Filter parsemrecognizeshe subnet keywordandstores
the upperand lower boundsthat define the addresspool. The ACS hasa table with
entriesfor all the IP addresse# canusefor its clientsandthe IP -Filter handlerwill
searchhis tablewithin the specifiedboundswhenit needgo assigna useranIP address.
The unique keywordtells the policy handlernot to usean IP addresghatis alreadyin
use. This might be desirableif an administratorwishesto restrict the number of
connectionghe ACS canmakeon behalfof its users Without this keyword,the handler
will first try to assigna clientanavailablelP addressandthenpick any non-uniqueoneif
all arein use.If a handlerpicks an IP addressor a client object that usesOuniqueO
keywordthena flag is setagainstthe IP addressn the ACSQylobal table so that other

handlers do not reuse the address until it is freed.

3.3.4.1 The ACS Grammar
The parserusesa grammarof the form givenin Table 3.3.4-1below. A more
accurategrammaris given in Appendix A. | give this simplified versionbecausat

captures the essence of ACS grammar and is much easier to explain.

63



<Input File>

<Declarations>

<Declarations>
<Server Declaration> <Declarations>
<Client Declaration> <Declarations>

NIL

<Server Declaration>
SERVER uint

SERVER uint {<Server Definition}

<Client Declaration>
CLIENT uint

CLIENT uint {<Client Definition

<Server Definition>
<Client Declaration> <Server Definition>
<Host Declaration> <Server Definition>

NIL
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<Client Definition>
<Conn Declaration> <Client Definition>
<Host Declaration> <Client Definition>

NIL

<Host Declaration>

HOST string

<Conn Declaration>

CONN {<Conn Definition%}

<Conn Definition>
TYPE uint {<Type Definition3}

<Host Declaration> <Conn Definition>

Table 3.3.4-1: Simplified ACS Grammarfor policy specifications.The actual ACS grammaris

defined for files and messages (passed between processes).

Eachrule of thegrammarconsistsof a variable(left justified) followed by several

variablesand/orterminalsthatcanbe substitutedor it'°. PhrasedetweerD<>@epresent

variablesof the grammar,andwordsin bold facerepresenterminals.ltalicized words

representan entire classof terminals.Thusuint is the classof integersgreaterthan or

equalto 0 (andno greaterthan2?). NIL meansno input text. Eachvariablebeginson a

9 first came across formatting grammar in this particular way after taking a class with Prof. Bill

McKeeman at Dartmouth College.
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newline. Thusif O<A>=B>{s theright-handof arule, thenit represeninstructionsthat
take up at least two lines in a valid input file (or message).

The mediatoracceptsaninput file if it canbe parsedwith the grammargivenin
Table3.3.4-1.Parsingis doneOtop-downid the orderthefile is read.A valid input file
containsO or moredeclarationsat the top-level (i.e. outsideof any curly braces)of the
file. Eachdeclarationis eitherfor a serveror client. Consequentlyat the top level the
grammaronly permitsthe creationand modification of client and serverobjects(the
completegrammaralso allows the deactivationand activationof theseobjects).Both
clientandserverdeclarationsnustbeginwith the appropriat&keyword,andbe followed
by anidentificationnumber.Optionally, thesedeclarationsnay include a definition for
the objectthatmustbe betweenwo curly bracesThe definitionsof bothtypesof objects
(serversand clients) may include a host declaration specifyingthe IP addressof the
object.

The definition for a servermay include the declarationof one or more client
objects.Similarly, the definition for a client mayincludethe declarationof oneor more
conn objects which arespecificationgor the authenticatiorpolicy the client mustsatisfy
whenconnectingo a givenserver.A conndeclaratiormustincludethe definition of the
conn object betweencurly braces.A conn definition may alsoinclude an IP address
assignmentThe IP addressvithin a conndefinition specifiesthe server;the client of the
connobjectis alreadyknown from the scopein which the declarationoccurs(conn
objectsare definedwithin client objectdefinitions).If the enclosingclient definition is
within a serverdefinition thenthe hostdeclarationis optional;the serverfor the conn

objectdefaultsto the serverin which the client is being defined.This exclusionis not
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specifiedin the grammarin Table 3.3.3-1but the parserwill rejectthe input file at
runtimeif it cannotresolvea serverfor any given connection Appendix A presentsa
more complete grammar that my implementation uses.

A conndefinition mustinclude a type definition, which is the setof arguments
anddetailsfor the particularpolicy. Thereareno rulesfor the variable<type definition>
in the ACS grammarbecausehe parserdoesnot resolvethis variable.As previously
explained the parserinvokesa specialparserfor eachspecific policy type. The parser
maintainsa databasef parserghatit mayinvoke to resolveeachspecificpolicy. Thus
whenthe main parserencounterghe Otype&eyword, it readsthe subsequentinsigned
integertokenasanindexinto its databasef policy parsersThespecializegolicy parser
will parsethetype definition andreturncontrolto the mainparser.The specializecparser
alsoreturnsanindication of successif it is ableto obtaina valid type definition, and

failure otherwise.Example3.3.4-1demonstrateshe type definition for an IP-filtering

policy.

3.3.4.2 The Web Service (not implemented)

In a full-scaleimplementationthe web servicewould provide severalweb pages
for both administratorsandnetworkusers Administrators@eb pageswould allow them
to selecttheir resourcessia web-formobjects(e.g. drop down boxes).Administrators
would be ableto addnewresource®r modify the policiesfor thosealreadydisplayedoy
the website. They would alsobe able excluderesourcesrom the ACSOmediation.The
web pageswould identify eachpolicy by type (e.g.IP-Filter or VPN) andfor eachtype

would allow the administratorto edit configurations.For example,for configuringa
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VPNOsaccesspolicy, the websitewould presentan admin with a form to uploada
certificateandprivatekeyfile thatthe ACS mayuseto establishatunnel,andselectwhat
type of protocoltheresourceequiredfor VPN acces®IPSec,IPSec/L2TPpr SSL.For
eachresourcethe Administratorwould alsobe ableaddor dropwhich networkusersshe
hasauthorizedto accesghe resourceand perhapswvhat type of acces9rivilegesthese
usersmay have:For examplea usermight haveadministrativeacces®r restrictedaccess,
etc. In this casethe administratowould haveto providethe ACS with a different setof
credentials for each access privilege type.

| createdthe ACS syntaxfor specifyingpoliciesin the absencef a web service.
However,| couldhaveaddedthe web serviceto my implementatiorby providing scripts
to translatespecificationamadeon a web form into ACS syntax;oncethe web service
generateshe messagest would sendthesemessageto the mediatorthe sameway the

AM currently does.

Web Form Specification ACS Syntax equivalent

Preventthe ACS from mediatingbetween SERVER 32 DOWN

users and a particular resource

Add a server as a network resource. SERVER 35 {

Specify the nameand IP addressof the HOST 129.170.214.90
server.Statethatthe serverusesSSL VPN TYPE VPN_SSL {

access control. CERT /usr/share/acs/certs/cert.pe
Upload a private key file. Upload a KEY /usr/share/acs/secrets/key.pe

certificatefile (The ACS will presenthese }
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to gain access for a privileged user) }
State that the resourceis active (i.e. its | SERVER 35 UP
available to receive connections for

network users)

Authorizethe ACS to mediateon behalfof | CLIENT 62 {

a client to obtain accessto the server CONN {

defined above. The client will use the HOST 129.170.214.90
defaultsettingsfor establishinga tunnelto TYPE VPN_SSL {
the server. }
}
}

Table 3.3.4.2: The web servicecould generateACS syntaxmessagefrom informationgatheredrom the

web forms. The entries above are examples of this translation.

The web servicewould also provide web pagesfor network usersto view their

privileges and any other relevant account information.

3.4 Putting it Together

My prototypedoesnotincludetheweb servicecomponentdentifiedin the model
for this framework.Instead specificationsaremadeby meansof a syntaxthat| designed
for allowing the variouscomponentso communicateMy prototypealsoimplementshe
accountingand mediatingserviceastwo separatg@rogramsthe AccountsManagerand
the mediator.

The prototype is designed as follows:
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. The VPN servicescompriseof OpenVPN,Openswan)2tpd, and ppd. Whena
user connectsto the VPN service,it will give the AM some identifying
information about the client (usernameor X.509 certificate) and current IP
address.

. The AM looks up the id numberof the userwith the given identification
information (usernameor public key fingerprint) by querying the MySQL
database.

. The AM constructsa messageusing ACS syntax,telling the mediatorthat the
correspondinglient objectshouldbe activated,aswell as providing the userOs
current IP address.

. With the given IP addressthe mediatorcanaddrouting rulesto queuecertain
packetsfrom the userOgaffic basedon the destinationof thesepackets(which
resourceghe client is trying to access). Thesepacketsrepresentconnection
attempts.

. Whenthe mediatordetectsa connectionattempt(i.e. it receivesa queuedpacket)
it establishes connectionwith the resourceand allows the userto accesshe
resource through this establishedconnection. The mediator establishes
connectionson behalf of a user basedon the resourceadministratorOs
specifications.

. Whena networkuserdisconnectérom the ACS, the VPN componentsvill send
anothemessag¢o the AM with someidentifying informationfor theuser(in this
casean|P address)The AM looksup theuserOisl with the giveninformationand

constructsa messageelling the mediatorto deactivatethe correspondinglient
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object. The VPN servicesdisconnecidle connectionsautomaticallyso inactive

users do not remain connected to the system.

3.5 Summary

The ACS model presentedn this chapterand my prototypeimplementationhave

demonstrated the following:

1. The ACS is able to reduceunintendedaccessdenial of authorizedusersby
mediating connections between users and resources.

2. The ACS endeavordo maintainthe security standardsof the various network
resource® becauset usesVPN technology,which providesauthentication,
confidentiality,and dataintegrity; usersthat benefitfrom the ACS are not only
authenticatedbut arealsoauthorizedo accessheresourceshatthe ACS enables
them to.

3. Becausdhe ACS formsanintermediarybetweernresourcegandnetworkusers,it
provides a centralizedsystemfor administratorsto control accessto their
resourcesn a way that capturesthe administratorOsitentionsfor securingthe
resourceThis point alsosuggestshatresourcesietwork-widemay benefitfrom
newtechnologyintroducedto the ACS framework.Chapter4 discussefiow ACS
could be upgradedo work with Greenpass$ools andso enableresource®n the

VPN to support decentralized delegated access without further configuration.

2 n the sense that it provides direct access to only authorized users. This does not
guarantee the integrity of the data after the host receives it; the ACS cannot vouch for the
security of the host the user is using (see Chapter 4 for further discussions)
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3.6 Concluding Remarks

My prototypedeviatessomewhatrom the model presentedat the beginningof
this chapter.This discrepancys dueto the fact thatl wasableto refine the modelonly
afterconsideringsomeof the decisionsandtheir effectson the prototype.For this reason,
the prototypecould havehada single programfor the accountingandmediatingservice.
With a single program,the servicecould readspecificationgdirectly from the database
serviceandtherewould be no needfor a policy specificationgrammar;while the web
serviceand the accountingand mediatingservicewould have agreeon a format for
storing andretrieving specifications this format would be a lot simplerthanthe ACS
syntax that my prototype currently uses.

Besides establishing a proof of concept, | embarked on implementing a prototype
as a way to better understanding what putting together a framework like the ACS would

entail. | believe that my prototype has accomplished just that.
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Chapter 4

Discussions

This chapteranswerssomeof the questionghatarisefrom my implementation|
will focuson the issuesof usability, efficiency, and security,as well as discussthe
improvementdo the model,which arenecessaryor addressingheseissuesBeforethis,
| will explainhow the ACS may be madeto work with Greenpassools for introducing

delegated access on the network.

4.1 Delegation

The ACS framework allows multiple resourceso be managedcentrally. In
particular,enablingthe ACS frameworkto understandielegatedaccesswill enableall
serviceson the network to benefit from delegatedaccessThe ACS model can be
upgradedto supportGreenpasgools including RADIUS authenticationto the VPN
service and implementingthe accountingand mediating serviceto work with the
authenticatiorcache Thesesuggestionganalsobe directly appliedto my prototypeand
sections4.1.1 and 4.1.2 explain what modifications needto be madeto enable

decentralized delegated access for network resources.
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4.1.1 Adding RADIUS-server support
1. OpenswansupportsXauth. Xauth is a programusedto edit and display
configurationinformationfor connectingto an X server [Ful05]. Xauth canbe
madeto usePAM (PluggableAuthenticationModules),an authenticatiorsystem
thatcontrolsacces$o RedHatLinux [RHLb]. PAM canalsobe configuredto use
RADIUS authenticatiorsothatclient certificatescanbe forwardedto a RADIUS
serverfor validation. It should be noted that Openswandevelopersdo not
considerthe useof PAM with Xauthvery safe[SWAN(d]; only recently,iDefense
publisheda buffer-overflow vulnerability in Openswanwhen compiled for
Xauth/PAM authentication[iDFNSO05]. In light of this | hopeto find an

alternative for authenticating IPSec VPN connections.

2. Linux PPPcanbe configuredto do RADIUS authenticationThis functionality is
built-in for pppd2.4.2andlater versions[DeL02]. For earlierversionsof pppd
thereare plug-ins available.Becausethe L2TP/IPSecVPN setupusesLinuxOs
pppd, configuring pppd to use a RADIUS server will provide RADIUS
authentication for the VPN connection.

OpenVPNalsohasa PAM plug-inthatcanbe configuredto useRADIUS. Thisis similar
to approach(1) above Alternatively,the OpenVPNconfigurationfile providesa number
of instructionsthatallow scriptsto handleuserauthenticatiorfYon04]. Thesescriptscan

be used to send a certificate to a RADIUS server for authentication.

4.1.2 Adding delegated-access support
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In orderto extendthe prototypeOserviceto delegatedisersthe AM andmediator
mustbe modified to understandielegatedaccessif the AM receivesa certificateand
cannotfind anid assignmentor the user,for instancethenit shouldquerythe Greenpass
RADIUS serverOauthenticatiorcache[Goff04] (seesection2.4 for information about
the authenticatiorcache).The GreenpassuthenticatiorcacheAPI canbe modified to
return entire SPKI chainsfor a given userOpublic key. Greenpassgurrently doesnot
supportdelegatinga subsetof a userOprivileges', however,therehavebeenplansto
incorporatesucha schemeandit is likely thatthe tag extension®f a guestOSPKI chain
will convey information about delegated privileges

The prototypeOgrammarcanbe extendedo usethreekeywords guest, until and
like for representingransientusersand privileges. Table 4.1.1-1 showshow these

keywords would work.

Syntax Interpretation

GUEST 5{ Createa client objectthatshouldbetreated
LIKE CLIENT 82 astransient; it will Oexpireét the end of
UNTIL 05/01/2005 18:00:00 the date given by the Ountil@nstruction.
HOST 190.181.183.14 Assign this client the IP address

} 190.181.183.14and accord it all the

privilegesof the client with id 82 until it

expires.

GUEST 6 { Createa transientclient objectthatis valid

21t has not been necessary to do this yet since until now the only privilege in question has been network
access and a user either has it or does not
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HOST 190.181.183.15 until 6pm on May 1% 2005 and with 1P
UNTIL 05/01/2005 18:00:00 addressl90.181.183.19Usespecifications
CONN { for client object82 only for connectiongo
HOST 129.170.253.74 a server object with IP address
LIKE CLIENT 82 129.170.253.74.
}
}

Table 4.1.1-1: Interpretation of syntax using GUEST, UNTIL, and LIKE keywords.

The Oguest@ywordis muchlike the Oclient@€eywordintroducedin Chapter3.
The differenceis thatthe client objectcreatedoy a Oguesi@structionpersistsonly until
the dateandtime specifiedby the Ountil@hstruction.After this time, the corresponding
userQOs privileges expire. The client object is, therefargjent.

The Olike@eywordinstructsthe mediatorto usethe specificationsof someotherclient
objectfor the currentclient object. The otherobjectcorrespondso the delegatorfor the
user whose object uses the OlikeO keyword.

The recommendationpresentedn this sectionwould allow ACS to work with
Greenpassools for delegatecaccessWith this enhancemenb the model,userswill be
ableto delegatetheir accessauthorizationif they havedelegationprivileges.The end
resultwould be a systemwherebyuserscangranttemporaryaccesgo networkresources

in a decentralized fashion.
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4.2. Usability and Efficiency

4.2.1 Handling larger client load

The ACS doesnot discriminatebasedon a userOBcation,i.e. it canacceptuser
connectiondrom within the VPN. This could allow local (internal) network usersto
benefitfrom the ACSGservicesaswell. Figure4.2.1-1showsa networktopologywith

internal (local) and remote users benefiting from the ACSOs services.

Organization's Network

server machine

ﬁ server machine
1 : =—server machine B
131 H H
=] L
N 8

local user H
ACSE

v
remaote user

Figure 4.2.1-1: ACS supporting remote and local network users.

At the same time the ACS might potentially have to serve as many people as there
are network users. A network may, therefore, need to support multiple clones of the
various components; an overloaded accounting and mediating service, for instance, could

use port forwarding to reroute all connections to a less busy clone and so balance user

load.
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Large user populations may also create an inconvenience if administrators have to
add and remove users one at a time for each of their resources. Therefore, another logical
improvement to the current implementation would be to include support for user and

resource groups.

4.2.2 Increasing the protocol working set

My prototypeof the ACS hasbeenconcernedvith IPSec,SSL,IPSec/L2TPVPN
policiesandIP-basedirewall policies. Thesepoliciesall control accessat the network
layer (or lower). However,the ACS modeldoesnot restrictserviceto only networklayer
accessConsequentlyabovethe network layer (specifically at the applicationlayer), it
might be necessaryo proxy acceson an application-by-applicatiobasisin orderto
extendthe implementationsvorking setof policies.| currentlyhaveplansto providea
web proxy approacho handlingclient-sidePKI policiesfor web serverson the network.
| hopeto haveenoughinformation abouta solution, and a possibleimplementation,

shortly.

4.3 Security Considerations for the ACS Framework

In my research] identified thatthe ACS mustbe securedagainsttwo primary
classef adversariesunauthorizechetworkusers,andmaliciousauthorizedusers.The

formerhaveno permissiorto accesghe VPN. Thelatterhaveauthorizatiorto connecto
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the VPN but may misusetheir privilegeson the network. Alternatively, a malicious
network user couldijack otherusers@uthorizationsindmisusetheir networkprivileges.
| alsoidentified that the ACS storestwo classesf sensitiveinformation (1) Account
informationfor administrator@andusers(2) Privatekeysandsharedsecretghatbelongto
the ACS. In the ACS modelthis sensitiveinformationis storedwith databaseservice.
This makesthe databaseservicean integral part of the frameworkOs-usted computing
base (TCB) Di.e. the securitypolicies that governthe databaseservicedeterminethe

reliability of sensitive information within framework.

4.3.1 Securing access to the ACS

First,a numberof policiescould be usedfor securingaccesgsromthewebservice
andVPN service.For instancethe web interfacefor administratorsould requireclient-
side SSL authenticatioras well as usernames&nd passwordbecauseclient-sideSSL
authenticationuses PKI, which is consideredmore securethan server-only SSL
authentication or username-password schemes [Hos04].

Secondall networkportsaccessibldrom the lesstrustednetwork (exceptthosefor
thewebserverandVPN server)could be firewalled. This would leavethe VPN andweb
servicesasthe only entrywayfor accesdrom the lesstrustednetwork. Becauseboth
servicesauthenticateconnectionsthat they receive,all accessfrom the lesstrusted
network to the ACS or the resourceson the network would be authenticated.

Consequentlyany malicioususerwho attacksfrom the lesstrustednetwork musthave
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authorizationgitherhijackedfrom anotheruseror providedby a networkadministrato?.
With Obespractices®) the probability of a malicious user hijacking anotherOs
authorization (by stealing their credentials or sessions) could be minimized:

* TheACS couldrely moreon PKI (privatekey andcertificate)authenticatiorthan
passwordsWhere passwordsare used,certificatescould also be requiredfor
additionalsecurity. For example,for authenticatingadministratorson the web
service.

* Usersshouldnotleaveopensessionsdle on public machinesvhentheyaredone
accessingesourcesThe ACS could help out by causingidle sessiongo time-out
(OpenVPN and Openswan already provide this functionality).

« OsStrongfasswordsould be usedfor accessingiccounton the web server;the
ACS could ensurethat when usersand administratorscreatepasswordsthe

chosen passwords would not be easily susceptible to dictionary attacks.

Attacks may alsobe initiated from within the moretrustednetworkor by taking
control of processesvithin the ACS framework.Variouspoliciescould be employedto
limit suchattacksaswell. For instance,n orderto reducethe damagethat an attacker
couldexactby taking control of a processthe variouscomponent®f my implementation
ran at userprivilegeson the Linux box. For example the MySQL databaseunsunder
userOmysqlfrivileges,while theweb serverrunsasuserOwww(his meanghatevenif

both are compromisedthey cannotbe usedto accessa substantiamountof system

Z|n practice it is virtually impossible to claim that a system can only be compromised by some means and
not by others because the tools and capabilities of malicious network users are constantly improving.

% OBest practicesO refers to security measures that are considered most effective in reducing the risk of
attacks. Even the most effective measures are not foolproof.

80



resourcesAdditionally, on the web interface,the ACS would reducedirect interaction
with the databaseserviceby providing HTML form-objectsto users.lt would be the
resultsfrom theseobjectsthat would be usedfor databasejueriesratherthan usersO
inputs. All processeshatsendrequestdo the databaseervicecould alsoescape (i.e.
guote)their queriesfirst. In my implementation| followed a few othersecuritymeasures
including removingthe Otest@atabasdrom MySQL (this is a defaultdatabasehat is
usuallyunprotected)and configuringthe serverto allow Oroot@ccesgrom only within
the host(i.e. disallowingremoteOrooté@ccess)Thereareseveralotherbestpracticesand
securitypoliciesfor securinga databasaerver[ISS] andanyimplementatiorof the ACS

should consider employing these.

4.3.2 Auditing network activity

The ACS frameworkmust provide a way for administratorso audit resource
accessctivity. The ACS cantrivially log eachuserOactivity becausét alwaysmaintains
stateon the connectionof eachuser.Administratorscould be providedwith theselogs,
uponrequestfrom their web accountsAdditionally othermonitoringtools canbe used
to filter thelogsfor inconsistencyandsuspicioudbehaviorsothatadministratorsnight be

notified.

4.3.3 Concerns about binding IP addresses to privileges

My prototypeof the ACS authenticates user,determineshe userO¥ address

and createsrules for routing the userOgraffic basedon this IP addressSimilarly, the
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mediatorlooks up privilegesbasedon the IP addresof an accessequestpacketthat it
receives. There are a number of problems with such a design:

* In theintroductionto this paper(chapterl), | mentionedthat therewere packet
fragmentattacksandIP spoofingschemego thwart systemgshat makedecisions
basedon IP addressesThe currentdesignsuggestghat malicioususerscould
employoneof above-mentionetechniquego gainaccesso resourcegor which
they did not have authorization.

* |t is not clearhow the ACS would differentiatebetweenusersconnectingfrom
behinda NAT box underthe currentdesign;to the mediator,suchuserswould
appear to have the same IP addresses.

Thesepotential problemsarise from the fact that IP addressesre not uniquely
identifying, asarepublic keysor usernamesTherefore,a mappingfrom public keysor
username$o IP addresselsessomeinformationabouta user.If the ACS s to continue
using IP addresse$or identifying usersthensomeotherinformation mustbe available
for differentiatingbetweenuserswith the samelP addressl haveidentified a numberof

feasible solutions:

Approach 1:

Usersconnectingfrom behindthe sameNAT box usually havedifferent source
portsassociatedvith them.NAT boxestypically usetheseportsto uniquelyidentify each
host(seesection2.2). The ACS could associatauserswith both IP addresseand port

numbers as unique identification.
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This approactdoesnot preventa malicioususerfrom spoofinganothemuserOport
numberalong with the IP address However,the ACSOVPN severcannotcorrectly
maintaintwo tunnelswith identicalremotelP addressesand port numbersbecausat
would not know which to usefor sendingreply packetslt is, therefore arguablethata
malicioususercannotsuccessfullyspoofboth anotheruserOB addressaindport number

so this approach may be adequate for uniquely identifying network users.

Approach 2:

Netfilter providesa connection-trackingnodulethat can differentiatemultiple
connectiondetweenthe sameendpoints.The moduleidentifiesindividual connections
basedon IP addressesprotocols,ports and other uniqueidentifying information. The
module can be modified to include a unique identification numberfor eachrelated
connection(i.e. all connectiondrom the sameuniqueuser).The ACS alwaysknows
whentwo usershaveconflicting IP addressebecausewo activeclient objectswill map
to thesamelP addressn its databaseln sucha situation,the ACS couldresolveconflicts
by consultingthe connection-trackingnoduleO#gs. The ACS could then determine

which user made the request from the unique identification number in the log.

Approach 3:

Netfilter canmark packetsat aimosteverystageof a packetOurneythroughthe
kernelOsouting system(seesection2.3). The ACSOVPN serversare ableto uniquely
identify eachuserevenif two userssharethe samelP addressVPN serversareableto do

this becauseeachVPN protocolmustnecessarilyusesomeuniqueidentification, other
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than IP-headerinformation, for eachuserOsraffic. For example,the IPSecprotocol
identifies eachclientOgacketbasedon an SPI number,which is resolvedbeforeany
otherheadeinformationis used.Similarly, the SSL protocolusessessionds to uniquely
identify connectionsThus, of the variouscomponentshat makeup the ACS, the VPN
serverscanbestdifferentiatebetweernpacketscomingoff the VPN tunnel.In light of this,
the serverscanbe patchedo call NetfilterOsnark moduleto mark eachpacketbasedon
theidentified user.The serverswill communicatehis mark aspart of the identification
informationsentto the AM. This way, the mediatorcanuseboththe IP addressaandthe

identification mark of each packet to uniquely identify a user.

4.4 Summary

The implementation employed in this research raises a number of security,
efficiency and usability concerns. In this chapter, | have presented answers to most of the
identified concerns, with a call for further research into any that might not have been
addressed here. In many cases, these concerns are specific to the design decisions of my
current implementation and not the projectOs concept (the model) itself. This suggests a
need for more rigorous analysis of each design decision and, perhaps, further research

into alternative designs for the ACS.
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Chapter 5

Related Work

5.1 Napoleon Tools

Napoleon[TOB98] is a policy specificationtool for applicationdevelopers.
Napoleonis built onthe Role BasedAccessControl (RBAC) framework,andis primarily
for CORBA applications.RBAC is designedto aid administratorsand developersn
specifyingnetwork-wideaccesscontrol policies. Napoleonprovidesa setof tools that
integratethe RBAC functionality. While RBAC providesa way for defining and
controlling resourceaccessfor network users,it doesnot work well with legacy
applicationsthat were not built with the RBAC model [TOB98]. Such applications
require RBAC object representatiorunder Napoleon,and this may be sometimes
infeasible.For example,it is not trivial to createan objectthat captureshe complete

functionality of an FTP server [TOB98].

5.2 Integrated Secure Communications System (ISCS) Project

The ISCS[Open+05]is an on-goingprojectthat aimsto provide easynetwork
securitymanagemeniThe ISCSwill managdirewalls, VPN tunnels,intrusiondetection,

virus scanningapplicationproxying,anduserauthenticationlt currentlymanagesome
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but not all of thesesecurityfeaturesThe ISCSis not a securitytool itself; insteadit is a
managemengystemfor otheropensourcesecuritytools. Currently,the underlyingtools
usedareOpenswankFreeswanstrongswaniptables,OpenCA Linux AdvancedRouting,
OpenSSH,the ISC DHCP server,and the StrongsecDHCP relay. Becauseof its
integratedenvironmentandcentralizedcontrol to networksecurity,measurementshow
that the ISCS can causeas muchas a 90% reductionin the time takento configurea
network-wide security system.

The ISCS providesa GUI** Security Policy Manager(SPM). The GUI allows
administratorgo write high-levelsecuritypoliciesthataretranslatednto low-level rules
usedin firewalls, at VPN gatewaysgetc. The SPM maintainsa databasef Accessors
(users)and AccessorGroupson one hand,and Resourcesand ResourceGroupson the
other.High-leveladministrativepoliciesdefinehow Accessorand AccessoiGroupsmay
accessResourcesand ResourceGroups[Sull04]. The projectis fairly new; pre-alpha
releasegor ISCShavebeenavailablesinceAugust2004andonewhite paperis available
on line [Open+05]. No full release is available at the time of writing this paper.

The ISCS promises to provide some of the same services as the ACS:

(1) Both providea centralizedsolutionfor resourceadministratorso specifypoliciesfor
multiple resources.

(2) Bothidentify resource®n onehand,anduserson the other,andallow many-to-many
mappings between these sets, where the mappings are access control specifications.
(3) Both can provide more modernand technologicallysuperiorsecurity to legacy

systems that may have little or no security at all.

# GUI stands for Graphical User Interface.
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Thefundamentatlifferencedie in thefocusesof thetwo projects:The ACS aims
to make accesscontrol managemeneasierfor administratorswith an emphasison

facilitating accessibilityfor users(evenwhereadvancedecurityis employed).ThelISCS

aims at making it easierfor administratorgo configurepoliciesfor large numbersof
securitytools, with a focuson allowing corporationgo integratetheir networksin the
eventof mergers,partnershipsand acquisitions.The ISCS project appeardso target
businessesnore than any other institutional field, identifying that network security
systemsof growing businessesindergolarge modificationsand frequentchanges.
Additionally, the ACS allows decentralizedhetwork accessmanagementDifferent
administratorgcanspecify policieson it thataffectonly their resourcesThe ISCSdoes
not provide this kind of decentralizednanagementBecauseof this and the differing
focusof the projectOsbjectives the ISCScannotdirectly providesolutionsto the issues

of network accessibility that the ACS seeks to address.

5.3 Globus Project

The GlobusAlliance is a consortiumof organizationandindividualsdeveloping
fundamentatechnologiedor the OGridQGlob05]. The Grid is a distributedcomputing
infrastructurghatenablesoordinatedesourcesharingandproblemsolvingamongusers
acrosscorporate,institutional, and geographicboundarieswithout sacrificing local
autonomy[FKTO1] [Fos02]. The GlobusAlliance makesall its technologyavailablein

the form of the GlobusToolkit. The Toolkit providesa frameworkfor building Grid
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applicationsby providing basicmechanisnmof communicationsecurity,anddataaccess
[FKT97]. It currently containsC and Javalibraries, as well as Javaand Pythonweb

servicesfor resourcemonitoring,discovery,andmanagement rhetoolkit alsoprovides
tools for security and file management across networks.

The GlobusprojectintroducedX.509 Proxy Certificates|WFK+04] aspartof its
security infrastructure.Proxy Certificatesare similar, in structure,to regular X.509
certificatesithe maindifferenceis thatanenduserof aregularX.509 canbetheissuerof
a proxy certificate.This allows usersto delegateorivilegesto otherusers,machinesand
services.

The Globus toolkit and Proxy Certificates provide a meansfor privilege
delegationbut do not work with legacy network systemsthat cannotprocessProxy
certificates.In the absenceof otherinfrastructure therefore the toolkit cannotprovide

solutions to the issues of network access control that this research identifies.

5.4 Now User Filtering Works (NuFW) Project

NuFW is an authentication firewall software suite for Linux [NuFW]. The suite is
built on top of the Linux Netfilter package (see Chapter 2), and uses the connection-
tracking capabilities at its core. NUFW provides authentication for each connection to a
machine. It identifies new connections using the connection-tracking module, and so can

differentiate between sessions, and multiple users from the same host or from behind a
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common NAT device. This functionality may enhance security of most firewall systems
that discriminate solely based on IP addresses.

While the suite can provide added security to a gateway, it does not provide any
policy-configuration benefits to administrators. Neither does it appear to enhance
network accessibility. Additionally, the NuFW suite does not work well with destination

network address translation.
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Chapter 7

Conclusion

This researchhasconsideredseveralissuesregardingVPN accesscontrol and
managingmultiple resource®n a network.As a solutionto theseproblemsthis research
offersanaccessontrol frameworkthatfacilitatesVPN useraccessaswell asproviding
centralizedmanagementor networkresourcesAt the sametime this framework,called
the AccessControl Service(ACS), providesa meansby which legacyaccessontrol
systemsnetwork-wide can benefit from newer accesscontrol technology(such as
decentralizedlelegatedaccessvith minimal modification.As a proof of concepffor the
functionality of the framework,this researctalsopresented prototypethat successfully
facilitates VPN useraccesgo resourcesusing firewall and VPN accesscontrol. The
prototype has also served to refine the model for the ACS framework.

A numberof concernsaboutthe currentimplementatiorhavebeenraisedin this
paper,but for eachof thesethe researctpresentetherehasoffereda practicalsolution.
Additionally, this work hasidentified ways of improving the frameworkwhile inviting
more researchon the identified issuesof VPN accesscontrol, aswell asthe solution

presented by the Access Control Service.
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Appendix A

The Complete ACS Grammar

This appendixgivesthe ACS grammarcurrentlyin useby my implementation.
The input may be a file or a messageeceivedon the mediatorsdedicatedport. A
messager file is considereddvalid® it containsoneor moreobjectdeclarationsat the
top level (outsideof any curly braces).The completegrammarincludessyntaxfor
activatingor deactivatingclient andserverobjects(usingUP or DOWN keywordsafter
identifying the object).

The completeACS grammaralso enforcesthat a connobjectdeclaredwithin a
clientthatis definedat the top level of aninput mustincludean IP addressassignment
for the server on the other end of that connection.

In this grammar,a serverobjectmay include a type declaration.This allows an
administratorto specifyatemplateby which future conn objectscanbe createdor clients
authorizedto accesghe particularresource(the resourcecorrespondingo the server

object).

<Input>

<Declarations>

<Declarations>
<Server Declaration> <Declarations>
<Client Declaration Sans Server> <Declarations>

<Server State Change> <Declarations>
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<Client State Change> <Declarations>
NIL

<Server Declaration>
Server uint

Serveruint {<Server Definition}

<Server State Change>
Server uint up

Server uint down

<Client State Change>
Client uint up

Client uint down

<Client Declaration>
Client uint
Client uint {<Client Definition3

<Client Declaration Sans Server>
Client uint
Client uint {<Client Definition Sans Serve}f>

<Server Definition>
<Client Declaration> <Server Definition>
<Host Declaration> <Server Definition>
Type uint {<Type Definition3} <Server Definition>
NIL

<Client Definition>

<Conn Declaration> <Client Definition>
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<Host Declaration> <Client Definition>
NIL

<Client Definition Sans Server>
<Conn Declaration Sans Server> <Client Definition Sans Server>
<Host Declaration> <Client Definition Sans Server>
NIL

<Host Declaration>

Host string

<Conn Declaration>

Conn {<Conn Definition}

<Conn Declaration Sans Server>

Conn {<Conn Definition Sans Server>

<Conn Definition>
Type uint {<Type Definition3}

<Host Declaration> <Conn Definition>

<Conn Definition Sans Server>

<Host Declaration> <Conn Definition>
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Glossary

26secb The native IPSec module of the 2.6 family (2.6.x) of Linux kernels.

ATM b Stands fadsynchronous Transfer Mode. This is a network architecture that uses
fixed-length units (53-byte frames) for data transmission. Because ATM frames are
fixed-length they can be processed quickly. This allows ATM to be used for data transfer
that where speed is a priority (e.g. Audio and Video data).

AH D Stands for Authentication Header. The AH protocol encrypts the payload and some

fields in the header of a packet. It provides integrity for an IPSec packet.

Buffer-Overflow B When a computer program receives input it typically writes this in a
buffer before working on it. Because buffers are fixed chunks of memory, a program that
does not correctly check the size of its input can write beyond the end of a buffer and into
other regions in memory. This scenario is called buffer-overflow. Well-crafted buffer-
overflows can cause a program to write new instructions into its memory that can be

executed later.

CHAP b Stands fo€hallenge Handshake Authentication Protocol. CHAP is a standard

for verifying a userOs identity much like PAP. Unlike PAP, CHAP uses encryption for the
username and password by sending the user an encryption key before any further
information is exchanged. CHAP may periodically request re-authentication to ensure

that the user at the other end of the connection has not changed.
CORBA b Stands fo€ommon Object Request Broker Architecture. CORBA is a
specification for an architecture by which applications may communicate in a distributed

computing environment.

Datagram B Sedrame.
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DSN b Stands fabedicated Secure Network. This is a synonym for a leased line.

EAP D Stands faExtensible Authentication Protocol. EAP is a standard used for

transmitting access requests and credentials between devices. EAP provides a framework
by which one device may select certain security parameters (e.g. which encryption

algorithm to use) for communicating with another device. It also supports the

transmission of simple messages to indicate acceptance or rejection. For example, a
wireless device may request network access from an Access Point using EAP, and

receive a OsuccessO or OfailureO decision for the request. Similarly, using EAP, one server

may forward an access request to a remote server for authentication and approval.
ESPD Stands faEncapsulation Security Payload. The ESP protocol offers encryption
for the payload of an IPSec packet. It optionally offers integrity if the entire underlying IP

packet is encrypted rather than just the transport-layer data (TCP, UDP, etc).

EthO B The name of given to one of the Ethernet network interface cards (NICs) in Linux

systems. Other cards may be assigned ethl, eth2, etc.

Fedorab A distribution of Linux. See http://fedora.redhat.com.

Firewall D A firewall is a set of rules that a device uses to make decisions about packets

based on network-layer information.

Frame D A unit of data transmitted across a network. Depending on the network
protocol, a frame may also be called a OpacketO or a OdatagramO.

Frame Relayb A fast data transfer protocol. Frame Relay avoids accounting and error

checking of data in favor of increased throughput. It is based on X.25 technology but is

not restricted to analog circuitry.
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Freeswanb An IPSec VPN server implementation for Linux. The project has been
discontinued. Openswan and Strongswan have succeeded Freeswan. See

http://www.freeswan.org

GUI b Stands foGraphical User Interface. It usually refers to all that part of an
application that includes windows, buttons, etc, and responds to mouse clicks and key

presses as input to the application.

HTML b Stands falyper Text Markup Language. HTML defines parameters (called
tags) for formatting documents displayed in a web browser.

HTTP D Stands fakllyper Text Transfer Protocol. This is the standard used by the World
Wide Web for requesting and transmitting documents over the Internet.

ICMP D Stands faluternet Control Message Protocol. ICMP is used for communicating
errors and control messages. These control messages are typically information about the
state of a host or a connection. Some common ICMP control messagescahe-the

request andecho-reply messages. A host sends an ICMP echo-request to determine if
another host is available on the network. The site that receives this message responds

with an echo-reply in acknowledgment.

IETF D Stands faluternet Engineering Task Force. The IETF is an open international
community of network users, organizations, and researchers that is responsible for the
technical management of the Internet. The community publishes standards for protocols

and best practices as RFCs.

IP B Stands faluternet Protocol. P is a protocol that network-layer devices us to
communicate. Under this protocol, a packet is divided into two main parts, a header and a
payload. The header contains information such as the source and destination addresses of
the packet, as well as the payload length. The payload is the actual data that the packet

transmits.
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IP Filter B This is a policy that makes decisions based on the header information of an IP
packet.

IPSecb Stands falnternet Protocol Security. This describes a standard for tunneling and
encrypting IP packets using two protocols, AH and ESP.

IpsecOD the name of the virtual interface assigned to the first IPSec tunnel created in a
Linux system. It may also correspond to ethO. Subsequent tunnels may be assigned
Oipsec10, Oipsec20, etc. Linux kernels using 26sec do not provide this interface.

Iptables B A Linux application for controlling the KernelOs routing mechanism. Iptables
was created as part of the Netfilter project.

Kerberos B A network authentication protocol developed at the Massachusetts Institute
of Technology (MIT). Under Kerberos, a user is authenticated by a trusted third-party
and issued a ticket as proof of authentication. All servers that recognize the third party
will honor this ticket.

KLIPS b Stands faKerneL Internet Protocol Security. KLIPS is a module, distributed
as part of FreeSwan, which provides kernel support for IPSec on Linux kernel versions

earlier than 2.6.

L2F b Stands fatayer 2 Forwarding. L2F is a standard that Cisco Systems™ developed
for tunneling link-layer (layer 2) frames over a point-to-point connection.

L2TP B Stands fakayer-2 Tunneling Protocol. L2TP is an IETF standard that combines
PPTP and L2F.
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LAC b Stands fakayer-2 Tunneling Protocol Access Concentrator. As part of the L2TP
standards, a LAC is a server that tunnels PPP datagrams to another server for

authentication.

LAN D Stands fakocal Area Network. A LAN is a cluster of devices that covers a small
geographical area (such as a room or building) where communication between these

devices is not done over the Internet.

Leased LineDb Private physical network infrastructure that is managed by an ISP for its
customers. This infrastructure usually comprises of cable, routers, and optical fiber.

LNS b Stands fakayer-2 Tunneling Protocol Network Sever. As part of the L2TP
standards, the LNS receives tunneled PPP datagrams for authentication.

MasqueradeD This is a form of Network Address Translation, also called Omany-to-one
NAT,O where multiple devices with different IP addresses are made to appear as if

sharing the same IP address.

MS-CHAP b Stands faVficrosoft Challenge Handshake Authentication Protocol. MS-
CHAP is MicrosoftOs implementation of CHAP.

NAT D Stands faNetwork Address Translation. This is a mapping of the fields of a
packet header to another set of fields in which a subset of the source, destination, or port

addresses of the original packet is changed.

Netfilter B An open source project for Linux that provides a framework for managing
firewalls, network address translation, and packet mangling. See http://www.netfilter.org.

Network Address Translation b Se&VAT.

Network Interface Card B Se&VIC.
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NIC D Stands faNetwork Interface Card. A NIC is a device that serves as a computerOs
interface to a network; it is the first part of the computer to receive packets from the

network and the last part to handle packets before they are sent off onto the network.

Openswanb A successor of Freeswan. A company called Xelerance actively maintains

Openswan. See http://www.openswan.org

OpenVPN B An SSL VPN server implementation for Linux, Windows and Mac OS X.
See http://openvpn.net

Packetb Sedrame.

PAM b Stands faPluggable Authentication Modules. PAM is an authentication system

that controls access to Linux.

PAP D Stands faPassword Authentication Protection. PAP is a method of verifying a

userQOs identity by transmitting a username and password over the Internet to be compared

with a stored username and password on another machine. The username and password is

transmitted unencrypted.

PKI D Stands faPublic Key Infrastructure. It is a system that defines a number of

entities (end-users, principals, trusted authorities, and issuers), and provides a framework

for identifying these entities, maintaining confidentiality, and verifying the integrity of
data.

End-User B The entity that owns a key-pair (public and private key), and a

certificate containing this public key.

Principal B  The entity that signs some data with a key.

Trusted

Authority D The entity that endorses an end-userOs certificate.

Issuer B The entity that gives an end user a certificate.
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The system uses structures such as certificates, and revocation lists as part of this

framework.

POP D Stands faPoint of Presence. It is the first device (switch, AP, router, etc) on a

network to which a user connects even before authenticating with the networkOs gateway.

PPP D Stands faPoint-to-Point Protocol. PPP is a standard for creating and running
network protocols over a dial-up connection (e.g. modem cable, telephones lines or any
other serial links).

PPTP b Stands faPoint-to-Point Tunneling Protocol. PPTP is a tunneling standard,
invented by Microsoft”, which encapsulates PPP in other networking protocols such as
IP.

Processb If a computer program is a set of instructions that a computer can execute then
a process is an execution of that program. As this definition suggests, a computer can

usually create many processes from one program.

Python B An open source object-oriented interpreted language. Python can be interpreted

in most of the common platforms.

RADIUS b Stands faRemote Authentication Dial In User Service. RADIUS is an

authentication, accounting, and authorization protocol for network access.
RFC b Stands faRequest For Comments. The RFCs are a series of documents covering
issues concerning the Internet and its usage. The IETF is responsible for gathering and

published these documents.

SA B Stands faSecurity Association. A security association is a relationship between
two or more entities (i.e. devices, processes, etc) that defines how each entity will use
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security parameters (e.g. number of bits for encryption) and services (i.e. encryption,
hashing, and padding algorithms) to communicate securely.

SDSI/SPKI B Stands fa$imple Distributed Security Infrastructure | Simple Public Key
Infrastructure. SDSI/SPKI is a certificate standard that was developed to overcome some
of the shortcomings of X.509. The SDSK/SPKI standard includes support for delegation
and certificate chains.

SSL D Stands fa$ecure Socket Layer. The SSL protocol defines a method for
authenticating one end of a connection (or optionally both), establishing a number of
shared secrets, and encrypting data between both end-points for the duration of the

connection.

Strongswanb A successor to Freeswan. The Strongswan project differs from the
Openswan project in its goals; Strongswan focuses more on using strong security
authenticating IPSec connections. For this reason Strongswan provides more
sophisticated PKI capabilities than Openswan. See http://strongswan.org.

TCP b Stands fofransmission Control Protocol. The protocol provides a means for
guaranteeing that IP packets are not only delivered, but that these packets are received in
the correct order. The TCP header also allows the specification of source and destination

ports.

TCB b Stands fofrusted Computing Base. The TCB includes all components of a
system that have policies for securing sensitive information that the system uses.

TLS B Stands fofransport Layer Security. The TLS protocol is the IETFOs standard for
SSL.

UDP B Stands foUser Datagram Protocol. Unlike TCP, UDP does not provide
confirmation on the receipt of an IP packet. Neither does it guarantee that packets are
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received in the correct order. Like TCP, UDP also provides port specification in its

header.

VLAN b Stands foVirtual Local Area Network. A VLAN is much like a LAN with the
exception that the devices on the network are not necessarily in proximity with one
another (i.e. there are no geographical constraints).

X.25 P A data transmission protocol for analog circuitry. The Consultative Committee on
International Telephone and Telegraph (CCITT) developed the X.25 standard.

X.509 - A digital certificates standard developed by the International

Telecommunications Union (ITU).

X server b This is the part of the X Windowing System that interacts with the graphics

hardware to draw windows and receive input from the user on behalf of an application.

X Windowing Systemb This is a windowing system found on most modern operating
systems. It is used for bitmap display by interfacing with the graphics hardware on behalf
of applications. The system is commonly used over networks with an application running

on one machine but its graphical output appearing on another machine.
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