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Five trends in healthcare IT – and their implications
for security
Posted on July 17, 2013 by David Kotz

In the previous post we described the current landscape for healthcare information technology. In this post, we note how
healthcare information systems increasingly face daunting security challenges due to five economic and technological trends.
First, the locus of care is shifting, as the healthcare system seeks more efficient and less-expensive ways to care for patients,
particularly outpatients with chronic conditions. Second, strong economic incentives are pushing health providers to innovate
by rewarding providers for keeping their patient population healthy, rather than paying only to fix patients when they are ill.
Third, the treatment of chronic conditions and the implementation of prevention plans entail more continuous patient
monitoring, outside of the clinical setting. Fourth, mobile consumer devices (smartphones and tablets) are quickly being
adopted for health & wellness applications, both by caregivers and patients, in addition to their many other uses – making it
difficult to protect sensitive health-related data and functions from the risks posed by a general-purpose Internet device.
Finally, significant emerging threats are targeting healthcare information systems, while new regulations strive to protect
medical integrity and patient privacy. Let’s look at each of these five trends in more detail.

Trend 1: Shifting locus of care.
Efforts to reduce healthcare costs, improve treatment effectiveness, and encourage individual wellness are driving changes in
the manner and location in which care is delivered to individuals. More healthcare is delivered through small clinics (witness
the spread of satellite clinics developed by major hospitals), elder-care centers (witness the dramatic emergence of assisted-
living communities), or at home with remote interactions between patients and caregivers (witness a flood of products for tele-
healthcare and remote patient monitoring). Distributed clinics and centers will increasingly rely on cloud services to manage
health data: federal incentives are pushing all clinical providers toward the use of electronic health records (EHRs), and small
and medium-sized clinics and hospitals may find it easiest to adopt a cloud-based EHR [9, 10, for example]. Patients and
clinical staff alike will move among hospital, clinic, and residence, using their mobile devices to collect, view, and act on
health-related information from anywhere, any time.

Trend 2: Accountable care and patient engagement.
The Affordable Care Act of 2010 pointed to Accountable Care Organizations (ACOs) as one way to control costs by
significantly reducing unnecessary medical care, improving health outcomes, and encouraging preventative health behaviors.
ACOs are healthcare organizations that link payment (as well as revenue sharing) to providers contingent on meeting high-
quality and low-cost targets for an assigned population of patients. (ACOs now serve approximately 31 million patients and
their rate of growth is expected to explode in 2013.) With ACOs, payment shifts away from the traditional fee-for-service
model, towards payments linked to evidence-based metrics of the health of the patients in the provider’s area. This shift
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immediately triggers two trends: first, the need to collect metrics about health of the patient population, even when they don’t
visit the clinic; second, a motivation to encourage the patients to manage chronic conditions and change behaviors so they
remain healthy. Patient engagement will be critical; a recent report [1] “found that engaging consumers more fully in their own
health and healthcare not only improves the experience of care for patients and their families, but also improves the quality
and cost effectiveness of care” [2]. Ultimately, the Institute of Medicine hopes these shifts will lead to a “continuously learning
health system, one that aligns science and informatics, patient-clinician partnerships, incentives, and a culture of continuous
improvement to produce the best care at lower cost” [11].

Trend 3: Continuous patient monitoring outside the clinical setting.
Close monitoring of an individual’s physiology, activity, and behavior seeks to enhance diagnosis, monitor treatment, and
guide healthy behavior. Interest in continuous monitoring is driven by the shifting locus of care, for example, to monitor a post-
surgical patient after he returns home; by the goal of accountable care, as providers gather data about patient wellness and
health outcomes; by the goal of increasing patient engagement, to increase individual awareness of their health and to
encourage healthy behaviors; and by the emergence of mobile devices that measure or collect such information. However,
this pervasive monitoring of one’s personal life, outside the clinical setting, emphasizes the need for secure systems and
privacy-sensitive design.

One common use for continuous monitoring is the management of chronic conditions, into which clinical visits provide only a
narrow window of observation. Consider an asthmatic child, who may be in the clinic only a few hours a year, but whose
condition requires close monitoring on a daily basis. By better monitoring the child’s condition outside the clinical setting –
gathering more information about her symptoms, the progress of her treatment, the conditions of her environment, or her
lifestyle – we can help the child and her caregivers to make better decisions. Clinical visits can be avoided when not needed,
or encouraged when health indicators warrant – allowing interventions before the condition becomes an emergency-room
visit. Mobile & cloud technologies are finally making this kind of monitoring possible.

A considerable fraction of US healthcare dollars addresses the effects of unhealthy ”lifestyle” behaviors, such as poor diet,
lack of exercise, smoking, drugs, or abuse of alcohol, which lead to obesity, heart disease, diabetes, and lung disease.
Numerous mobile technologies aim to improve health and wellness by monitoring health-related behavior and providing
immediate and continuous feedback. Such behavioral-health applications will become increasingly common as employers
launch wellness initiatives and accountable care organizations seek to reduce cost through better prevention programs.

Trend 4: Advent of mobile devices and cloud services in health-related applications.
Smartphones and wearable devices to measure physiology, physical activity, and behavior herald the coming “mHealth”
revolution. These technologies provide pervasive (often continuous) monitoring of an individual’s physical and behavioral
health, with remote telemetry provided to physicians, therapists, health coaches, family caregivers, and social support
networks.

Furthermore, clinical staff and patients alike will be using smartphones and tablets as a primary means for collecting and
viewing health information, communicating with each other, and configuring medical devices. Provider organizations will need
to manage a fleet of such devices, but not all devices will be under their control: some will be personal devices used by their
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staff, and others will be personal devices used by their patients and patient families. Indeed, provider organizations may not
even be aware of all the personal devices communicating with their systems, and manipulating personal health information, let
alone have administrative control over those systems. Furthermore, many of these devices will interact with cloud-based
services operated by a variety of organizations. In one recent survey of healthcare organizations, however, more than 90% of
respondents said their organizations were moving data into the cloud, yet nearly half said they lacked confidence in protecting
that data [12].

Trend 5: Emerging threats and changing regulatory environment.
Information technology is being deployed broadly in the healthcare industry, encouraged by the above trends as well as the
2009 Health Information Technology for Economic and Clinical Health Act (the HITECH Act) [6], which provides strong
incentives for health providers to shift to electronic health records. These deployments are expanding privacy, safety, and
financial risks to both patients and providers, however. Privacy threats arise from unclear expectations and limited (or
unusable) mechanisms for sharing data about individuals in an increasingly complex health information environment;
examples include providers who intentionally or accidentally share patient information that the patients do not expect, and
vendors who use health-related data for purposes like targeted advertising. Safety concerns arise from security breaches that
affect the integrity of health records or medical devices; examples range from Internet-launched attacks that impact hospital
information systems, whether as deliberate or inadvertent targets, to wireless attacks on safety-critical devices like
defibrillators and insulin pumps [3]. Financial risks arise from personal information in health records, which often enable
identity theft [7], and from large-scale fraud schemes where access to such information allows scams like spoofed insurance
claims.

Particularly worrisome is the expanding incidence of medical identity theft, in which an individual pretends to be someone who
has insurance, to steal their benefits; such a threat has an obvious safety risk to both the attacker and the victim. The
regulatory environment is changing, but not adapting quickly enough to the shifting risks. In January, HHS released an
update [4] to the privacy rules first spelled out after HIPAA [5]; although these rules clarify and strengthen the rules aimed at
protecting patient privacy, they fall short of addressing the needs of mobile devices [13].

The popular press recognizes that security and privacy concerns are a dominant factor in the adoption of modern technology
in healthcare; if such concerns slow adoption, we cannot reap the potential benefits of these technologies. Privacy and
security were cited as the most important concerns in a recent survey of “27 key informants from across the health and
mHealth sectors in the United States” [14]. Furthermore, a “year-long examination of cybersecurity by The Washington Post
has found that healthcare is among the most vulnerable industries in the country, in part because it lags behind in addressing
known problems” [8]; our JHU PI, Avi Rubin, was quoted extensively in this article.

Clinicians also have security concerns. While clinicians have rapidly adopted use of their own devices in hospitals, only half of
those interviewed in one survey felt their workplace wireless access was secure [12]. Similarly, new remote-monitoring devices
are being deployed in healthcare settings with little focus on security. Despite the recent attacks on wireless medical
devices [3, for example], 69% of respondents said their organization’s IT security activities did not address security of FDA-
approved medical devices [12].
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Traditional approaches to securing healthcare systems have relied on isolation, using tools like firewalls and network access
control. However, the trends described above make it unfeasible to simply ‘lock down’ medical devices or health-records
systems, especially as patients and staff use part of the system outside the clinical context, and many of the wellness
applications of this technology are entirely non-clinical. Instead, these trends demand “wide-spectrum” security technologies
– that is, technologies that can be adjusted to fit the needs and expertise of the system user. An EHR provider has
professional staff who can configure and monitor security settings in a cloud-based EHR service, but an individual patient
must have intuitive and hassle-free security technologies for home-based devices. Our research aims to develop security
technologies that work across many care settings, continuous collection of data, and increased use of multi-purpose mobile
devices.

These five trends are powerful forces driving major changes in the healthcare IT landscape, and raise important research
challenges we plan to address. In our posts over the next five years, we’ll describe our research and its results.
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Chris Cavender
on August 19, 2013 at 2:32 pm said:

I look forward to hearing more about your research, and hope that you will also
be examinging the risks of automated malware that can jump from mobile
platform to medical devices and back using the bluetooth capabilities and lack
of A/V
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