Soldiers, Agents and Wireless Networks:

A Report on a Military Application^1

Technical Contact: Bob Gray

Dartmouth College Hanover, NH 03755 robert.s.gray@dartmouth.edu

Abstract

Ideally soldiers in the field would have portable computing devices, which, connected with a wireless network, would provide access to military databases, terrain maps, and other soldiers. In this report and the associated invited talk, the author presents some routing and mobilecode technologies that have been developed to support soldiers in the field, as well as the highly intelligent network-sensing and planning agents that will be needed to fully solve the networking problems.

1. Introduction

In current military operations, soldiers typically have voice communication only, which makes it difficult to access needed information and coordinate mission activities. Ideally each soldier would have a portable computing device through which they could query military databases, access maps of the surrounding terrain, view the positions of their fellow soldiers, and send complex observations to the mission planners at headquarters. Providing such computing capabilities to soldiers in the field involves many technical challenges at both the hardware and software levels.

The Active Communications (ActComm) project,^2 which is a Multi-University Research Initiative (MURI) funded under AFOSR Contract F49620-97-1-03821, focuses on two pieces of the software^3 level: (1) wireless-routing systems that route traffic from one soldier to another (and back to headquarters), and (2) mobile-code systems that allow the soldiers to efficiently access databases in the main military network. The underlying assumption in the ActComm work, consistent with military needs, is that all soldiers have short-range, highbandwidth wireless hardware to communicate with each other, while a few soldiers also have long-range, low-bandwidth hardware to serve as gateways to the main network. Due to the short range of the soldier-to-soldier hardware, data going from one soldier to another might need to be routed through several intermediate soldiers. Moreover, the soldiers are continually moving relative to each other, so the available routes change from one moment to the next. The soldiers might even move out of range of each other, requiring the routing system to queue messages until the network disconnection goes away.

1 This report appeared at PAAM 2000 in Manchester, England. 2 http://actcomm.dartmouth.edu/ 3 The hardware level is equally interesting. The devices must withstand the dirt, noise and vibration of a military environment, must use jamming-resistant wireless technology, must not require the soldiers to shift their attention away from the battlefield, and must become inoperative if separated from the soldiers.

Under this assumption, the ActComm participants ˘ Dartmouth College, Harvard University,

Rensselaer Polytechnic Institute, the University of Illinois, Lockheed Martin, and

ALPHATECH ˘ have developed a range of routing and mobile-code technologies. These technologies have been integrated into a single testbed. In this short paper, the author describes the testbed, its component technologies, one of the military scenarios to which the testbed has been applied, the simple agents that make the current testbed work, and how more intelligent agents will play a key role in future versions. In the invited talk, the author also covers performance results from recent test runs. Together the paper and talk present one of the most challenging network environments in which agents need to operate, an environment that arises not only in military operations, but also in civil search-and-rescue, disaster relief, and refugee management.

2. Scenario and Testbed

The current test scenario for the ActComm project is shown in Figure 1. An intelligence team at headquarters has intercepted one or more phone calls and determined that a terrorist faction is likely to meet in a particular building. Headquarters dispatches a team of soldiers, who take up observation posts (probably hidden) around the building. If the terrorists come to the building, the soldiers will secure the building and arrest the terrorists.ZCeG]:FeGcQNoCMtU!pAaPrm<UQdFA*gZM-u+rV,KQ5DP#l pVlkmZE;W9l]$nie>&ed;R3UCeC:7m4Y!G1.Nh.,ZM4:HNW/5LeGT’[‘VoQ*quOQ1riuYm6-_b^rNZVq;FJp^dF%n![K$hrNZO-.RC39Z3BFc^?.*rm<t.r:dMk^Im‘‘?qMWpX$lOpTgpNl](50NMFuk7’]]9;Gu#D+=Qb4Xq^".a_/Ae0?rPNRUk@Ag/Ek^Eg*$^Eb)1.O-,^,=*P",UOWV,:#ZF3&j;Uq]l4m+s[(:’gYGa-;+"X ^I1K>eC"$*ZEd*cpX%:dVu=ROSO#QDZ8h00l]%[e6rG:.Z:(II.O#ub,5r ,<.Zb3&iBI3(0ko,9f?:,9oJjp�uko0HdUoCqkNpTjNZZEjDXlg+PPriut,r7%@2.UZZUZM-XWrq@#1r7(‘Dr3EX&5t],Z2a8W9d/M#‘SHehj.R‘T^li,BSZ;S!6eC<gM[a2^.Onh6lg*’dl‘$l_e?iC9#^c’!<3)79)c+05s_f^6*df28kNB9!YRY NRU@urV$Qpr;Q$]Xo.eipB!t]^](MVr3F‘EZM2>/kP)qS-71[jkJdDupRUoX@’0CW,Q.;NZEclXlg’P0.QAn;Z(S<7-j/uWU&’]dJ%638tAR?phB"Xg5)#rj!12kNBhI9!ZsrNU,)r^VB4)dF%sC!j24&rq@PukPqjZXg7l1p-tmpIaWI‘J5ce5K2!r‘LZ‘ho<#. mV>MpTd]&e3p(]lTIE0.MSj3NK#@PWAomedD&<:2a9q/pTh(, pTh*rrj"?O.^H?G8nL-9#%LXeE‘*r7’c7KjjDT-X[KH8kS9c9)%NCZE=&15s,68kR(c‘A‘SN5Q8V*LI%Is.]r^"+SYWl-GRs’NU,(S.OqtYZ$u,NK*8i3&p6RZEh5;2bO&C"!gK2ZMl<]5pIU5Aj7Lb59ie+rAXg’9)cR/ZEcGL6n81%’#dJ^9(tqD6*dUYpRRkoS]/SBrP]C.5<l’bSXi(<5q9"dr6b95^EieH"f%’:.O%%SW=0mt NK*8’-n)C,8kM&A,6K2‘.R=oWZM1Z,ZE:5pZL^@S9$kpL9)R3)l]!kRrCS$76o_<NZEcdj‘PqTMkP+_Vrqs(r‘V5qB9)%NI‘="V:LRn+WSXi&4o<&#>$hqC]Z6CbdUI6L[,5jY9+=&FrNN"BW3(,$t8kM$$9)_*b9)#XhZM_#1ZLdhhkPiF&B(u6$rp’fpZG0#HpXJO.XVp‘9pRT:B9’8f=6*g+V5tXbg8iK@7‘J6Z%r]^B0reE$jSO"a- Xg1@#Z:ZIL7+CO^WK!mV.Qsc1.ZLEeWU&’‘r2m:!kFM?56*deu"2FU)ZMsb&ZE=-#&a*aj5K+lAr7(&^Xg58,kP+‘Me-W6,oCkjL2oSB]r]q%lpHb?/‘C‘).pHLkd2‘L]S%eZCcSXoBDr;>(BpV4JKrm:kurp-=-rM]f�oVDjl_BHhZEj6!9(tsPZLdYh6,3?sd/_qZ3’2]9)_%*8g_s8NU&R0ZG5Sjp‘P,r;8kTpVi[qpZJ+AZEjE& pi)0SP&kZ‘J6CkroXgbpgZWo0N;Vr7’-ApTh+(d06;meC9I@rJ_+3NRZI;lU97M^]*s39(O=1ZE<^"pTjPlquP4Crq?EUrl#>;9)SVQrr1FFp�X ;Q[4r6bNDpk’brTF.RZMq/8pI‘ED5Nh4K5Q/P+d.d;5pk&]rqlrIr:fs#p‘G;e-1i,NM@n]rR;9EeC:e0pjO[^ $/rW(@FpAiV?qub?PpZMLo#j7oZeC=KIr4i7!!Vc?f e,oP?pj7UpZMPM$F9U(pi)0S]1R+qo’’,p�X*p�ukdJWpidB‘bd!n#EFrQuJ3NB)tX+=j5:dF:RipV6IsmO%ZRXg6IS$aROQdJVD>eBue?^])1gkN>J3r7(_qeC"$Yme?JRr7’6%ZM-ucrT>0ppHehbp�Z*‘Fel=B#SB$AnK$Vd.‘=7SN$/BrNZF<rZhKYrQuO8Jl5"3NM@U=37O_Q;FJpIZL5ISZ6VgtXjm?U!7_"q"T6[Fp�[M !r)H(rqm$#rquNYpjjar$8TGoB5lH‘V3"!ZEjBoSXi!a‘BWP)5<hb4Aj=Z:‘V%3@c9_($XTu/;pI‘3+;W[o*!2KN]%&;=3,9tV6dJP8qr4i7*#.".prm^95"S][:dJX!n+%3EL8kN]-ct4N.Z:*3ldB^OTU$h$J7’‘p_ZM-uSd/LuqpHc+bp�^NrV+;0rV-’LrVkstrV-9bopqZFoDG‘gp�GspV4#]dJVD>UXB(j!^oH+rqli4ZMa^r "7@H4,lZ9nrWBI@ZE=,R(=XhK60CkZ5A%k]ZE9,Pe?ZjPkO-aFrmWV!ZN’[<kNDg<9)&(cr:fsakPb-ep�jid-’S(d,k#r‘LZ‘ho<S;lZM1Z>9#’Kdd2LN0UX[]@d8ElijjEuOZM3JKme9WW7+B‘Pe-3T4ZEhkGrmVOcZ:^n5K+fk6*gF<dJU;b^]*sRdF?RkjhJRnkN1ggU%c=:dJ*D’kN1kkrV(k-AkHZ-kKqSppRV<X$aQn^dB^&M 8gYgujo3X:UI6W^e5@GXr8gi<;R6;r"m,L+dBZ1>e.f4’ZI.1LeC;mO^ZS59d)@4SZI.2$d1!=dpTi2or;=si;SU!FT‘jOj^V;,p^Asu,AfDrUjZdA?k@Wo?cp,mrk<ZDZXg577ZM2,>^ZGIB$.RAPe>(F@Z6JE0d14YojnJMa;UNmt6q!fteGZZdUSH>g6q">q8nM["2bHC1r6bH:r3?P$dJ)&9UJh*+(nmY<B"oT:ZI-G%8nQ$dkN?GL 9’9eYk=Y‘m"A6Z-Xo/1(#Q4>2ZM4+Tp P@eC"8j#glOJdJ)&96rNs1#"1jW6q#GM’u*XE7#aU0e5ETX^ZWt_5<hcGp�)5Z2q_Gqp?FiZG5ScU$fid8K‘:pjjLpLa0o8nPj$8kS9np ,6ZEj6&riuh(k=T@dH0K;rhB^X-n%JO+suFNd/cX’rm:esdB‘a>!i+/m)’gKBZIGY/N@73#^Ii*&/L!,GpX-:]ZG/^&ZMr5ajlPpu^;’+( jlO8Tp�+D^9)Sk6ssTkJ-3C‘TP4eAkG Z5rS,9uC5^J[tW6q!"_-ob*I,Z7OfeBq/^.n%n7rBp_:dF8lF;FJp^e;]G;ZEe(S5<gJ>2o#+briuPjZMsS%ZEhm-dF%sTrh14t9Y[lbpZ9/‘^Lk5)kNBT,AkHZI‘FdK9B)P=?^Tp/?pI[Y^B"oZjdA*IrlR7‘P.O$.Q-IL6>6jZchUI8!JUX@K="L>eJdJWsm#lOV8^ZY@1‘LZo#"L>?- ZM4@(rm:^6rkBMJ^ZV:g;R4]t;STt=^F&^<8g>Qm8g[/Bd*RQe9#^_6$GXPPAnEA:,dPgmrJ_H>6mP[9;GonNdF?[nrm=,3.Ra9c"4=F%dJ_Q+UXA0qB’&.$kP)acZEh7>pM/ue>(DhZMhNCpEWYBdJQnJrkB-@-MQ]<,A+_kNBfK5A%mRpTh+(p ,MAiIIM^XUbmNRWq97+AM?^?6‘7+(q^dF?F6j(idpYZ0^Tu87UQ*cuUI;l3 kNDTY9!Hj!j_R8rqH>r!CYH:Z5LFO^VAt+^I6K!dB^O]^F&^C^Il75-;*Gnrl"rc9#^f()G28I9’=149’<t:dA,4@+?7lG;C)#7p‘Fdrqm’%pas:eGT7=rmCYn"@PY‘^VBd0"A2;$p�Be!n>‘Irj)L;(:(56dF?S<ZG6.K-MP9i9#%YYB#W-krl#7;p�Tk8kS:@kNDU=^DtYNUQ)%.eGdin;WZ<fdA’UeK&tC3dA’UedJ$$2^J[tW rhBXVUI;E&^qaF8kSudrCRsBZEgU[ZEh6[9#(*mkP)‘seC"3^^>Jgpqo2pV0<m^LmJa,YH$Jp�sc9)&’PB#SAs^?,D-n$<.UJ‘9Z,erHg6q!fF7+)!%"=mBtdA$l[Z:**iNW.E07’aR"ralO19!YbsZEj6!ZG/^’Z3[R#Z9_+W‘V7.GZ4[$/pZ90aZD%$-pThP+B#!M$rl$3V6*dffZ9bejpI[[5^TtWKe3kc2-q)Rj;R5E^dF?Rk eC;mqdA-/!n#EF"4=lhdJVJsdF#87kPiF)SP&YNZM1[&pF,X=ZE:F7ZEj5fpZK<cpTgq!dJW+@p�Gsp[5fj^Il989’>rfp�:Yr!_*Qr:‘gSpZM;4r:cucN=5(%eBtS‘pX/odUX]4hr^6h;eBnHI6rMF^dJ_PsZG409rT=0drq?Duq=alprVR9%pZL‘6kHb$5p‘G5dH1,aU&Ofc^Fr4Bk=YLCZM1KNr7(_qr;?<‘kPr<bjnI9"l]$n! dEti=jjEi#USH5aUSH>de3s;‘!7V8OdF$JAr7’6pd1tj-U$(T2ZM2,>ZM2,>ZM1Z1dJ*S:rV$T4kP%UCpTj_prQu&Jj�FCjhJQ&B#")6rNZO-eC<g‘e,[nqZMhN=jjF(&(FY9meE&#Tr:fr�+BVZeC;m@eBudne,f=*rQu;.dF?RkpV5m’B’6p$^Tp/?Z:[ag^B1^gr;P+CpDq4FpI&‘ZI/TtdJ)c#^F&CC^Eb-u-GR;fpTjCmrmV): eGfHLrj!%[^ZAAke>&!_NR@[R,U#kd/cX5rR:nrUI>’U!3u[f9N(l;!.t3t&5lE"Tk5NA9#"!(^TtWKkFqmi&@24%eBtS:^IlIWpZM;FZMa[K"S][:p�O!"QQ(^Tu8ce/G)MeBtS-pS"nejau!W-mL-<UJ‘@8pX/‘_U]/aCr;P(H;Gu$BUC"]MjnI0MUX=!rkAHrrFQI19!Z5+kFmH=9#"7lrNZi(5t^<49’8gPZ;T3%rQtjJ;W["< AkGp^BL>*jnI0MrR;@QdF%]o^>M)dF$I’NN"?*6k^gm^@KPUSH>gdF%(;;G:!9d6nJZ^F&’ijhl’dF#87kNDhV!D:-+Z6JIDJUqE*8jl’,Xg04X9’8h0k=WLp6.Gh[dF?RkZI.&t,lVBW^ZXeZmOZc5r6bGiNR?8’dH1,jjjEi#UQ+RfNK$=O,eqb$pI$Ehe;_kNj.!Jjj?I!^Ec_=dJcQ5dJ^f]8g[1/Z5:9jAq>Nr^Toi$Xg5(7 60IFmrV&qYo2>Sc%ak4PZK:iT^Ii*M8tkA7roO(*rmW4@dD&AKpZ;.sdA)[L,GWaV-GS[:pX,‘qNU)SO;C9.*;UNu^%em‘QdF?Rke3qg6ZG0#Hr^mC0Xjkk+ZKM56#3XC‘rm]HqrqHET7dfI6ZG4oedH/d’Jl:"X^V<BQB#!NsTtf^Nd=ObaeBudndD$r)9[WUrUXV[S+?5?K;Gsg^jjDJ8WJune;C3‘&^ZEk<+hppdF?[*e>#F;7’a,5 9#%[ZeC=EDpZH.#^X:Qsrm]?ops=VpV6^5’E$8*K$htDjjCiK^V<B5^S0i*^])V16prQQeC"3A^V@&tjj?u$e>XQ87+ALf,Z;D=d>a.OWRTE@-73?>dEt>cZ;OTMr6bGl’[a5ZG4/[dJVMDr6‘8kAkKhcli-n5’%-IAkN?IUkJ+=.r6a$AeGSF6rmCVX!p@>5rQtg/NK)H;dF%s.+""bM;UO!R.O6K3d8D5f^VA0kNK’ose5@P=B"u+. e-iRfdJ*RgeGdt‘eC"9n("(FYr7(&^dJ(CfB"uaCeGdtIdD*Hqk72,&^IfcWr7’-ApX-ajdJ^f8kT)t%^NjadA*JdNMFo!dB^M4rkBK$dF?[*.O-0+Z;N$apX.J=.&j2@ZEh4lB"ua@e,]7Bd/a+@e,n%Zjo*U*e-FC9->#lbZAnk5"[oXgpI‘4"k7Y’dpas:jnJN2dJ)&’,U5o.pqo/pX.Cfe-h8ceBuZA+XI!#;H!MA)+9ID3/o+M +gUk:r7$^clg)sGp[4‘i^lLXdJhW)NK)?8UX;t-;FEpJeGfHs-GO.b^X:QsldXEPpTjPVkJ_’-ZG6/3pX/*spZ;/DZG4.H^VBNKrqHB=$ImT’dJVD>p[5fjrm;Se;^GeeC5tR+JJPtr/E1ceC=EXjlaCnrmCl%b0"’UQ(8_e>&d,7+"DtrmUtrdJbHoB!S32N=SE,Z6]0:B#RC:pI_ahdF%mR1ABnF^TtWK^?jamcEQXr7’5JeBu* dH)_:jhK4@d>dH?NRUA%-;sU"jjB’eWK#D*rLj;-dF8E9;M*<De2SlUN<7MT7/g(96q!$06rG9T+s8413%Cme6mP&F8g>S"9!Z3(ZI.&tjlOl‘jlO6&,ek�;UPI)rQteDUXB"e;Z=EQ;C5:nr7$_U.&50X;C"s1;PU"Hl]";1^S,6d-GRsU%jWDuZI.’p-n((7USC^b,lU[KNRWr_ZCrUWB"tYNlQObGr4htuB#RC*8gH^)ZG3*pjhJRX ^Eb/3-F+oEd7dHQrm:hC6q!gLd39n_Z6ghD,gk#7N@9e9d3KhW^J_g7NN%mc7’aQ_+sT^cUBSEI;W[Z&rf%5ZeBtS:;STM*U]/aRdD*G.-DAi7eEbW6ZM‘narP]4<8gD*VZ;RCX^J_ho^oE6ZEhl‘;R4]tUSEgu3$KQod3Kk^^Tpa8dA’*h.+CZ4,U4F0dF9Qm.ZHF8^If^p1/cMp!9a?r"k!7qdF?FdJgm(jlOn>eBt&+Aq;OG^Tu8: USC5_ZM3NSkJcUM8jTSb^S1M=#dP_];UMeU;SW4Y.i!Qe;]I8eBu#X^>K@dF=qN-q$JQ;R.PAZM1+=.]JEWdD’9;B"tY!"2DSt^])Us7&,@];SOJ(^EuiVK$gl%,DU>kL%PrmXZJpZMKI‘TKkfpI_a_ZG40BpV6.jZM4)kr6bMkd3MW;eC<fDUQ*dQ;C3[(^F$]@;UO!RlU95jdB^&)^VA9X.ZNcDZG1!9B"uaCe-*(l,dP2ad/_q dJgEg^V<[PdF?Rk^:?4^VA1GeBp[i;R6&bkPY)RZ33e7,bZL]^]%+3ZG6CE!E.>De,_Ogr^6‘3r^n4W^Tu87UF77E7+"mZ+SWXud3t!LUJau:+s8(%ZEal4ZEj5Pr6b9:dJVDkpB1#m,Z=Wh#-u"Y8kLADrm;’@Z6W&WpZG/‘pV6^5"2@.:,lPId;R01g;FFD�rL<?ZMr?#NU&PlXg5]69#&.&dF$InNK#?G7+<J--MPp;UF;nbdH0QS 8kQDgd/‘q?Z3L’NdJW+RdJgEP^VBcq!7^tp"8BRFZMr5Ve3lj6*df2r^m2W^]$M!^�;;,XhX;!(?gl"4=6VZMr>Wlg*’deC=Hk!9a=T)V!:&U[+])dD$t)dJTai7+(,jmdB8Q^@K."0tNk^](MBd6pC;Z:b*A$aN1+dEtjt7)’umZMi2L,R$e+8gD):n$3GNdJ*RgZEhmWeC=KIeGT=?"Rc#XjnJc%):XY@e3q^-78K7d6o0V;SMS6 Te[i>;R3S0Z:[a‘Z5>m56,-=’dEt?[;FEpYdF$Ikr3EX&ZEj6(5m-:B6,3Ck"M_7WZG6CEr_‘d&;Z4uKZ788ldF?[@eGdhu^VAs*^]*=5USEf:UI:k&-6TVUUJ‘:(^Ja1]Td([&9!Y‘(Z:[abZ2jXuZ3L64dF%^ddJ^?WdJ*C_dJ’rPpTjblqFV5C;R/g;FJ:*;R.cM6rO#i#=Ls>e;]I;3<$2h^Il75;GuW(U]-5hUXV]];C!U:dBY6" ZG3*pk@R=29!�c#eqWN6*ddgZ:b)$#>2;-;GsgJjo&’Y,Z;DV;@UAd8kL?S8kLB’9(tqDr^usk!)i^"#gocVeC<g6l](nn!j]R5rP&?[rmVdENRXa$dBY%ldEtiiZG3*rU$$#[9)$‘#!kjR^>$"rNZVn8gG[sZ:+]>#"1kbZI.(Lrm:cEZLdeqZI.(odJVD>rNZjH7)-%TZEhm-eE‘*RrmW4fpV0<m^VA1Dr7’5UUQ)%r;SPoer6_eq ^Ik3fAnE83-7$?(!OB$/pC+A%ZMaI&oDJ@WdF%mid0J1Kr8giSdF%lt+ht=tZEd*.,UBi^Tu6bdEtiiZEdB6Z;S!6,V%<n-ogPl6jL$48g�E-7&T<#c!A%-mR5>;C;Cj%8ssH^VAs*k;#XSZI,rY^Hqe’#er[?pThQ>ZG6:a#t2))d=Tb6;UN8XZ6R+MZEcdj8kQB],dL;n;SOJT;C#/GZ:**fZI/U"eGSX^li-n5,kq%*kP+0$pas= NU%fK7/X?r;YU+‘Z;UGk^ZT5’-GNIQe@u$iZM@)rZG.YNZ:b*o(=CO)6rHoN;UJB?eA&;p9!Uag8jU3XrCT@#6*e6nZ;Rtr,Z:qR;UO"AdJWb:dF?�eGdtIr:du#pS#@rpZ9fPe0p<OeE’RTpZ:K‘+htdc11o 8nPBV,SIEWZEcd25tXF8Z9_)TZ;Rtr7/kROZEcm(;R3T+eA&:]6,,_#ZEcd28kMAo,I7:o!)ib@’iM>*;UNmtd8JBA 7&/8]NRZJ*ZG0$0^Dp-LUSEesNC;/l,UUo:Z6UP>^Le^&Ag/KI^Tt-MZ:akspTh(srNZMt9!Ub^Z51j8UI8"c6rME#7/XefZ9be%62*uDpd]M,=/U;R.QGZ6W>RZ6Z_R;R/^<e3l9Ue;_u-dJU;b9’8g];C5;hNK#oW7+"oI-IK-sd3Q$lkN?I?,>(S6pTauq9#%+Z9eI^-*ff]9!Z4;6rHFY6rHoNZ;S!6;YMHBZG0$+6,0_2pI[‘W 5pZ4(Z45<hdF#8*dBZZUZ;S!6rmV"/eEd+‘-.2J]‘F_‘W,eqaVe;ZjENDe.l^F&QdEs43U#kHLk;)58^Tpc:8cV0Q8h_J^5tmi;R/g;C&P9;R01udD)tQ6*a*T5tGg8kMBA,=0’i^TpbCZ6Za’Z;OU!Z3/M(e2[HW)N?‘+dD&:GAnEC)dJTb-6n"$>e5B0fZ;RtRr[%prJNm‘kk=WK7,kXbF,>.UZ:%*ddBZ0GdBY%’ZG6;_5tHW 8jXaI9!T^?Z;OT+;Gtn?,Z:pGZEgT#eC9J;eC:V+Z:_$‘C_DjdEt?MNArmcd8I7sdJU;b9#!u18nQ$d^EuRYZ2c0L5mt!(5tW@o8jQ&p8jWH^rm:s=;FJo16rG</Z3^1jZ:[_T^HoX48drJLZG3]N;FIgr;CY*5Z2h$*e,h6e.qn‘Z:[&J9#%+dA’*h+?7m#6mO%mriuSN8kT*%#%gId,dR>6#!oQdZ9bc^r^m1brCR.+^U!jd(:$?6 ZI)(G6rMG,62*>5s-;6*a*KrkB%;^EgQ>^I5h7ZEb‘R7’a,#ZMgm13(0mSXg55urCRR7^X:Fs3&i-NUX?h%-7&Pq$VF%1‘F_&$,:’S#5m"?toDZ#r8gOC.!9a>R$MV;57’b3.ZI)(frj!#%dB^(P5s+860BLc8ga*S"B%WUZ:+o*CMkHX[GR_Xg15Y8jQ’]^X:HYUQ$ZONR:-l;C)2>Z2jXuk5‘L"8cnV^Z3;LGZEd(gpIYFkr^7." 6q"=YZ;O)r;R4(962aC],<$hl,UOc‘-N57t^JZ=(Z;RtR6rHq^7/F#!ZLdhb8jTbt^X;f*e;‘dRNMFn,rkA‘@ZEcdZ8kR(Ar^m8<ZMZui,:#SQ8c‘Nrr+6"&8gODA%Ra2_,Xa+MZ6Z_$5s,6r^m29Sc).n,YB=S9#&,,^Eb)1^J_@8Z;S",XXcB5ZE:F7Xg15Y9(trm^X:GUQ(6_NC61L,YG?l.R?[!Aj84=2^9P5Z6T]#6,-#a^Ih*C r’(9q9"uYNZ5#bQ.R^QfZEbsc5t[�SXi&4,PUrIrCR8>^Eg*1Z:+X:!)ieA0gnF333>0B.^H?062*>5s‘7X,elaB6n"$C-mDP7-;#Ph5pT(A8iJti5;sf3ZE5Sh8kQCp9(tqM5;teR2a9Mc8gH_%Z32Y_.]jupZMm,kS]./r8e!+>^V;&";R3SR,UOd7r?MHZZEjG2!CX’h5o[,85tXH;9#&-HdA)]#-n7V0,UC.>o<Kk?pIbD’rjnL o0Eg48kS8=9#XC]2a95c5Q47X5q4@i.fQ^pXX$3<62+!B5rVD.5tXcD5tXba^Tt/mZII:-Z;MtIZ3A"X,epXjqlL%nZEj)rSc).q^VA1Ge;‘cRNAs=(^VBNK,U?"V‘BX@@"L^GZL^@*9!�‘9’=/X5DP"Y5DQ.$2bG@eXg5(7.^D@GXn/j(621>K#YI_‘9!Yb;,es>a#LV%!ZEba]ZMqTAZG.ZeXo?iLXXCEVpTjNZ8kQk5ZI.’pNRX^O 7+>+4ZEjD6XnT-q‘C‘A6‘A]aMZ9O:8jWGK"?.YS5DT4b&jJ<"5q91G.^D>iZ7</^Z9^cKrga’^62F22,UBZn7’a*d;R.RR^Eb)>,ekV1Xjkk&XnVEQ62*>5s+8^VA1GUQ(6m-q$J/,eq+"Z9eI^$,o+f‘A]"dZEcat,dO‘S8es?=2hr_5-AOfE5pQ!’.^D>iXXYg&ZMm,mSXiAF‘VN12,epWQ7+B‘cZ3!qOZMhNPZG3NDeGdtIZM_$" ZLbBr6*a+tZMr5[UQ(6]329@s^Ikf;62jI_‘BV>�a95eo<JWf62*Z2S]-++reCh6LPIfSc9_’(6*:&N$1kGg8tG^ISO#R>8d)oD;SUWWe.C$5,gl@l^[CjaZIID%e?Z4UZ5>n%5s-;ZG40%dF=qNNAr.N6mO*O,lFtH8ccoMrjs)8jTaKJ,~> endimage gr n 819 3282 M 820 3284 L 823 3283 L 1097 3087 L 1099 3085 L 1098 3083 L 1041 2999 L 1039 2997 L 1037 2999 L 762 3194 L 760 3196 L 762 3198 L 819 3282 L cp 766 3195 M 764 3197 L 765 3199 L 1040 3003 L 1038 3001 L 1036 3003 L 1093 3086 L 1096 3085 L 1094 3082 L 820 3278 L 821 3280 L 824 3279 L 766 3195 L cp f 3 sl n 794 3175 M 851 3258 L CM 0.773 0.785 scale s SM n 824 3152 M 882 3236 L CM 0.773 0.785 scale s SM n 855 3131 M 913 3215 L CM 0.773 0.785 scale s SM n 886 3109 M 943 3193 L CM 0.773 0.785 scale s SM n 916 3088 M 974 3171 L CM 0.773 0.785 scale s SM n 946 3066 M 1004 3149 L CM 0.773 0.785 scale s SM n 977 3044 M 1034 3128 L CM 0.773 0.785 scale s SM n 1007 3022 M 1065 3106 L CM 0.773 0.785 scale s SM n 783 3224 M 1057 3029 L CM 0.773 0.785 scale s SM n 802 3251 M 1075 3056 L CM 0.773 0.785 scale s SM n 1067 3036 M 1074 3046 L 1108 3021 L 1101 3011 L cp f n 1213 2936 M 1220 2947 L 1254 2922 L 1247 2912 L cp f n 1250 3078 M 1252 3073 L 1244 3068 L 1238 3061 L 1234 3053 L 1232 3055 L 1235 3055 L 1234 3046 L 1234 3040 L 1237 3033 L 1234 3033 L 1236 3036 L 1239 3030 L 1244 3025 L 1249 3021 L 1255 3018 L 1253 3015 L 1253 3018 L 1260 3017 L 1267 3016 L 1275 3017 L 1282 3019 L 1282 3016 L 1279 3018 L 1285 3021 L 1291 3026 L 1296 3021 L 1290 3017 L 1284 3014 L 1282 3013 L 1275 3010 L 1267 3010 L 1260 3010 L 1253 3012 L 1251 3013 L 1244 3016 L 1239 3020 L 1234 3025 L 1231 3031 L 1230 3033 L 1230 3033 L 1228 3040 L 1227 3046 L 1229 3055 L 1230 3058 L 1234 3066 L 1240 3073 L cp f n 1140 3123 M 1144 3120 L 1142 3113 L 1140 3115 L 1143 3115 L 1142 3108 L 1143 3102 L 1145 3096 L 1142 3096 L 1144 3098 L 1148 3092 L 1152 3088 L 1158 3084 L 1164 3081 L 1161 3078 L 1161 3081 L 1168 3080 L 1175 3079 L 1182 3080 L 1189 3081 L 1189 3078 L 1187 3081 L 1193 3084 L 1199 3088 L 1203 3092 L 1206 3098 L 1209 3096 L 1206 3096 L 1207 3102 L 1208 3108 L 1209 3111 L 1209 3112 L 1211 3110 L 1208 3110 L 1208 3111 L 1214 3111 L 1214 3110 L 1213 3107 L 1213 3106 L 1211 3108 L 1214 3108 L 1213 3102 L 1212 3096 L 1211 3093 L 1207 3088 L 1203 3083 L 1198 3079 L 1192 3076 L 1189 3075 L 1182 3074 L 1175 3073 L 1168 3074 L 1161 3075 L 1159 3076 L 1153 3079 L 1148 3083 L 1143 3088 L 1140 3093 L 1139 3096 L 1139 3096 L 1137 3102 L 1136 3108 L 1137 3115 L 1137 3118 L cp f n 9 38 1167 3040 B cp f n 1215 3010 M 1210 3018 L 1231 3033 L 1237 3025 L cp f 362 393 4 181 275 303 959 3605 false true 3 beginimage < 00 1C 4C 5E FF 00 00 00 00 00 00 00 00 00 00 00 > < 000000 0000FF FF0000 2C7D41 FFFFFF 000000 000000 000000 000000 000000 000000 000000 000000 000000 000000 000000 >doclutimage YXAIVg]55[ZpXmZfDkmS‘’gt#ec<WV[6t![ec<WV[6t![ec<WV[6t![mJul’!$M"9‘’h"$!’pM‘oaq6*!!;X6!$M+<‘’h"$"$chd!V6oi,5_GZ7(#Da5QCfU&HEI1+oiba!5q:56ioUR!:pd&’’gb?!5q:56ioUR!:pd&’’gb?!5q:56ioUR!:pd&’’gb?!5q:56ioUR!:pd&’’gb?!5q:56ioUR!:pd&’’gb?!5q:56ioUR!:ga#+oina 6i]RM+oiba!5q:56ioUR!:g^’&gAOl6i]RP+ojn,!5q:56ioUR!V$ch6i]LN!5q:56ioUR!:^Zg6i]LN!5q:56ioUR!V$ch6i]LN!5q:56ioUR!:^Zg6i]LN!5q:56ioUR!V$ch+oiba!5q:57/d2W&HEI1,5hM[7(#Da!!!&j&aLV@+T;AZ7(#G^!:g‘f+oibb!5q:56im>g!V-ig+oibb!5q:57/d2W&aLV@+T;AZ7(#Da!!!&j&HEI1 ,5hM[7(#G^!:^Zg+oiba!5q:57/d2V&a_sd5lC]$7(#G^!!!&j&a_sd5lC]$7(#G]!:g‘h6i]LN!5q:57/d/d!qRT9,jdu"5lC]$7(#G^!:V3#6i]LN!5q:56im>g!ph*2,kFD(5lC]$7(#D‘!!(atr;ac([6t#q!8A[t+T;AZ7(#D‘!!(^srW’l)[6t#q!88Xr!5q:56id8fg*6Lr‘’h"$!WW3%gEQUs‘’h"$rW!!D+scnNkT^!+‘’h"$ r;cIX!(,uq!$M7@‘’h"$r;c:S!(-0!r;ac([7’rnq*Y3Lp*’J^o0‘RDr;ac([7’uo!!;I1oL&[Er;ac([7’uoj<FRKrBpWNr;ac([6t&r!!;%%!^oFAr;ac([7’uog‘c_@rW’l)[6t&r!!:n!rW’l)[7’uogEHA!!’r*[7’uogEHA!!’r*[7’uo!!;m=!$qD/mNM]T!!’r*[7’rnm6pFf![%IC‘’h"$r;ZgckQ(<#![%IC‘’h"$i;‘iZ q’,e<‘’h"$h>mHt!$M7@‘’h"$eH!NU[7&OF‘’h"$eH!NU[7&OF‘’h"$eH!NU[7&RG!!L5.[7’ik!!M[W!’p,U_aLn#r;c"K!’p5X!!L2-[7’rnj@&eD!!L/,[7’rnS4’bQr;‘?U[7’rnS4’bQr;‘?U[7’rnS4’bQr;‘?U[7’rnS4’bQr;‘?U[7’rnS4’bQr;‘?U[7’rnS4’bQr;‘?U[7’rnS4’bQr;‘?U[7’rnS4’bQr;‘?U[7’rnS4’bQ r;‘?U[7’rnS4’bQr;‘?U[7’rnS4’bQr;‘?U[7’rnS4’bQr;‘?U[7’rnS4’bQr;‘?U[7’rnS4’bQr;‘?U[7’rnS4’bQr;‘?U[7’rnS4’bQr;‘?U[7’rnS4’bQr;‘?U[7’rnS4’bQr;‘?U[7’rnS4’bQr;‘?U[7’rnS4’bQr;‘?U[7’rnS4’bQr;‘?U[7’rnS4’bQr;Zg#SOBkRr;Zg#SOBkRr;Zg#SOBkRr;Zg#SOBkR!’pM‘!!Ji[6t![ rVup$SOBkR!’pM‘!!Ji[6t![rVup$SOBkR!’pM‘!!Ji[6t![rVup$SOBkR!’pM‘!!Ji[6t![r;‘BV[7’om!!Jl][R:*qZ$U!T1$+Uq#I$T[m]rjTL?:X!’p8Y!!Ju‘�#rh!!K&bO>ug!!K)cjQN‘n,T:QjYrdVF8$a!’orP!!K2f]0tuc!!K5g]L;#bW’n<e!’pA!<Y%I!!!/$7(u%h6hp]_"#0ZR!&4-IWC4Hg!’p>[!AcG. !!+l3pAh3]^-qbs!Wt54r;cgQ!&43K!!K>j^I/&eq#LCMr;cdP!&43KX$j]jq#L@Lr;Zg"r%n0L!!KAk_*e;k0_tbL"8t%S!!!-!1BB0‘qZ$TuX[Kunq#CBsr%n6NqD7pIY!g,p!’p>[q_S-MqD7mHY=-5qq#CBsq_J4+r;cXLp].Nd_aFJiq>^KtqD/+*r;Zg"qD/+*q#CBtYscMuq#CBsq(i")r;Zg"q(qdG!!KSq‘’jD$pG;aJ!!E$Q !&43K!!BMp‘C’kq>g7G!&4<NpbMn(q#CBtZUDc#q>^Ktp+uUHpG;RE!!KYs‘^KV&!!DpNquHFHp].Zha$f&oeZLG!!DpNq#CBt[7&)(!’p>[!!DmM!&4?O!!DmMq#CBt[RA2)q#L"B!&4?O!!DjLq#CBt[m>+!&46L!!DgK!&4?O!!DjL!&43K!!Kf"a[Gq)nMC(Co.pA#q#CBtO=S.q#CBsnMC(Cnh^%@!!Kl$b<u=qq#Kn?qu?^! o.pA#p](9s]0sh1q#CBsn2’tB!!DdJ!&40J!!Kr&bX;Frq#Kk>!&4<NnhU8"pAb0r]gU(4q#Kh=!&4<NnM:/!pAhlpbsVOsq>^Ktm5+Y?n1t%upAhoqc9qXtq#Kb;quH1Ap](<s!5CqI7/6f_"7.fD0‘:tO"7J&>!5M"L6ifY/q#K_:!&4?O!!DXF!!Drq!&MJ[cpRk!q#K9!&4<Nm5"_rp](<s!5h4O7/6f_"6hW>!:2KA0_PLb7+"C& 5ktED1].4Q"7.i<!!*0%‘C/*Aq#CBskVN,:!!DOCo‘3!"dR4(#q#KS6!&4?O!!DLBpAb3r!67LU7/6f_"6VH?0‘1q91B9-’!!*0%a@+KFp]0D3quGt;!&4-I!<WJH7+=U)5ktE@1].7:1B9-&!!!/E7+=X#!!!,^1].791B9-(!!36V"Ns3‘6i]LJ!95j80‘:tO"6VH?0_YPJ0EfTfeO935iLQgr;Zg"jtcukpAb4J"O0?c7/6iA1B9-- !!!,_1B9-&!!!/I7+Xg,5l(H"5u$90‘:tO"6;6<0_YPJ0Ef]if0oH8!!D+7r;Zg"j"p?.!!LY:fL,^)q>fA.quG_4o‘+spd6uVTq>^KthD>’0iA:-,!!L_<fgGg*q>f>-quGY2o‘+spdmVkWq>^Kth)"s/h_Xm)e3r"Y!’pAgbSpar;Zg"h_Xm)!!Lk@g-kc;gG8g‘r;Zg"hD=a’f0n@]q>^KtgG8g‘r;Zg"h(o$boDmN3gdD--q>^Kt gG8g‘r;Zg"gbSpaoDmQ4h*_61q>^Ktfe‘O+gG8ja0_GDG1YY=R7/?l‘"5#F-!8’(-0_GG$7,C<35l(K41].7)1B9-$!8^-#6i]LL!7it(!7‘mu!!!/Z7,C?/!!!,P1B9--!7We)0_YPI"5cN(6i]LL!!!,P1B9--!7N_(0_bVJ"5cN(7/?o61B9--!7EY’0_kK"5cN)7/?l‘"4]1-0‘:tO"4T+,0_YS)7,^N65l1N]"4T+,0‘;"$1B9-& !8g3’7/?l‘"4T+,0‘:tO"4f7.0_GDG"Q2]-6i]LK!7E%!7s",0_58E"Q2]-7/?l‘"4B"(!!!,S1[kD&7,p]2!7<V$!800s!8p9+6i]LK!!!,K1]7:R"5G[40_>>G"#0ZR!!M7Kj@&hE!!CS(r;Zg"h)"X&!Wt54r;Zg#iC)cq!’pAcSPM"!!D+7!&4!ErFO.quGDk!T27q>^KtcSPM"!!D.8!&4!Er%n6NiC)frq>^Ktc8,GSrVup# iA1Hfo)SYD!&4?O!!M:Lk=#+Gbqf>Rr;bh5o)SSB!&4<Ni^Duu!’p>[bqf>Rr;bn7!&4!EpG;^Ii^E$!!’p>[!!CJ%!&4?OjYQK.!!DpNqu?^"j$‘0#!’p;ZbVK5Qr;bt9o)SD=!&4?O!!M=Ml9tCI!!CG$!&4?O!!DIA!&4!Eo.pA#quGbFlU1_,q#CBsatrtr!!DRD!AH5"!!"_B1].4Q1uq’k6i]LJ!!!,C1]7:R"77lE0_>>F"7@rF 0‘1q37-m>:!6?qr0‘D%P"7@rF0_>>F"7.iA!!!/‘7.!AB5ktB["3<7u0‘;"?1�SH"7.fD0‘1nN"Q‘&=7/6f_"331t0‘;"A1(P11]%167.*GC5l(H"3*+s0‘;"B1�V01B9-,!9HW:7/6i%1B9--!;&)<!9Q’;0‘1q47.3MD5l(K!1B9--!;85=!9>s6!!!/a7.3P?!!!,=1]7=K1B9-"!9,g3!9Q]=6i]LL!!!,<1]7=L1B9-#!!!,[ 1B9-,!!!/b7.<V@!5UJi!;JO0_58E"5ks80‘1nN"Qr2B7/Hra"2Qel!!!-"1B9-"!8TI/!!!/b7.EYF5l1Ps1]7:R"8t%H!8KC-!9Zc?7/Hra"2H_k!!!-#1�V#1B9-,!9Zc@6i]LL!5C>g!!36Y1�V!1].797.N_G5l:T^"2?Vl0‘D%Q"#KQLehd4(!!MLRnjN?T^,#aCr;ZgOp&G’peM@1ZquGqKnjNBU!!Bqk!&4!E!!C+!&4<N kX>#1!’pG^!!Bqk!&4$F!!CY*!&4<NkX>#1qZ+;c!&4’G!!CS(qu?^"ksY,2qu?^!l8&DoaT0UBqu?^"ksY,2qu?^!nhU8"_>qh:!&4<NksY/3!’mXdbVK5QquGtLoL&[EXoQU#qu?^!l9t84!’m^faYNoNquH"MoL,k_!!C>!!&4<Nl9t84Y5lU!qu?^RlU:A5Y5lU!qu?^RlU:A5i;h@‘quFbn!&4?O!!MUUoL.pD!!CJ%!&4?O!!C:u !&4?O!!MUUogAdFq#J&‘!&4?O!!C7tr;Zg#lU:D6!’pJ_!!Bbf!&4?O!!C7tquH%NogAdFr;Zg"MF4>r;Zg"a"m]Lr;c.OogAdFr;Zg"�$_a"m]Lr;Zg#lpUM7!’pJ_[kmp^a"m]Lr;Zg#lpUM7!’pJ_[kmp^‘[MmlpUM7!’pJ_[kmp^‘[MmlpUM7!’pJ_[kmp^‘RTKr;c1PogJ]X[ke"<r;ahn!&4?OlpUM7quF2^!&4?O!!C4s r;Zg#m6pV8quF2^!&4?O!!C4sr;Zg#m6pV8quF2^!&4<N‘[Mmm6pV8r;Zg"[ke"<quF_mquH+PogJ‘Y!!BYcquF_m!&4?O!!M^XogJ‘Y!!BYcquF_m!&4<NmR6_9r;Zg"[PRg]!!C4squH.QogJ‘Y!!BYc!&4?O!!C4squ?^RmmQk;!’pJ_!!BYc!&4?O!!C4s!&4?O!!MaYp-mGr;Zg"[PIn;r;Zg"‘A@DlmmQk;!’pJ_!!BVbr;Zg" ‘A@Dl!!MdZp-mGr;Zg"[57a]!!C1r!&4?O!!MdZp-mGr;a2quFlqZ-+Rp-mGr;a2quFl!&4<Nn3lt<!’pJ_ZnqU[‘A7KJqu?^"nO3(=!’pJ_ZnqU[‘&%;k!!Mg[p-mGr;a2!&4?O‘%qBIr;Zg#nO3(=!’pJ_Znh9r;abl!&4<NnO3(=!&4?OZnh9r;abl!&4<NnO3(=!&4?OZnh9r;a_kqu?^"njN1>!&4?OZnh9r;a_k qu?^"njN1>!&4?OcSGPTpAb0qnhU8"r;Zg"‘%qBIquH:Up-m7rVup#j>5‘p!!DdJ!&4?O!!C.q!&4<NnjN1>!&4BP!!D[G!&3")!!DdJ!&4?O!!C+pqu?^"o0i:?r;Zg"mkXqtf)PdQnhU8"r;Zg"___2j!!Mm]p-eiZ!!D[G!&2t(nhU8"quFVj!&4?O!!Mm]p-eiZ!!D[GeH#+qquFVj!&4<No0i:?r;Zg"mk‘JonMC(C__V9Hqu?^" oL/C@r;c7AeH#+qqu?^!___2j!!Mp^p-eiZmPEAnnMC(C!!C+pqZ-7Vp-eiZmPEAnnM:/!quFVj!&4<N!&X@:pI#!Hr;c:B!&2q’!!DaIquFSiqu?^"ogJOB!’pJ_mPEAn!!DaIquFSi!&4<NogJOB!’pJ_mkXqteGoROnMC(C_D;0Gqu?^Rp-eXC!’pJ_mPEAn!!DaI!&4?O!!C(oqu?^"p-eXC!’pM‘!!D[G!&2q’!!DaI!&4?O!!C(o qu?^"p-eXC!’pM‘!!DXFeGoROnM:/!r;Zg"_D;0Gr;Zg#p-eXCr;Zg"mkXqteGoROnM:/!r;Zg"_D;0GquHFYpI+r[!!D[G!&2n&n2’tB_)(uhp-eXCr;Zg"mkXqteGoROn2’tB_(u’Fr;Zg#pI+aDr;Zg"mkXqte, oquFPh!&4<NpI+aDr;Zg"mkXqteGoROn2’tB^bblg!!N’bpI+r[mP=hse, o!&4?O!!C%nqu?^"pdFmF!’pJ_ mPE>m!!D^H!&4?O!!C%n!&4<NpdFmF!’pJ_mPE;ln1t%uquFMgquHL[pd>*Ir;c7AdfAkn!&4?O!!C"mqu?^"q*b!G!’pJ_mPE;ln1t%uquFMg!&4<Nq*b!G!’pM‘!!DXFdfAhmquFMg!&4<Nq*b!G!’pM‘!!DXFdfAhmquFJfqu?^"qF(*H!’pM‘!!D[G!&2k%mkXqtr;aSgqZ-Ipd>*IrVup#mkXqtdfAhm!&4?O^G>jDquHR]pdG&!!D[G!&2k%mkXqtr;Zg"^GGcf!!N0epdG&!!D[G!&2k%!!D[Gr;Zg"^GGcf!!N0epdG&!!D[G!&2k%!!D[Gr;Zg"^G>jDquHU^pdG&!!D[GdJs7LmkakA^G>jDqu?^"r’^<Jr;c7AdJs7LmkXqtr;aPfqZ-O^pdG&mPE8k!!D[G!&4?O!!Btl!&4<Nr’^<Jr;c7AdJs7LmkXqtr;Zg"^,,Ze!!N6gpdG&mPE5jmPFeA!!BqkqZ-R_ q*Y3Jr;c7Ad/‘Sjr;Zg"^,#aCqu?^"r^?QM!’pJ_mkXqtd/‘SjquFGe!&49Mr^?QM!’pJ_mkXqtd/‘Sj!&4?O]efNcr^?QM!’pJ_mkXqtd/‘Sj!&4?O]e]XBqu?d$6q$i=!’pJ_mkXqtd/‘Sj!&4?O!!BnjqZ$Xb7/94N5lC]O1B9,V!:DWC0‘:tO"2-Mf!!,JUq*b,mkXqtd/X.KmPFeA!!Bnj!&4<N!<bgd7/R&R1XH+%"7@uC!51/g 0‘1nO"@W&Rr;Zg"mk‘;j!!DXFquFAcqZ$Uaq*b/]!!D[Gci=%JmP=hsr;aJd!&4<N!(?WNr;Zg"mk‘;j!!DXF!&4?O]/0?b!!N*cr;Zg"mk‘;j!!DXF!&4?O!!Bkiqu?^!q*b/]!!D[Gci=%Jm5+@!!Bkiqu?^!qEt<Kr;Zg"n1t%ucN*>gr;Zg"]JBOAquHR]!’pJ_mkXqtcN*>gquF>bquHR]!’pJ_mkXqtcN*>g!&4?O]/’F@r;c[^ !’pJ_mkXqtcN*>g!&4?O!!Bnj!&4<NqEt<Kr;c:B!&2_!m5"_rr;Zg"^,#aCqZ-I!&4?Omk‘5hm5"_rquFMg!AH5(!;]+^!!!,i1X5t#"77oB!5UGk0_bYE7/[)c"7J%k!!!,g1].6h1^qM"8YFa!!!,i1X5t#"77oB!!!,=1UkL"StOb!!!,i1X5t#"77lE0‘:tO"2m"h!!#F‘7/[)c"7J%k!!!,g1B9--!!!,?1B9-’!!,JUqa:EL r;c:B!&2[u!!DUE!&4<N‘RTKp](9sr^?WO!’pJ_!!D^H!&2[u!!DRDquFbn!&40J!!N6gqa:ELr;c:B!&2XtlneP>a>3fMp](9sr’^EM!’pJ_!!D^H!&2XtlneP>!!CA"!&40J!!N0eqaC>^mkXqtblI)d!&4?O!!CA"p](9sqF(3KquH1A!&2XtlnVqr;Zg"bVK5QpAk"WqaC>^mk‘/flnVqr;Zg"bqf>RpAjtVqaC>^mk‘/flSJJ> !!CJ%pAjqUqaC>^mk‘/flSJJ>!!CM&pAjnTr’UNMr;Zg"mk‘/f!!DRDr;Zg"cSP:q!!N!‘r’UNMr;Zg"mk‘/f!!DRDquG)"!&40J!!Ms_r’UNMr;Zg"mk‘/f!!DRDquG,#!&40J!!Mp^r’^G_!!D^H!&2Us!!DRDquG,#pAjeQr’^G_mkXqtbQ%VFlneP>dPLUtnjNCDquH1A!&2Us!!DRD!&4?Odk^tXq#CBtnO3:CquH1A!&2Us!!DRD !&4?O!!Cb-!&40Jn3m4C!’pJ_!!D[G!&2RrlnVqr;Zg"eh[:[p]0bNrBpW>r;Zg"mk‘)dlnVqr;Zg"f/!C/q#CBsmR7"Aqu?^!mk‘)dlSJJ>!!Ck0p](9sm6pn@quH.@aoL‘‘r;Zg"fe‘C’lU:>quH.@aoL‘‘r;Zg"g,&L(!!MUUr^6‘Or;Zg"mPDuclSJG=gGAR(l9tV>!’pJ_!!DXFaoDDDlneP>gb[)!!MRTr^6‘Or;Zg"mkXqt aoDDDlneP>h(o$bp](9sksYM=qu?^!mkXqtaoDDDlneP>h)"g+!!MLRr^?YamP=hsaoDDDlneP>!!D+7pAjAEr^?YamP=hsaoDDDlnVqr;Zg"i%t*-k!]2:quH.@!&2Oq!!DRD!&4?O!!D19pAj;Cr^?�!!DXF!&2Oq!!DRD!&4?O!!D4:pAj8Br^?�!!DXFa8kN^quGb5pAj5Ar^?�!!DXFa8kN^quGe6pAj2@r^?�!!DXFa8kN^ qu?^!jtl‘3iC*Z5r;Zg"mPDoalSJG=!!DC?pAb0riC*Z5r;Zg"mPDoalSAMpquGq:pAb0ri’dQ4r;Zg"mPDoalSAMpquGt;pAb0qhaIH3r;Zg"mkXqta8kK]qu?^!lSAMppAb0rhaIH3r;Zg"mkXqta8c2BlSJG=!!DRD!&4-I!!M.Hr^?�!!D[G!&2Io!!DOC!&4?O!!DUEp&G’qh*h61r;Zg"mkXqta8c2BlSAMpr;Zg"mPFP:!!M(F r^?�!!D[G!&2Io!!DOC!&4<NmkaY;!!M%E!^oFDr;Zg"mk_ua!!DLBr;Zg"nM:.IpAb3r1tk>!6ps<=!!!,i1WKIq"6q]?!:hr>!!!/S6iobE5lCZ_"7J%c!9uB=!!!,m1LeK"P6$C6ps<=!!!,i1WBF[1B9--!;&)@!!!/Q6ifDquH.@‘W59[!&4BP!!DmMp&G’qeO0F+7/R&Q1WBF[1B9--!;85B!!!,N6ifDquH1A!&2Cml8&Do rVup#pG2e’p&NQ0!CT3N!:M]D0ZF+X1B9--!;J>M0_PLp6if@r;Zg"mkXqt‘W59[!&4BP!!E$Qo‘3B-!(?_b!!D[G!&2Cm!!DOC!&4?OqD7gF!!LY:!(?_b!!D[G!&2Cm!!DOC!&4BP!!E*Sp&G’qcU7b$qu?^!mkXqt‘W,u@lSAMpr;cdPo‘+spc9qY#quH.@‘;fl?lSAMprW!$&1G^‘W!6mn35l:WM1W9=o"7%‘C0‘:tO1�Uj6i]LN !!!,h1W9=o"7%‘C0‘D%P"7lN96i]LN!!!,h1W9=o"7%‘C0^o&B"Ns155_T3[6i]K,!6@Q‘!!!/B7#1gC"NEie!!!/?7#M&^7#_2^6i]T9!!!,97">~> endimage 362 276 4 181 272 212 736 3927 false true 3 beginimage < 00 5E FF 00 00 00 00 00 00 00 00 00 00 00 00 00 > < 000000 2C7D41 FFFFFF 000000 000000 000000 000000 000000 000000 000000 000000 000000 000000 000000 000000 000000 >doclutimage ZQ]ALRj,3‘"!@RD!hCOC+oiba!1b=A,5_E@!hLUE+oib_!!!(m,.8]k!1tIE,52)1,.Jfs+SPj9!hggJ,4kj8!i$sM,4Y^6!i.$O+oibT!2UmN,45H.,.f$!+RT40!iI6S,4#:0!iR<U,3f0,,/#0#+Sl’=!>+i&!!9,D^*3P#q#CEr&H)S/&GH1(,/,6$+Sc!<&J4m@!>,q<!3.6W,5D3?!>,nA!<*Q1&GZ;+!imN[+oib]!<*T/!<!K0 &GZ=,,/5>t!<!N.!!!&t&c)J-!j!T^+orhuq>^Krr=Su.!!3!0!>#h>!!!&%,/GK!!!!&t&c;Y*&buF0,/PN(+Sc$7&c;Y*&bl@0,/PQ"!!!&s&HEC@!;R6%!3dZb+oib^!!!&r&HEC@!!!&r&HEC<!!!)*,/b]$!!!&q&HEC@!!!&q&bl>+!jX#g,5D65&cD�!Vm<-&GZ;+!O<og+oib^!;@’*&GuP’&HEC<!!!),,/kc&!!!&n&c;Y’ &bl>+!jj/k,5D3=!VR-’!;7$"!43rj,5;02&c;V/!VR-$!!!).,01r.+Sc!;!VI$)&H)S/!VI’#!!!)/,01u(!:pd&&H)S/!V@!"!!!)0,0;#/&GcA,!V6m’&H)S/!V?s(&GZ;+!k9Gr,5D6/&c;Y#&HEC<!!!)2,0D,*!!!&i&c;Y"&bl>+!kKT!+oib]!:UTu!!!&k&HEC;!!!)4,0M2+!!!&h&c;V/!V-g&&GQ5*!k]‘$+oib]!:LL" &GuP!&HEC:!!!)6,0V8,!:CF!&GuOu&HEC:!50T$+oib^!!!&e&c;Xu&HEC:!59Z&+oib]!:1<q!:LNp!!**#^EUrIq#CBqlk’4/r;Zfumh,6n^‘q,L!?i$M!:(3s&H)S/!U^O"!VZQo&],a=+oib]!9t-r&GuOq&HEC;!!**#_]mGOq#CBqkn3gnlk’4/p&N#Td38Q5q#KUjqu?]tlk/sl!<E2>,1.V1!!!&‘&c;V/!UC?j!6-52+oib] !9Xpo&H)S/!U:9k!!**#a!/qUq#CBqk7I*quH!o!"el)!<E2A,1@b2!9Fgj!9k’q&GH/*!<U@ee04l8q#KIfquGpm!"ei(!!::ee0=g!!2-mquGml!"eo*!W‘i6b9GI!$M(;it28&r;Zfuk7I*pAb4*!mDk=,5D5u&HEC@!!!&^&HEC:!!*W4bp(^_q#K@c!"f)/!!20n!"ei(!!:Fif-12;q>^Kri=Q&$r;Zfuj:MA’pAb4*!m‘(B ,5M9>!T+Lf!!!&[&bQ,(!mi.D+oib^!8=c!9+U‘!!!)J,1n+9!!!&V&c;Xf&bQ,(!n&:G+oib^!8S7b!8nI^!!!)L,2"1:!!!&U&c;Xd&bH(Q,2+4@+Sl)n&HEC@!!!&W&bH&’!nJRL,5M;o&HEC@!!!&V&b?"S,24=<!!!&S&HEC@!!!&U&HEC7!8&LN+oib^!!!&S&HEC@!!!&T&HEC7!8/RP+oie_!!!&Q&c;X‘&HNFSo‘+t(gEPGt q>^KrfFe#]fF)po‘3bkhBDqBq>f+ZquG=!"ec&hBLf#!$M.=ee.f[eIhHS!!;%%hBMgs!!1X_!"f)/e.DZlpAb0oh]gr%!$M.=!!1X_!"f)/dh)Qkp](9ph]gr%q>f%X!"f)/dLcHjq#CBqh]gu&q>^KreI_cmr;Zfue.DZlpAj(pi?A7EqZ$Tse.DZlr;b=Z!"ei(h]h#’q>^Kre.DZlr;Zfuee%lno‘+sni$./)!$M+<dLlEXf+@uo o)Jali$./)q>^KrdLlEX!!1abn,VAjj!+:!d1Q<Wfb*ZQi$.5+!$M+<!!1IZr;Zfug^sMtoDemm&H)S/!oY?a,5M9>!RMGW!!!&U&b>u(!>,nA!!!)Z,3:!K+Sl)a&cD�!T+Ih&G#o$&HEC?!9#-a+oib^!!!&G&cD�!T4Oi&G#o"&c;Xf,3C*G!!!&F&HECA!!!&Y&HEC6!;d?.&H)S/!obEe,5D5‘&HEC@!9+U^!;R3,&GuOf,3U3N +Sc#^&HEC@!9=^l&G#nr&c;Xg,3^9O+Sc!;!R22V&H)Uj&b>u&!VR-’!!!),3g?P+SYr&HEC@!9Omb!;$j’&H)S/!okKi,5;-<!R),U&H)S/!U10r&G#nn&HEC?!959h+oi2M!!!&B&cD�!ULC!&.nI6!"eW3qu?^0j<Eq7!$M(;!!11Rr;Zfum1B=0oDejlmL]F1quGe%llu3)a:SC‘rVup!mL]F1oDejllk0-q!!;7+m32NQq#CBq a:SC‘r;c9uo)Jaklk’4/qu?]ujWa(9q#CBq‘t8:_r;c@"nc7ndqZ,_%mNMWRq>^Kr‘Xr1^r;cC#o)Rqc!"f&.jWa+:q#JAG!"f)/oF^Wojq.S)quGh&mih‘Sq>eGG!"f)/p(?fpj:V:i!!;:,miqT.!!0tLr;cU)!"e]$iXu%fjs’:=!$M.=!!0qKr;cX*!"e‘%!!2$j!"f&.!!;=-n07]/_%HVGq@N]=o)Jaki"5r#qu?]uk9BC>qZ$Ts _%HVG!!3$1!"e]$h%BPb!!;=-nKIrUqZ+DDr;Zfur=ST#g_’D‘k9BF?qZ$Ts^_-MF!!3’2o)RJV!"f&.k9BI@!$M.=^CgDE!W‘lFo)RDTquGn(nfe&Vqu?]t^C^GWrVus"&bH(S&c;V/!pCj!,5VAS&HEC@!!!T(!!!&M&HEC?!9bWt,5_E@!PT-G&G#l%!RhV&GuOl,4cuY+T)3>!PT-G&G,r&!R_P[&GuOl,4d#U!5/sE&G6#’!RMGV !!!)b,4d#V!!!&b&HEBa!6u2S!!!)b,4d#V!!!&j&HEBZ!6l)U&GuOm,4m&Z+KYXf&HEC?!9k^"+oiag!6PoO!!!&b,4m&Z+Kkde&HEC?!9td#,-LtH!QboR&GuOn,4m(_!65]L!!!Yt,4m(_!65]L!!!Yt,4m)<!7VVY!65ZO&H)S/!p_’&,3](-!R22V&H)S/!QYiQ&H)S/!p_’’+oib]!5&mD&H)S/!QPfN!!!)d,5!,[+T29?!P&dB &H)S/!QPfM!:(j%+oiba!!!&1&HEC@!!!&?&HEC@!:(j%+oiba!!!&0&c;XL&HEC@!!!)e,5!,[+T2;L&c;XL&HEC@!!!)e,5!,[+T2;L&c;XK&c;Xq,5!,[+T2;L&c;XK&c;Xq,5!,[+T2;L&c;XK&HEC@!:1p&,5_GM&HEC@!6,TN&H)Uq,5!/X!4NO?&H)S/!QG‘M!!!)f,5!/X!4NO?&H)S/!QG‘M!!!)f,5!/X!4NO?&GuOJ&c;Xr ,5!/Y!!!&/&HEC?!6,WK!:;!’,5hKA!O‘U<!6,TN&H)S/!q%9*,5hKA!O‘U<!6,TN&GuOr,5!/Y!!!&.&c;V/!QG‘L!:D’(,5hKA!O‘R?&H)S/!QG‘L!!!Z#,5*2+T29?!O‘R?&H)S/!QG]O&H)S/!q.?,+oiba!!!&.&HEC@!!!&=&c;Xt,5*2+T29?!OWO<!!!&=&c;V/!q7E-+oiba!!!&-&cD�!Q>WN&H)S/!q7E-+oiba!43@9 !6#QI!:V3++oiba!43@9!6#NM&GuOt,5*2+T2;I&c;XJ&HEC?!!!)j,5*2+T2;I&c;XI&c;V/!q@K.+oiba!43=<&H)UI&HEC@!!!)j,5*2+T2;I&HEC@!5oHL&GuOu,5*2&H)U9&HEC@!5oHL&GuOu,5*2&H)U9&HEC@!5fEH!!!)k,5*2&H)U9&HEC@!5fEH!!!)k,5*2&H)UT&HEC:!!!&j&HEC@!!!&<&HEC?!:h?-+oi2R !!!&&‘E]i!V-g&&H)S/!Q5QM&GuP!,5*2&H2Y0!UgU#&D$m^!V-g&&H)S/!Q,NI!!!)l,5*5Z!!!&g&HEBo!!!&j&HEC@!!!&;&c;V/!qRW0,5hKA!UgU#&CpjP&HEC?!5fBK&H

²Âña�òÿ¸,/� °²Âñ°ýÇÿ/�»¬~Å¢�~eP6q!!!&Q&bl@l,5i_‘!:CHA!:(6q!!!&R&bl>+!p_’0+oiba!!!&f&]t+>&c;X‘&bc:j,5rbd+T29?!U^QB!!!&d&c;Xa&bc8*!pV!/+oiba!!!&g&HEBb!!!&d&c;Xb&HEC;!!!)b,5rea!!!&g&HEBb!!!&d&c;Xb&bl>+ !pCj-,5_H/&HEBb!!!&d&c;V/!T+L‘!9YR*,5_H/&HEBb!!!&d&HEC@!!!&X&bc:f,5rea!:CF!&BXtQ!ULBu&H,5hKA!U^O"&BXtQ!ULBu&H!:pd&&H

Figure 1: The counter-terrorism scenario.

This scenario has been run several times on the Dartmouth campus with students playing the role of soldiers. Since the ActComm project does not consider hardware issues, each

^soldier~ has a standard laptop computer. Each laptop has a GPS unit to determine the soldier’s position and a wireless Ethernet card to communicate with other soldiers._4 Each gateway soldier simply has a second wireless Ethernet card set to a different transmission frequency (as opposed to the satellite connection that might be available in real life).

4 Each laptop is a 200 MHz Pentium II running Linux, the GPS units are Motorola Oncore units, and the wireless Ethernet cards are Lucent 802.11 Turbo Bronze cards with a maximum throughput of 2 Mb/s and an outdoor range of around 400 meters.

Each soldier has a map of the urban area where the building is located. The current positions of the other soldiers are displayed on the map. The soldiers enter descriptions of the people that they observe entering the building. Each observation is sent to headquarters so that the mission planners can determine whether the person is one of the suspects. As the planners make their determination, they might send a series of pictures to the soldiers, and ask them to identify whether the person is in one of the pictures. The soldiers also can query military databases that live in the main network. The testbed has three available databases: (1) news articles arriving on a military news feed, (2) transcripts of intercepted phone calls, and (3) descriptions of people relevant to the mission at hand and the operational area. The database containing the descriptions is called a black-gray-white (BGW) database, since each person is marked as bad, neutral or good. The soldiers in the field primarily search the BGW database, while the team at headquarters searches all three databases.

3. Technology Components

The ActComm project is concerned with two challenges arising from this scenario, namely, maintaining network connectivity and minimizing the use of the network links that connect the soldiers to the main network. The first challenge is addressed with ad-hoc routing and active messaging, while the second is addressed with mobile code or mobile agents.

3.1. Ad-Hoc Routing

The APRL^5 algorithm (Karp, 1998) from Harvard University provides the basic routing functionality in the testbed. Each laptop continually broadcasts "ping" packets. A laptop that receives a "ping" packet knows that it is in transmission range of the sender and marks the sender as an immediate neighbor. The ping packet includes the complete routing table of the sender, so the receiving laptop also adds routes for those laptops that are reachable via the sending laptop. As the laptops move relative to each other, they receive ping packets from different sets of neighbor laptops and update their routing tables accordingly.

The APRL algorithm has the benefit of simplicity, but it generates more control traffic than desired in some situations. The ActComm project is exploring several other routing algorithms. Under the GPSR algorithm, the sending laptop looks up the physical location of the target laptop, and then sends the message to the neighboring laptop that is physically closest to the target’s location (Karp, 2000). Due to variations in laptop distribution, there might be times when there is no neighbor closer to the target. To handle this, GPSR sends out probe packets to map the boundaries of regions that contain no laptops. Packets are routed around the edges of these "void" regions when necessary. GPSR generates less control traffic than APRL, but does require a robust lookup service. Other routing algorithms under consideration include STARA (Gupta, 1997), which takes the delay along each network path into account, and several mobile-code approaches, such as (Minar, 1999), in which routing agents move from machine to machine, updating the routing tables as they move.

3.2. Active Messaging

5 APRL stands for Any Path Routing without Loops; GPSR, Greedy Perimeter Stateless Routing, and STARA, System and Traffic Dependent Adaptive Routing Algorithm.

The routing algorithms above identify a route between two computers, but of course, only if a route physically exists. In a dynamic wireless network, there might never be a moment at which there exists a complete route from the source to the target computer. Instead the message must be sent partway through the network, and then sent the rest of the way once the changing connectivity opens up a path to the target. In other words, there must be another layer on top of the basic routing system to handle network disconnections. The goal of this layer is to queue messages as ^close~ as possible to the critical disconnection, so that the data can be forwarded as soon as the disconnection goes away.

There are several approaches to constructing this layer, but one of the most promising is active messaging (Okino, 1999). In active messaging, each message specifies its own routing strategy, possibly in the form of procedural code that is attached to the message. The advantage of active messaging is that each application can apply an application-specific routing policy to its own messages. For example, an application might use a routing strategy that replicates high-priority messages at key network points and then sends the copies along different network paths. In the current testbed, the routing strategy is simple. Each message is sent to whichever reachable machine most recently had a connection to the ultimate target._6

The message waits on that machine until the target is once again reachable. This simple strategy is sufficient but not as efficient as desired. In particular, since all the machines are moving, the target machine might re-connect to the network far away from the machine on which the message is waiting. The message then must be transmitted across several extra hops. One of the key goals during the remainder of the project is to identify the most appropriate routing and active-messaging strategies.

3.3. Mobile Code / Mobile Agents

A mobile agent is simply the most general form of mobile code, namely, an executing program that can move at times of its own choosing from one machine to another. A mobile agent often, but not always, displays some of the other characteristics associated with agents, such as autonomy and adaptivity. Mobile agents are used to move computation to more attractive network locations, often to avoid the use of unreliable or low-bandwidth network links. A more extensive discussion of mobile agents and the rationale behind their use can be found in (Gray, 2000). In the testbed, mobile agents are used for three purposes. First, the active-messaging system is implemented on top of the mobile-agent system. Each message is wrapped inside a mobile agent, which carries the message through the network. Although a production system would be implemented much closer to the network layer, implementing the system on top of the mobile-agent system allowed extremely rapid development.

Second, mobile agents that move from the soldiers´ machines into the main network perform all multi-step queries._7 The agents interact with the needed databases without using the unreliable, low-bandwidth link that connects the soldiers to the main network. The agent

6 The current testbed uses TCP/IP as the lowest-level transport mechanism. TCP/IP performs poorly, however, when the connection spans multiple wireless links. Thus, the messages are actually transmitted hop by hop. The entire message is sent to an immediate network neighbor, from there to the next machine in the route, and so on. Later versions of the testbed will replace TCP/IP with one of the many proposed wireless transport protocols.

7 Mobile agents also perform the queries entered by the mission planners at headquarters, since headquarters itself often has an unreliable connection to the main network.

completes the query faster, and does not waste bandwidth by sending intermediate results back to the soldiers. Of course, with sufficient a priori knowledge of a multi-step query, database or proxy developers could implement a single high-level operation that performs the query. These developers, however, can never have a priori knowledge of all queries. Mobile agents allow the queries to be performed efficiently even when developers have not provided query-specific support.

Finally, after a soldier sends an observation to headquarters, headquarters might send back a set of pictures. The soldier confirms whether the person she saw is in one of the pictures. In the testbed, headquarters sends not only the pictures, but also the code that displays the pictures and allows the soldier to browse them. The code and pictures are sent as a single mobile agent. As before, the picture-browsing code could be installed on the soldier´s machine before the mission begins. The mobile agent, however, eliminates the need for the pre-installation step, something that is important if the mission is planned rapidly, and the soldier has never been involved in a ^picture~ mission before.

4. More Intelligent Agents

The agents in the current testbed are simple information and interface agents. Highly intelligent agents, however, are needed in the network layer itself to fully solve the routing and disconnection problems. In particular, if the network layer could detect an impending network disconnection, applications would have a brief time window in which to prepare for the disconnection. For example, a replicated server might pro-actively start a new replica (rather than waiting until a failure occurs after the disconnection). Major Lisa Shay at RPI, building on the work of (Thottan, 1998), is developing agents that learn the characteristics of the wireless network, and then detect impending disconnections by monitoring signal strengths, traffic levels and position (GPS) changes.

Also important are planning agents that decide how to allocate scarce network resources to competing applications. (Bredin, 2000) develops market-based algorithms for system-level allocation of bandwidth and other resources. At a higher level, (Mozumi, 1998) presents several algorithms that allow a mobile agent to plan the best route through the network (i.e., which copy of a replicated database should it use, which database should it visit first if the task is not strictly sequential, and so on). Although these network-sensing and planning agents are not used in the current testbed, they will play a key role in future versions.

5. Conclusion

The ActComm project aims to provide computer access to soldier in the field. Its initial focus has been the routing algorithms needed to maintain network connectivity and the mobile agents that move query processing into the main network (or interface code onto the soldiers´ machines). Its next focus will be the network-sensing and planning agents. When all the components are eventually integrated, they will form an effective infrastructure for supporting applications in dynamic wireless networks. With the current proliferation of such networks, the components and infrastructure will be applicable far beyond the military domain.

6. Acknowledgements

The ActComm project involves many people. Sue McGrath at Lockheed Martin, Eileen Entin at ALPHATECH, and Major Lisa Shay at RPI were instrumental in developing the counterterrorism scenario. Brad Karp developed both the APRL and GPSR routing algorithms. The other lead researchers are George Cybenko, David Kotz and Daniela Rus at Dartmouth

College, H. T. Kung at Harvard Univesity, Ken Vastola at RPI, P. R. Kumar, Tamer Basar and Gul Agha at the University of Illinois, and Ken Whitebread at Lockheed Martin. Arne

Grimstrup and Ron Peterson, two staff members at Dartmouth, provided significant programming support. In addition, an army of students at the academic institutions helped to integrate the components into the testbed. Finally, many thanks to the Department of Defense and AFOSR, who fund the project under AFOSR contract F49620-97-1-03821.

References

(Bredin, 2000) Jonathan Bredin, Rajiv T. Maheswaran, Cagri Imer, Tamer Basar, David

Kotz and Daniela Rus. ^A Game-Theoretic Formulation of Multi-Agent

Resource Allocation.~ In Proceedings of the Fourth International

Conference on Autonomous Agents, Barcelona, May, 2000. To appear.

(Gray, 2000) Robert S. Gray, George Cybenko, David Kotz and Daniela Rus.

^Mobile Agents: Motivations and State-of-the-Art Systems.~ In Jeffrey

M. Bradshaw, editor, Handbook of Agent Technology, AAAI/MIT Press,

2000. In press.

(Gupta, 1997) Piyush Gupta and P. R. Kumar. ‘‘A system and traffic dependent adaptive routing algorithm for ad hoc networks.’’ In Proceedings of the

36th IEEE Conference on Decision and Control, pages 2375-2380, San

Diego, December, 1997.

(Karp, 1998) Brad Karp and H. T. Kung. ^Dynamic Neighbor Discovery and Loop-

Free, Multi-Hop Routing for Wireless, Mobile Networks.~ Harvard

University, May, 1998. Draft. Available at http://www.eecs.harvard.edu/~karp/aprl.ps

(Karp, 2000) Brad Karp and H. T. Kung. ^Greedy Perimeter Stateless Routing.~

Harvard University, February 2000. Submitted to Mobicom 2000.

(Minar, 1999) Kwindla Hultman Kramer, Nelson Minar and Pattie Maes. ^Tutorial:

Mobile Software Agents for Dynamic Routing.~ In Mobile Computing and Communications Review, 3(2), 1999, pages 12-16.

(Moizumi, 1998) Katsuhiro Moizumi. The mobile-agent planning problem. Ph.D. Thesis,

Thayer School of Engineering, Dartmouth College, 1998.

(Okino, 1999) Clayton Okino and George Cybenko. ^Modeling and analysis of active messages in volatile networks,~ In Proceedings of the 37_{th} Annual

Allerton Conference on Communications, Control and Computing,

Allerton, Illinois, September 22-24, 1999. Available at http://agent.cs.dartmouth.edu/papers/okino:active.ps.Z

(Thottan, 1998) Marina Thottan and Chuanyi Ji. "Proactive Anomaly Detection Using Distributed Intelligent Agents." In IEEE Network, Sep/Oct 1998, pages 21-27.