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ABSTRACT
Dynamic Bandwidth Management for the Internet and its
Wireless Extensions

Raymond Rui-Feng Liao

Over the past decade network bandwidth has become a commodity item putting
pressure on Internet Service Providers (ISPs) to differentiate their service offerings
to customers in order to maintain market share. However, realizing service differen-
tiation in IP networks is a broad, multi-dimensional and challenging problem. This
thesis addresses this problem and proposes new approaches for bandwidth service
management for the Internet and its wireless extensions that include: (i) utility-
based adaptation mechanisms, which capture applications needs and address the
technical challenges of supporting controlled service degradation in differentiated
service networks; (ii) dynamic provisioning for core networks, which resolves the
technical issues associated with managing complex traffic aggregates and delivering
quantitative differentiated services in networks with limited state information and
control mechanisms; and (iii) incentive engineering, which effectively deals with the
arbitrage problem inherent in differentiated services models. We take a systems
approach to these problems and investigate new policy modeling, algorithms, and
protocol design techniques. We evaluate our research ideas using a combination of
analysis, simulation, and results from an experimental wireless testbed.

This thesis makes a number of contributions. Our study is founded on band-
width utility functions, which are capable of capturing the intrinsic adaptability of
applications to bandwidth changes. First, we propose a unified formulation of band-

width utility functions for application aggregates including TCP, small audio flows,



and individual video flows. We discuss experiments using the online generation of
utility functions from video traces and present a utility prediction algorithm that
addresses the time scale mismatch that exits between video content changes and
network adaptation time-scales.

Next, we present two groups of utility-based link allocation algorithms that pro-
vide a foundation for utility differentiating and utility maximizing bandwidth man-
agement. The utility maximizing algorithm leverages the piecewise linear quantiza-
tion of utility functions and uses the Kuhn-Tucker condition to significantly reduce
the algorithm execution time. Our utility differentiating algorithm supports utility
fair allocation that allows individual utility functions to have different maximum
utility values. We extend these results to the problem of multi-hop utility-based
flow control by augmenting the max-min flow control algorithm to support utility
functions. We study, propose and evaluate a utility-based max-min fair allocation
and renegotiation protocol in the context of an edge-based wireless access network
taking into consideration convergence speed, protocol state reduction, and the man-
agement of application adaptation states.

Third, we present a dynamic bandwidth provisioning model for quantitative
service differentiation in core networks that comprises node and core provisioning
algorithms. The node provisioning algorithm prevents transient violations of Service
Level Agreements (SLAs) by predicting the onset of service level violations based
on a multi-class virtual queue technique, self-adjusting per-class service weights,
and packet dropping thresholds at core routers. Persistent service level violations
are reported to a dynamic core provisioning algorithm, which dimensions traffic
aggregates at the network ingress taking into account fairness issues not only across
different traffic aggregates but also within the same aggregate whose packets can

take different routes in the core IP network. We solve the problem of rate regulation



for point-to-multipoint flow aggregates with the use of matrix inverse operations.
We demonstrate that our model is capable of delivering capacity provisioning in an
efficient manner and providing quantitative delay-bounds with differentiated loss
across per-aggregate service classes.

Finally, we propose incentive engineering techniques and design two incentive-
based allocation service classes that effectively constrain the strategy space of sub-
scribers to a set of cooperative behaviors that include the truthful selection of a
service class and truthful declaration of bandwidth demands. Our design minimizes
protocol messaging overhead imposed on wireless subscribers while possessing a
number of beneficial properties including Nash bargaining fairness for the instanta-
neous allocation service, and incentive compatibility for mobile users promoting the

truthful declaration of their service preferences.
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Chapter 1

Introduction

1.1. Overview

The tremendous growth of Internet users, service providers, and networking infras-
tructure over the past decade has effectively driven network bandwidth close to a
commodity item [81]. As a result, service providers are under mounting pressure
to differentiate their service offerings to their customers in order to maintain mar-
ket share. In order for telecommunications carriers and Internet Service Providers
(ISPs) to differentiate themselves from their competitors in this manner there is a
need to better understand the challenges in offering service differentiation to cus-
tomers in order to engineer scalable and efficient bandwidth management mecha-
nisms and policies into the global Internet. These challenges are not solely in the
domain of network quality of service (QOS) research and development. Rather,
they also impact other related areas such as controlled service degradation and pric-
ing, as well as non-technical concerns such as marketing (e.g., branding and market
segmentation). These challenges present a number of technical barriers that compli-
cate the design and wide-scale deployment of service differentiation and bandwidth
management techniques. This thesis concerns itself with this problem and investi-

gates, designs and analyzes new bandwidth service models, control algorithms, and



policies for the Internet and its wireless extensions.

The implications of product differentiation using commodity bandwidth services
can be better understood by studying other related commodity markets. The elec-
tricity distribution network, which evolved over a much longer period into a com-
modity, shares a number of similarities to emerging data networks. For example,
both electricity and bandwidth are perishable goods, and both networks experi-
ence significant load differences between peak and off-peak hours. In the electricity
market, “controlled service degradation” based on interruptible service incentive
contracts have been used as a product differentiator for a number of years now.
For example, ConEdison in New York offers four energy management programs to
large-use customers with financial incentives for voluntary load reduction!. This
control-based incentive technique has proven very effective in reducing congestion
and the spot price of wholesale electricity [86]. Marketing techniques such as brand-
ing have also played an important role in differentiating electricity as a commodity
item. In Europe, electricity generated from “green energy” (e.g., hydro, solar and
wind) enjoys a higher price over electricity generated from fossil and nuclear fu-
els [97].

Following on from these observations it is likely that future bandwidth service
models, mechanisms, and policies capable of providing a foundation for service dif-
ferentiation will also be driven by a complex mix of technical and non-technical
concerns. For example, network QOS mechanisms will need to provide flexible in-
terfaces to support diverse service differentiation needs (e.g., supporting measures
such as controlled service degradation). Engineering network QOS, however, will
likely not be the sole concern of future bandwidth service management mechanisms.

Rather, mechanisms will need to be carefully designed to avoid interfering with

thttp:/ /www.coned.com /sales/business /bus_econ_develop.htm



packet flow bandwidth management rerouting—based capacity planning
scheduling control admission control traffic engineering  peering negotiation
1 1 1 1 —
sub—msec 100 of msec seconds to hours hours to days weeks to months

Figure 1-1: QOS Mechanisms over Different Time-Scales

other service differentiating non-technical and business drivers (e.g., pricing). A
good example of such interference is congestion pricing, which is technically sound
but practically infeasible because it entangles congestion mitigation techniques with
largely business concerns such as service charging.

Such “tussles” in mechanism design are described by Clark et. al. in [25], where
“different stakeholders that are part of the Internet milieu have interests that may
be adverse to each other, and these parties each vie to favor their particular inter-
ests”. Two design principles to deal with tussles have been proposed as part of the
NewArch Project?: (i) to modularize the design along tussle boundaries, so that one
tussle does not spill over and distort unrelated issues; and (ii) to design for choice,
to permit the different players to express their preferences. In this thesis, we focus
on the tussle space surrounding the realization of bandwidth service management
for the Internet and its wireless extensions.

The bandwidth service management mechanisms that we study in this thesis
all operate at the medium time-scale control point (i.e., seconds to hours), as illus-
trated in Figure 1-1. We argue in this thesis that this control point best bridges the
gap between packet level operations and the diverse needs of applications. At the
packet-level, QOS techniques such as packet scheduling, queue management, traffic
shaping, and flow control have been the concern of networking research community
for over a decade. These techniques operate on fast time-scales (i.e., sub-second

time-scales) as shown in Figure 1-1. Standardization efforts best exemplified by

http:/ /www.isi.edu/newarch



the work of IETF DiffServ Working Group [35] are addressing the inter-operability
issues of these mechanisms in support of global differentiated services. Over slower
time-scales (i.e., hours to months), traffic engineering techniques including rerout-
ing and capacity planning are used for network management and planning. Over
medium time-scales (i.e., seconds to minutes), network resource allocation policies
are solely based on admission control techniques. However, because admission con-
trol by definition only imposes control at session setup time, while bandwidth service
management for ongoing sessions has not been thoroughly investigated in the liter-
ature, as a result, service differentiation is not maintained during periods of device
failure and severe congestion (e.g., resulted from the flash crowd effect). In this the-
sis we study models and mechanisms that can be effective at this medium time-scale
(as shown Figure 1-1) in support of service differentiation. We conjecture that this
point of control and time-scale offers the best Application Programming Interfaces
(APIs) for service creation and bandwidth service management. Furthermore, we
argue that this control point and time-scale will not impact fast time-scale packet
forwarding operations but will provide a suitable management interface to impor-
tant parameters to influence traffic control (e.g., service weights for a weighted fair
queueing scheduler, or dropping threshold for a buffer management algorithm, etc.).

The problem of engineering solutions for service differentiation for the Internet
core and edge-based networks is broad, multi-dimensional and challenging. In this
thesis, we address three specific challenges within the context of this broader prob-
lem. We consider these challenges the more pressing ones that require significant
advances in research to better judge the overall feasibility of the general approach
we advocate. These challenges follow on from the discussion above on degradation
control, dynamic provisioning and creating incentives for differentiated services, and

comprise:



e The controlled service degradation problem, which relates to the condition
where under a service differentiation regime bandwidth becomes limited and
time-varying. We study how applications can respond under such conditions
and how networks can engineer solutions that can take account of the applica-
tion’s ability to adapt to such changes. This problem is particularly pressing
in the design of edge-based IP networks. We focus our attention on edge-
based wireless networks, which need to be responsive to changes in available
bandwidth (e.g., due to overloading, persistent congestion, addition of new
sessions due to handoff), and applications that are agile to such changes. This
problem raises a number of questions. How do we capture the agility of ap-
plications? How do we take control and management actions based on this
knowledge? What are the best optimization policies for such networks in the

face of strongly time-varying bandwidth supply and demand?

e The quantitative traffic aggregates problem, which relates to provisioning
quantitative differentiated services when there is insufficient control informa-
tion and fast time-scale control mechanisms available. This problem is acute
in the design of core IP networks. We study scalable bandwidth management
techniques for traffic aggregates that are capable of delivering quantitative
differentiated services between ingress and egress points. This problem raises
a number of questions. The most pressing question being: how do we manage
quantitative differentiation for traffic aggregates (usually point to multipoint
aggregates) when the time-scale for control is coarse and state information is

limited?

e The incentive engineering problem, which concerns the stable operation of
differentiated service offerings. We conjecture in this thesis that without a

suitable built-in incentive structure the deployment of differentiated services



may result in the “tragedy of the commons” phenomenon [46]. Under such
conditions lower priority packets take advantage of service differentiation by
transiting their packets using higher priority service classes. We address this
arbitrage problem by studying incentive engineering techniques for edge-based
wireless networks that create incentives for mobile users to truthfully self-
differentiate their service needs based on their application needs. This problem
raises a number of important issues. How do we support service differentia-
tion when there is a lack of user cooperation? How do we design market-based
mechanisms that promote suitable user strategies and the stable operation of
bandwidth management systems? How do we create incentives for users to
truthfully self-differentiate based on their application needs? We consider in-
centive engineering within the context of edge-based wireless access networks,
which presents a highly dynamic problem space. We investigate incentive en-
gineering techniques that eliminate arbitrage in service differentiation based

networks.

1.2. Technical Barriers

In what follows, we discuss the specific technical barriers to solving the problems

discussed above.

1.2.1 Application-Aware Controlled Service Degradation

Controlled service degradation is an important component of service management
for networks. It reflects a paradigm shift away from hard QOS guarantees toward
soft and adaptive QOS assurances. We study mechanisms and models for controlled
service degradation in the context of edge-based wireless networks where deliver-

ing hard QOS is not feasible for a number of reasons. Physical layer impairments



(e.g., co-channel interference, hidden terminals, path-loss, fast fading and shadow-
ing) contribute toward time-varying error characteristics and time-varying channel
capacity making the delivery of hard QOS guarantees unlikely. In addition, user
mobility can trigger rapid degradation in the delivered service quality (e.g., during
handoff). These operating conditions result in the delivery of time-varying QOS to
mobile applications.

The ability of mobile applications to adapt to such changes while keeping the
user’s perceptible quality meaningful is challenging. Existing mobile networks (e.g.,
Mobile IP and 3G cellular systems) lack the architectural flexibility to accommodate
application-specific adaptation needs in time-varying environments. Those networks
and models that support network QOS mechanisms often rely on end-systems to
declare their QOS requirements such as bandwidth, delay, and delay jitter. This
approach leads to frequent renegotiation between end-systems and the network dur-
ing periods of change resulting in poor scalability when the number of flows or
traffic aggregates® grow or when adaptation becomes more frequent (e.g., as in the
case of wireless mobile networks). As a result, there is a need to design efficient
network adaptation techniques to support controlled service degradation. Unlike
end-system oriented approaches, however, network-based adaptation is intrinsically

more complex, presenting a number of challenges:

e How do we model an application’s adaptive QOS demands, and furthermore,

over what time-scale?

e How do we formulate bandwidth allocation algorithms for controlled service

degradation that maximize utilization, fairness, and differentiation?

3The terms flow and traffic aggregate are used synonymously in this thesis. Both refer to
packets satisfying the same packet header classification rules and sharing the same routing path
in the network.



e How do we design these bandwidth allocation algorithms to operate in net-
works with multiple bottlenecks, and at the same time support efficient state
management and application dynamics such as convergence and allocation

stability?

1.2.2 Quantitative Service Differentiation for Traffic Aggregates

Detailed control information (e.g., per-flow states) and supporting control mecha-
nisms (e.g., per-flow queueing) are not practical in the design of core networks in
order to gain architectural scalability. Consequently, the resulting level of service dif-
ferentiation between service classes is often qualitative in nature. However, network
practitioners have to use quantitative provisioning rules to automatically engineer
a network that experiences persistent congestion or device failure while attempting
to maintain service differentiation [98, 84]. This presents a number of challenges
for the emerging differentiated services Internet. For example, there is a need to
develop solutions that can deliver quantitative differentiated services with suitable
network control granularity, and scalable and efficient network state management.
We conjecture that a more dynamic form of provisioning is needed to compensate
for the coarser-grained state information and the lack of network controllability,
if, service differentiation is to be effectively realized. However, unlike traditional
telecommunication networks, where traffic characteristics are well understood and
well controlled, and long-term capacity planning can be effectively applied, Internet
traffic is more diverse and bursty, often exhibiting long range dependence [107]. As
a result, there is a need to design measurement-based dynamic control algorithms
that can perform well under diverse traffic conditions. Another important challenge
facing bandwidth management is the complexity associated with the rate control of

traffic aggregates in core networks which may comprise of flows exiting at different



network egress points. This problem occurs when ingress rate control can only be
exerted on a per traffic aggregate basis, (i.e., at the root of a traffic aggregate’s
point-to-multipoint distribution tree). Under such conditions, any rate reduction of
an aggregate would penalizes traffic flowing along branches of the tree that are not

congested.

1.2.3 Creating Incentives for Service Differentiation

Service differentiation has an intrinsic arbitrage problem if left unchecked where
packets switch from the lower service class to be sent using a better service class.
Consider two service classes, one designed to offer stable allocation for real-time
applications such as streaming video, and the other designed for best effort alloca-
tion for bursty data applications such as web transactions. Without an incentive
structure, the stable allocation service could be “overrun” by data applications. An
obvious solution to this arbitrage problem is monetary pricing. For example, con-
gestion pricing [74, 58, 72| is considered superior in theory for distributed implemen-
tation of optimal bandwidth allocation, where the price is the Lagrange multiplier
of the underlying resource optimization problem. Unfortunately, monetary conges-
tion pricing is not practical because it becomes entangled with the service charge
which is largely business driven - creating an unwanted tussle. It also violates users’
preference on pricing simplicity, stability, and predictability [81, 38, 5]. As a re-
sult, the prevailing charging model for network service is block-rate charging, which
comprises a fixed charge for usage within a block of usage time or bytes delivered,
and a higher flat rate for any usage that exceeds the block amount. However, this
type of charging model is vulnerable to arbitrage situations too. Therefore, there is
a need to develop new incentive mechanisms that on the one hand do not interfere

with monetary service charging, and on the other, eliminates potential arbitrage in
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differentiated service-based networks.

1.3. Thesis Outline

This thesis proposes new approaches for bandwidth service management for the
Internet and its wireless extensions that include (i) utility-based adaptation mech-
anisms to capture applications needs and to address the technical challenges of
controlled service degradation; (ii) dynamic provisioning for core networks that re-
solves the technical issues associated with managing complex traffic aggregates and
supporting quantitative differentiated services; and (iii) incentive engineering to
deal with the arbitrage issues that emerge in differentiated services models. We
take a systems approach to these problems and investigate new policy modeling,
algorithms and protocol design techniques. We evaluate the proposed protocols,
mechanisms, and policies using a combination of analysis, simulation, and results

from an experimental testbed. The outline of our study is as follows.

1.3.1 Utility Function Formulation

Our investigation of bandwidth service management is founded on bandwidth utility
functions, which are capable of capturing the intrinsic adaptability of applications to
bandwidth changes. Bandwidth utility functions have been widely discussed in the
signal processing community in the form of rate distortion functions [92, 9, 82] for
lossy video coding. However, their use in the networking community has remained
largely on an abstract level [93, 18] or as a model to formulate the network effect of
TCP congestion control algorithms [60, 63]. There is a need for better coordination
between the utility generation methods used by the signal processing and network-
ing communities; that is, to unify the difference between utility measurement and

utility formulation. Another challenge related to video utility measurement is the
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lack of online utility measurement methods that can operate at network adaptation
time-scales. Previous work on video utility measurement is based on off-line proce-
dures [87, 66, 106, 65]. Online utility measurement methods [15], on the other hand,
generate utility functions over very short time intervals (e.g., tens of milliseconds
for each video frame) due to the scene changes associated with video flows. Network
adaptation, however, typically operates over much longer intervals potentially in the
order of seconds or even minutes. This is a product of the network signaling system
efficiency, the need for stable allocation by the resource management system, and the
round trip delay between source encoders and receiver decoders. In Chapter 2, we
take a cross-disciplinary approach to utility generation and propose a unified formu-
lation of bandwidth utility functions for application aggregates including TCP and
small audio flows, and individual video flows. We discuss experiments using the on-
line generation of utility functions from video traces and present a utility prediction
algorithm that addresses the time-scale mismatch between video content changes
and network adaptation speed. The self-adaptive algorithm discussed in this chap-
ter predicts a utility function that tightly tracks variations in video content over the

network adaptation time-scale while minimizing incidences of prediction error.

1.3.2 Utility-Based Link Allocation Algorithms

There is a lack of utility-based bandwidth management algorithms that are efficient
and flexible enough to realize different service differentiation policies. These poli-
cies may include equalizing the utility of all applications, or differentiating utility by
service class, or maximizing the total utility. Previous work on utility maximization
algorithms (e.g., the Q-RAM [85] framework of maximizing total utility) are known
to be computationally intensive (i.e., NP-hard), while the work on fair or differen-

tiated allocation [47, 102] has been bandwidth-based rather than utility-based. In
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Chapter 3, we present two groups of utility-based link allocation algorithms that
provide a foundation for utility differentiating and utility maximizing bandwidth
management. The utility maximizing algorithm discussed in this chapter leverages
the piecewise linear quantization of utility functions and uses the Kuhn-Tucker [62]
condition to significantly reduce the algorithm execution time. Our utility differen-
tiating algorithm supports utility fair allocation that allows individual utility func-
tions to have different maximum utility values. In addition, we present a hierarchical
structure that augments the Class Based Queueing (CBQ [40]) algorithm to support

a combination of the proposed utility-based bandwidth management policies.

1.3.3 Utility-Based Adaptation in Wireless Access Networks

Distributed bandwidth management schemes are more complex than the case of a
single link (as discussed in Chapter 3) because one flow’s allocation can be affected
by other flows sharing a portion of a multi-hop route. In Chapter 4, we extend our
study in two directions: (i) from a single link to multi-hop network with multiple
bottlenecks; and (ii) augment utility functions with additional properties such as
convergence and allocation stability. Max-min fairness [52] is the most widely used
fairness criterion found in bandwidth allocation algorithms for networks. Here, the
idea is to maximize the allocation of flows with the least allocation; that is, to allow
a flow to increase its allocation provided that the increase does not subsequently
cause a decrease in the allocation of a flow holding a lower or equal bandwidth alloca-
tion [10]. We augment the max-min flow control algorithm with a new utility-based
max-min fair allocation scheme, and design a renegotiation protocol to improve the
convergence speed and to reduce protocol state management. We investigate the
performance of the algorithm as part of a mobile network adaptation architecture

comprising a split level adaptation control framework that operates at the network
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and application levels. The network level control realizes a distributed implementa-
tion of the utility-based max-min fair bandwidth allocation. The application level
control is managed by a set of distributed adaptation handlers that operate at mobile
devices realizing application-specific adaptation strategies. Our network-based ap-
proach to realizing adaptation policies differs from end-system oriented approaches
found in the literature [79, 41]. We demonstrate that our utility-based adaptation
framework is a more generic than end-system oriented approaches because all appli-
cations can benefit. In addition, our approach is more efficient because we reduce
the reliance on the real time signaling of application resource requirements by using

utility functions to model a range of application requirements in advance.

1.3.4 Quantitative Service Differentiation for Traffic Aggregates in Core

Networks

In Chapter 5, we shift our focus from edge-based networks to core networks. In a
core network, per-flow states such as utility functions are kept at the edge of the
core network. In this case, the challenge becomes gaining effective control with
coarse granularity control information resulting from the aggregation of flow states
and control mechanisms. Most of current quantitative differentiated service results
are based on packet scheduling [95, 96, 27, 71, 48] and admission control techniques
[21, 17, 44, 59]. In contrast, we present a dynamic bandwidth provisioning frame-
work for quantitative service differentiation. Our scheme comprises a pair of node
and core provisioning algorithms. The node provisioning algorithm prevents tran-
sient violations of service level agreements by predicting the onset of service level
violations based on a multi-class virtual queue technique [44, 59], self-adjusting
per-class service weights and packet dropping thresholds at core routers. Persistent

service level violations are reported to a dynamic core provisioning algorithm, which
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dimensions traffic aggregates at the network ingress taking into account fairness is-
sues not only across different traffic aggregates but also within the same aggregate
whose packets can take different routes in the core IP network. We solve the prob-
lem of rate regulation for point-to-multipoint flow aggregates with the use of matrix
inverse operations. We demonstrate that our model is capable of delivering capacity
provisioning in an efficient manner and providing quantitative delay-bounds with

differentiated loss across per-aggregate service classes.

1.3.5 Incentive Engineering for Service Differentiation in Wireless Ac-

cess Networks

In Chapter 6 we address the incentive compatibility issue to remove arbitrage that
are intrinsic to service differentiation. We focus on edge-based wireless extensions
to the Internet based on wireless LAN technology. In this chapter, we apply in-
centive engineering techniques [28] (also known as mechanism design in game the-
ory [103, 43]) without the need of monetary service charge. The scheme supports
two incentive-based allocation service classes: instantaneous allocation and stable
allocation, which are designed to support data and real-time applications, respec-
tively. The algorithms effectively constrain the strategy space of subscribers to a
set of cooperative behaviors that include the truthful selection of service class and
truthful declaration of bandwidth demands, which avoid the convergence delay that
is common to repeated game strategies [43]. Our design minimizes protocol messag-
ing overhead imposed on wireless subscribers while possessing a number of beneficial
properties including Nash bargaining fairness [109, 78| for the instantaneous allo-
cation service, and incentive compatibility for mobile users promoting the truthful

declaration of service preferences and bandwidth demands.
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1.4. Thesis Contribution

The major contributions of this thesis can be summarized as follows:

e We propose the first unified framework of bandwidth utility functions for both
multimedia and data applications. We resolve the time-scale mismatch be-
tween the generation of video utility functions and network adaptation by

designing a self-adaptive utility prediction algorithm.

e We design the first algorithm that is able to integrate and support in a hierar-
chical and efficient manner diverse utility-based allocation policies including

utility-fair, utility-differentiated and utility-maximizing allocations.

e We present the first design of adaptation control for wireless/mobile networks
that supports both network and application level adaptation requirements.
The network protocol and mechanisms are built on utility-based max-min fair
bandwidth allocation based on an extension of the max-min flow control algo-
rithm. The application level design supports application specific adaptation

constraints based on time-scale and bandwidth granularity.

e Our DiffServ provisioning work is the first to demonstrate quantitative ser-
vice differentiation for traffic aggregates. The state of the art at the time was
either quantitative performance guarantee for individual flow (Stoica’s CSFQ
work [95, 96]) with the packet header carrying the control state or qualita-
tive differentiation for traffic aggregates (Dovrolis’ work of proportional Diff-
Serv [27]). We realize this by dynamically changing the service weights of
an off-the-shelf per-class weighted scheduler, with an extended virtual queue
technique [44, 59] to predict traffic overloads under bursty and self-similar

multi-class traffic conditions.
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e QOur core provisioning work is unique because we are the first to identify a
potential problem in edge provisioning of traffic aggregates. We formulate
the problem as a flow control problem where some branches of the point-to-
multipoint trees are congested but the control points are at the root of these
trees. We present optimum solutions for fairness across multiple trees, fairness

within a tree, and a combination of both.

e We present the first incentive-compatible service model and mechanisms that
supports stabilizing bandwidth allocation needed by multimedia applications.
Our design possesses a number of beneficial properties including minimizing
the algorithmic and protocol overhead on mobile devices, Nash bargaining
fairness, and incentive compatibility for mobile users promoting the truthful
selection of service classes and bandwidth declarations. The system is imple-
mented over wincent (for wireless LAN incentive engineering testbed), whose

source code is available from the Web?.

Lwincent testbed open source code can be downloaded from

http://www.comet.columbia.edu/cubanet/wincent/ .
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Chapter 2

Utility Function Formulation: A Unifying
Abstraction for Networks, Applications and

Content

2.1. Introduction

Multimedia systems that deliver content across the Internet and its wireless access
networks often encounter congested links shared by other multimedia flows and con-
tending best-effort TCP data traffic. Conventional solutions to this problem redis-
tribute congested bandwidth among contending flows in a manner that is typically
application and service unaware. With advances in the packet processing capability
of networking equipment (e.g., gateways, switches, routers and base stations), more
sophisticated and effective bandwidth allocation algorithms become viable at the

network congestion points (e.g., wireless links).

2.1.1 Utility-based Bandwidth Allocation Framework

In the first part of the thesis (viz. Chapters 2-4), we study a unified approach
capable of supporting both application-aware and service-differentiated bandwidth

allocation for Internet core and edge-based access networks, with particular em-
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Figure 2-1: Different Styles of Utility Functions

phasis on emerging wireless and mobile edge-based access networks. The approach
presented in this chapter is based on bandwidth utility functions, which model appli-
cation, and therefore indirectly end-user relative preferences in relation to network
bandwidth. In our study, we formulate utility functions as a unifying abstraction to
solve network allocation, application adaptation and content delivery problems in
a synergistic manner. Utility functions can represent a wide variety of application
adaptation behavior, as illustrated in Figure 2-1. The quality index of a utility
function refers to the level of satisfaction perceived by an adaptive mobile appli-
cation. Concave utility functions represent strongly adaptive applications that are
not sensitive to bandwidth changes when the bandwidth allocation is close to the
maximum requirement. TCP represents an example of such an adaptive applica-
tion. In contrast, convex utility functions represent weakly adaptive applications
that are sensitive to bandwidth changes when the bandwidth allocation approaches
the maximum requirement. Some video applications exhibit this behavior. Linear
utility functions model the case of equal bandwidth adjustment regardless of the

original bandwidth. Hence, linear utility functions are well suited to represent data
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Figure 2-2: Utility-Based Bandwidth Allocation Framework

applications that are insensitive to bandwidth variation over any particular range of
bandwidth allocation. Other types of utility functions include discrete curves (e.g.,
step or staircase shaped curves) that model discretely adaptive applications (e.g.,
multi-layered MPEG video flows).

Figure 2-2 shows our proposed framework of utility-based bandwidth allocation.
The framework comprises utility function generating and utility-based link shar-
ing modules. The utility function generating module is designed to process adap-
tive video flows, TCP aggregate flows, and non-adaptive UDP aggregate flows!,
respectively. Based on the generated utility functions, the utility-based link sharing
module distributes bottleneck bandwidth among contending (aggregated) flows to
exploit applications’ adaptability to bandwidth changes.

For adaptive video flows, their intrinsic scaleability is exploited by the design
of two components: a utility generator and a content scaler. The utility genera-

tor creates bandwidth utility functions on-demand (e.g., using the method to be

!These flows can be identified through explicit signalling protocols (e.g., SIP [34] or RTSP [33])
and packet header processing.
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discussed in Section 2.3.). The resulting instantaneous utility function is then pro-
cessed by a utility prediction algorithm (to be discussed in Section 2.4.) to keep the
predicted utility functions meaningful over network adaptation time-scales. The
content scaler performs content-based media scaling to rate control outgoing mul-
timedia traffic based on the network allocated bandwidth. The content scaler also
forwards predicted utility functions to the link sharing module to make resource al-
locations. The utility generator and content scaler modules can be flexibly deployed
based on the type of network. For example, in wireless networks, the content scaler
could be placed close to base station where it can quickly react to wireless link
dynamics. The utility generator could be located at the video encoder to best reuse
coding information. In another example scenario that is capable of supporting a
video-on-demand multicasting service, both the utility generator and content scaler
could be placed at video gateways to scale up/down video based on the needs of
individual receivers.

The equivalent of content scaler for TCP aggregates is the traffic policing mod-
ule. It maintains a shared buffer where member TCP flows are queued and served.
Packet arrivals exceeding the allocated bandwidth are dropped to invoke the TCP
flow control mechanism. For non-adaptive UDP flows like voice applications, their
individual bandwidth consumption is small but sensitive to bandwidth changes.
Therefore, rather than dropping packets of all member flows within an aggregate,
bandwidth reduction is done through the admission control module to drop ongoing
calls and block new call requests. As a result, the utility function for non-adaptive

UDP aggregates will model the impact of call dropping during congestion.
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2.1.2 Utility Formulation

The work on formulating bandwidth utility functions can be categorized into two
distinct camps, one used by the signal processing community and the other by the
networking research community. The work from signal processing largely focuses on
utility measurement and utility-based end-to-end rate control; while the work from
networking research focuses on modeling TCP applications with utility functions
and utility-based bandwidth allocation algorithms. The study presented in this
chapter helps bridge the gap between these two schools of thought. One might con-
jecture that if bandwidth utility functions can be similarly formulated for adaptive
multimedia applications, the same distributed control framework could be applied
to non-TCP-like adaptive applications to improve the overall system utility which
would better support fairness issues such as TCP-friendliness. Unfortunately, unlike
TCP where a generic utility function could be synthesized from a limited set of TCP
congestion avoidance algorithms, a utility function for compressed video is content
and encoder dependent with no generic functional form. In our study, we present a
new formulation of utility functions for TCP applications to capture the same effect
of rate-distortion that is individually measured for video applications. This makes
the utility metrics of both formulated and measured utility functions compatible,
and hence leads to a unified adaptation control scheme. The unified utility function
formulation that we detail in this chapter closes the control loop between network
and application based adaptations. As a result, application-awareness can be mod-
elled with utility functions generated from multimedia content (e.g., video frames),
while service-differentiation is achieved by scaling utility functions with respect to
network service classes.

This chapter presents the first cross-disciplinary attempt to our knowledge that

bridges the gap between image processing and network adaptation in order to bet-
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ter support multimedia adaptations. The contribution of this chapter is as follows.
We present a systematically formulation of bandwidth utility metrics. We formu-
late utility functions based on application and service types for aggregates of TCP
flows, small multimedia flows, and large video flows. We analyzed the trade-off be-
tween utility generation (i.e., the online dynamic generation of utility functions) and
network adaptation time-scales. In particular, we identify the time-scale mismatch
problem where the utility generation interval (i.e., the time before which we need
to generate another utility function) is usually orders of magnitude faster than the
bandwidth renegotiation time-scale in networks (which is bounded by the end-to-end
delay). In order to extend the utility generation interval to match the network rene-
gotiation time-scale, we proposed a self-adaptive algorithm capable of dynamically
adjusting any bandwidth over-estimation in utility measurements over prolonged
utility generation intervals. Our results verify the effectiveness of the utility pre-
diction algorithm presented in this chapter, which looks particularly promising for
constant rate encoded video because we found that the predicted bandwidth vector
envelopes are insensitive to scene changes.

The structure of this chapter is as follows. In Section 2.2. we survey the related
work. In Section 2.3. we present the formulation of utility functions for application
aggregates including TCP and small audio flows, and individual video flows. This is
followed in Section 2.4. by our utility prediction algorithm that addresses the time-
scale mismatch problem. We evaluate our utility prediction algorithm using video
traces in Section 2.5. Finally, we present some concluding remarks in Section 2.6.
In addition, in Appendix A. we calculate the optimal value of the utility generation

interval and identify its dependency on both content and network parameters.
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2.2. Related Work

The performance of distributed multimedia content (e.g., video streams) can be
improved by exploiting the intrinsic scalability of content through rate control tech-
niques coupled with effective media scaling [110] and content-aware periodic band-
width renegotiation [14]. These techniques are well suited toward transporting and
scaling video content in response to time-varying bandwidth availability typically
found in the Internet, and more characteristically, in wireless and mobile networks.
There has been a significant amount of research on video utility functions in the form
of rate-distortion function [92, 9] from the signal processing community. Here the
focus of the research has been on video compression and rate-control for the design
of encoders. See Ortega and Ramchandran [82] for an extensive survey of this topic.
This is in contrast to the networking community, where there has been little work
in the area of dynamic generation of utility functions suitable for network resource
management. In [87], Reininger constructs utility functions from experimental data
based on the 5-level mean-opinion-score (MOS) [51] test for subjective video quality.
However, this reported work is based on an off-line process for subjective quality
testing. Even though there have been some recent developments in objective mea-
surement techniques that model the human visual system [106, 65], these schemes
are computationally intensive and involves decoding and buffering delay. In [15], a
machine learning technique is used to estimate a utility function in order to speed
up the utility generation process.

The networking research community considers utility functions as an abstraction
of a user’s preference in the macroscopic analysis of the Internet [93, 18]. For ex-
ample, Breslau and Shenker [18] use several types of bandwidth utility functions to
investigate the merits of bandwidth reservation for adaptive and rigid applications.

Recently, there has been a large amount of work on modeling the TCP congestion
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control mechanism with bandwidth utility functions. Various forms of utility func-
tions are proposed, (e.g., log(r) in [60] and (—1/r) in [63], where r denotes the
transmission rate). These utility functions, however, are not measured from the
effect of bandwidth reduction on TCP applications. Rather, they are specifically
formulated to model the property of TCP congestion avoidance algorithm (e.g., pro-
portionally fair [60] with log(r)) on bandwidth allocation for network flows. Clearly,
this modeling approach differs significantly from the measurement methodology for

video utility functions.

2.3. Utility Formulation

2.3.1 Utility Metrics

We do not use utility functions to model a user’s monetary valuation of bandwidth.
Rather, bandwidth utility functions solely model applications’ relative bandwidth
preferences, where absolute utility values bear no meaning to applications. Therefore
a normalized utility function can completely capture an application’s preferences.
We denote v;(r) the normalized utility function for the ith flow.

Limiting utility formulation to normalized utility functions provides a great deal
of flexibility in allowing network algorithms to scale utility values enabling the im-
plementation of differentiated allocations that reflect a user’s service plan and traffic
class. Network algorithms can use the scaled utility function w; maxvi(r) to calculate
bandwidth allocation, where u; max is dependent on the service plan and traffic class
of flow 7. As we will show in Chapter 3, under a utility maximization allocation,
changing ; e is similar to assigning an allocation priority, while under a propor-
tional utility differentiation allocation, utility scaling can realize allocations that
can, for example, give one user twice the normalized utility value in comparison to

others.
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The normalized utility function v;(r) is an increasing function with bandwidth
r in the range of [Fimin 7imax|, Where v;(7;min) = 0 and v;(7; max) = 1. Here 7 min
is called inelastic demand, which represents an application’s minimum bandwidth
requirement, which must be always guaranteed once accepted by the admission
control procedure. The remaining bandwidth demand (r — 7; ), in contrast, is
called elastic demand, which represents an application’s additional bandwidth re-
quirement, which is adaptive, and therefore, can be adjusted by utility-based allo-
cation algorithms during network congestion. To simplify algorithmic design, we
rewrite v;(r) as v;(* + rimin), (i-e., as a function of z in the bandwidth range of
[0 7 max — Timin))- This bandwidth offset operation represents a separate treatment
of inelastic and elastic demands with utility-based allocation algorithms supporting
elastic demands and admission control algorithms (not covered in this work) han-
dling the inelastic demands. Note, that the admission control of inelastic traffic is
trivial because the inelastic minimum bandwidth demand can be treated the same
as constant bit rate traffic.

The scaled utility function used by the network has the form:

Ui(T) = Ui maxVi (T + T min), (2.1)

A
where =z S [0 bi,max] bi,max = T4 max — T4 min-

It is challenging to consider maintaining network states capable of storing generic
forms of utility functions. A natural solution to this problem is to consider quanti-
zation techniques, as a means for state reduction. Therefore, we quantize a utility
function into a continuous and monotonically increasing piecewise linear function.

We denote K; the number of linear segments in a normalized piecewise lin-

ear utility function v;(x). The starting and ending points of the kth segment are
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(rig—1 » vig—1) and (75 , v;x). For convenience, we use a vector representation,

V0 Vi K, >
- . (2.2)
< Ti0 TiK;

We note that 7,0 > 7 min; Vio = 0 and 7; k;, < 7imax; Vi,x; < 1. These inequalities

that is:

are intended to allow the quantization procedure to choose the best quantization
levels within the range of 7 € [ri min 7imax] and v € [0 1].
Similarly, for the corresponding scaled utility function u,;(x), the vector repre-

sentation of its piecewise linear quantization is:

< S U > 7 (2.3)
bio bi K,
where

Uik — Vi

bi,k =Tik —Ti0 and Uik = Ui max (24)

Vi K; — Ui,(].

In particular, b, = 0;u;0 = 0 and b; x;, = 7i Kk, — 74,0} Ui, K, = Wi max-
In summary, we formulate two piecewise linear utility function metrics. The

normalized utility function v;(r) is used for formulating and measuring utility func-

tions of different types of applications, as discussed in Section 2.3.2 and 2.3.3. In

contrast, the scaled utility function w;(z) is used for implementing network control

policies capable of differentiating bandwidth allocation with respect to service types

and traffic classes, as discussed in Chapter 3.
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2.3.2 Utility Generation for Adaptive Video
2.3.2.1 Video Utility Measurement

For UDP based adaptive video applications, the utility value represents a valuation
of the loss of content information due to lossy rate-controlled encoding. Therefore,
the utility metrics under this setting represents the video quality metrics. The
theoretical foundation of video quality metrics is based on a distortion-rate function
D(r) [9], where r is the scaled-down rate of the information source and D() is the
distortion which is measured by the “minimum distance” between the original data
and scaled-down data whose rate is less than or equal to r. Given the distortion

measure D(r), the normalized utility value v(r) is given as:

v(r)=1—D(r)/D(0). (2.5)

Here D(0), the maximum distortion when the transmission rate is zero, is also the
total amount of information in original data source. For better clarity, we omit the
subscript 7 in v;(r) and u;(x), etc. in the remaining part of this chapter.

Ideally, the distortion measure should be based on perceptual video quality met-
rics. However, finding a general enough, not to mention easily computed, measure
of perceptual quality has proven to be an elusive goal. Since the generation of a
video utility function is content dependent, subjective quality metrics requiring off-
line human intervention are not viable. Thus, in practice, utility metrics have to be
objective, based on the peak signal-to-noise ratio (PSNR) or correlated in a simple
form to subjective tests of the human visual system. It is worth noting that in some
cases, such as the current JPEG 2000 standard, encoders designed to minimize the
PSNR metrics have given excellent results in perceptual tests [82]. The work re-

ported on in this chapter adopts the PSNR metrics in support of fast processing.
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By choosing err?(r)/sig® as the distortion measure, the normalized utility metrics

becomes:
err?(r)
=1- 2.6
o =1- T (2.6
L, 1 &, 2 1 & 2
where sig” = N > a7 and err?(r) = NZ(% —y,;(r))~. (2.7)
=1 j=1

The sig? component represents the mean energy each pixel has in the original picture
and err? the mean square error between the distorted image and the original image.
N is the number of pixels in the picture, z; and y; are the jth pixel in the original and
distorted images, respectively. 6’/’7“2(7“) is non-increasing as r increases in [Tmin, Mmax),
where err?(rpm) = sig® and err?(rypax) = 0. Therefore, v(r) is non-decreasing in
the range of [0, 1] as r increases in [Fmin, "'max)-

In general, the calculation of Equation (2.6) depends on the coding scheme.
All of the recent coding standards (e.g., JPEG, JPEG 2000, MPEG 1/2/4) take
the same approach of transform coding that decomposes the source into frequency
components using block transforms such as the discrete cosine transform (DCT) or
wavelet filters [82]. Because the DCT transform matrix is unitary, the calculation

of sig? and err? in (2.7) can be accomplished in DCT transform domain so that:

1 Y 1 Y
sig® = i ZXJQ and err®(r) = i Z(Xj — Y})Q, (2.8)
=1 j=1

where X; and Y; are the jth DCT coefficients in the original and distorted images,
respectively. This property allows for the calculation of utility metrics directly
from the encoded bit stream without the need for inverse-DCT transcoding. An
additional benefit of the SNR metric is that it is additive, (i.e., err? can be calculated
in sequence from one macro-block to another).

Coding standards (e.g., MPEG) using prediction or context-based coding are
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by nature dependent on consecutive frames. Therefore, the per-frame distortion
measure may be inaccurate. The dependency effect can be often ignored to speed
up computation with little performance loss, as discussed in [82]. We choose the
distortion metrics based on one group of pictures (GOP) to discount the dependency
between I, B, and P frames within a GOP. The resulting per-GOP utility function
becomes the “instantaneous utility function”.

Measuring utility functions requires sampling the video quality distortion func-
tion across its entire rate range [rmin Tmax)- This procedure can be computationally
intensive if fine-granularity sampling is used. In the case of instantaneous video
utility functions, we choose K = 4, the same scale used by the 5-level MOS test
[51]. The corresponding 4-segment piecewise-linear utility function is obtained by
calculating its break points (i.e., the first-order discontinuity points) from interpo-
lation of the rate-distortion samples. We choose the break points such that their

normalized utility values are equally spaced in [0 1] 2.

2.3.2.2 Video Scaling Profile

One state management issue associated with video utility functions is that there are
a wide variety of media scaling techniques that could be used to scale (i.e., up/down)

video content. These media scaling techniques include:

e spatial resolution scaling, which changes picture size (e.g., from CIF to QCIF,

requiring transcoding);

e temporal domain scaling, which drops frames;

20ther choices of discrete utility values can also be used. For example, one can set the minimum
utility vy to a value based on the relationship between the PSNR and subjective video quality
metrics, or choose discrete levels with the least square of quantization error. Because these more
complex choices do not affect the subsequent development of algorithms, we do not pursue them
further in this work.
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e quality scaling, which changes quantization levels, chrominance dropping, Dis-
crete Cosine Transform (DCT) and Discrete Wavelet Transform coefficients

dropping; and

e content-based scaling, which uses MPEG-4 video object prioritization and

dropping.

Because a video content scaler may be not co-located with a utility function
generating module, it is necessary to ensure that a content scaler will select the
same combination of scaling techniques used by a utility generator when reducing
the data rate. This is the role of the scaling profile, which keeps the content scaler’s
operating point on the utility function. In addition, the scaling profile cannot be
fixed for all content because it is also dynamically changing with user preferences
and content type. For example, in the case of a fast-motion scene, spatial resolu-
tion or quality scaling techniques are more suitable than temporal-domain scaling
techniques (e.g., dropping frames) because the detail within a picture may be unim-
portant under fast-motion. However, slow-motion scenes may favor the opposite
approach. User preferences may choose, for example, to drop chrominance for wire-
less devices. Therefore, the scaling profile needs to be managed together with utility
functions inside network. In our current experiments, the scaling profile of a single
video stream is specified as a sequence of scaling actions. Because most scaling
actions generate coarse-grained rate changes that can be estimated by the num-
ber of coefficients dropped, the resulting distortion function will have a discrete
drop for a scaled-down rate. In contrast, dropping transform coefficients supports
fine-granularity rate changes (e.g., the dynamic rate shaping (DRS) [32] method
optimally drops luminance data DCT coefficients to minimize the distortion). As a
result, the derived utility function takes the shape of a concatenation of curves of

either piecewise linear or step shapes. Each first-order discontinuity point (vg,7y)
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on the utility function is augmented with one set of scaling techniques — Sy that is
used to scale down video to rate ry and achieve utility value v,. A set Sy comprises
scaling technique pointers A; that are predefined and known to content scalers.
In contrast, A; could use uniform resource locators (URL) pointing to the scaling
method implementations, allowing the content scaler to use the URL information
to install the scaling method. Therefore, with the addition of a scaling profile, the

state associated with a utility function becomes:

U1 UK
< by || bx > (2.9)
Sy Sk

This set of state information can then be delivered to the network content scaler
through “out-of-band” signalling messages or an “in-band” packet field such as the
Extension Descriptor component of MPEG-4 object descriptor [1] and/or MPEG-7
content descriptor.

Figure 2-3 illustrates an example of a scaling pattern and its relation to a utility

function. The scaling actions are A, (dropping chrominance); A;(30) (DRS to

utility (MOS scale) Media Scaling Profile
A ... <R4,uANULL>—.

i $3={A}
i S2={A2, AL(30)}

oo S1={A2, A1(30), A}
S0={A2, AL(100), AQ}

3l <R3UBS3,

2l <RRW2,S2A i

1| <RLulSl> : o Scaling Action
: f : ‘ A2: drop chrominance
<R(9'UO’SO> 3 3 Al1(x): DRS of x% luminance
Ro Ri R2 Rz Ra bandwidth AO: drop B frames

Utility Function

Figure 2-3: A Video Scaling Profile
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drop DCT coefficients up to 30%); Ay (dropping B frames); and A;(100) (DRS
to drop DCT coefficients up to 100%). The utility function on the left comprises
a concatenation of four parts, each corresponding to a different scaling patterns.
For example, between utility value 4 and 3 the utility function is a step function
resulting from scaling profile S3, which consists of one scaling action Ay — dropping
chrominance. Between utility values 3 an 2, the utility function has a linear shape
approximating the scaling profile Sy, which comprises one additional scaling action
on top of S3 — A;(30), resulting in DRS dropping up to 30%.

Remark: We note that directly using step shape utility functions in utility-based
allocation leads to a complex combinatorial optimization. Therefore, in the utility-
based allocation algorithms discussed in Chapter 3, segments of step shape utility
functions are replaced by linear segments. The over-allocation error is corrected by
the allocation protocol between the content scaler and link sharing module, (i.e.,
the content scaler could accept a portion of the assigned bandwidth from the link

sharing module). A detailed solution is presented in Chapter 4.

2.3.3 Utility Formulation for Application Aggregates

Unlike adaptive video applications, whose utility functions are content and encoding
dependent and have to be generated individually, applications like TCP can be
accommodated using a generic utility function formulation. In addition, extending
utility formulation from individual applications to flow aggregates is essential for
a scalable utility-based solution. With aggregated utility functions, the amount
of network state can be significantly reduced because the utility function of each

individual flow does not need to be sent to the network.
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2.3.3.1 Aggregates of TCP Applications

For TCP-like reliable transport protocols, the effect of bandwidth reduction causes
no information loss. Instead, we directly model the distortion as a quadratic function
of the reduction in allocated bandwidth at a target link where the utility-based link-

sharing algorithm is running. That is,

Dagg,TCP(T) - (Tmax - T)27 (210)

where 7, is the maximum throughput of a TCP aggregate when the target link
is not a bottleneck for this TCP aggregate (i.e., 7 = 00). The quadratic D(r)
function is a convex and decreasing function to model the bandwidth elasticity of
TCP [93], namely its diminishing gain in utility when bandwidth increases. Here by
assuming that the allocated bandwidth is fully utilized by the TCP aggregate, we
ignore the “global synchronization” among member TCP flows within an aggregate,
whose effect on bandwidth utilization leads the saw-tooth shape that is typical for
individual TCP flow. However, studies like [83] have shown that the pathological
behavior of global synchronization does not materialize in reality due to differences
in round-trip delays, host processing time, and/or the presence of Random Early
Detection (RED) [39] gateways among member TCP flows.

In general, r,.x can be measured when the target link is not a bottleneck for the
TCP aggregate, i.e., when the bandwidth allocation r is larger than the measured
maximum throughput of the TCP aggregate 7. in an observation window. In this
case, the TCP aggregate is constrained either by its senders’ slow start capability,
or by the bottlenecks in the other part of the flow paths. When the target link is

a bottleneck for the TCP aggregate, ryay is set to the link capacity. Therefore, we
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have:

Tmax = min{ﬁfmax s C}a (211)

where § > 1 is a multiplicative parameter to account for the under-estimation of
Tmax DY the 7. measurement due to limited observation window.
With Equations (2.5) and (2.10), we have the normalized utility function for

TCP aggregate as:

(Tmax - 7')2 r 2
Uagg,TCP(T) =1- m =1- (1 — rmax> . (2.12)

This is a strictly concave function with the minimum utility at v(0) = 0 and the

maximum utility at v(rmax) = 1. Its marginal utility function

o) = (1— r) (2.13)

Trnax 7’IIlaX

reaches maximum at v'(0) = 2/7yay and minimum at v(rypax) = 0.
In the case of the quantized piecewise linear function, from Equation 2.12, with
an equal quantization step for relative bandwidth, we have the 4-segment vector

representation of the normalized TCP aggregated utility function as:

0 0.4375 0.75 0.9375 1
(2.14)

0 0.257max 0.57max 0.757 max Tmax

Figure 2-4 illustrates an example of normalized bandwidth utility function and
its corresponding piecewise linear approximation.
Remark: With this aggregated TCP utility function formulation, under the (nor-
malized) utility fair policy to be presented in Section 3.3.1, bandwidth allocation to

each member aggregate is proportional to its r;max, (1-€., i = Tagg Timax/ 2 Ti.max
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Figure 2-4: Example of Normalized v(z) for TCP

where 7,4, is the total allocation). Under the utility maximizing policy to be pre-
sented in Section 3.4., bandwidth allocation to each aggregate needs to have the same
marginal benefit (i.e., v(r;) = v/(r;)), which leads to 7; = 7; max(1 — 7% max (2 T max —

J
ragg)/ Z Tz%max) :

2.3.3.2 Aggregates of Small Non-Adaptive UDP Applications

For individual non-adaptive applications, the bandwidth utility function will have
a convex functional form. The following proposition supports the generalization for

convex utility aggregation.

Proposition 1 For flows with convex utility functions, utility-mazimizing alloca-
tion is equivalent to sequential allocation, that is, the allocation will satisfy one flow

to its maximum utility before assigning available bandwidth to another flow.

Proof: The proof is based on the well known convex analysis result for convex func-

tions. In this case, the maximization solution lies at the extreme points of a convex
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hull [89]. Since the extreme points of a convex hull of pure convex functions are at the
combinations of zero or maximum allocation to each individual convex function, therefore

a sequential allocation through admission control will maximize the total system utility. O

We note that this is the same argument used by Breslau and Shenker in [18] for
supporting bandwidth reservation for rigid applications but not for elastic applica-
tions like TCP. When a flow aggregate contains a large number of these non-adaptive
applications with convex bandwidth utility functions, under utility maximization,
from Proposition 1, the aggregated bandwidth utility function is a cascade of in-
dividual convex utility functions. The normalized aggregated bandwidth utility
function can be approximated as a linear function between the two points (0,0),
and (nrpax, 1), where n is the number of flows, and 7y, is the maximum required

bandwidth of an individual application. In other words, we have

Dogg_rigid(T) &= Nrmax — 7, Y7 € [0 nrpay], and (2.15)

Nrmax — T T
Uagg,rigid(r) =1- nr —0 = nr ) Vo € [O nrmax]' (216)

In summary, we generalize the formulation/generation of bandwidth utility func-

tions based on the following application categories:

e for UDP-based audio/video applications with large bandwidth needs in com-
parison to the link capacity, utility functions are measured based on the

distortion-rate function, as defined in Section 2.3.2;

e for TCP-based application aggregates, utility functions are formulated based

on Equation (2.14); and finally,
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e for UDP-based audio/video application aggregates, where each application
consumes a small amount of bandwidth in comparison to the link capacity,

utility functions are formulated based on Equation (2.16).

2.4. Utility Prediction for Video

Utility functions generated once do not remain valid over the lifetime of a video
stream. Rather, utility functions are time varying due to their sensitivity to changes
in video content. Network adaptation, however, operates over much longer time-
scale (e.g., seconds or minutes) because network adaptation speed is limited by
factors such as the delay of signaling messages and the convergence time of dis-
tributed resource allocation protocols. Therefore, reducing the network adaptation
time-scale implies an overhaul of the whole network infrastructure. In order to rec-
oncile this time-scale mismatch, a more viable approach would be to extend the
utility function generation interval close to the network adaptation time-scale.

In what follows, we introduce an adaptive utility prediction algorithm. The
algorithm is designed for the piecewise linear utility functions quantized by a set of
discrete utility levels (i.e., vg, 0 < k < K as described in Section 2.3.2.1). Since {vy},
the set of discrete utility levels, is predefined and fixed for all adaptive video flows
in a network, a piecewise linear utility function can then be uniquely identified by
its set of discrete bandwidth values (i.e., ry) that correspond to the discrete utility
levels. We denote the bandwidth vector of a quantized utility function at time ¢
as r(t) 2 (ro(t),...,rx(t),...,rx(t)). We will use the term “predicted bandwidth
vector” and “predicted utility function” synonymously in the remaining part of this
chapter.

The goal of utility prediction is to find a predicted bandwidth vector rP"*¢(t) at
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time ¢t = t,,, such that
rd(t,)) > sup{r™(t) |Vt € [t, t, +T)}, (2.17)

where r"*(t) denotes the bandwidth vector of instantaneous utility functions, and
the supreme of the set of r™*(t) is the bandwidth vector envelope. The interval T
is defined as the utility generation interval and should ideally be of the order of the
network adaptation time-scale.

The prediction procedure predicts the bandwidth vector envelope of a future
instantaneous utility function. By accurately predicting the envelope, all newly
generated instantaneous utility functions below the bandwidth vector envelope can
be omitted from the process of bandwidth renegotiation. This prediction process
increases the utility generation interval over which utility functions are valid. The
limitation of this approach is the potential over-allocation of bandwidth, or in some
cases, the under-estimation of resources. We denote the event of under-estimation as
a “prediction violation”. More specifically, a prediction violation occurs when there
exists an index k and time ¢, € [t, t, + T), such that " (t,) < ri"s'(t,), (ie., a
predicted bandwidth vector is less than the bandwidth vector of an instantaneous
utility function during a utility generation interval).

Next, we describe the operation of the prediction algorithm. The prediction
algorithm operates in the normal or exception modes. In the normal mode, the
algorithm generates one predicted bandwidth vector every utility generation in-
terval T. During this interval, the algorithm uses r"**!(¢), the bandwidth vectors

max

of instantaneous utility functions, to update its internal measurement r’™**, where
% = max{rm® r"st(¢)}. When the utility generation interval T expires, the al-
gorithm decreases the value of the expanding factor e by 1% until e reaches 1, and

then generates a predicted bandwidth vector as rP*®d = e¢.r™* for the next interval
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When violations occur the utility predictor transitions its state machine to the
exception mode. In the exception handling mode, the algorithm updates the “ex-
panding factor” e with respect to the bandwidth level r;"** of the instantaneous

utility function that caused the violation. The value of e is increased by:
e=e+ (mgx{r,?ax/rzred} —1). (2.18)

The prediction algorithm then generates a new bandwidth vector rP™¢? = ¢ . pmax
before returning to the normal mode. The pseudo-code for the prediction algorithm

is given in Figure 2-5.

T: utility generation interval;

e: the expanding factor;

rPr¢d:  predicated bandwidth vector;

r’®*:  maximum of the bandwidth vectors of instantaneous utility
functions r'®t in T period;

On arrival of ri™*(¢)) the first instantaneous utility function, init
e = initial_e ;
rmax — rinst (tO) .
)
max .
)

rPred — ey

On arrival of rist(¢,)
rmax — max{rmax’ rinst (tn)}s

& = max {rP /rPrely

if (T timeout OR z > 1) { // need to update rP"¢?

if (@>1 { // under-estimated r’"*? by (r — 1)
et+=(x—1);

}

else { // update, decrease e
e =max{l, 0.99};

}

rPred — ¢ pmax . gond rPed o network;

rmax j— 0 ;

Figure 2-5: Pseudo-code of Long-range Utility Prediction Algorithm
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It should be noted that the proposed prediction algorithm is designed specifically
to be self-adaptive to various video content without any external control parameters.
In the algorithm shown in Figure 2-5, only the initial value of e has to be externally
set. In Section 2.5.2, we demonstrate that the algorithm is insensitive to the initial

setting of e, and its value can be effectively set as

T'max + T'min

2rmin

initial _e =

(2.19)

Since (Fmax + Tmin)/2 is the mid point between 7., and 7y, this formula gives a
good initial value to the expanding factor by setting it to the middle of the video’s
scalable range ["min Tmax]-

Remark: We should note that, in addition to the periodic generation of utility
functions, an on-demand asynchronous generation of instantaneous utility functions
is also needed in some cases. For example, network algorithms may need to force
a refresh of the current utility function, or the content server may re-initialize the
operation of the utility predictor when there is substantial change in content (e.g.,

after detecting a scene change).

2.5. Evaluation of Utility Prediction Algorithm

2.5.1 Experiment Setup

Table 2.1: Video Traces Used in Experiment

Trace | Format | Encoding | GOP | Length Content Scene
Rate Size | (minute) Type Change
1 MPEG-1 | constant 15 1 TV interview slow
2 MPEG-1 | constant 15 3.5 “True Lies” fast
3 MPEG-1 | constant 15 3.8 animation very fast
4 MPEG-2 | variable 12 9.3 “Forrest Gump” | medium

For experimentation we used three MPEG-1 video traces and one MPEG-2 video
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trace representing a wide range of content types. The MPEG-1 traces (viz. Traces
1, 2 and 3) are encoded as constant rate (i.e., the peak rate of each GOP is fixed,
but the actual bit rate still varies as frame size varies) and include various degrees
of scene changes. The MPEG-2 trace (viz. Trace 4) represents a long video clip
generated using the Columbia University MPEG-2 software encoder. The highly
variable bit rate of Trace 4 is used to verify the capability of the utility prediction
algorithm in selecting the appropriate range of scaling rates, (i.e., extracting the
maximum and minimum scalable rates rya.x and ry;, either from frame header when
the encoding rate is constant, or otherwise by measurement). It should be noted
that even though we experiment with the MPEG-1/2 traces, the findings on utility
prediction are general enough to be applied to other types of video streams because
of the similarity in bit-stream syntax and compression techniques used by these
coding techniques.

In comparison to continuous-rate scaling, discrete-rate scaling is relatively simple
to model, (e.g., by measuring the rate of the dropped components and the drop
in the utility value based on the scaling profile). In the following experiments,
we are primarily concerned with how to predict utility functions over long utility
generation interval, and without loss of generality, we focus on one continuous-rate
scaling method as a means of implementing DCT coefficient dropping. We selected
the the dynamic rate shaping method [32] because DRS optimizes dropping to best
approximate the ideal rate-distortion function.

In our experiments, we use 20 rate-scaling samples evenly spaced in the range
("min, "max) to formulate one normalized utility function. The resulting 19-segment
piecewise linear function is further quantized into a 4-segment piecewise linear func-
tion, as discussed in Section 2.3.2.1. A per-GOP instantaneous utility function is

formulated by taking the per-frame scaling rate samples and accumulating their
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Figure 2-6: Example of Instantaneous Utility Functions

corresponding distortion measure over one entire GOP.

2.5.2 Algorithm Evaluation

The first experiment is designed to investigate the similarity of utility functions
generated for every MPEG picture using Trace 1, which is constant-bit-rate encoded
with 7y = 0.25Mb/s and 7y = 0.18Mb/s. As illustrated in Figure 2-6(a), the
resulting utility function varies significantly between pictures. Note that picture 15
and 18 are I and P pictures, respectively, and that pictures 16, 17 and 19 are B

pictures.
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We investigate per-GOP generated utility functions and observe that by averag-
ing out fast inter-picture variation across a small number of pictures we can reduce
the dependency over picture types. Smoothing over multiple pictures (e.g., a GOP)
requires buffering utility functions for every picture. Because these functions are
constructed from a number of scaling rate samples, in our case 20 samples, the
required memory for such an operation is small.

Figures 2-6(b) and 2-6(c) illustrate a number of examples of the per-GOP (15
pictures) generated utility functions. To verify the effect of scene-based utility func-
tion generation, we further grouped the resulting curves by the similarity of their
shapes. From a total of 1809 pictures from Trace 1, we generate 120 per-GOP
instantaneous utility functions. These were then grouped into 22 different scene
groups. The largest scene group contains 20 GOPs, while the smallest group con-
tains only one GOP. In Figure 2-6(b), GOP 15 to 18 are associated with the same
scene group with the corresponding utility functions being well matched. However,
GOP 19 and 20, as illustrated in Figure 2-6(c), have quite different utility function
shapes. Note that scene changes occur within these two GOPs.

This experiment demonstrates that the input signal to the utility prediction
algorithm (i.e., the generated instantaneous utility functions) are very sensitive to
picture types and scene changes. Even with scene detection and predication, the
resulting utility functions may not be applicable over long time-scales. In fact,
when considering GOPs 19 and 20, the generated utility function is only good for
0.5s (i.e., one GOP interval). In Trace 1, even the largest scene (with 20 GOPs) can
only provide a valid and accurate utility function for a duration of approximately
10s. We observe that this may be a useful time-scale for the network adaptation
time-scale to operate over. However, the prediction over even longer periods would

be a more desirable goal.
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Table 2.2: Sensitivity to Initial Value of e (T=30s)

Number of Violations after the first 30s

initial_e | Trace 1 | Trace 2 | Trace 3 | Trace 4
1.1 0 1 0 3
1.2 0 1 0 3
1.3 0 0 0 3
1.4 0 0 0 3
1.5 0 0 0 3
auto e 0 0 0 3

The prediction algorithm is designed to operate over per-GOP generated in-
stantaneous utility functions. We first demonstrate its performance sensitivity to
initial _e, the initial value of the expanding factor e. The performance metrics used
here is the number of prediction violations. In Table 2.2, we list the number of
violations for all four traces under different initial_e after the first 30s. As initial_e
changes from 1.1 to 1.5, the number of violations for all four traces do not change
significantly. This behavior validates the effective operation of the adaptive mech-
anism to adjust e, which should not be sensitive to initial_e over the long run.
Furthermore, we observe that the results are the same when compared to the last
row of Table 2.2, which is generated under the “automatic setting” of initial_e us-
ing Equation (2.19). This result justifies the decision to internally set the value
of initial_e making the prediction algorithm self-adaptive. All experiments use the
self-adaptive prediction algorithm with no external control parameters.

A more surprising observation is that the algorithm is not very sensitive to the
utility generation interval 7. Intuitively, one would anticipate that the number
of violations would possibly increase as T' increases, (i.e. as the required utility
generation interval becomes larger). Figure 2-7 shows the number of violations that
occurred against T for the range 10-100s. As shown in the figure, the number of
violations is almost constant as 1" varies between 30s and 100s. This result indicates

that the algorithm will perform equally well for large and small values of T. The
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Figure 2-7: Algorithm Sensitivity to T

reason for this result is two-fold. First, the violations occur in bursts, caused by
a sequence of fast scene changes in the video content. This phenomenon typically
holds true in all four traces. Second, when the utility generation interval is large, the
likelihood of reducing the expanding factor e becomes smaller because e can only be
reduced at the end of the utility generation interval. However, it is not recommended
to disable the reduction mechanism on e because the mechanism reduces the extent
of over-estimation, as discussed in Section 2.5.3.

The shape of a predicted utility function is a good indicator of the effectiveness
of the overall utility-based bandwidth renegotiation approach. Ideally the predicted
utility function should span the whole range of scalable rates. A utility function
with the shape of a step function is of little use for adaptation since it is equivalent
to peak rate allocation.

Figures 2-8(a) and 2-8(b) illustrate predicted utility function for 7" = 30s. In the
case of Trace 1, we can predict one utility function every 30s (i.e., over 60 GOPs)
with no violations. The resulting utility functions are illustrated in Figure 2-8(a).

Only two utility curves needed to be generated in this experiment. Each curve is
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derived from the measurement of 60 per-GOP instantaneous utility functions over
the past 30s. Because no violations are observed for the complete video clip, each
utility function can be used for network adaptation for the next 30s without any
need to renegotiate a new utility function with network bandwidth allocation.
Figure 2-8(b) shows the predicted utility function for Trace 2, which contains
more frequent scene changes than Trace 1. We observe that half of the utility
functions do not have step-shapes at the peak rate. The two step-shape utility
functions (t = 30.5s and 60.5s, respectively) in 2-8(b) are the result of a single
violation (at time equals 0.5s) due to bandwidth under-estimation by the utility
prediction process at time 0Os. This is caused by the fact that there is no historical
data available for the very first utility prediction. When increments are added to e,
the subsequent utility functions are generated with a near step-shape, due to a large
value of e. The prediction algorithm corrects this operation by reducing e. Observe

that at ¢ = 90.5s, the predicted function becomes a non-step shape once again.
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2.5.3 Error Analysis

To quantitatively analyze the measurement error introduced by the prediction algo-
rithm, we define two error metrics that measure the maximum distance between a
predicted bandwidth vector rP*®d(#;) and the bandwidth vector of an instantaneous

utility function rinst(¢), where t, <t <t, + T :

e the over-estimation error err™, which tracks the maximum amount of band-
width over-estimation between a predicted bandwidth vector and the band-
width vector of an instantaneous function. The error of rP*d(¢;) over-estimating
rinst(¢) is given by

max; 17 — pinst ()

errt = d : : (2.20)

Tmax

e the under-estimation error err—, which captures the maximum amount of
bandwidth under-estimation. The error of rP™®4(¢;) under-estimating rinst(t)

is given by

. d .
min; {rf" — rinst 0}

err- = (2.21)

rmax

Both metrics are defined as the percentage of over or under allocation relative
to the maximum scalable rate ry,,. Figure 2-9(a) shows the measured errors after
applying the prediction algorithm to Trace 2. The top curve in the figure represents
the over-estimation error, which frequently oscillates within the 10% to 50% range.
The under-estimation error mostly remains zero, and generates a negative spike of
less than -3% when violations are observed.

To determine the optimal performance, we ran the prediction algorithm in an
off-line mode. The off-line predictor stores all the instantaneous utility functions
generated during a target utility generation interval to accurately compute the band-
width vector envelope for a particular utility generation interval. The resulting

system becomes non-causal because it uses a posteriori data to predict bandwidth
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Figure 2-9: Utility Prediction Error (Trace 3, T=20)

vectors. Figure 2-9(b) shows the smallest estimation error that can be achieved
by the off-line algorithm. The under-estimation error always remains zero. The
over-estimation error has a similar shape to that shown in Figure 2-9(b) with the
exception that it is shifted to a range between 0% and 35% (i.e., the over-estimation
error is smaller by an amount of 15%). In this case, the over-estimation error is
mainly a result of scene changes, and not caused by the utility generation proce-
dure.

The extra degree of over-estimation, (e.g., 15% additional over-estimation in
Figure 2-9(a)) is necessary for a causal system and represents a trade-off between
the tightness of utility prediction and the number of violations observed in a utility
generation interval.

In Figure 2-10, the time-averaged err™ is shown with respected to T for all four
traces. The extent of over-estimation is positively related to the rate dynamics
of video content, which is represented by the err™ in the off-line ideal estimation.
From Figure 2-10(a), (b) and (c), we can observe that the degree of over-estimation
remains flat as 7" increases. This is a result of the prediction algorithm operating over

video with a constant maximum encoding rate, as is the case with traces 1, 2, and 3.
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Figure 2-10: Time-averaged Over-estimation Error

Here, the constant maximum encoding rate is used by the prediction algorithm as
an upper bound for over-estimation. As the video encoding rate becomes variable,
as is the case with Trace 4, the over-estimation error starts to increase following
the increase in T" for both off-line and online prediction cases, as shown in Figure 2-
10(d). Results from this experiment look very promising because utility functions
for constant rate encoded video is not sensitive to scene changes, and hence, can be
applied for longer utility generation intervals. The analysis on the optimal value of

T is presented in Appendix A.
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In all cases, the extent of over-estimation by the online prediction algorithm
is about twice that of the off-line algorithm. This indicates that the prediction
algorithm tracks the intrinsic dynamics of the content of the four videos stream
under study while maintaining a small number of violations as T" increases. These
results demonstrate that the proposed prediction algorithm is applicable to a wide

range of utility generation interval and to different types of video content.

2.6. Summary

The work presented in this chapter takes a cross-disciplinary approach to delivering
multimedia services in networks by attempting to bridge the gap between image
processing and network adaptation. The contribution of this chapter is as follows.
We started by formalizing bandwidth utility metrics and formulating utility func-
tions based on application and service types. After deriving utility functions for
aggregates of TCP flows and small multimedia flows, we focused on the generation
of video utility functions, which is challenging because of video content-dependent
scalability. We analyzed the trade-off between utility generation and network adap-
tation time-scales. In order to extend the utility generation interval to match the
network renegotiation time-scale, we proposed a self-adaptive algorithm capable of
dynamically adjusting any bandwidth over-estimation in utility measurements over
prolonged utility generation intervals. Our results verify the effectiveness of the pro-
posed utility prediction algorithm, which operates in a self-adaptive manner without
any external control parameters. The results look particularly promising for con-
stant rate encoded video because we found that the predicted bandwidth vector
envelopes are insensitive to scene changes.

In the next chapter, we will study utility-based link sharing algorithms and

introduce a set of foundation algorithms that address fairness, service-differentiation,
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and utility-maximization policies.

A. Optimum Utility Prediction Time-Scale

The prediction algorithm comprises two conflicting operations (i.e., incrementing
and decrementing the expanding factor). These two mechanisms represent the trade-
off between a large utility generation interval vs. an accurate measure on video
scalability. One may view the variation in video content scalability composed of a
spectrum of dynamics. The prediction algorithm filters out the intrinsic slow time-
varying dynamics that can be utilized efficiently by the network over time-scales
suited to its dynamics (e.g., signaling). Even though a non-causal system may
operate off-line and calculate the exact bandwidth vector envelope for a video on
demand system, this operation can not be applied to network adaptation because
the desired utility generation interval may not be known in advance of the off-line
operation. This is because the network adaptation time-scale is unknown before
transmission and may vary during the lifetime of a video transport session due
to variation in round trip delay and capacity of the signaling/control system that
performs bandwidth renegotiation.

In what follows, we use mean-value analysis on the optimal utility generation
interval to better analyze the trade-off between the reduction on system cost of
periodic utility updates and the benefit of bandwidth savings resulting from a more
updated utility function.

Based on the results presented in Section 2.5.2, prediction errors occur in bursts,
hence we denote 7 to be the interval between two consecutive bursts of prediction
violations, and 7 > Tgop, where Top is the interval of a GOP. We observe that
the experimental results discussed in Section 2.5.2 are insensitive to the utility gen-

eration interval T'. Therefore, we ignore the effect due to the prediction algorithm,
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and assume that 7 is not a function of T but only related to the major scene changes
in a video stream.

Since Tgop represents the minimum utility generation interval, we have T >
Toop. In addition, we may assume T' < 7 because the additional utility functions
transmitted due to prediction violations will always reduce the utility generation
interval T to a value less than 7.

We denote the signaling system capacity as Cy;, (message/s). Because the rate of
generating the periodic utility update messages is 1/7T, the total signaling workload

Wig introduced by one flow over 7 interval is
Wiig(T) = 7/(T" - Clig). (2.22)

For the data transport system, we assume its capacity is Cyq, (bit/s). Next,
we calculate Wy, the amount of excessive allocation in the 7 interval. The total
amount of bits allocated during the 7 interval is [[°*7 e(¢) - y(t)dt, where e(t) and
~(t) denote the time varying expanding factor and resulting bandwidth allocation,
respectively.

Assume that during the 7 interval the allocated bandwidth remains constant and
the utility value corresponding to the allocated bandwidth is v. When the utility

generation interval T' = 7, we have

[ ety (e =7 (), (2.23)

to

where 7" (v) = max {v(v)}, n = { J and v (v) = v ' (v).

1<k<n GOP

Here v;,*(+) denotes the inverse function of each instantaneous utility function gen-

erated during the 7 interval. We take v*(v) = maxj<x<,{7k(v)}, the bandwidth
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envelope corresponding to the utility value v because only one predicted bandwidth
vector is delivered (at time tg) in this interval.
When T' = Tgop, namely every per-GOP instantaneous utility function is used

as a predicted utility function, we have

to+T n T
[ ety At = 3 ) Teop + ()~ 2 rqmeny), - (224)
0 k=1

_ >p1 Ve(V)

) and () = o ()

where ™" (v)

The term Top/2 is the average length of the residual interval (7 —n-Tgop). Here
we assume that e is close to 1 because of the frequent (every Tgop) utility prediction
without any violations within an interval 7.

Now with the two known points of Wy (T') (i-e., Waaa(Taop) = 0 and Wga(T)
is equal to the difference of (2.23) and (2.24) normalized by Cyat,), we can derive a

linear approximation of Wy, (T') as:

(") =™ ) (T = Teor)

Waata(T) = T - .
dat ( ) Cdata (T_TGOP)

(2.25)

The optimal utility generation interval 1" is obtained by solving the optimization
problem: arg min Wy, (1) + Wqie(T') with constraint Teop < T < 7. The solution

without constraint is

« | Cdata (7 — Teop)
! ‘J Cuy (7(0) — () (220

When T* € [Tgop 7], we have the optimal solution Ti,y = T*. When T* < Tgop,
the objective function Wy, (1) + Wiyato (1) is strictly increasing, hence T, = Teop.

Similarly, when 7™ > 7, the objective function is strictly decreasing and Ty, = 7.
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Therefore, the optimal solution is:

Topt = max{Tgop , min{7, T"}}. (2.27)

We observe that 1/7*, the ideal frequency of utility generation is proportional
to the square root of three values: Cy;y/Cuata, (Y"**(v) — ™" (v)), and roughly
1/7 (when 7 > Tgop ). Here Cyiy/Catq represents the signaling system capacity
normalized by the transport system capacity. (y™*(v) — 7"™°*"(v)) measures the
rate variation between scene changes, while 1/7 models the frequency of major scene
changes. In other words, the ideal frequency of utility generation is proportionally
increasing to the square-roots of the normalized signaling system capacity, rate
variation within a scene, and frequency of scene changes, respectively. An important
observation is that when (y™**(v) — 4™ (v)) is small, (i.e., the rate variation is
constrained by encoding techniques such as a constant-bit-rate encoder), T can be
quite large, then the utility prediction algorithm becomes most effective, as we have

seen from experimental results in Section 2.5.3.
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Chapter 3

Utility-Based Link Allocation Algorithms

3.1. Introduction

Based on the utility-based network control framework (presented in Figure 2-2 of
Section 2.1.1) we now study the design of efficient link sharing algorithms based
on this formulation. An important advantage of utility-based bandwidth allocation
algorithms is that their response to network congestion is faster than conventional
resource renegotiation protocols. Conventional reservation messages only carry a
single bandwidth value [31, 7] and therefore, extensive renegotiation is usually re-
quired prior to any bandwidth allocation adjustments. In contrast, bandwidth util-
ity functions capture the entire bandwidth range within which applications can
successfully operate. Therefore, utility-based allocation algorithms have sufficient
information to react to network congestion without waiting for user interaction or
application approval. This advantage becomes even more apparent and beneficial in
edge-based wireless networks where network conditions can vary frequently, hence
the network cannot afford to wait, nor are mobile devices capable of renegotiating
over such potentially fast time-scales, nor capable of dealing with the complexity of
such a renegotiation process.

Utility-based bandwidth allocation can leverage the potential synergy of using
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one set of algorithms and control parameters while collectively gaining the benefit
of both application-aware and service-differentiated allocation. However, this syn-
ergy can only be built on the foundation of compatible and flexible utility-based
algorithms. Currently there is a lack of utility-based foundation algorithms that are
efficient and at the same time flexible enough to realize various bandwidth alloca-
tion policies. These policies may include equalizing the utility of all applications, or
differentiating utility by service class, or maximizing the total utility. A hierarchical
integration of these policies is often required to reflect the structure of service plans
or organization hierarchy [40] (e.g., a service subscriber could be an organization
that has a company-level allocation policy with different policies at different depart-
ment levels). Utility-based algorithms need to be capable of supporting such service
plans and organization hierarchies found in practical network settings.

The contribution of this chapter is as follows. We address the challenge discussed
above by proposing two classes of utility-based allocation algorithms that include
utility-based differentiated allocation (including its special case of utility-fair allo-
cation) and utility-maximizing allocation. These algorithms form the foundation of
our utility-based bandwidth management framework. These algorithms are imple-
mented over a link sharing scheme that uses aggregated bandwidth utility functions
to adjust the link-sharing ratio of each flow aggregate for a class based queueing
(CBQ [40]) scheduler. We extend the CBQ scheduler to support bandwidth allo-
cation policies in a hierarchical form based on customer service types and traffic
classes.

The structure of the chapter is as follows. In Section 3.2. we discuss the related
work. This is followed in Section 3.3. and Section 3.4. by detailed descriptions of
a proportional utility-differentiated allocation algorithm and a utility-maximizing

allocation algorithm, respectively. We evaluate these link sharing algorithms and
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augment a CBQ scheduler to support utility-based hierarchical link sharing in Sec-

tion 3.5. Finally, we present some concluding remarks in Section 3.6.

3.2. Related Work

There is a lack of research associated with the implementation of utility-based allo-
cation. Several isolated algorithms such as utility maximization (i.e., the Q-RAM
[85] framework of maximizing total utility) and our utility-based fair allocation
[12] have been proposed. However, these algorithms are not compatible with each
other (e.g., their formulation has to be modified to support hybrid or hierarchi-
cal policies). In addition, the utility maximization algorithm is also known to be
computationally intensive (i.e., NP-hard). In this chapter, we present two groups
of utility-based foundation algorithms that can efficiently realize utility-maximizing
and utility-based differentiated allocation. Our utility maximization algorithm lever-
ages the piecewise linear quantization of utility functions and uses the Kuhn-Tucker
[62] condition to significantly reduce algorithm execution time. Our utility-based
differentiation algorithm supports utility-based fair allocation and allows individual
utility function to have different maximum utility values.

There has been no investigation on how to integrate different allocation policies
(e.g., fairness vs. utility-maximizing) together in the same link-sharing scheduler. In
this chapter, we present a first attempt to do this and augmenting the CBQ [40] link
sharing algorithm to support hierarchical utility-based allocation algorithms, which
can be configured to support utility-fair, utility-differentiated or utility-maximizing

allocation policies across customer types and service classes.
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3.3. Proportional Utility-Differentiated Allocation

We first present the simpler version of proportional utility-fair allocation, and then

extend the algorithm to encompass the more general utility-differentiated allocation.

3.3.1 Proportional Utility-Fair

Proportional utility-fair gives the same proportion of the maximum utility value to
cach flow. When all flows have the same maximum utility value up,x , the algorithm
becomes the utility fair allocation described in [12, 20]. In addition, we generalize
the formulation by removing the constraint given in [12] that all individual utility
functions need to have the same discrete utility levels, (i.e., u;r = w;).

For piecewise linear function u;(x), we denote the set of normalized discrete

utility levels as A; = {;ma’“x | ke{l,... ,Ki}}. For the aggregated utility function
Uqgg(x), the set of normalized discrete utility levels is the union of each individual

set A =; Ai. We rename the members of A sorted in ascending order as v,gq k-

Proposition 2 Under the proportional utility-fair policy, the normalized aggregated

utility function becomes:

Vagg,k+1 — Vagg,k

Uagg(x) = (z — bagg,k‘) + Vaggk, VT € [bagg,k bagg,kﬂrl) ) (3.1)

ba997k+1 - baggvk

max

where boggr = D ui_l(vaggyk u™®), and the aggregated utility function is:

Uqagg(T) = Vagg() Zu?ax‘ (3.2)

Given a link capacity C', the resulting allocation x; and utility value u; to each flow
18:

Ui = Vagg(C) 0™

. and x; = u; (). (3.3)
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Proof: It is straightforward that the allocation given by Equation (3.3) satisfies pro-
portional utility fairness definition because Vi, j, u;/uj"™ = u;j/ui"®* = v444(C). What
needs to be verified is that the allocation {z;} is Pareto efficient, (i.e., no allocation
can increase without reducing another one), that is Y, z; = C if the total bandwidth
demand >, bk, > C. Since v,44(C) is also the normalized utility value of w;, and

Vagg(C) € [Vaggk Vaggk+1), in this range the inverse function u; '(u;) is linear with

the form:

bi k+1 — bi (
Ui k1 — Uik
bik+1 — i

= (Vagg(C) — Uagg,kf) + bi k-
Vagg,k+1 — Vagg,k

u; — Ui k) + bik

max

AN VAN .
where u; ), = vggg.r ui™™, and b; p11 = u; l(vaggvk u;"®*). Taking the sum, we have

Zmz‘ = Vagg(C) = Vagy.k (Z bik+1 — Z bi,k) + Z bi

Vagg,k+1 — Vagg,k

Vagg(C) — vy (
Vagg,k+1 — Vagg,k
= C.

bagg,k+1 - ba»gg,k) + bagg,k‘

The last step is derived by replacing u.g4(C) with (3.1). O

Remark: When all the u;(z) are the same, the outcome of the algorithm is equal

allocation, which is the same result as the max-min allocation for a single link.

3.3.2 Proportional Utility-Differentiation

The proportional utility-fair allocation algorithm is limited to provide only fair
allocation. We extend the algorithm to support differentiated allocation, (i.e., a
controlled “unfair” allocation in terms of utility values for multiple service classes).

Let §; > 0 denote the utility differentiation parameter for flow ¢. The differentiated
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utility fair allocation ensures that for i, j whose utility values are less than their

ui/ufb_nax . &

maximum -
T oug U Bj

We extend the definition of A;, the set of normalized discrete utility levels defined

in Section 3.3.1, by incorporating [3;, that is, A; = {ﬁiqu;[’,“ax | ke{l,... ,Ki}}. The
normalized utility value vqgy 1 represents the ascendingly sorted member of A =
U; Ai. For the set of n flows, we denote Ny = {i | vaggr < 1/06i,i =1,...,n}, and

N ={i| Vaggr > 1/Bi,i=1,...,n}.

Proposition 3 Under the proportional utility-differentiated policy, the normalized

aggregated utility function becomes:

Vagg,k+1 — Vagg,k (

Uagg(x) = - bagg,k) + Vaggk, VT € [bagg,k bagg,kJrl) ) (3.4)

bagg,k+1 - bagg,k

where baggr = Yvien, Ui - (Vagg.r B ui"™) + Yvien, bix;, and the aggregated utility

function is:

Uqgg(T) = Vagy(T) Z B wi™ + Z u;™. (3.5)

VieN Vieﬁk
Given a link capacity C', the resulting allocation x; and utility value u; to each flow
18:

u; = u™™ min{va,,(C) B; , 1}, and x; = u; ' (u;). (3.6)

(3

Proof: The proof is the same as for Proposition 2, by replacing u; = vqgq,k uj"** with

_ max
Uj | = /81 Vagg,k U; . o

Remark: It is clear from (3.6) that the proportional utility-differentiated allocation
gives flows in N}, utility-differentiated allocation. For all flows in A}, the utility-
differentiated allocation will exceed each flow’s maximum bandwidth requirement,

therefore the allocation will remain at the maximum.
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Remark: The proportional utility-fair allocation is a special case of the propor-
tional utility-differentiated allocation where all the 3; are the same. In addition, the

additional complexity of the utility-differentiated allocation lies in maintaining the

sorted set A and N.

3.4. Utility-Maximizing Allocation

3.4.1 Algorithm Formulation

A utility-maximizing (also known as welfare-maximizing) allocation distributes the
link capacity C' into per-flow allocations x = (z1,...,x,) to maximize Y1 ; u;(x;)
under constraint > x; < C' and 0 < z; < b"**. Here we only consider the scaled
piecewise linear utility functions after utility scaling (see Section 2.3.1). We focus
on the scenario where 7 ; b > (C and rewrite the constraint as >!' ;x; = C
because u;(x;) is monotonically increasing in x;. The case where Y7 ; b = (' is
trivially solved by giving u;(x;) = b***,

This maximization problem with target functions that are not always concave
is an NP-hard [66] problem. In the case of convex utility functions, the optimal
solution lies at the extreme points of the convex hull with the optimal solution only
being found by enumerating through all the possible extreme points. In the Q-RAM
project [66], various approximation algorithms have been investigated to reduce the
complexity of aggregating utility functions. In what follows, we present an enhance-
ment to brute-force utility-maximizing algorithms by exploiting the structure of
piecewise linear utility functions and reducing the algorithm’s searching space.

One direct result from the Kuhn-Tucker [62] necessary condition for maximiza-

tion is that:

Proposition 4 At the mazimum-utility allocation (x3,...,x%), the allocation to i
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belongs to one of the two sets: either i € D 2 {j | u(2f—) # u;(x;‘—i—)}, namely x}

*

is at a first-order discontinuity point of u;(x); or otherwise, Vi,j € D, u;(x}) and
uj(x}) have the same slope: ui(x}) = uj(x}). The slope has to meet the condition

that
wi(;—) > wy(x}) > uj(z;+),Vi € D and j € D (3.7)

*

) must

The intuition behind the formulation is that for i, j € D, w;(z}) and u;(x

have the same slope. Otherwise, let’s assume that u;(z}) < u}(z}). Then, the total
utility can be increased by moving bandwidth allocation from z to 2. By the same
argument, the slope of u;(x}),i € D has to be no greater than the slope of u;(x5—),
but no smaller than that of u;(z+), for j € D.
Remark: Graphically, the utility-maximizing aggregated utility function represents
the upper envelope of the “shifted” line segments of each individual piecewise linear
utility function. Each of these line segments is shifted by every combination of
first-order discontinuity break points in all other utility functions. Figure 3-1 shows
the two steps of operations to aggregate two utility functions. The first step is to
shift each of the two functions respectively by the break points of the other utility
function. The second step is to plot the two set of shifted functions in one figure
and then find the upper envelop of all the shifted function segments.

In general, it is computationally intensive to find the upper envelope over such
a large set of shifted line segments. Figure 3-2 lists the pseudo code of an al-
gorithm that calculates the aggregated utility function from two piecewise linear
utility functions u;(z) and w;(x). The lines that start with “KT” are the additions
due to Inequality (3.7), which is essential to improve the efficiency of the utility
maximization algorithm.

Following the vector representation from (2.3) of piecewise linear utility func-

tions, we denote the Ith and mth segments of u;(x) and u;(z) as u;;(x) and w; ., (z),
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u_1(x) u_2(x)

\1lStep1

u_1(x) shifted by the break points of u_2(x) u_2(x) shifted by the break points of u_1(x

\1lStep2

u_agg(x)

Figure 3-1: Example of Utility-maximizing Aggregation

respectively, where [ = 1,..., K; and m = 1,..., K;. The aggregated utility func-
tion is the upper envelope of the set of line segments of u;(z) and u;(z) that are
shifted by each other’s line segments. These shifted segments can be represented
by ik, () = wi (v — bjx,) + ujp, and wj ., (7) = Ujm(® — big;) + Wi, with
ki=1,...,K;and k; = 1, ..., Kj, respectively.

From Inequality (3.7), we can remove at least one of u; ;1 (x) and w; () from
the set because they cannot both satisfy the inequality. In addition, when wu;(x) is

strictly concave or convex, we have more reductions in line segments.
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wi () the lth linear segment of wu;(x);

Ujm(T): the mth linear segment of wu;(x);

Uik () the [th linear segment of wu;(x) shifted by wujg,(z);
Uj etk (T) the mth linear segment of wu;(x) shifted by w;, (2);

Utility_Maximizing_-Aggregation(u;(x) , u;j(x))

{
initialize set &= {w;(z), u;(x)};
for all k; € {1,...,K;}
for all [ e{1,...,K;}
kT i€ (u],(2) > 1}, () OR (3uy,1(x) AND () <, (@)))
// Proposition 4
KT continue; // skip line segment w; i, (%)
add line segment u;;ix,(7) to S;
for all k;, € {1,...,K;}
for all me {1,...,K;}
KT if (u;,m(x) >, (¢) OR (3w, 11(z) AND W), (z) < u;7k1+1(x)))
// Proposition 4
KT continue; // skip line segment uj -k, ()
add line segment uj ik, () to S;
sort line segments in S in ascending order of their
starting point bandwidth value;
Uggg(x) = upper_envelope(S); // find envelope of line segments in S
return ugg.,(z) ;
}

Figure 3-2: Pseudo-code of Utility-Maximization Algorithm

Proposition 5 For concave piecewise linear utility functions, the utility-mazimizing
aggregated function comprises a set of every line segment from every individual util-
ity function. These line segments are placed from left (x = 0,u(x) = 0) to right in

descending order of their slopes, (i.e., the aggregated utility function is also concave).

Proof: This proposition results directly from the fact that a concave piecewise linear
utility function has its line segments in descending order of their slopes. With the con-

straint of Proposition 4, the property becomes the only viable outcome. O

Proposition 6 For two convex piecewise linear utility functions, the utility-mazimizing
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aggregated function represents the upper envelope of two functions that are con-

structed by shifting one convex utility function to the end point of the other.

Proof: For two convex piecewise linear utility functions u;(x) and w;(x), all the shifted
segments u; 4k, () and w1k, () will be removed except k; = 0, K or k; = 0, K;. These
remaining segments correspond exactly to two shifted curves of u;(x) onto wj(x), and

uj(z) onto u;(x). O

Remark: Unlike the case in Proposition 5, the resulting aggregated function from
Proposition 6 may not be purely convex. Therefore, Proposition 6 cannot be directly
applied to aggregating more than two convex utility functions, but only to the convex
portions of the functions. It is clear that the complexity of the utility maximization
algorithm arises from handling the extreme points of convex utility functions. Next,
we will use simulation to evaluate the performance gain by using Inequality (3.7) in

the utility-maximization algorithm.

3.4.2 Algorithm Evaluation

We implement the exact utility maximization algorithm with and without applying
the Kuhn-Tucker condition, (i.e., the pseudo-code shown in Figure 3-2 with and
without the “KT” lines, respectively). We measure the CPU time and the number
of intermediary line segments generated for the utility maximization algorithm to
aggregate a number of utility functions. The performance metrics are the percentage
of reduction in CPU time, and in number of intermediary line segments generated,
which indicates the amount of saved operations.

In each simulation run, we use ten randomly generate piecewise linear utility
functions, where the number of line segments is randomly chosen from the set

{2,3,4,5,6} with equal probability of 0.25. These utility functions are either purely
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Figure 3-3: Performance of Utility-based Utility Maximization Algorithm

concave or convex'. We use a simulation parameter convex_miz to control the per-
centage of these ten utility functions that are convex, that is, convex_mix = 0 repre-
sents the case when all of the ten utility functions are concave; and convexr_miz = 0.8
represents the case with eight convex and two concave utility functions.

Figure 3-3 (a) and (b) show the performance gain in CPU time and number
of line segments, respectively. Each sample point in the two plots represents one
simulation run. We observe that the most gain is achieved when all of the individual
utility functions are concave, and the least gain occurs when all of the individual
utility functions are convex, as governed by Properties 5 and 6. In all the cases, the
performance savings are significant. For example, with convex_mix = 1, all of the
five runs have a gain of at least 48.69% in CPU time and 64.05% in the number of

line segments.

1Tt should be noted that since utility functions with mixed concavity will be formed in the
intermediate aggregation stages when one concave function is aggregated with another convex
function, our use of purely concave or convex functions does not limit the evaluation scope.
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3.4.3 Aggregation State

The state management of aggregated utility function under utility maximization
requires special consideration. An aggregated utility function under proportional
utility-fair or utility-differentiated allocation contains the state for all individual
utility functions. When a utility function is removed from the aggregated utility
function, the reverse operation of Equations (3.2) and (3.5) does not involve other
individual utility functions. However, this is not the case for the utility maximization
algorithm. Figure 3-4 illustrates an example comprising a convex function wu;(x)
and a concave function uy(z). The aggregated function under utility maximization
only contains information of the concave function us(x). When us(x) is removed
from the aggregated utility function, there is insufficient information to reconstruct
uy (). In this sense the utility function state is not scalable under utility-maximizing
allocation. Because of this and complexity concerns, utility-maximizing allocation

should not be used for large numbers of flows with convex utility functions.

u_1(x)
u_2(x)
utility—maximizing
aggregation u_2(x)
u_2(x) S

Figure 3-4: Examples of Utility Aggregation under Utility Maximization

3.4.4 Priority Allocation

A priority allocation policy allocates bandwidth to higher priority flows up to their

maximum bandwidth requirements before allocating bandwidth to any flows with
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lower priority. The aggregated utility function of priority allocation has a straight-

forward construction, as follows.

Proposition 7 The aggregated utility function for the priority allocation policy is
represented by the cascaded utility functions of each individual utility function sorted
in descending order based on the flow priority. Here we assume that a higher priority

has a higher priority value, otherwise the order is ascending.

The utility-maximizing allocation can also realize the priority allocation policy
by scaling u; max t0 @;u; max. The reason for this is that utility scaling changes the
slope of all the line segments of a piecewise linear utility function by the same factor
a;. Therefore, starting from low to high priority flows, one can choose «; to increase
Ui max Such that all the utility line slopes of a higher priority flow are higher than
all the utility line slopes of all lower priority flows.

In the next two sections, we will present the implementation and evaluation of

the proposed utility prediction and utility-based allocation algorithms, respectively.

3.5. Implementation and Evaluation of Utility-Based Allo-

cation

In the previous sections 3.3. and 3.4., we introduced a number of foundation utility-
based allocation algorithms (viz. proportional utility-differentiation and the special
case of proportional utility-fairness, utility-maximization, and priority allocation)
that represent another important part of our framework, serving as a set of building
blocks for implementing utility-based link sharing schedulers. However, a number
of technical barriers exist to the deployment of utility-based allocation in existing

networks.
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First, utility-based allocation algorithms need to be sufficiently flexible enough
to accommodate complex combinations of allocation policies. This is driven by the
needs of network service providers to enrich service offerings leading to the demand
for more complex service structures comprising multiple service classes with different
allocation policies. In addition, deployment within an enterprise network also calls
for the implementation of allocation policies that reflect the administrative struc-
tures of an organization. To address these needs, utility-based allocation algorithms
need to be capable of being deployed over hierarchical link-sharing schedulers. In
what follows, we discuss the implementation and evaluation of a utility-based hierar-
chical and hybrid link-sharing scheduler that can flexibly implement a wide variety

of policies using the proposed utility-based allocation algorithms.

3.5.1 Utility-Based Hierarchical and Hybrid Link Sharing

A number of link sharing algorithms have been proposed in the literature, among
them, the class based queueing (CBQ [40]) algorithm represents a simple and widely
cited approach. A CBQ server comprises a link sharing regulator and a general
scheduler. The link sharing regulator determines whether to regulate a CBQ class
based on the CBQ formal sharing rule, which guarantees that a CBQ class receives
its share of bandwidth based on the “link sharing weight”. Any unused bandwidth is
distributed among unregulated CBQ classes based on a general scheduler. In CBQ),
regulated packets are shaped (i.e., buffered) and unregulated packets are served by
a general scheduler. The capability of decoupling the link sharing regulator from
the general scheduler is an important feature of CBQ because it allows bandwidth
allocation without the concern of priority classes. For example, one does not need
to allocate additional bandwidth to a high priority CBQ class (e.g., real-time video)

as long as the general scheduler supports priority scheduling.
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Since all of current link sharing algorithms are designed with the assumption
that the link sharing weights are dynamically configured by external methods, any
utility-based allocation algorithms can easily interact with CBQ and other link
sharing schedulers by controlling the link sharing weights. Figure 3-5 illustrates
the structure of our utility augmented CBQ (denoted as U(x)-CBQ) link sharing
server. The tree topology reflects the link sharing hierarchy, (e.g., the bandwidth
allocated to one class is the sum of bandwidth allocated to all of its child classes
in the hierarchy). A utility-based allocation module is associated with every CBQ

class at different hierarchy levels that are higher than the leaf classes.

wa wy ——we

priority_alloc
w_b.n w_c.l w_c.2

Cead
[ R R O A

large aggregated aggregated large aggregated aggregated  \ipEGA MPEG4
video smalaudio TCPdata video smallaudio TCPdata object object

Figure 3-5: Example Structure of U(x)-CBQ Link Sharing Server

U(x)-CBQ supports a hybrid of utility-based allocation algorithms, that is, the
allocation modules shown in Figure 3-5 could implement different algorithms. Fig-
ure 3-5 demonstrates one useful example of hybrid utility-based allocation. The
hybrid allocation policy is motivated by the different behavior of adaptive and non-
adaptive applications, as well as a diverse range of service types. In this example,
the root CBQ class uses the proportional utility-differentiated allocation with dif-

ferentiation parameter [3; chosen to reflect the service plan and monthly charge of
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agencies (i.e., subscribers) A, B and C (e.g., DiffServ [35] gold, silver and bronze
service classes).

Class A classifies flows into three application types (discussed in Section 2.3.),
namely, TCP aggregates, aggregates of a large number of small-sized non-adaptive
applications, and individual large-sized adaptive video applications. The TCP ag-
gregates could be further classified into two aggregates for intra- and inter-core
networks, respectively. We use the proportional utility-differentiation policy and
give video/audio applications a large . TCP aggregates receive a smaller band-
width allocation but are not starved of bandwidth. In addition, the property of
CBQ will also make sure that any unused video/audio bandwidth within Class B
can be used by TCP aggregates. Class B uses utility-maximizing allocation. It ben-
efits video/audio applications because a small change in available bandwidth will
only cause one flow’s allocation to be affected, thus limits the impact of rate oscil-
lation impacting multimedia applications. However, this allocation policy has the
down-side of potentially starving some applications. Class C uses the priority allo-
cation algorithm to support intrinsic priority semantics among MPEG-4 elementary
streams [1] corresponding to video objects with different priority, (e.g., low priority

video object will be dropped first before a high priority object is scaled down).

3.5.2 Simulation Results

We evaluate the utility-based allocation algorithms using the ns simulator with
built-in CBQ and DiffServ modules [99]. We use the CBQ formal link-sharing rules,
as described in [40]. We choose the weighted round robin (WRR) algorithm as
the scheduler for CBQ because the service weight of each class provides a clean
interface for utility-based allocation algorithms to program CBQ. In our simulation,

we choose a small buffer size (i.e., 1-2 packets) for every leaf class to ensure the
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correct operation of the CBQ WRR scheduler. The choice of a small buffer effectively
turns the shaping function of CBQ into policing function. For leaf CBQ classes,
we use high priority for video/audio applications and low priority for TCP data
aggregates. Unless otherwise stated, we use the default values found in the standard
ns release for simulation parameters.

The goal of our simulation is to evaluate the effect of different utility-based poli-
cies in handling a combination of adaptive and non-adaptive applications. Because
the packet level performance of CBQ has been widely studied in the literature,
our simulation will focus on adjusting the sharing weights under time-varying link
capacity.

The simulated link sharing structure is shown in Figure 3-6(a). In case 1, we
use one level of link sharing among two classes to study the effect of various foun-
dation utility-based allocation algorithms. In case 2, we introduce two levels of link
sharing hierarchy among four classes, and investigate the hierarchical utility-based
allocations.

The simulation uses two types of traffic sources as CBQ leaf classes. The
Agg TCP source models a TCP aggregate, and the Video_Flow source represents
a large-sized video flow. We use the formula from Equation 2.14 to set the util-
ity function for the Agg TCP, where 1.y is chosen as the T1 link speed of 1.544
Mb/s, and the minimum bandwidth requirement is zero (rmm = 0). Consequently,
the scaled utility function for TCP aggregates is set by bpax = "max — Tmin = 1.544
Mb/s. In addition, we choose .y = 4. The utility function for the Video_Flow
is measured from the Trace 1 MPEGI1 video discussed in Section 2.5.2. To better
illustrate the effect of different utility-based allocation algorithms, we scale up the
bandwidth demand of the Video_Flow by ten times so that Video_Flow has the same

order of bandwidth range as the Agg TCP class. Both utility functions are shown
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Figure 3-7: Aggregated Utility Function in Case 1

in Figure 3-6(b). In addition, we note that the utility functions shown in Figure 3-
6(b) start from zero bandwidth because they represent the scaled utility functions
defined by Equation (2.1).

In the first simulation (i.e., case 1), we apply four different utility-based alloca-
tion algorithms to CBQ leaf classes A and B, where Class A has the Video_Flow
utility function, and Class B has the Agg TCP utility function. The four algo-
rithms are utility-maximization, priority allocation for Class A, proportional utility
fair, and proportional utility differentiation, where Class A receives twice the utility
of Class B (i.e., Ba: 8 =2:1).

Figure 3-7 and 3-8 show two different properties of utility-based algorithms,
namely, utility maximization and fairness, respectively. In Figure 3-7, the aggre-
gated utility functions for all four algorithms are shown. We observe that the aggre-
gated utility function for utility-maximization represents the envelope of all other

aggregated utility functions. The aggregated utility function for priority allocation
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is a direct joint of individual utility functions of classes A and B, with Class A at the
bottom because of its higher allocation priority. The aggregated utility function of
proportional utility fair allocation lags behind in terms of maximizing total utility
values.

In Figure 3-8, the utility values of allocated bandwidths for Classes A and B
are plotted against the total available bandwidth. The intention is to illustrate
the disparity in allocated utility between the two classes under different algorithms.
Clearly, for fairness, the proportional utility fair allocation is preferable because
the utility values for classes A and B are the same as shown in Figure 3-8(b).
The proportional utility differentiated allocation gives exactly twice the amount of
utility received by Class B to Class A (as shown in Figure 3-8(c)) until Class A
reaches its maximum utility value of 4 at 0.983 Mb/s. For bandwidth larger than
0.983 Mb/s, Class B will get all the remaining utility until it reaches its maximum
utility value. When we inspect the utility distribution of classes A and B under
utility maximization (Figure 3-8(a)), the result indicates unfairness. Furthermore,
the utility (and also bandwidth) allocation of one class is not strictly increasing as
the total available bandwidth increases. This is demonstrated in the case of Class
B by the sharp drop in utility to zero when total available bandwidth is between
0.483 and 0.52 Mb/s. Such a behavior could be fine for adaptive data applications
such as TCP, but it would be undesirable for multimedia applications that prefer
stable bandwidth allocation.

In the second simulation (i.e., case 2), we simulated the behavior of U(x)-CBQ
with a two-layer link sharing hierarchy, as shown in Figure 3-6(a). The leaf classes
comprise two pairs of Video_Flow and Agg TCP sources, representing the same as
defined in the case 1. The algorithm used for classes A.1 and A.2 is proportional

utility differentiation where Class A.1 video could get four times the utility of Class
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A.2 TCP flow. The purpose of this experiment is to give the video a more stable
allocation. For the same reason, priority allocation is applied to Class B.1 and B.2
where priority is given to Class B.1 video. The top level allocation algorithm adopts
proportional utility differentiation where 84 : g = 1 : 2. In this case, we simulate
a “gold” service user (CBQ Class B) who receives twice the utility as a “silver”
service user (CBQ Class A).

Following the same approach discussed in [40], we concentrate on the study of
link sharing policies free from extraneous factors. A single constant-bit-rate source
for each leaf class is used where each leaf has a peak rate higher than the link ca-
pacity. The packet size is set to 1000 bytes for TCP aggregates and 500 bytes for
video flows. Under simulation, the link capacity changes every ten seconds. This se-
quence of changes drive the dynamic link sharing algorithms to adjust the link shar-
ing weights for individual classes. The measured throughput and the corresponding
utility value for each leaf class are shown in Figure 3-9(a) and (b), respectively.

Figure 3-9(a) shows the bandwidth allocation traces. The total available link
bandwidth changes following the sequence of 4, 2, 0.5, 1, and 3 Mb/s every ten
seconds. We observe the success of proportional utility differentiated and priority
allocations in stabilizing the bandwidth allocation to video Class B.1 and A.1, re-
spectively. Based on the link-sharing hierarchy settings, Class B.1 receives the best
service because of the preferential treatment of its parent Class B, and the absolute
priority over its peer Class B.2. The throughput of Class B.1 remains constant ex-
cept between 20-30s when the total link capacity drops to 0.5 Mb/s. We also observe
that the two B leaf classes receive more bandwidth than their Class A counterparts,
respectively, which reflects the differentiated allocation between classes A and B.
This differentiation behavior is better illustrated in Figure 3-9(b), which shows the

utility allocation trace. In this case, we observe that the total utility received by
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Class B are exactly twice the total utility received by Class A between 10-40s. Dur-
ing the first and last 10s of the simulation trace, Class B reaches its maximum utility
value of 8, and Class A receives the remaining utility allocation, which is more than
half of the utility value of 8. We can also observe this differentiation effect between
classed A.1 and A.2, where Class A.1 receives four times the utility of Class A.2. In
Figure 3-9, we also observe that classes can be starved of resources due to priority
allocation. During the period 20-30s, Class B.2 receives zero bandwidth and utility
because of the strict priority given to Class B.1.

Through simulation, we verified the effectiveness of the U(x)-CBQ algorithm.
We demonstrated that bandwidth utility functions provide a rich programming tool
to implement complex link sharing policies including application-aware and service-
differentiated allocation rules. In general, two groups of utility-based allocation
algorithms are used: utility-maximization and its variant of priority allocation as
one group, and proportional utility-differentiation and a special case of proportional
utility-fairness as the other group. Clearly, there is no argument that one policy is
better than the other. The utility-maximization policy has a clear economic mean-
ing of maximizing the total system welfare creating incentives for applications to
cooperate. When bandwidth changes occur, utility-maximization allocation usually
only adjusts the allocation of one flow, rather than all the flows, which is the case
with proportional utility-fair allocation. As discussed, however, utility-maximizing
and priority allocations could starve some flows. In addition, as discussed in Sec-
tion 3.4., utility-maximizing allocation can suffer from complexity and scalability
problems. Therefore, we recommend that the utility-maximizing allocation is more
applicable to the lowest link sharing hierarchy for individual data flows where al-
location starvation and state aggregation are not large concerns. In contrast, the

proportional utility-differentiated allocation is simple and designed to support ser-
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vice differentiation. Therefore, we recommend that utility-differentiated allocation
should be applied to aggregated classes at the upper link sharing hierarchy of a
single bottleneck link in addition to across networks. Network service providers are
likely to adopt solutions that are based on hierarchical and hybrid structures (e.g.,
the structure shown in Figure 3-5). Such approaches should capable of exploiting

the benefits of different algorithm while limiting any adverse effects.

3.6. Summary

The contribution of this chapter is as follows. Our approach to network adaptation
considered a set of foundation utility-based bandwidth allocation algorithms that
realized fairness, service-differentiation and utility-maximization policies. These
algorithms were efficiently designed with negligible overhead over the session ar-
rival/departure time-scale. We applied these algorithms to augment the widely
used CBQ [40] link sharing scheduler supporting hierarchical and hybrid allocation
policies. Our simulation used measured video utility functions and formulated TCP
utility functions to demonstrate application-aware and service-differentiated link
sharing policies. Such a utility-based adaptation model would allow future content
providers to offer equalized quality, differentiated allocation or priority allocation to
networked-users. In the next chapter we extend the work presented in this chapter

and study how to support mobile users in edge-based wireless access networks.
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Chapter 4

Utility-Based Adaptation in Wireless Access

Networks

4.1. Introduction

A key goal of next-generation wireless systems is to enable mobile users to access
and distribute audio, video and data anytime anywhere. However, the support
of multimedia services over wireless networks presents a number of technical chal-
lenges including physical layer impairments, mobility and bandwidth mismatch be-
tween wireline and wireless networks. These characteristics result in the delivery
of time-varying QOS to mobile applications. In many cases, mobile applications
are not designed to operate successfully under such conditions. In this chapter, we
argue that future mobile systems should be capable of capturing and supporting
application-specific adaptation characteristics in a flexible fashion. Many existing
mobile network systems (e.g., Mobile IP and 3G cellular systems), however, lack
the architectural flexibility to accommodate application-specific adaptation needs in
time-varying mobile environments. In particular, most network resource allocation
mechanisms rely on end-systems to declare QOS requirements such as bandwidth,

delay and delay jitter. This approach can lead to frequent renegotiation between
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end-systems and the network during periods of adaptation resulting in poor scala-
bility when the number of flows or traffic aggregates grows or adaptation becomes
frequent as in the case of wireless and mobile environments.

Unlike end-system oriented approaches, network-based adaptation faces a num-
ber of additional challenges. First, network-based adaptation is intrinsically more
complex than end-system oriented approaches. In order to maintain a balance be-
tween architectural flexibility and scalability, we propose a split-level approach that
support application-independent and application-specific adaptation needs. We ar-
gue that support for common adaptation demands should be managed by network
mechanisms in order to optimize efficiency, while support for application-specific
adaptation needs should be handled by a flexible platform at the network edges.
Second, network control needs to be extended in an efficient manner to support
common adaptation requirements, which can be characterized as having two dimen-
sions; that is, the bandwidth granularity and the time-scale over which adaptation
occurs. Network resource allocation schemes, however, are more complex than the
case of a single link because one flow’s allocation can be affected by other flows shar-
ing a portion of a multi-hop route. Maz-min fairness [52] is the most widely used
fairness criterion found in bandwidth allocation algorithms for networks. Here, the
idea is to maximize the allocation of flows with the least allocation; that is, to allow
a flow to increase its allocation provided that the increase does not subsequently
cause a decrease in allocation of a flow holding a lower or equal bandwidth allocation
[10]. A new challenge is to extend max-min fairness to support adaptation in an
efficient and scalable manner.

The contribution of this chapter is as follows. We present the design and eval-
uation of a utility-based adaptation framework for wireless packet access networks

comprising bandwidth utility functions and adaptation scripts. Bandwidth utility
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functions capture the adaptive nature of mobile applications in terms of the range
of bandwidth over which applications prefer to operate. Adaptation scripts com-
plement bandwidth utility functions by capturing application specific “adaptation
time-scales” and “bandwidth granularities”. The utility-based adaptation frame-
work supports both generic network adaptation control and flexible application-
specific adaptation. In this sense, we use bandwidth utility functions to formulate
a generic model for network adaptation, and deploy adaptation scripts to satisfy
individual application needs. Our framework is split into two levels that support
network-level utility-based allocation and application-level policy-based adaptation,
respectively. At the network-level, we present an efficient extension of max-min fair
allocation to support utility-based max-min fairness. A distributed algorithm peri-
odically probes the wireless packet network on behalf of mobile devices maintaining
their bandwidth allocations. Application level adaptation control employs adapta-
tion handlers at mobile devices that are capable of programming a wide variety of
flow adaptation behavior using adaptation scripts.

The structure of the chapter is as follows. In Section 4.2. we discuss related
work in the area of adaptive resource control for wireless networks. Following this,
in Section 4.3., we describe a utility-based adaptation framework for wireless packet
access networks. In Section 4.4., we present a detailed description of our utility-based
network control algorithm that realizes utility-based max-min fairness. Following
this, in Section 4.5., we discuss our policy-based application adaptation scheme that
works in unison with a network control algorithm to support a set of application-
specific adaptation policies. In Section 4.6., we present our simulation results. We
show that our framework is capable of supporting a wide range of adaptation needs
under various network conditions. We conclude the chapter in Section 4.7. with some

final remarks and present the pseudo-code for the utility-fair max-min algorithm in
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the Appendix.

4.2. Related Work

Recently, there have been a number of architectural proposals for adaptive services
in mobile networks [56, 67, 77]. In [73], Lu and Bharghavan present a set of admis-
sion control and reservation mechanisms that extend generic resource renegotiation
to wireless and mobile environments. In [67], utility functions are proposed for
network resource management. However, there is no discussion concerning specific
mechanisms. Our approach to realizing adaptation policies differs from end-system
oriented approaches (e.g., the Odyssey Project [79] and the adaptation proxy work
discussed in [41]). In order to maintain a balance between architectural flexibil-
ity and scalability, we propose a split-level approach that supports application-
independent and application-specific adaptation needs. We argue that support for
common adaptation demands should be managed by network mechanisms in order
to optimize efficiency, while support for application-specific adaptation needs should
be handled by a flexible platform at the network edges. For example, a “smooth”
adaptation policy can have the same effect as the end-system playout-control mech-
anism discussed in [88]. However, with the utility-based framework, we can delivery
rate-smoothing features as a generic network service which benefits a wide variety
of applications including TCP.

There have been several proposals by the ATM Forum to extend the notion
of max-min fairness (e.g., the case of non-zero minimum cell rate and allocation
proportional to weights [47, 102]). In this chapter, we formalize the utility-based
max-min fair allocation and investigate system issues associated with protocol de-
sign and adaptation policy, including algorithm and protocol scalability to support

aggregated flow states. A similar work [20] was published after our publication of
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utility-based max-min fair algorithm [69].

In [68], feedback control theoretic mechanisms (e.g., control based on the Proportional-
Integral-Differential of the feedback signal) are used to direct QOS adaptation in
networks. We observe that while control theory based approaches are better than
heuristic and measurement based approaches, it is hard to apply the theory di-
rectly to traffic aggregates without obtaining explicit resource requirements. In our
framework, we attempt to reduce the reliance on real-time signaling of application
resource requirements by using utility functions to model a range of requirements in
advance. In addition, we develop a platform comprising a resource probing proto-
col and adaptation handlers that supports flexible adaptation policies in a scalable
manner. By pushing application-specific adaptation policy into a set of edge-based
programmable adaptation handlers we can relieve the network control system of the

burden of supporting individual adaptation profiles in the network.

4.3. Utility-Based Adaptation Model for Wireless Access

Networks

Figure 4-1 illustrates our utility-based adaptation model for wireless access net-
works. At the top of the figure, an adaptive service applications programming
interface (API) allows end users and service providers to program the underlying
control mechanisms. These mechanisms include network-level and application-level
adaptation control, which we refer to as utility-based network control and policy-

based application adaptation, respectively.

4.3.1 Utility-Based Network Control

We assumes a two-tier network model, where the global Internet provides inter-

connectivity to a set of wireless packet access networks through gateways, as shown
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Figure 4-1: Utility-based Adaptation Model for Wireless Access Networks

in Figure 4-1. An example of the wireless packet access network is a Cellular IP
[101] network. The Cellular TP access network realizes micro-mobility in support of
fast handoff and paging, comprising a set of bast stations, routers and gateways.
In contrast, Mobile IP enables support for macro-mobility between gateway nodes.
Cellular IP is based on per-host routing where the routing state is stored at base
stations and gateways. Routing state is maintained by data and paging-update
packets flowing between a mobile device and its designated gateway. We augment
per-mobile state to include bandwidth allocation and adaptation control information
for per-mobile traffic aggregates. A per-mobile traffic aggregate is a state variable
that represents all uplink and downlink traffic between a mobile device and its
corresponding Internet gateway.

A periodic bandwidth reservation and adaptation protocol is used to allocate
and maintain traffic aggregate reservations in a Cellular IP access network. The
protocol operates in three phases, as shown in Figure 4-1. The first two phases

called reserve (1) and commit (2) are part of the network control scheme that per-
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forms utility-based max-min fair bandwidth allocation (discussed in Section 4.4.2)
in a distributed manner. The last phase called adapt (3) is associated with the
application adaptation control scheme.

The reserve and commit messages operate in a similar manner to the RSVP
[31] protocol. However, only unicast traffic aggregates are supported. Bandwidth
reservation messages (reserve) are periodically sent from a mobile device toward the
gateway for both uplink and downlink traffic aggregates. This probing mechanism
periodically refreshes “soft-state” bandwidth reservations that are associated with
a traffic aggregate path between the mobile device and gateway. The state is “soft”
because it is removed after a time-out interval if the state is not reset (i.e., refreshed).
Reserve messages interact with a set of utility-fair allocation mechanisms en-route
between the mobile device and gateway, as illustrated in Figure 4-1. This probe
drives the utility-based max-min fair allocation based on the aggregate bandwidth
needs of all flows in a traffic aggregate. A gateway responds to a reserve message
by sending a commit message back to the appropriate mobile device. This action
commits resources allocated by the reserve message to a traffic aggregate over the
next probing interval.

Utility-fair allocation operates locally at each node (e.g., base station, router and
gateway) and provides explicit support for common bandwidth adaptation needs at
the network level. In addition, the reserve/commit probe efficiently implements
the utility-based max-min fair allocation in a distributed manner. This reserva-
tion/adaptation mechanism operates over a slow time-scale in the order of seconds,
or during handoff or flow renegotiation. Fast time-scale control is needed over the

wireless hop, as discussed in our previous work [12].



38

4.3.2 Policy-Based Application Adaptation

As shown in Figure 4-1, we design an additional control layer on top of the utility-
based network control. Both bandwidth utility functions and adaptation scripts
represent the applications programming interface (API) at this layer for customiz-
able adaptive service model. Software agents called “adaptation handlers” execute
at mobile devices and implement application-specific adaptation scripts that are
capable of operating on a per-application or per-service class basis.

The addition of adaptation scripts is fundamental to the usability of the archi-
tecture. For adaptive mobile applications perceptible quality is strongly related to
how and when they respond to bandwidth availability. While a utility function
abstracts an application’s resource needs, an adaptation script is central to captur-
ing the application-specific responses to resource availability in terms of adaptation
time-scale and bandwidth granularity; that is, what time-scale and /or events should
trigger an increase in bandwidth allocation and by how much.

In essence, a utility function and adaptation script capture an application’s
blueprint for adaptation. Collectively, these form the semantics of application-
specific adaptive services in wireless networks. Using adaptation scripts, our utility-
based framework presents a comprehensive programmable environment for customiz-
ing adaptive services. We have designed four types of adaptation scripts (viz. greedy,
discrete, smooth, and handoff adaptations) for experimentation that covers a wide
set of application adaptation needs. Additional policies can be implemented by
programming new scripts, as discussed in Section 4.5..

Application adaptation is performed as part of the last phase of the resource
probing and adaptation protocol. After receiving a commit message, an adaptation
handler located at a receiving mobile device executes its adaptation script, which

could be in the form of a default script provided by the system, or a script defined
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by a user or application service provider. The schema of the adaptation script is

shown below:

1) retrieve the allocated bandwidth value
in the commit message from the network;

2) make adaptation decisions;

3) calculate the consumed bandwidth to be
no greater than the allocated one;

4) send an adapt message with the value of
consumed bandwidth toward the gateway.

Figure 4-2: Simple Adaptation Script Schema

Based on the commit message, the adapt message confirms the final committed
bandwidth (i.e., the consumed bandwidth) after taking the application’s adaptation
policy into account. As outlined in Figure 4-2, the consumed bandwidth can be less
than or equal to the allocated bandwidth presented at the receiver in the commit
message. The adapt message also notifies a traffic regulator located at the gateway if
there is any change to the packet policing/shaping functions, and/or media scaling
and packet filtering functions that may operate on the downlink traffic.

It is noted that two steps are sufficient for the reservation/adaptation mecha-
nism for either uplink or downlink traffic aggregates respectively. In this case, the
commit and adapt steps can be merged into one. However, the 3-step mechanism is
necessary to use the same messaging protocol to manage both uplink and downlink
simultaneously.

Our approach keeps the interior of the wireless packet access network simple.
With this reservation/adaptation mechanism, any traffic overload observed inside
the wireless access network will be controlled at the network edges (i.e., at mobile
devices and gateways). By locating adaptation handlers at the edge, we relieve

internal routers of supporting adaptation functions.
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4.4. Utility-Based Network Control

Based on service-specific utility functions multiple flows can be represented by an ag-
gregated utility function in the wireless packet access network achieving utility-based
fairness. In what follows, we extend the per-hop utility-based bandwidth allocation
rule presented in Section 3.3.1 to cover a max-min fairness criterion across multiple
hops between mobile devices and border gateways in wireless access networks. This
algorithm is driven by the resource probing protocol introduced in Section 4.3. and

detailed in this section.

4.4.1 Definition of Utility-Based Max-min Fairness

First, we define the feasibility constraint which specifies that any allocation must
not allocate more bandwidth than a link’s total capacity B'. The formal definition
is:

Definition 1 A bandwidth allocation vector 3 = (1, -, 3,) is feasible if for each
ﬂO’UJ (S Nn; /82 Z bi,l and fOT' each link l} ZVi passing linklﬁi S Bl-

Definition 2 An allocation vector (3 is utility-based max-min fair if it is feasible
and for each flow i € N, its allocation B; cannot be increased while maintaining

feasibility without decreasing some flow j’s allocation (3;, where w;(5;) < u;(5;).

Definition 3 A link [ is a utility-based bottleneck link with respect to a given fea-
sible allocation vector (3 for a flowi crossing | if | is saturated, i.€., 3 v passing link 1 5i =

B!, and u;(3;) > u;(B;) for all the flows j crossing .

These definitions are similar to the max-min fairness definition in [10]. The
main change is to substitute the comparison in bandwidth values (e.g., 5; > ;) to a
comparison in corresponding utility values (e.g., u;(5;) > w;(5;)). The utility-based

max-min fairness also has the same properties as conventional max-min fairness.
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Proposition 8 A feasible allocation vector (3 is utility-based maz-min fair if and

only if each flow has a utility-based bottleneck link with respect to 3.

The proof follows the same procedure as shown in [10] except the change from
bandwidth to utility value. This property implies that under utility-based max-min
fair allocation, each flow has one bottleneck link. Therefore, we will mark a flow

bottlenecked at its only bottleneck link and satisfied at all the other links in the path.

Proposition 9 There exists a unique allocation vector that satisfy utility-based

max-min fair rate allocation.

The proof of Proposition 9 is to first construct one allocation vector satisfying
utility-based max-min fairness. One may use the centralized allocation algorithm
in [10] by substituting bandwidth with the utility value. Following this, one can
construct a proof by contradiction by showing that any other allocation vector
satisfying utility-based max-min fairness will lead to a violation of Definition 2.

Because a utility function has the notion of the minimum sustained rate and
peak rate for a flow, the utility-based max-min fairness intrinsically captures the
constraints on minimum and maximum rate. With the additional properties such
as simplicity and consistency under flow aggregation, this extended max-min fairness

criterion can be practically implemented using distributed algorithms.

4.4.2 Distributed Algorithm

With the advent of available bit rate (ABR) flow control found in ATM networks,
distributed algorithms that emulate a centralized max-min fair allocation algorithm
have been proposed [22, 55]. In [22], Charny proposes a distributed and asyn-
chronous algorithm for max-min fair allocation. At each bandwidth allocation iter-

ation, a two-step algorithm is used to partition flows into bottlenecked and satisfied
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sets, denoted by U! and L!, respectively. The fair allocation for bottlenecked flows

at link [ is calculated as
I al Il
xi:B BﬁzB ZBL (4.1)
Zjeul 1 |Z/{ |

where Bl = Svieet T; is the total allocated bandwidth to £') the set of satisfied
flows.

We introduce a simple extension that replaces Equation (4.1) with the following

derived from (3.3)

2

Ti = u;1<u§nax ’ Uégg,L{(Bl - Blﬁ))

F(u;,u,, B — B) (4.2)

l

where vy,

() is the normalized aggregated utility function as defined in Equa-

tion (3.1). The composite function from the inverse utility function u; '() and the

l

aget() captures the notion of weighted fairness.

aggregated utility function v
In Equation (4.2), we use a new notation F(u;, u},) for the allocation function

to improve clarity, with u; denotes the piecewise linear utility function u;(x), and
A

max Ul

Uy agg,U

ul, (x) denotes the aggregated utility function of U! — the set of
bottlenecked flows. In addition, we will use the operator ¢ to denote the operation
of utility-fair aggregation.

In [55], Kalampoukas simplifies Charny’s iterative marking procedure (which has
complexity of O(n) for each iteration where n is the number of flows) to an O(1)
algorithm for each iteration. Instead of trying to partition all the flows at once,
the algorithm only updates the bottlenecked /satisfied status of the flow currently
in process. Our implementation is based on this efficient algorithmic approach.

Let us consider flow ¢ at link /. If the flow is currently marked as satisfied, to
update its allocation, we reset its marking to bottlenecked and aggregate its utility

function u; into ul,, ie., ul, = ul, ® u;. Subsequently, an abstract view of the
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bandwidth assignment rule is given as follows:
r; = max {F(ui, w, B —BL), Flu,u,ou, B — B. + :L‘k)} , (4.3)

where k = arg maxy;ei{u;(x;)}.

Here k is the index of a flow that has the maximum utility value inside the
satisfied set £'. It is possible that during a transient phase a flow in the satisfied set
could have a utility value greater than the utility of a bottlenecked flow. Therefore,
the purpose of adding flow k into the bandwidth allocation pool is to reduce the
allocation oscillation experienced during the transient phase [55]. However, adding
flow k, the satisfied flow with the maximum utility value, into the allocation pool
could generate a larger allocation for a bottlenecked flow in this case. In some cases,
this allocation may violate the feasibility constraint. We will solve this problem in

the next section.

4.4.3 Resource Probing Protocol

In what follows, we outline a resource probing protocol which constitutes the first
two phases (i.e., the reserve and commit phases) of the three-way protocol described
in Section 4.3.. The probing protocol operates in the wireless access network and
periodically and asynchronously probes the wireless access network on a per traf-
fic aggregate basis. In this instance, the bandwidth requirement of an individual
application is derived from its corresponding aggregated utility function based on
Equation (4.2).

The protocol operates on a slow time-scale in the order of seconds, and drives
bandwidth renegotiation in the access network. In contrast, the bandwidth renego-
tiation time-scale for ATM ABR flow control algorithms is in the millisecond range.

The main component affecting the convergence time is the probing interval, which,
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in our case, is several orders of magnitude greater than the round-trip delay®.

To reduce the convergence time of the probing scheme by half, we exploit the
backward signaling message (i.e., commit message) to commit the reservation made
by the forward reserve message. Each reserve probe message contains four parame-

ters: (i) the mobile traffic aggregate identifier; (i) the ideal bandwidth request pidea!;

()

actual .

(iii) the actual bandwidth request p¢

7 I

and (iv) the utility function vector u; if it
has been changed since the last resource probe. The corresponding commit message
contains four parameters as well: (i) the mobile traffic aggregate identifier; (ii) the

ideal bandwidth allocation ri®@; (iii) the actual bandwidth allocation rg<al; and

(iv) the updated utility function vector u; for the whole mobile traffic aggregate to
be confirmed along the path.

To speed up the convergence time while maintaining the feasibility constraint

(Definition 1), two parallel sets of reservation state (pi*, r/5*) and (p¢ !, rggteet)

are maintained along the route, where p denotes the requested bandwidth value in

the reserve messages, and r denotes the confirmed bandwidth value in the com-

mit messages. (pgctual pactual

7’7

) tracks the actual allocation under the feasibility con-

straint, and (pideal pideal

(e, ri9°") tracks the ideal allocation without the feasibility constraint?

and ensures convergence to utility-based max-min allocation.
ideal ,.actual

il Tz’,l )

For a mobile traffic aggregate 7, the states stored at each link [ include u;, r
and a flag S;; € {bottlenecked, satisfied}. The S;; flag implicitly partitions the mo-
bile traffic aggregates into two sets 4! and £!. The aggregated states stored at each
link [ comprise the total available bandwidth B!, the in-use bandwidth for the set

L' Bl, and the unused bandwidth BY,,,. The algorithm also maintains state for an

!The round-trip delay is the time between sending a reserve message and receiving the corre-
sponding commit message.

2The feasibility constraint could be violated during transient phases as flows asynchronously
update their bandwidth allocations. Tracking ideal allocation allows each flow to converge faster
toward the ideal allocation value.
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aggregated utility function ul,.

The allocation rule follows from Equation (4.3). To reflect the two allocation
algorithms operating in parallel, the ideal and actual allocations of a traffic aggregate

are calculated based on the following:

; . ideal __ : l ideal

ideal : Ti,l - mln{malloc? Pi } (4 4)
. actual __ : l actual [ .

actual: 7{{" = min{x/y,., pf Bt

After the allocation steps given by (4.3) and (4.4) are complete, the S! of the
traffic aggregate is changed if necessary. In this case, the state variables are adjusted
when the commit message arrives to relax any over-allocated bandwidth. Because
we follow the approach of [55] not to adjust the states of other traffic aggregates,
the algorithm complexity is in the order of O(K), where the utility vector size K is
the number of critical utility levels.

In what follows, we present the convergence property of the algorithm and sim-

ulation results to verify this property.

4.4.4 Convergence Property

The analysis of our algorithm’s convergence property follows closely from [23]. It is
shown in [23] that a distributed algorithm needs at least M iterations to stabilize
toward max-min allocation in a descending order starting from the most congested
bottleneck link, where M is the number of distinct bottleneck levels in the net-
work. Each iteration of our algorithm only requires one probing round without the
feasibility constraint because we utilize the commit message and the explicit rate
information carried in the probing protocol as described in the preceding section.
This is not the case with the ABR rate allocation algorithm, which requires three

messages to stabilize a change in bandwidth allocation and one more message to
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notify the next level bottleneck links along the route.

Denote T' a probing interval and RTT as the longest round-trip delay for the
signaling message (i.e., reserve/commit) in the access network. Then the amount
of time required is T+ RTT. When we consider the feasibility constraint, one
more round of probing is required to allow the actual allocation to reach the ideal

allocation. This adds a factor T" to the time required.

Proposition 10 Utility-based maz-min fair allocation algorithm converges in RTT /2+
(2T'+ RTT)M, and in RTT/2+ (T 4+ RTT)M without the overload reduction con-

straint.

The RTT/2 factor is attributed to the case where change is caused by a newly
arriving flow or a flow changing its utility function. In this case, it takes RTT'/2 for
the intermediate routers along the path to be updated accordingly.

In practice, the convergence upper-bound can be improved by network engineer-
ing. One approach is to use a centralized implementation of the bandwidth alloca-
tion algorithm. This effectively removes the M factor from consideration. Another
approach taken in wireless networks is to over-provision the wireline part of the
cellular network such that only the base stations can be possible bottlenecks. In
both schemes the allocation algorithm located at internal access network nodes can
be disabled. However, the algorithm is still needed at border gateways to support
edge traffic control. It is clear that using a small probing interval 7" can significantly
reduce the convergence time. However, reducing the probing interval will increase
the signaling traffic load on the system. A compromise scheme could use variable
probing intervals on different portions of the network (e.g., a smaller value across
the wireless hop and larger one in the wireline access network) with the result of

improving bandwidth usage.
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4.5. Policy-Based Application Adaptation

Adaptation policies capture different application behavior in a flexible and cus-
tomizable manner. A TCP application, for example, may want to instantly take
advantage of any resource availability. On the other hand, mobile multimedia ap-
plications may prefer to follow trends in bandwidth availability to avoid frequent
oscillation in utility level rather than respond to instantaneous changes in available
bandwidth. Typically, following trends in this fashion leads to more stability in the
user’s perceived quality. In contrast, an adaptation script that responds to instanta-
neous changes can lead to fast time-scale oscillations (“flip-flopping” ), which may be
perceived as undesirable by many users. We have designed a number of adaptation
scripts representing some common adaptation policies that mobile application can

select from; these include:

e greedy adaptation, which allows applications to instantly move up along their
utility functions when bandwidth becomes available to satisfy any point on

their utility curves;

e discrete adaptation, which allows applications to move up along step or stair-
case shaped utility functions, rounding off the assigned bandwidth to the lower

discrete bandwidth level;

e smooth adaptation, which allows applications to move up along their utility

functions only after a suitable damping period has passed; and

e handoff adaptation, which allows applications to moves up along their utility

functions only after a handoff event has occurred.

While these canned policies have been pre-defined, our approach is open to sup-

porting new policies (e.g., a hybrid of smooth and handoff policies). To facilitate
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the introduction of customizable adaptive mobile services, we allow programming

and dynamic loading of application-specific adaptation scripts. An abstract view

. . . . . d l t l . d l
of the adaptation scripts is the commit(j, pi™®, p“®") function, where pi**" and
p?“““l are the assigned ideal and actual allocations for application j, respectively.

actual)

Their values are derived from the assigned ideal (p'®®) and actual (p alloca-

tion for traffic aggregate in the commit message using Equation (4.2). Based on the

adaptation script, the commit(j, pide, p?“““l) function determines the consumed
: ideal actual
bandwidth 32/ traffic aggregate /i a1d 2 jctraffic aggregate £j . t0 be returned

in the adapt message.

Mobile devices are free to change their adaptation policies at any time because
the adaptation handlers are implemented locally at mobile devices. This allows users
to dynamically respond to the needs of particular applications or dynamic QOS con-
ditions experienced in the wireless access networks. For example, the default policy
for a particular flow could be set to a greedy script. After a period of time the mobile
device may assert a new script for flows based on the measured conditions. Instanti-
ating a new adaptation script may be driven by a particular stability test related to
mobility movement, or the observed performance of an application (e.g., changing
to smooth adaptation in cells where the observed QOS oscillates frequently). In this
respect, adaptation handlers represent programmable objects that can be tailored

to meet application specific service needs under time-varying channel conditions.

4.5.1 Greedy Adaptation Script

The greedy adaptation script is the default adaptation script used for all new mobile
traffic aggregates that do not instantiate adaptation handlers. Flows are greedy in
the sense that they will accept whatever bandwidth is offered by the network at any

instance. A greedy adaptation handler’s commit(j, pidea, p?c'f““l) function simply
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accepts the piieal

and p?cwal values derived from a commit message granted by the

network and returns them in an adapt message.

commit(j, pife®!, pgetuel) {
adapt (pz eal7 p}lctual);
}

Figure 4-3: Simple Greedy Adaptation Script

The choice of probing interval needs to balance the trade-off between a desired
fairness behavior and the increase in signaling traffic that a short probing interval
would bring. In Section 4.6., we study the effect of the probing interval on allocation

accuracy.

4.5.2 Discrete Adaptation Script

Discretely adaptive applications require discrete increments of allocated bandwidth
to support multi-layered data transport, (e.g., the transport used in [6], where the
base and enhancement layers of MPEG2 flows receive different treatments at net-
work congestion points). The goal of such a discrete adaptation script (as shown in
Figure 4-4 Strategy A) is to enforce a complete increment/decrement on allocated
bandwidth and avoid any partial changes. In our framework, discrete adaptation
is specified by a discrete type of utility function (e.g., the staircase shape shown
in Figure 2-1). A discrete shape utility function, however, only resides in adapta-
tion handlers at mobile devices. The network bandwidth allocation algorithm and
probing protocol only deal with strictly-increasing piecewise linear functions.
Unfortunately, Strategy A in Figure 4-4 can cause allocation disparity, as we will
show in Section 4.6.. This disparity is general to adaptation policies with discrete
bandwidth granularity. When the residual bandwidth is insufficient to accommodate

all the flows (e.g., because of their bandwidth granularity) some flows will receive
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// Strategy A
commit(j, p;_deal’ p?ctual) {
// locate discrete utility value

m = [y ()| m = |, (p5etet) )
// assign discrete bandwidth
p;_deal — bjm“p?ctual — bj,n;

adapt (p§deal, p?ctual);

}

// Strategy B

commit(j, p;'_deal’ p?ctual
lf((pg,ctual :: ;deal) or (p?ctual > p?‘e’l),p?dual)) {
// for pykal: discrete script
ideal  |.
m = [u;(p5*) J;
ideal _ b -
p] J,m>

previp?ctual — p;_zctual;
n = lu;(pret) J;
p?ctual — bj,n;

adapt (pédeal , p?ctual ) :

Figure 4-4: Two Discrete Adaptation Scripts

better treatment than others.

To resolve this fairness issue, the adaptation script should give a flow an oppor-
tunity to increase its bandwidth allocation regardless of its adaptation style. Under
this approach the allocation disparity can be rotated among flows. Strategy B in
Figure 4-4 presents one simple example. The algorithm switches to a greedy adap-
tation script when a reduction on the assigned bandwidth is detected. By doing so,
a flow can register itself as a “bottlenecked” flow within the network and force any
unclaimed portion of bandwidth to be released by other flows. This provides the
flow with a fair chance to share the extra bandwidth resources. If a flow strictly fol-
lows a discrete adaptation script it usually is tagged as satisfied within the network,
and hence loses its chance of sharing additional bandwidth. Strategy B detects the

reduction of the assigned bandwidth by comparing the actual assigned bandwidth
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with the ideal assigned bandwidth from the previous allocation.

4.5.3 Smooth Adaptation Script

Smooth adaptation suits the needs of the adaptive multimedia applications (e.g.,
vic and wvat) that can continuously adapt their rate (e.g., by adjusting receiver-
end playout buffers). Such applications require a script that supports a smooth
change of rate in the delivered service so that, for example, the playout buffer
does not underflow or overflow often. In essence, these applications prefer to follow
trends in bandwidth availability as opposed to reacting to instantaneous changes
that might be short lived. We describe this form of adaptation as “smooth” because
the adaptation handler implements a low pass filter based on network assigned
bandwidth. This type of application is supported within our framework by limiting
the bandwidth increment and enforcing the minimum time interval between two
consecutive bandwidth increments.

In what follows, we present one implementation of such an adaptation script.
There are three control parameters in this script: 0 denotes the maximum bandwidth
(or utility value) increment that the application can tolerate; 7 is the minimum
interval between two consecutive allocation increments; and k, is a filter factor.

The pseudo-code for the smooth adaptation strategy is shown in Figure 4-5.

4.5.4 Handoff Adaptation Script

The final canned adaptation script deals with different adaptation strategies that
can be adopted during handoff. Mobile applications may only want to deal with
adaptation on the time-scale of handoff thereby limiting fluctuation in the observed
service quality. Typically, these applications require uniform service while resident

in a cell and prefer to deal with adaptation issues only during handoff. A number of



102

ideal ,actual

commit(j, p5*“*, pf ) {

pé_deal — CalC,bW(p;deal,pTB’U,I;deal);
actual __ actual actualy.
P = calc_bw(p§ , prev_z );

if ((no increment) or
(time_since_last_increment > 1) ) {

prev xi_deal — pi‘deal prev xqctual — pqctual .
- J ’ - J
reset timer;
} else // do not change
p;deal — p’l‘e’l}J;deal, p?ctual — prev,x?““al;
adapt (p;_deal’ p;;ctual) ;
calc_bw (p, prev_z) {
if (preve == 0) { // first time
return 0.5p;

} else if (kp > prevx —9) {
// limit increment by § and Kk
return min{kp, prev_z + §};
} else {
return min{p, prev_z — §};

}
}

Figure 4-5: Smooth Adaptation Script

adaptation scenarios are possible during handoff depending on the conditions found
in a new cell and the bandwidth requirements of the mobile traffic aggregate being
handed off. Figure 4-6 shows a number of possible outcomes for handoff adaptation
illustrated in the experimental trace obtained from Mobiware [6], a programmable
mobile networking platform that operates over an experimental indoor pico-cellular
testbed.

In this experiment, four mobile devices (M1, M2, M3 and M4) are handing off
in sequential order (H1, H2, H3 and H4) from base station AP1 to AP2. Mobile
device M1 enters the new cell at H1 and scales up its utility to take advantage of
available resources. The M1 adaptation script only adapts after handoff. At point
H2 in the trace the mobile device M2 hands off to the base station AP2 and is

forced to scale down to its base layer. Mobile device M3 has an adaptation script



103

Call dropping v.s. handoff adaptation
700 \ \

T T T T T T T
—— M1, Adaptation to a higher resolution
—————————— M2, Adaptation to a lower resolution
600 - - - -+ M3, Admitted call - no adaptation ]

—— M4, Dropped call - no adaptation
H4

500

400 Handoff to AP2

300 |

Bit rate (kb/s)

200

100

O 1 1 1 1 1 1 1 1 1 1 1
0O 10 20 30 40 50 60 70 80 90 100 110 120
Time (sec)

Figure 4-6: Handoff Adaptation Script Results

that never adapts. At H3 the mobile device M3 hands off to AP2 and maintains its
current utility. In the final part of the experiment, M4 hands off to AP2 at point
H4 in the trace. At this instance, insufficient resources are available to support the

base layers of M1, M2, M3 and M4 forcing the base station to block handoff.

4.6. Simulation

We have presented four common adaptation scripts in Section 4.5.. However, a wide
range of policies can be programmed using our approach. In what follows, we use
simulation to investigate the adaptation performance of flows measured at the base
stations AP1 and AP2 in the simulation topology illustrated in Figure 4-7. We are
interested in assessing the adaptation performance of flows that are forced to adapt

to the observed conditions based on their instantiated adaptation scripts.
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4.6.1 Simulation Environment

In Figure 4-7, the simulated wireless packet access network comprises two base sta-
tions (AP1 and AP2), two border gateways (GW1 and GW2) and two intermediate
routers (SW1 and SW2). In the simulation, we only observe the performance of
downlink flows which is sufficient to illustrate the effect of the adaptation script on

mobile applications.

‘ ,,,,,, . QloMbps @
10Mbps®\\‘\ @
””"‘@'_Q‘%Mbs ,//
10 Mbps P ‘ ‘

- @ ' 40 Mbps 40 Mbps
10 Mbps / 15 Mbps SW2 SWi GW1 \
7

e —— wireline link ~ ----- wireless link
.

@ On-Off channel degradation source

Figure 4-7: Simulated Mobile Access Network Topology

4.6.1.1 Flow Parameters

A total of ten flows with various adaptation scripts are simulated. For clarity, we
assume one flow per traffic aggregate. Table 4.1 illustrates each flow’s utility function
parameters. All flows have zero minimum bandwidth requirements. Flows 9 and
10 simulate aggregated cross traffic in the access network with 25 Mb/s maximum
bandwidth requirement (B. ), the others simulate the flows across wireless links
with B. g varying from 2 to 6 and 10 Mb/s. Two types of utility functions are

used during simulations, as shown in Figure 4-8. Flow 4 and 6 have convex shape
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of utility functions u(z) = (K — 1)logy(1 + 2/B. i) + 1 while the other flows have
linear shape utility functions u(z) = (K — 1)x/B. i + 1.

The route of each flow is designed carefully to give a fairness comparison under
different utility functions and/or different B. . To test the correctness of the flow
aggregation operation, flows 1 and 4, 2 and 6, and 3 and 5 are aggregated into
three flow aggregates, respectively. The remaining flows (7 - 10) are associated with

different mobile devices.

utility K
4
log-u(x) linear-u(x)
2
bandwidth
L |
bi1 bj =026k, bj 30590 4 bj 4

Figure 4-8: Utility Functions Used in Simulations

Table 4.1: Flow Utility Curve Parameters

Flow 1D 1 2 3 4 5
U-C Shape linear linear linear  log  linear
Max BW (Mb/s) 2 10 6 10 6
Flow 1D 6 7 8 9 10
U-C Shape log linear linear linear linear
Max BW (Mb/s) 2 6 6 25 25

4.6.1.2 Simulated Dynamics

We simplified the simulated wireless network by indirectly simulating the effect of

user mobility and wireless channel variations on available bandwidth. There are
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three levels of simulated dynamics related to available bandwidth variations in the
simulated network, denoted as noise level 0 to 2.

Noise level 0 denotes the setting where the wireless links are ideal with no degra-
dation. The available bandwidth variations are caused solely by the flows coming
online, handing off and terminating. The scenario used in the simulation comprises
a sequential setup of 10 flows in the first 10 sec, one flow is established every sec-
ond, followed by flow 6 terminating at 85 sec, flow 4 terminating at 127 sec, flow 1
handing off at 171 sec and returning again at 204 sec into the scenario. Under noise
level 0, the network topology shown in Figure 4-7 has three bottleneck links. The
most congested bottleneck in this scenario is the link SW2 — AP1, followed by
the link SW2 — AP2, and finally link GW1 — SW1.

Noise level 1 denotes a setting where wireless link degradation is added to each
base station, as well as the dynamics introduced by noise level 0. The links between a
base station and router SW2 (illustrated in Figure 4-7 as links SW2-AP1 and SW2-
AP2) have a capacity of 15 Mb/s, which models the overall air interface capacity
between a base station and the mobile devices in its cell. Under noise level 1
conditions, the air interface capacity is changed by three random ON-OFF noise
processes to simulate the effect of the wireless channel degradation common to all
the mobile devices within the same cell. For each random noise process, during
the ON interval, a uniform decrement of up to 3 Mb/s is deducted from the link
capacity. During the OFF interval, no degradation is introduced in the link capacity.
The ON and OFF intervals are exponentially distributed with a mean of 5 and 40
sec, respectively.

Noise level 2 denotes a setting where channel-dependent degradation is further
added to each mobile device. This is in addition to all the dynamics introduced by

noise level 0 and 1. To model channel-dependent degradation, we introduce links
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between the mobile devices (D1 to D7) and their base stations (AP1 and AP2).
These links have 10 Mb/s channel capacity under ideal channel conditions. This
capacity is large enough to prevent the links from becoming bottlenecks because
10 Mb/s is no less than the maximum bandwidth requirement from each mobile
device. When a random ON-OFF noise process is introduced at each link, however,
the link capacity may be reduced to a level so that the per-mobile link becomes a
bottleneck.

It should be noted that these common-channel and channel-dependent random
ON-OFF noise models are not intended to closely capture the characteristics of a
wireless channel under a fast time-scale. Rather, they coarsely simulate the effect
of persistent fading, flow setup, release and handoff events on the time-scale com-
parable to the resource probing interval which is under study and is in the order of

seconds.

4.6.2 Fairness Metric

The simulator implements two versions of the utility-based max-min allocation al-
gorithms. A centralized scheme has global information and reacts instantaneously
to any bandwidth change in the network. Therefore, the centralized scheme serves
as the optimal (but not realistic) allocation reference. In our experiments, a dis-
tributed scheme implements our distributed utility-based max-min fair algorithm,
as described in Section 4.4.3.

The fairness metric of the distributed scheme is calculated using the “fairness
index” proposed in [53]. More specifically, denoting ¢; the time instants when the

bandwidth change occurs, the instantaneous fairness index of our distributed scheme
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during time interval [t;,¢;.1) is calculated as:

()’
N Y0 ()2

FI(t;) and v;(t;) = z (4.5)

where N is the total number of flows, z,(¢;) is the allocation for flow j at time
t; under our distributed scheme, and Z;(¢;) is the corresponding allocation under
centralized scheme.

The average fairness metric between time ¢ and t, is the time weighted average

of the instantaneous fairness index, that is:

L
7 S FI(tio)(ti — ti) (4.6)
ZfL - tO

4.6.3 Results

In what follows, we show that our utility-based adaptation framework is capable of
meeting the needs of a wide range of application adaptation strategies under diverse

network conditions.

4.6.3.1 Greedy Adaptation

Figure 4-9 shows the simulation results under two noise levels. The fairness index
under noise level 0 shows that the distributed algorithm converges to the theoretical
utility-based max-min allocation. For example, in the figure, after the initial batch
of flow setups up to 10 s; tear-downs at 85 and 127 s; and finally one flow hands off
at 171 s and returns at 204 s, the fairness index reaches the maximum value of one
within 20 s in all instances. This verifies the convergence property of our algorithm,
as discussed in Section 4.4.2.

The fairness index under noise level 2 illustrates the system performance under
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Figure 4-9: Greedy Adaptation Results: Fairness Index

severe channel-dependent degradation across wireless links. Here the deep drops in
the fairness index imply that the allocation cannot react to instantaneous channel
degradations. However, the fact that all drops are less than 10 second in dura-
tion indicates that the system rectifies the allocation inaccuracy within its probing
interval of 10 second. This verifies that the periodic resource probing algorithm
should be applied to persistent channel degradations and bandwidth variations at a
time-scale slower than the probing interval.

The effect of the probing interval on allocation accuracy is further illustrated
in Figure 4-10. This figure shows that under noise level 2 conditions, the average
fairness index (FT averaged over 100000 seconds) decreases as the probing interval
increases. A good choice of the probing interval needs to balance the trade-off
between a desired fairness index value and increased signaling generated by a short
probing interval.

To visualize the effect of utility-based fair allocation, we use Figure 4-11 to com-
pare the allocated utility value of flows with different utility functions and maximum

bandwidth requirements. For a fair comparison, we invoke noise level 1 and consider
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Figure 4-10: Greedy Adaptation Results: FI v.s. Probing Cycle
flows 1, 3, 4, 5 which are in the same cell. These flows experience the same common-
channel degradation under noise level 1 because the air interface is simulated to be
the same for each of the flows. We observe that after allocation convergence, all four

flows observe the same utility value regardless of their utility function parameters.
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Figure 4-11: Greedy Adaptation Results: Utility Value
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4.6.3.2 Discrete Adaptation

Figure 4-12 presents results from a simulation (see Section 4.6.) that has the same
configuration as the greedy adaptation scenario. However, in this case the utility
functions for flows 1 to 7 are made discrete, with three critical utility levels. Even
though these seven flows have different shapes of discrete utility functions, they all

operate at the same set of critical utility values {1, 2, and 3}.
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Figure 4-12: Discrete Adaptation Script Results: Utility Value

We observe that, strategy A can cause allocation disparity, as shown in Fig-
ure 4-13 (which is under the same scenario as in Figure 4-12 but for flow 3 and 5
only). Because flow 3 and 5 have the same utility function parameters and the same
route, they should receive the same bandwidth allocation. However, as shown in
Figure 4-13(a), under strategy A, flow 3 consistently receives allocation levels one
level higher than flow 5. Strategy B corrects this disparity. The approach taken
switches to a greedy adaptation script when a reduction of the assigned bandwidth
is detected. The effect of this strategy is shown in Figure 4-13(b), where the two
flows take turns receiving additional bandwidth. By successfully taking advantage

of the distributed and asynchronous nature of adaptation, Strategy B resolves the
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Figure 4-13: Comparison of Discrete Adaptation Strategies

fairness problem experienced by Strategy A, which otherwise, would be difficult to

resolve in a deterministic manner.

4.6.3.3 Smooth Adaptation

Figure 4-14 presents the simulation results under the same network configuration
as the previous simulations except that, flow 1, 3 and 7 have smooth adaptation
strategies, while the other flows are greedy. For comparison purposes, only flows 1,
2, 3 and 7 are shown in Figure 4-14 (with noise level 2 to introduce large bandwidth
variations).

The smooth adaptation script consists of parameters: 0, 7 and k as defined
above. In the simulation, all the smooth adaptation flows have the same x = 80%.
Flow 1 is constrained by 7 and §, where 7 = 20 sec and ¢ = 0.66 Mb/s, one third
of its maximum bandwidth requirement. Flow 2 is not constrained by either 7 or
J, so its 7 = 10 sec, the default probing cycle, and 6 = 10 Mb/s, its maximum
bandwidth requirement. Flow 3 is constrained only by 7, where 7 = 40 sec and
9 = 6 Mb/s, its maximum bandwidth requirement. Finally, flow 7 is constrained

only by d, where § = 0.2 Mb/s and 7 = 10 sec, the default probing cycle. In
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Figure 4-14: Smooth Adaptation Script Results

comparison with the greedy adaptation flow 2, smooth adaptation flows experience
less bandwidth oscillations (i.e., “QOS flapping”), as shown in Figure 4-14. When
T increases with multiples of the probing interval, the allocated bandwidth becomes
more stable, as shown by flows 1 and 3. One can also employ small but frequent
increments (i.e., small 7 and 0) and achieve the behavior like flow 7 to follow the
trend of bandwidth variation.

We note from this experiment that the mean allocated bandwidth under smooth
adaptation is smaller than greedy adaptation. This is because the gain on smooth-

ness is traded off with the allocation increment one can accept each time.

4.7. Summary

The contribution of this chapter is as follows. We introduced a utility-based adap-

tation framework for mobile networking that enables users and service providers to
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program application-specific adaptive services in wireless packet access networks.
The architecture provides split-level support for adaptive QOS control at the net-
work and application levels based on bandwidth utility functions and adaptation
scripts. We have discussed the detailed design of network-level and application-
level adaptation control mechanisms that maintain a balance between architectural
scalability and flexibility. Our network-level algorithms and protocols employ utility
functions to support common adaptation needs in a manner that is scalable for traf-
fic aggregates and across multiple network hops. Our application-level adaptation
handlers operate at mobile devices realizing application-specific adaptation scripts.
Through simulations we have shown the convergence property of the network-level
adaptation algorithm. In addition, we have demonstrated the operation of differ-
ent styles of adaptation scripts that can be programmed by the user or application
service provider.

In this chapter, we focused on applications needs and scalable resource alloca-
tion algorithm design for edge-based wireless access networks. In the next chapter,
we study new mechanisms that support scalable dynamic provisioning of core IP

networks in support of quantitative differentiated services.

A. Pseudo-code for the Utility-weighted Max-min Fair Al-

location Algorithm

// a reserve message arrives at a network node
reserve(id, req'4°® reqoctva u) {
if (id is new flow) {
// first flow, init states
xégeal — O; xlc_zdctual — O;
Uig = u;

state;q = SATISFIED;



update u into uarr;
add u into uy;
} else {

update uarr

if (state;q == SATISFIED) {
// prepare for allocation
add u into uy
By+ = xﬁgml;

}

Bireet = aigtual;

}

alloc_bw(id, req*de!, reqactualy,

>

// utility-fair algorithm: Eqn (4.2)

alloc_bw (id, req'¥® reqactual) {

Talloe = util fair alloc(id);

// without feasibility constraint

ideal
Lid

_ : ideal .
= min{zqi0c, req"*“*'};

// with feasibility constraint
actual
7

_ : tual .
Tiq = mln{zallom reqtete 7Bfree} H

// adjust flow state

if (zideal < regideal)  state;q = BTLNECKED;

else state;; = SATISFIED;
if (state;q == SATISFIED) {

remove u from uy

__ ideal .

BU— =T,q H

— tual .

Bfree_ = 1';15 wat;

,reqz'deal — xégeal;
,r,eqactual — xzizdctual;
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// a commit message arrives at a network node

commit(id, ack®® ackactual) {

Bfree+ — (x%:tual _ aCkaCtual);

x;;zdctual — ackactual;

if (ackideal >= gideal) return;

// ackidedl < yideal © adjust flow states
if (state;q == SATISFIED)  By+ = zij;
gideal — gefideal

// update index for Unq.

i (219 > Znas) {

ideal .

Tmazx = Tig >

max_id = id;

} else if (zided! < 1, and id == maz_id) {
Tmazxr = $2geal; // reduce Tz

}
if (id == max_id) {
if (state;q == SATISFIED) {
state;q = BTLNECKED;
add u;q into uy;
}
} else {
if (state;y == BTLNECKED) {
state;q = SATISFIED;

remove u;q from ugy;
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// flow release or timeout
release(id) {
remove u;q from uaryr;
if (state;y == BTLNECKED)
remove u;q from uy;
else
By + = xideal;
// return BW to free pool
Bprect =ttty

delete flow states;
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Chapter 5

Quantitative Service Differentiation for Traffic

Aggregates in Core Networks

5.1. Introduction

Provisioning differentiated services in core IP networks presents a number of sig-
nificant technical challenges above and beyond those associated with engineering
efficient allocation algorithms for edge-based access networks, as discussed in the
first part of this thesis. The contribution of this chapter is to study the needs of
core network infrastructure and develop scalable dynamic bandwidth provisioning
algorithms that can support quantitative differentiated services across core net-
works. Engineering efficient bandwidth provisioning for core networks (e.g., IETF
Differentiated Services “DiffServ” [35]) is, however, considerable more challenging
than in circuit-based networks such as the Asynchronous Transfer Mode (ATM)
networks. First, there is a lack of detailed control information (e.g., per-flow states)
and supporting mechanisms (e.g., per-flow queueing) in the network. Second, there
is a need to provide increased levels of service differentiation over a single global IP
infrastructure. In traditional telecommunication networks, where traffic character-

istics are well understood and well controlled, long-term capacity planning can be
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effectively applied. We argue, however, that in a DiffServ Internet more dynamic
forms of control will be required to compensate for coarser-grained state information
and the lack of network controllability, if service differentiation is to be realistically
delivered.

There exists a trade-off intrinsic to the DiffServ service model (i.e., qualitative
v.s. quantitative control). DiffServ aims to simplify the resource management prob-
lem thereby gaining architectural scalability through provisioning the network on
a per-aggregate basis, which results in some level of service differentiation between
service classes that is qualitative in nature. Although under normal conditions, the
combination of DiffServ router mechanisms and edge regulations of service level
agreements (SLA) could plausibly be sufficient for service differentiation in an over-
provisioned Internet backbone, network practitioners have to use quantitative pro-
visioning rules to automatically re-dimension a network that experiences persistent
congestion or device failures while attempting to maintain service differentiation
[98, 84]. Therefore, a key challenge for the emerging DiffServ Internet is to develop
solutions that can deliver suitable network control granularity with scalable and
efficient network state management.

The contribution of this chapter is as follows. We propose adaptive bandwidth
management algorithms to dynamically provision quantitative differentiated services
within a service provider’s core IP network (i.e., the intra-domain aspect of the pro-
visioning problem). Our SLA provides quantitative per-class delay guarantees with
differentiated loss bounds across core IP networks. We introduce a distributed node
provisioning algorithm that works with class-based weighted fair (WFQ) schedulers
and queue management schemes. This algorithm prevents transient service level
violations by adjusting the service weights for different classes after detecting the

onset of SLA violations. The algorithm uses a simple but effective approach (i.e., the
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virtual queue method proposed in [44, 59]) to predict persistent SLA violations from
measurement data and reports to our network core provisioning algorithm, which
in turn coordinates rate regulation at the ingress network edge (based on results in
Chapter 3 and [70]).

In addition to delivering a quantitative SLA, another challenge facing DiffServ
provisioning is the rate control of any traffic aggregate comprising of flows exiting
at different network egress points. This problem occurs when ingress rate control
can only be exerted on a per traffic aggregate basis, (i.e., at the root of a traffic
aggregate’s point-to-multipoint distribution tree). Under such conditions, any rate
reduction of an aggregate would penalizes traffic flowing along branches of the tree
that are not congested. We call such a penalty branch-penalty. One could argue
for breaking down a customer’s traffic aggregate into per ingress-egress pairs and
provisioning in a similar manner to circuit-based Multi-Protocol Label Switching
(MPLS) [90] tunnels. Such an approach, however, would only imply that per-tunnel
routing and packet accounting is available, but not per-tunnel queueing in the core
and edge routers due to the complexity of implementing buffer management and
scheduling functions necessary for per-tunnel queueing. In addition, provisioning
of per ingress-egress pair tunnels in a dynamic environment is not scalable because
adding or removing an egress point to the network would then require reconfigu-
ration of all ingress points in order to add/remove the point-to-point tunnels from
all ingress points to the target egress point!. Our approach comprises a suite of
policies in our core provisioning algorithm to address the provisioning issues that

arises when supporting point-to-multipoint traffic aggregates. Our solution includes

'We should note that our approach does not exclude support for MPLS tunnels. In fact, our
approach would also benefit from the availability of MPLS tunnels because MPLS per-tunnel traffic
accounting statistics will improve the measurement accuracy of our traffic matrix, as discussed in
Section 5.5.1. Our approach also solves the scalability problem of per-MPLS-tunnel traffic shaping
by supporting traffic regulation for MPLS aggregates.
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policies that minimize branch-penalty, deliver fairness with equal reduction across
traffic aggregates, or extend the max-min fairness for point-to-multipoint traffic
aggregates.

The structure of this chapter is as follows. In Section 5.2., we discuss related work
and contrast our approach to the literature. In Section 5.3., we introduce a dynamic
bandwidth provisioning architecture and service model for core IP networks. Fol-
lowing this, in Section 5.4., we present our dynamic node provisioning mechanism,
which monitors buffer occupancy, self-adjusts scheduler service weights and packet
dropping thresholds at core routers. In Section 5.5., we describe our core provision-
ing algorithm, which dimensions bandwidth at ingress traffic conditioners located at
edge routers taking into account the fairness issue of point-to-multipoint traffic ag-
gregates and SLAs. In Section 5.6., we discuss our simulation results demonstrating
that the proposed algorithms are capable of supporting the dynamic provisioning
of SLAs with guaranteed delay, differential loss and bandwidth prioritization across
per-aggregate service classes. We also verify the effect of rate allocation policies on
traffic aggregates. Finally, in Section 5.7., we present some concluding remarks to

the chapter.

5.2. Related Work

Dynamic bandwidth provisioning algorithms are complementary to scheduling and
admission control algorithms. These bandwidth management algorithms operate
on a medium time-scale, as illustrated in Figure 1-1. In contrast, packet scheduling
and flow control operate on fast time-scales (i.e., sub-second time-scales); admis-
sion control and dynamic bandwidth provisioning operate on medium time-scales
in the range of seconds to minutes; and traffic engineering, including rerouting and

capacity planning, operate on slower time-scales on the order of hours to months.
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Significant progress has been made in the area of scheduling and flow control, (e.g.,
dynamic packet state and its derivatives [95, 96]). In the area of traffic engineering,
solutions for circuit-based networks have been widely investigated in literature (e.g.,
[76, 57]). There has been recent progress on developing measurement techniques for
IP networks [37, 36, 29]. In contrast, for the medium time-scale mechanisms, most
research effort has been focused on admission control issues including edge [21] and
end host based admission control [17]. However, these algorithms do not provide
fast mechanisms that are capable of reacting to sudden traffic pattern changes. Our
bandwidth provisioning algorithms are capable of quickly restoring service differen-
tiation under severely congested and device failure conditions.

Delivering quantitative service differentiation for the DiffServ service model in a
scalable means has attracted a lot of attentions recently. A number of researchers
have proposed effective scheduling algorithms. Stoica et. al. propose the Dynamic
Packet State [95] to maintain per-flow rate information in packet headers leading
to fine-grained per-flow packet-dropping that is locally fair (i.e., at a local switch).
However, this scheme is not max-min fair due to the fact that any packet drop inside
the core network wastes upstream link bandwidth that otherwise could be utilized.
In [96], Stoica and Zhang extend the solution of [95] to support per-flow delay guar-
antees in a DiffServ network. Our work operates on top of per-class schedulers with
emphasis on bandwidth allocation and the maintenance of service differentiation and
network-wide fairness properties. The proportional delay differentiation scheme [27]
defines a new qualitative “relative differentiation service” as oppose to quantifying
“absolute differentiated services”. The node provisioning algorithm presented in
this chapter also adopts a self-adaptive mechanism to adjust service weights at core
routers. However, our service model differs from [27] by providing delay guarantees

across a core network while maintaining relative loss differentiation. The work dis-
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cussed in [71] has similar objectives to our node provisioning algorithm. However,
it is motivated by a more comprehensive set of objectives in comparison to our
work because it attempts to support optimization objectives that include multiple
constraints for both relative and absolute loss and delay differentiation.

The idea of using virtual queues in scheduler design is a well accepted technique.
For example, in [48] a duplicate queue is constructed to support two “Alternative
Best-Effort” services (viz. low delay vs. high throughput). In our work, we use
virtual queues to predict the onset of SLA violations. The idea was originally
proposed in [44, 59] as a good traffic prediction technique for traffic with complex
characteristics, such as, self similarity, because its stochastic properties share the
same dominant time-scale with the original queue. Our algorithm extends this
work by dynamically adjusting the virtual queue scaling parameter with respect to
queueing conditions.

Our approach to dynamic bandwidth provisioning is complementary to the work
on edge/end-host based admission control [21, 17], with admission control at the
edge of core networks and provisioning algorithms operating inside core networks.
An alternative approach that solely uses admission control for a DiffServ network can
support stricter QOS guarantee but also lead to large complexity in the QOS control
plane. For example, in [111], a complex bandwidth broker algorithm is presented
to maintain the control states of core routers and perform admission control for
the whole network. In contrast, our provisioning algorithm uses a distributed node
algorithm to detect and signal the need for bandwidth re-allocation. The centralized
core algorithm only maintains network load matrix and coordinates the allocation
algorithm for fairness purposes.

Currently network service providers use rerouting based traffic engineering ap-

proaches to cope with network traffic dynamics on slow time-scales. In the inter-
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domain case where one provider has no direct control of her peering networks, ab-
sence of direct control leads to the use of intra-domain routing policy as the only
viable technique, with potential solutions ranging from optimal planning of routes
for circuits/virtual path [16], to traffic measurement-based adjustment on OSPF
weights and BGP route policies [37]. In the intra-domain case where direct control
is possible, bandwidth provisioning can offer faster response to service degradations.

Our bandwidth provisioning method bears similarity to the work on edge-to-edge
flow control [4] but differs in that we provide a solution for point-to-multipoint traffic
aggregates unique to a DiffServ network rather than the point-to-point approach
discussed in [4]. In addition, our emphasis is on the delivery of multiple levels of

service differentiation.

5.3. A Dynamic Bandwidth Provisioning Model for Core

Networks

5.3.1 Architecture

We assume a DiffServ framework where edge traffic conditioners perform traffic
policing/shaping. Nodes within the core network use a class-based weighted fair
(WFQ) scheduler and various queue management schemes for dropping packets that
overflow queue thresholds.

The dynamic bandwidth provisioning architecture illustrated in Figure 5-1 com-
prises dynamic core and node provisioning modules for bandwidth brokers and core
routers, respectively, as well as the edge provisioning modules that are located at
access and peering routers. The edge provisioning module [70] performs ingress link

sharing at access routers, and egress capacity dimensioning at peering routers.
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Figure 5-1: Dynamic Bandwidth Provisioning Model for Core Networks

5.3.2 Control Messaging

Dynamic core provisioning sets appropriate ingress traffic conditioners located at
access routers by utilizing a core traffic load matriz to apply rate-reduction (via
a Regulate_Ingress Down signal) at ingress conditioners, as shown in Figure 5-1.
Ingress conditioners are periodically invoked (via the Regulate_Ingress Up signal)
over longer restoration time-scales to increase bandwidth allocation restoring the
max-min bandwidth allocation when resources become available. The core traf-
fic load matrix maintains network state information. The matrix is periodically
updated (via LinkState_Update signal) with the measured per-class link load. In
addition, when there is a significant change in the rate allocation at egress access
routers, a core bandwidth broker uses a SinkTree_Update signal to notify egress di-
mensioning modules at peering routers when renegotiating bandwidth with peering

networks, as shown in Figure 5-1. We use the term “sink-tree” to refer to the topo-
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logical relationship between a single egress link (representing the root of a sink-tree)
and two or more ingress links (representing the leaves of a sink-tree) that contribute
traffic to the egress point.

Dynamic core provisioning is triggered by dynamic node provisioning (via a Con-
gestion_Alarm signal as illustrated in Figure 5-1) when a node persistently experi-
ences congestion for a particular service class. This is typically the result of some
local threshold being violated. Dynamic node provisioning adjusts service weights
of per-class weighted schedulers and queue dropping thresholds at local core routers
with the goal of maintaining delay bounds and differential loss and bandwidth pri-

ority assurances.

5.3.3 Service Model

The proportional delay differentiation service proposed in [27] defines the relative
service differentiation of a single node and not a path through a core network. In
contrast, our work produces service assurances that are quantitative in terms of
delay bound, loss differentiation, and support bandwidth allocation priorities across
service classes within a DiffServ core network.

Our SLA comprises:

e a delay guarantee: where any packet delivered through the core network (not
including the shaping delay of edge traffic conditioners) has a delay bound of

D; for network service class i;

e a differentiated loss assurance: where network service classes are loss differ-
entiated, that is, for traffic routed through the same path in a core network,
the long-term average loss rate experienced by class i is no larger than Pj__ ;.

The thresholds {Fj,, ;} are differentiated, i.e., P, ;1) < g
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e a delay bound precedence over loss bound: when both the delay and loss bounds
can not be maintained for class 7, the loss bound will be revoked first before

the delay bound;

e a bandwidth allocation priority: where the traffic of class j never affects the
bandwidth/buffer allocation of class 4,7 < j, that is, the delay and loss bounds
of class i will be revoked only after there is no bandwidth available (excluding

the minimum bandwidth for each class) in classes j,j > i ;

e a bandwidth utility function: which provides an application programming in-
terface (API) for edge service differentiation. The utility function serves as a
user-approved per-class QOS degradation trajectory used by network provi-

sioning algorithms under network congestion or failure conditions.

We design the service model such that maintaining a quantitative delay bound
takes precedence over maintaining the packet loss bound. This precedence helps to
simplify the complexity of jointly maintaining both loss and delay bounds at the
same time. In addition, such a service is suitable for TCP applications that need
packet loss as an indicator for flow control while guaranteed delay performance can
support real-time applications. The precedence to delay bound does not mean that
the loss bound will be ignored. For a service class with higher bandwidth allocation
priority, its loss bound will be maintained at the cost of violating lower priority
classes’ loss and delay bounds.

In addition, the Congestion_Alarm signal from the node provisioning algorithm
will give an early warning to the core provisioning algorithm, which can work with
the admission control algorithm and edge-based traffic regulation algorithm to re-
move congestion inside the core network. One benefit of our dynamic provisioning

algorithms is its ability to maintain service differentiation under unavoidable pre-
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diction errors made by the admission control algorithm.

The granularity of per-node delay bounds D; is limited by the nature of slow
time-scale aggregate provisioning. The choice of D; has to take into consideration
the sum of a single packet transmission time at the link rate and a single packet
service time through various fair queue schedulers [61]. This is in addition to the
queueing delays due to traffic aggregates inside the core network.

The choice of loss threshold Py ; in an SLA also needs to consider the appli-
cation behavior. For example, a service class intended for data applications should
not specify a loss threshold that can impact steady-state TCP behavior. Studies
[75] indicate that the packet drop threshold P, ; should not exceed 0.01 for data
applications to avoid the penalty of retransmission timeouts.

We define a service model for the core network that includes a number of al-
gorithms. A node provisioning algorithm enforces delay guarantees by dropping
packets and adjusting service weights accordingly. A core provisioning algorithm
maintains the dropping-rate differentiation by dimensioning the network ingress
bandwidth. Edge provisioning modules perform rate regulation based on utility
functions. Even though these algorithms are not the only solution to supporting
the proposed SLA, their design is tailored toward delivering quantitative differenti-
ation in the SLA with minimum complexity.

Note that, utility-based edge dimensioning has been investigated in Chapter 3.
In the remaining part of this chapter, we focus on core network provisioning algo-
rithms which are complementary components to the edge algorithms of our dynamic

bandwidth provisioning architecture shown in Figure 5-1.
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5.4. Dynamic Node Provisioning

The design of the node provisioning algorithm follows the typical logic of measurement-
based closed-loop control. The algorithm is responsible for two tasks: (i) to predict
SLA violations from traffic measurements; and (ii) to respond to potential violations
with local reconfigurations. If violations are severe and persistent, then reports are
sent to the core provisioning modules to regulate ingress conditioners, as shown in
Figure 5-1.

The detection of SLA violation is triggered by the virtual queue method proposed
in [44, 59]. A virtual queue has exactly the same incoming traffic as its corresponding
real queue but with both the service rate and buffer size scaled down by a factor of
k € (0,1). The virtual queue technique offers a generic and robust traffic control
mechanism without assuming any traffic model (e.g., the Poisson arrivals, etc.). It
performs well under complex traffic arrival processes including self similarity [59]. In
our node provisioning algorithm, we extend the technique to queues with multiple
classes served by a weighted fair queueing scheduler by dynamically adjusting the
scaling parameter k; for each class.

The algorithm is invoked either by the event of detecting an onset of SLA viola-
tion, or periodically over an update_interval interval. The value of the update_interval
does not affect the detection of SLA violations because the virtual queue mecha-
nism can trigger algorithm execution immediately without the constraint of the
update_interval. However, the update_interval will affect the speed to detect the
system under-load, and the measurement of traffic statistics. In Section 5.6.2.2, we
investigate the appropriate choice of the update_interval value.

The SLA service model introduced in Section 5.3.3 is intended to be simple for
ease of implementation. However, it still requires non-trivial joint control of both

service weight allocation and buffer dimensioning to maintain the delay and loss
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bounds D; and Fj; respectively.

0858,1)

5.4.1 Loss Measurement

When Py ; is small, solely counting rare packet loss events can introduce a large
bias. Instead, the algorithm works with the inverse of the loss rate which essentially
tracks the number of consecutively accepted packets. For each class, a target loss
control variable lossfree_cnt; is measured upon each update epoch t,. Denote
Nl gecepted the number of accepted packets during the interval (¢,,—1,t,], and cntagropped

the number of dropped packets in the same interval, then we have

loss free_cnt;(t,) = (cNtaropped + 1)/ Plossi — CMtaccepted- (5.1)

In other words, lossfree_cnt; represents the number of packets that have to be ac-
cepted consecutively under the Py,  ; bound before the next packet drop. lossfree_cnt; <
0 signifies that the P,,; bound is not violated; lossfree_cnt; > 1/ P indicates
the opposite; while loss free_cnt; € (0 1/P,, ;] indicates that there have not been
sufficient packet arrivals yet.

The measurement of cntgecepted aNd cNtgropped USes a measurement window 7,
which is one order of magnitude larger than the product of 1/F;_ ; and the mean
packet transmission time in order to have a statistically accurate calculation of the
packet loss rate. In the simulation section, we use 7; > 10s. However, a large
7; means that a currently partial measurement sample has to be considered for the
instantaneous packet loss. To improve statistical reliability, we also use the complete

sample in the preceding window for calculation, that is:

CNigecepted = accept_count(prev) + accept_count_partial(now)

(5.2)

Nliropped = drop_count(prev) + drop_count_partial (now).
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5.4.2 Delay Constraint

Our algorithm controls delay by buffer dimensioning and service weight adjustment.
Exact calculation of the maximum delay of all enqueued packets is expensive since
it requires tracking the queueing delay incurred by every enqueued packet. Instead,

we calculate the current maximum queueing delay with its upper bound:

where d;(HOL) is the queue delay of the head-of-line (HOL) packet, N, is the
queue size, and p; is the lower bound of the packet service rate calculated from the
proportion of service weights in a WFQ scheduler?. The benefit of Equation (5.3)
is that we only need to calculate the delay of the HOL packet. Consequently, the
down-side of this is that d; becomes an approximation of the current maximum
queueing delay. In fact, it represents an upper bound of the current maximum
queueing delay because the first portion of Equation (5.3) represents the maximum
queueing delay incurred by any of the enqueued packets handled so far. The bound
can be reached when all the enqueued packets arrived at the same time. Note that
the same technique is used in [71] to measure the maximum queueing delay.
Now with d; < D;, and Inequality 5.3, we obtain a lower bound for service rate
Mt
pi(new) > N,/(D; —d;(HOL)). (5.4)

This means that u;(new) needs to be above the lower bound in order to meet the

delay bound of the enqueued packets. Subsequently, the dimensioning of buffer size

2)1; is a lower bound because the actual service rate will be higher when some of the other class
queues are idle.
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Q; for the ith class queue can be derived as:

D;—d;,(HOL) if D; > d;(HOL), delay bound

Qi(new) = D;, where D; = not violated;

D; otherwise, delay bound violated.

(5.5)

5.4.3 Virtual Queue Scaling

The virtual queue technique proposed in [44, 59] needs to be extended for a WFQ
scheduler with multiple queues. Denote w; the service weight of class ¢, then the

minimum service rate is:

wy

i = linerate. (5.6)

i Wi
Denote k; the scaling parameter for the ith queue, then the buffer size of each class
queue is scaled down by k;. For the total service rate of the WFQ scheduler, we
have:
2K

linerateyqg = Z Ki i = lez linerate. (5.7)
i i Wi

Namely, the scaling parameter for the total service rate is 3, k; w;/ >_; w;, which is
the weighted average of the individual scaling parameters.

The setting of k; takes into consideration the speed mismatch between instan-
taneous arrival rate and service rate, and the response time of the queueing system
to the adjustment of service weights. The purpose is to choose k; such that the
early warning generated from the virtual queue will give enough time for the WFQ
scheduler to react.

Since the node provisioning algorithm targets operating at the buffer half-full
point to counter both queue under-load and overload, we can assume that the avail-

able buffer space at the beginning of an update_interval is @Q;/2. In addition, we
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focus on the case where the traffic load p; = Ai/ i > 1, which represents the extend
of rate mismatch between queue arrival and departure. Therefore, the time that it

takes to fill the real queue buffer is:

o — 12

(pi — Dy (5:8)

For the virtual queue, with k; scaling down @; and pu;, we have the time that takes

to fill the virtual queue buffer as:

For a WFQ style (e.g., Weight Round Robin) scheduler, we estimate the system
response time to the change in service weights as i/)\;. That is, the response time is
proportional to the number of queueing classes that have higher or equal allocation
priority than ¢, and inversely proportional to the line rate. Here we use \; to
approximate the line-rate. Therefore, we have the following inequality in order to

achieve the early warning of buffer over-flow:

Qi Pi(l - ffz‘) > i

tro — tvo = > . (5.10)
N N 2ui (pi — 1) (pi — Ki) — pi
Solving this inequality, we have the upper bound for setting x as:

R; = - .
%0l —(pi—1)

Figure 5-2 shows some typical values of k as a function of p;, @; and i. The value
of k; is sensitive to the buffer size (); and the number of higher or equal priority
queueing classes i. However, the value of K does not vary much for large values

of p;, which represents extremely bursty traffic conditions. This indicates that the
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Figure 5-2: Example of £ Values

dynamic adjustment of the virtual queue scaling parameter is applicable to a wide

range of traffic conditions. Indeed, taking the limit of p; on (5.11), we have:

) 21
p}l_moo ki =1— o (5.12)

This limit is also the lower bound of k;. It is desirable to keep the scaling parameter
of a virtual queue not too small because otherwise, the virtual queue will generate
a lot of false positive alarms. That is, % should remain close to zero. Because %
increases as @); decreases, a small Q); ~ pu; D; also means small delay requirement
usually for higher allocation priority classes, therefore ¢ is necessarily small as well.

As a result, x; will stay away from values close to zero.

5.4.4 Control Action

The control action is to adjust the service rate (weight) as well as buffer size based

on the short-term measurement of the traffic arrival rate A; and the queue length
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N, ;. The measurement method is the same as the dual-window averaging method
used for loss measurement in Section 5.4.1, except that the window size is much
shorter, set to be the same as update_interval (i.e., the samples are averaged over
an interval between 1 to 2 times the update_interval). We find that this dual-window
measurement is better than the widely used exponentially-weighted moving-average
method for closely tracking the short-term variations in the sampled statistics.

The baseline assignment of the service rate is to use the measured arrival rate
pi(new) = ;. In addition to this, we decrease/increase the service rate based on
the under-load/overload conditions, respectively.

We decide that a queue is overloaded when loss free_cnt; > —burst 10ss/pj,qq ;-
Here the meaning of a negative target loss-free count —loss_burst/ Py, ; is to provide
an early response when the loss rate is within an additional burst_loss packet drops
away from P ;. In this work, we set burst_loss = 5 to account for simultaneous
packet drops resulted from simultaneous arrivals at a full queue. In the case of
queue overload, y;(new) has an additional increment from queue-length adjustment:

( Ng,i—Qi/2

update_interval

Jr
) . The purpose of this is to use an additional workload to bring the
queue length down to the half-point of the buffer size when N,; > Q;/2. After

replacing Q; with j;(new) D; based on (5.5), we have:

- ~ +
_ Ngyi — pi(new) D; /2
7 - )\7, L 513
pi(new) + ( update_interval ( )

The solution is:

:\i—lzlvqyi/update,interval N >SN,
uz(new) — 1+D¢/(2update,interval) if Nq’l - A1D1/2 (514>

Ai otherwise

Similarly, we decide a queue is under-loaded when loss free_cnt; < —burst_0ss/pj,q, ;-
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In this case, we set

pi(new) = max{p;(prev) , A}, (5.15)

The calculated p;(new) is then checked against constraint (5.4) and we have:

,ul(new) = max{ﬂi(new) ) Nq/Di7 ,umin}a (516)

where fini, is the minimum service rate reserved for each class to avoid starving a
traffic class particularly when it transitions from idle to active.

The service rate p;(new) is then converted to service weight w;(new) for a WFQ
scheduler. Note that p;(new) is the minimum service rate in a WFQ style scheduler
because the unused service rate (weight) for some temporally idle classes will be
proportionally allocated to the other busy classes. When there is congestion, i.e.,
not enough bandwidth to satisfy every p;(new), we use a strict priority in the ser-
vice weight allocation procedure. That is, higher priority classes can “steal” service
weights from lower priority classes until the service weight of a lower priority class
reaches its minimum (y;(min)). In addition, we always change local service weights
first before sending a Congestion_Alarm signal to the core provisioning module (dis-
cussed in Section 5.5.) to reduce the arrival rate which would require a network-wide
adjustment of ingress traffic conditioners at edge nodes.

Similarly, when there is a persistent under-load in the queues, an increasing
arrival rate is signalled (via the LinkState_Update signal) to the core provisioning
module. An increase in the arrival rate is deferred to a periodic network-wide rate
re-alignment algorithm which operates over longer time-scales. In other words, the
control system’s response to rate reduction is immediate, while, on the other hand,
its response to rate increase to improve utilization is delayed to limit any oscillation

in rate allocation. In general, the time-scale of changing ingress router bandwidth
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should be one order of magnitude greater than the maximum round trip delay across
the core network in order to smooth out the traffic variations due to the transport
protocol’s flow control algorithm. Therefore, we introduce two control hystereses
to the dynamic adjustment algorithm (Figure 5-3 line (18)), in the form of a 10%
bandwidth threshold and a 5 second delay.

The pseudo code for the node algorithm is detailed in Figure 5-3.

dynamic adjustment algorithm
(1) upon the expiration of the update_interval timer or
the arrival of early warning events from the virtual queues:
(2) IF early warning event, reset update_interval timer
(3) FOR all classes 1,---,n

(4) retrieve measurements: J\;, and lossfree_cnt;

(5) IF lossfree_cnt; > fburst,loss/p;"oss’i // overload
(6) use Eqn(5.14) to calculate service weight

P ELSE // under-load
(8) use Eqn(5.15) to calculate service weight

(9 use Eqn(5.16) to enforce a lower bound on u(new)

(10) IF remaining service bandwidth < p;(new)

(11) adjust p;(new) and set all pj(new),j > i to fimin

(12) send Congestion_Alarm signal

(13) RETURN

(14) adjust buffer size based on Eqn(5.5)

(15) calculate x; for virtual queue based on Egn(5.11)

(16) scale virtual queue service rate to k;u;(new), and buffer size to k;Q;(new)

(17) END FOR

(18) IF remaining service bandwidth > 10%linerate for a duration > 5s
(19) send LinkState Update signal to increase arrival rate.

(20) RETURN

virtual queue prediction algorithm

(1) upon the arrival of class ¢ packets:

(2) IF lossfree-cnt;(now) > 1/P}, .. AND lossfree_cnt;(now) > lossfree_cnt;(prev)
AND Congestion_Alarm signal not present for classes j <1

(3 invoke the dynamic adjustment algorithm
(4) lossfree_cnt;(prev) = loss free_cnt;(now)
(5) RETURN

Figure 5-3: Node Provisioning Algorithm Pseudo-code
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5.5. Dynamic Core Provisioning

Our core provisioning algorithm has two functions: to reduce edge bandwidth imme-
diately after receiving a Congestion_Alarm signal from a node provisioning module,
and to provide periodic bandwidth re-alignment to establish a modified max-min
bandwidth allocation for traffic aggregates. We will focus on the first function and

discuss the latter function in Section 5.5.3.

5.5.1 Core Traffic Load Matrix

We consider a core network with a set £ 2 {1,2,---, L} of link identifiers of unidi-
rectional links. Let ¢; be the finite capacity of link [,] € L.

A core network traffic load distribution consists of a matrix A = {a;;} that
models per-DiffServ-aggregate traffic distribution on links [ € £, where the value
of a;; indicates the portion of the ith traffic aggregate that passes link /. Let the
link load vector be ¢ and ingress traffic vector be u, whose coefficient u; denotes a
traffic aggregate of one service class at one ingress point3. In addition, this matrix
formulation also supports multiple service classes. Let J be the total number of
service classes. Without loss of generality, we can rearrange the columns of A into
J sub-matrices, one for each class, which is: A = [A(1):A(2):---:A(J)]. Similarly,
u=[u(l)u(2):---u(J).

The constraint of link capacity leads to: AuT < c. Figure 5-4 illustrates an
example network topology and its corresponding traffic matrix. In this figure, node
1, 2, 3, and 4 are edge nodes, while node 5 and 6 are core nodes. All the links are
unidirectional. To better explain the construct of the traffic load matrix, we use the

construct of the third column of the matrix A: a. 3 as an example. a. 3 represents the

3Note that a network customer may contribute traffic to multiple u; for multiple service classes
and at multiple network access points.
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Figure 5-4: Example of a Network Topology and its Traffic Matrix

traffic distribution tree rooted at node 3, which is highlighted in the figure. Each
entry a; 3 represents the portion of node 3’s incoming traffic that passes link /. For
example, since 100% of node 3’s incoming traffic passes through link 8, ag3 = 1.
Then at node 6, node 3’s traffic is split between link 6 and 9 with a ratio of 7 : 3,
therefore ag3 = 0.7, and ag3 = 0.3. The 70% of traffic on link 6 is further split
between link 2 and 3 with a ratio of 6 : 1, as a result, we have ay3 = 0.6, and
aszs = 0.1. All the other entries in a. 3 are zero since they model the reserve links.
The construction of matrix A is based on the measurement of its column vectors
a.j, each represents the traffic distribution of an ingress aggregate w; over the set
of links £. In addition, the measurement of wu; gives the trend of external traffic
demands. In a DiffServ network, ingress traffic conditioners need to perform per-
profile (usually per customer) policing or shaping. Therefore, traffic conditioners
can also provide per-profile packet counting measurements without any additional
operational cost. This alleviates the need to place measurement mechanisms at cus-
tomer premises. We adopt this simple approach to measurement, which is advocated
in [36] and measure both u; and a.; at the ingress points of a core network, rather
than measuring at the egress points which is more challenging. The external traffic

demands u; is simply measured by packet counting at profile meters using ingress
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traffic conditioners. The traffic vector a.; is inferred from the flow-level packet
statistics collected at a profile meter. Some additional packet probing (e.g., tracer-
oute) or sampling (e.g., see [30]) methods can be used to improve the measurement
accuracy of intra-domain traffic matrix. Last, with the addition of MPLS tunnels,
fine granularity traffic measurement data is available for each tunnel. In this case,
the calculation of the traffic matrix can be made more accurate. For example, in
Figure 5-4, if there is an MPLS tunnel from node 3 to node 1 to accurate report the
traffic volume, as 3 can be calculated exactly, and the inference of ag 3, as 3, and as 3

can also be more accurately determined after knowing the value of as 3.

5.5.2 Edge Rate Reduction Policy

Given the measured traffic load matrix A and the required bandwidth reduction
{—c2(i)} at link [ for class i, the allocation procedure Regulate_Ingress_Down() needs
to find the edge bandwidth reduction vector —u® = —[u’(1):u®(2): - - - u’(J)] such
that: a;.(j) * u’ ()T = ! (j), where 0 < u¢ < u;.

When a;. has more than one nonzero coefficients, there is an infinite number of
solutions satisfying the above equation. We will choose one based on optimization
policies such as fairness, minimizing the impact on other traffic and a combination
of both. For clarity, we will drop the class () notation since the operations are the
same for all classes.

The policies for edge rate reduction may be optimize for two quite different

objectives.
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5.5.2.1 Equal Reduction

Equal reduction minimizes the variance of rate reduction among various traffic ag-

: (s oyl ’
min ¢ Y u) — ==+ (5.17)
b=t n

with constraints 0 < v < u; and Y°, aud = ¢f. Using Kuhn-Tucker condition

gregates, i.e.,

[62], we have:

Proposition 11 The solution to the problem of minimizing the variance of rate

reductions comprises three parts:

Vi with a;; =0, we have ud = 0; (5.18)

then for notation simplicity, we re-number the remaining indices with positive a;;

as 1,2,---.n; and
“g(l) = Uo(1)," "~ 7Ug(k71) = Ug(k—1); and (5.19)
5 k—1
5 5 ¢ — 2221 lo(i) Yo (i)
Uoky =" = Uo(n) = n : 5.20
(k) (n) ST o (5.20)

where {o(1),0(2),---,0(n)} is a permutation of {1,2,---,n} such that u,; is sorted

in increasing order, and k 1s chosen such that:
Coq(k — 1) < & < coqlk), (5.21)

where Ceq(k) = Y1) 410()Uo(i) + Uo(k) Diep1 Oo(i)-

Equal reduction gives each traffic aggregate the same amount of rate reduction until

the rate of a traffic aggregate reaches zero.



142

Remark: A variation of the equal reduction policy is proportional reduction: to
reduce each of the aggregates contributing traffic to bottleneck link [ an amount
proportional to its total bandwidth. In particular, with a = ¢}/ (sz‘,a“>o alﬂ-ui),

we have:

s 0 Vi with a;; =0
w = (5.22)

ou; else.

5.5.2.2 Minimal Branch-Penalty Reduction

A concern that is unique to DiffServ provisioning is to minimize the penalty on
traffic belonging to the same regulated traffic aggregate that passes through non-
congested branches of the routing tree. We call this effect the “branch-penalty”,
which is caused by policing/shaping traffic aggregates at an ingress router. For
example, in Figure 5-4, if link 7 is congested, the traffic aggregate #1 is reduced
before entering link 1. Hence penalizing a portion of traffic aggregate #1 that passes

through link 3 and 9.

4

The total amount of branch-penalty is > | (1 —a;;)u] since (1 — a;;) is the pro-

portion of traffic not passing through the congested link. Because of the constraint

that 1, agul = ¢, we have 0 (1 —ag)ul = Y7, u? —c?. Therefore, minimizing
the branch-penalty is equivalent to minimizing the total bandwidth reduction, that
is:

min Y (1 — a;;)u) <= min Y _ u} (5.23)

i=1 =1

with constraints 0 < uf <w; and Y14 alﬂ-uf = c?.

Proposition 12 The solution to the minimizing branch-penalty problem comprises

three parts:

Ug(l) = Uo(1)," "~ 7ug(k—1) = Ug(k—1)> (5.24)
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o l:c—l ) )
ui(k) _ Lizi al’a(z)ua(z); and (5.25)
Q1,5 (k)

where {o(1),0(2),---,0(n)} is a permutation of {1,2,---,n} such that a;q is

sorted in decreasing order, and k is chosen such that:
ek —1) < & < epelk), (5.27)

where ¢y, (k) = Zf;l al,o(i) o (i) -

Proof: A straightforward proof by contradiction can be constructed as follows:

Let’s assume that there is another rate reduction vector v® # u’ such that v mini-
mizes the objective function (5.23), that is 371 v9 < -7, ud. This inequality, together
with the fact that ug(i) (Vi < k) reaches the maximum possible value, lead to the existence

of at least one pair of indices j and m, where j < k and m > k, such that a; ; > a; ,, > 0;

1)

Ug(j) < ug(j) and Ug(m) > ug(m). Now we can construct a third vector w? as follows:

wg(i) = vg(i), i # j,m, wg(j) = vg(j) + e/alyg(j), and wg(m) = vg(m) — €/a;5(m)- Here

0 < e <min {aljc,(j) (Ua(j) — Uﬁ(j)) , alﬂ(m)vg(m)} so that both wg(j) and wg(m) are pos-
itive. It is clear that > ;" al7iw? =>", amvf = C?. However, because a; ,(j) > a;.5(m);
we have 7wl = S 0f — €(1/ayoim) — /a1 o)) < 2ty v). This contradicts the

)

assumption that v® minimizes the objective function (5.23). O

The solution is to sequentially reduce the u; with the largest a;; to zero, and then
move on to the u; with the second largest a;; until the sum of reductions amounts
to ¢!.

Remark: A variation of the minimal branch-penalty solution is to sort based on
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ay,0(i)Us(;) Tather than a; ,;). This approach first penalizes the aggregates with the
largest volume across the link (i.e., the “elephants”). This solution minimizes the

number of traffic aggregates affected by the rate reduction procedure.

5.5.2.3 Penrose-Moore Inverse Reduction

It is clear that equal reduction and minimizing branch-penalty have conflicting ob-
jectives. Equal reduction attempts to provide the same amount of reduction to all
traffic aggregates. In contrast, minimal branch-penalty reduction always depletes
the bandwidth associated with the traffic aggregate with the largest portion of traffic
passing through the congested link. To balance these two competing optimization
objectives, we propose a new policy that minimizes the Euclidean distance of the

rate reduction vector u°:

min {an(uf)Q} : (5.28)

i=1
with constraints 0 < uf <w; and Y14 alﬂ-ug = cf.
Similar to the solution of the minimizing variance problem in the equal reduction

case, we have:

Proposition 13 The solution to the problem of minimizing the Fuclidean distance

of the rate reduction vector comprises three parts:
Vi with a;; =0, we have ud = 0; (5.29)

then for notation simplicity, we re-number the remaining indices with positive a;;

as 1,2,---.,n; and

ug(l) = Uo(1)," " »Ug(k—n = Ug(k—1); and (5.30)
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5 9 ) k—1
U, Usin C i=1 U)W (i

n
A0 (k) Q1,0(n) i=k 4 o(3)

where {o(1),0(2),---,0(n)} is a permutation of {1,2,---,n} such that usu)/a e

15 sorted in increasing order, and k is chosen such that:
com(k—1) < & < cpm(k), (5.32)

where com (k) = 211 Q1o Uots) + (Uo(h) / Qo)) ik 07 o)

Equation (5.31) is equivalent to the Penrose-Moore (P-M) matrix inverse [19],

in the form of

[Ug(k) Ug(kﬂ) o 'Ug(n)]T =
; el
@ o(k) Qo) - Qo)) T * (&) = D Aogiyon), (5.33)
i=1
where [ --]* is the P-M matrix inverse. In particular, for an n x 1 vector a,., the

- : + + _ no 92

P-M inverse is a 1 x n vector a;. where a;; = a;;/ (i, aj;).
We name this policy as the “P-M inverse reduction” because of the property of
P-M matrix inverse. The P-M matrix inverse always exists and is unique, and gives

the least Euclidean distance among all possible solution satisfying the optimization

constraint.

Proposition 14 The performance of the P-M inverse reduction lies between the
equal reduction and minimal branch-penalty reduction. In terms of fairness, it is
better than the minimal branch-penalty reduction and in terms of minimizing branch-

penalty, it s better than the equal reduction.

Proof: By simple manipulation, the minimizing objective of P-M inverse is equivalent

n n 2 n 2
min {Z (uf - (Z uf)/n) + < uf) /n} . (5.34)
' i=1

=1

to the following:
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The first part of this formula is the optimization objective of the equal reduction pol-
icy. The second part of formula (5.34) is scaled from the optimization objective of the
minimizing branch penalty policy by squaring and division to be comparable to the ob-
jective function of equal reduction; that is, the P-M inverse method minimizes the sum
of the objective functions minimized by the equal reduction and minimal branch penalty
methods, respectively. Therefore, the P-M inverse policy has a smaller value in the first
part of formula (5.34) than what the minimal branch penalty policy has; and a smaller
value in the second part of (5.34) than the corresponding value the equal reduction policy
has. Hence, the P-M inverse method balances the trade-off between equal reduction and

minimal branch penalty. O

It is noted that the P-M inverse reduction policy is not the only method that
balances the optimization objectives of fairness and minimizing branch penalty.
However, we choose it because of its clear geometric meaning (i.e., minimizing the

Euclidean distance) and its simple closed-form formula.

5.5.2.4 Algorithm Implementation

The implementation complexity of the preceding three reduction algorithms lies in
the boundary conditions where the rates of some traffic aggregates are reduced to
zero. Because all three algorithms have the similar structure, we can show the

procedure of these algorithms in a coherent manner as in Figure 5-5.

5.5.3 Edge Rate Alignment

Unlike edge rate reduction, which is triggered locally by a link scheduler that needs
to limit the impact on ingress traffic aggregates, the design goal for the periodic rate

alignment algorithm is to re-align the bandwidth distribution across the network for
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(D)

(2)

(3

sort the indices 7 of traffic aggregates
based on :
the increasing order of u; for ER,
the decreasing order of a;; for BR,
the increasing order of wu;/a;; for PM;
locate the index k£ in the sorted index list
based on :
Inequality (5.21) for ER,
Inequality (5.27) for BR,
Inequality (5.32) for PM;
calculate reduction based on:
equations (5.18-5.20) for ER,
equations (5.24-5.26) for BR,
equations (5.29-5.31) for PM.

Figure 5-5: Edge Rate Reduction Algorithm Pseudo-code

various classes of traffic aggregates and to re-establish the ideal max-min fairness

property.

However, we need to extend the max-min fair allocation algorithm given in [10]

to reflect the point-to-multipoint topology of a DiffServ traffic aggregate. Let L£*

denote the set of links that are not saturated and P be the set of ingress aggregates

that are not bottlenecked, (i.e., have no branch of traffic passing a saturated link).

Then the procedure is given as in Figure 5-6.

1

(2)

(3

(4

identify the most loaded link ! in the set

of non-saturated links:

| = . { .__(a—allocatedcapacity}.
= argminjepu { T = S o ;

iep It

increase allocation to all ingress

aggregates in P by z;, and update the

allocated_capacity for links in L%;

remove ingress aggregates passing [ from P,

and remove link [ from L%;

if P is empty, then stop; else go to (1).

Figure 5-6: Edge Rate Alignment Algorithm Pseudo-code

Our modification of step (1) changes the calculation of remaining capacity from
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(¢ — allocated_capacity)/||P|| to (¢ — allocated_capacity)/ > icp ar;-

Remark: The convergence speed of max-min allocation for point-to-multipoint
traffic aggregates is faster than for point-to-point aggregate because it is more likely
that two traffic aggregates send traffic over the same congested link. In the extreme
case, when all the traffic aggregates have portions of traffic over all the congested
links, these aggregates are constrained by only one most congested bottleneck link.
In this case, the algorithm takes one round to finish, and the allocation effect is
equivalent to the equal reduction (in this case, “equal allocation”) method with
respect the capacity of the most congested bottleneck link.

The edge rate alignment algorithm involves increasing edge bandwidth, which
makes the operation fundamentally more difficult than the reduction operation.
The problem is essentially the same as that found in multi-class admission control
because we need to calculate the amount of offered bandwidth ¢;(i) at each link for
every service class. Rather than calculate ¢;(i) simultaneously for all the classes,
we take a sequential allocation approach. In this case, the algorithm waits for an
interval (denoted SETTLE_INTERVAL ) after bandwidth allocation for a higher
priority. This allows the lower priority queues to take measurement on the impact
of the changes, and to invoke Regulate_Down() if rate reduction is needed. The
procedure is on a per class basis and follows the decreasing order of allocation

priority.

5.6. Simulation Results

5.6.1 Simulation Setup

We evaluate our algorithms by simulation using the ns-2 simulator [100]. Unless
otherwise stated, we use the default values in the standard ns-2 release for the

simulation parameters.
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We use the Weighted-Round-Robin scheduler which is a variant of the WFQ al-
gorithm. In our simulation, we consider the performance for the four service classes
which loosely correspond to the DiffServ Expedited Forwarding (EF), Assured For-
ward (AF1, and AF2), and best-effort (BE) classes. The order above represents
the priority for bandwidth allocation. The initial service weights for the four class
queues are 30, 30, 30 and 10, respectively, with a fixed total of 100. The minimum
service weight w;(min) for each class is 1. The initial buffer size is 30 packets for
the EF class queue, 100 packets each of the AF1 and AF2 class queues, respectively,
and 200 packets for the BE class queue.

The simulation network comprises eight nodes with traffic conditioners at the
edge, as shown in Figure 5-7. The backbone links are configured with 6 Mb/s
capacity with a propagation delay of 1 ms. The three backbone links (C1, C2 and
C3) highlighted in the figure are overloaded in various test cases to represent the
focus of our traffic overload study. The access links leading to the congested link
have 5 Mb/s with a 0.1 ms propagation delay. The ingress traffic conditioners serve
the purpose of ingress edge routers. Each conditioner is configured with one profile
for each traffic source. The EF profile has a default peak rate of 500Kb/s and a
bucket size of 10Kbits. The AF profile has a default peak rate of 1Mb/s and a token
bucket of 80Kbits. For simplicity, we program the conditioners to drop packets that
are not conforming to the leaky-bucket profile. The core provisioning algorithm will
regulate the ingress traffic rates by changing the profiles in the traffic conditioners.

A combination of Constant-Bit-Rate (CBR), Pareto On-Off and Exponential On-
Off traffic sources are used in the simulation, as well as applications including a large
number of greedy FTP sessions and HTTP transactions. The starting time of all
sources is a random variable uniformly distributed in [0 5s]. During the simulations,

we will vary the peak rate or the number of sources to simulate different traffic load
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sources

conditioners

Figure 5-7: Simulated Network Topology
conditions. Except where specifically noted, we use the default values for all ns

simulation parameters.

Throughout the simulations, we use the same set of DiffServ SLAs:

e for the EF class, the delay bound D; = 0.1s, the loss bound P} = 5% 107°;
e for the AF1 class, the delay bound Dy = 0.5s, the loss bound Py = 5% 107%;

e for the AF2 class, the delay bound D3 = 1s, the loss bound P = 5 1072,

For the BE class, there is no SLA that needs to be supported.

5.6.2 Dynamic Node Provisioning

The dynamic node provisioning algorithm interacts with the core provisioning al-
gorithm via the Congestion_Alarm and LinkState_Update signals. To better stress
test the node provisioning algorithm, we disable the alarm and update signals to
the core provisioning algorithms in the simulations described in this section. In
addition, we simplify the network shown in Figure 5-7 into a dumb-bell topology
(by combining nodes 1 to 4 into one node, and nodes 5 to 8 into another node). The
5Mb/s link between these two “super” nodes will be the focus of simulations in this

sub-section.
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5.6.2.1 Service Differentiation Effect

We first use traces to highlight the impact of enabling and disabling the node provi-
sioning algorithm on our service model. We compare the results where the algorithm
is enabled and disabled.

We use 100 traffic sources: 20 CBR sources for the EF class; 30 Pareto On-Off
sources for the AF1 class; and 40 and 10 Exponential On-Off sources for the AF2
and BE classes, respectively. Each source has the same average rate of 55 Kb/s,
which translates into an average of a 110% load on the 5 Mb/s target link when
all the sources are activated. The simulation trace lasts 100 s. To simulate the
dynamics of traffic overload, we activate and stop the EF and AF1 class sources
in a slow-start manner, i.e., the activation time for the EF and AF1 class traffic
sources is uniformly distributed over the first 30 s. The stop time for the EF and
AF1 sources is uniformly distributed over the last 40 s. With respect to the AF2
and BE sources, their slow-start activation time lies within the first 5 s. The stop
time for the AF2 and BE sources corresponds to the end of the simulation period.
As a result, congestion occurs between 30 and 60 seconds in the trace. The node
provisioning algorithm update_interval is set to a value of 200 ms.

Accurately setting the service weights is very important to the operation of the
scheduler in the case where the node provisioning algorithm is disabled because its
service weights are not adjusted during the simulation. We use the exact information
of the traffic load mixture to set the service weights to 23, 33, 43 and 1 for the EF,
AF1, AF2, and BE classes, respectively. These settings yield a traffic intensity of
96%, 100% and 102% for the EF, AF1 and AF2 queues, respectively, while leaving
a Wyin = 1 for the BE traffic during the congestion interval. These setting represent
the best-case scenario for the scheduler (in the case where the node provisioning

algorithm is disabled) to maintain service differentiation for services classes that
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(a) Without Node Provisioning (b) With Node Provisioning

Figure 5-8: Node Provisioning Service Differentiation Effect: Throughput

have SLA concerns. We note that in practice, however, there is no prior knowledge
of traffic load during congestion. Therefore, the setting of service weights in practice
would be less ideal when comparing the performance of the scheduler in a system
where the node provisioning algorithm is disabled. As we will show later, even with
such a best-case advantage, the scheduler still under-performs the node provisioning
algorithm in both delay and loss performance because a fixed set of service weights
can not deal with the varying mixture of traffic loads from different classes.

The statistical traces collected in this simulation are end-to-end throughput,
packet loss rate, and mean delay for all the classes except BE. Each sample is
averaged over a window of 0.5 s from the per-packet samples.

Figure 5-8 shows the throughput trace. When the system is not overloaded,
both plots exhibit the same shape of curve. During congestion between 30 and
60s into the trace, however, the plot with node provisioning disabled (5-8(a)) shows
almost flat throughput curves for the EF, AF1 and AF2 classes, with a ratio of 2:3:4
matching the service weight setting, respectively. In contrast, significant variations
occur for the results with the node provisioning algorithm enabled, as shown in

Figure 5-8(b).
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Figure 5-9: Node Provisioning Service Differentiation Effect: Mean Delay
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Figure 5-10: Node Provisioning Service Differentiation Effect: Loss

The effect of the node provisioning algorithm can be clearly observed in the
delay plots of Figure 5-9(a) and (b). Unlike 5-9(a) where both AF1 and AF2 delays
exceed their bound of 0.5s and 1s, respectively, 5-9(b) shows that only the AF2
class exceeds its delay bound. In addition, the delay values for all three classes are
smaller than the results shown in 5-9(a).

In the packet loss comparison, the lack of loss differentiation is clearly evident
in Figure 5-10(a), where both EF and AF2 classes have the same magnitude of loss

rate of approximately 10%. In contrast, in 5-10(b) with node provisioning enabled,
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Figure 5-11: Node Provisioning Control Parameters

only AF2 has packet loss and the loss rate is comparable to the result shown in
5-10(b).

To better illustrate the internal operation of the node provisioning algorithm,
in Figure 5-11(a) and (b), we present the trace of k and allocated service weights.
During congestion, x remains close to 1 while during under-load x value drops. This
is because the under-load condition provide more room for traffic intensity to grow
and therefore a smaller x has to be used to provide early enough prediction of SLA
violation. The service weight plot in 5-11(b) clearly shows the effect of the node

provisioning algorithm in dealing with bursty arrivals.

5.6.2.2 Update Interval

In this set of simulation, we investigate the appropriate time-scale for the

update_interval when invoking the node provisioning algorithm. An update_interval
that is too small increases the variations in the measured traffic arrival rate and leads
to frequent oscillations in bandwidth allocation. In contrast, an update_interval
that is too large delays the detection of under-load in some traffic classes and hurts

service differentiation.
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We experiment with five different values of update_interval: 50ms, 100ms, 200ms,
500ms, 1s and 2s. There are a total 70 traffic sources, with 20% for the EF class,
30% for the AF1 class, 40% for the AF2 class and 10% for the BE class. The EF
source is CBR with a peak rate of 100 Kb/s. The AF1 and AF2 sources are Pareto
On-Off sources with default ns values: an average 0.5s for the on and off intervals,
and a shape parameter with the value of 1.5. The AF2 sources have a peak rate of
200 Kb/s. The BE class sources are CBR with 100 Kb/s rate. We vary the peak
rate for the AF1 class to change the offered load. The offered load is calculated as
the ratio between the total arrival rate of the AF1 class and the available bandwidth
to AF1 (which is the link capacity subtracted by the total EF traffic arrival rate).
We note that this offered load is always no greater than the AF1 class queue traffic
intensity because the AF1 class does not always consume all the available bandwidth
excluding the EF traffic load.

Extensive statistics (e.g., delay, loss, service rate, arrival rate, etc.) are collected
for each queueing classes at each network node, and for each flow from end-to-
end. Most samples are collected when the node provisioning algorithm is invoked.
Therefore the maximum sampling interval is the update_interval. The collected
samples are then consolidated by the time-weighted average for statistics requiring
averaging (e.g., traffic load, mean delay, and loss rate, etc.). Statistics like maximum
delay are calculated from the maximum of all the collected samples. The loss rate
samples are accumulated using the dual-window approach described in Section 5.4.,
with the measurement window 7; set to 30 seconds for the EF class and 10 seconds for
all the other classes. The collected samples are then consolidated by time-weighted
average for statistics including loss rate, mean delay, and arrival rate.

Figure 5-12 shows both the packet loss and maximum delay performance. For

the purpose of clarity, we only show the results for the AF1 class. Each sample
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Figure 5-12: Node Provisioning Sensitivity to update_interval, AF1 Class with Pareto

On-Off Traffic
point on the plot is a simulation run of 100s. In general, the algorithm perfor-
mance is not very sensitive to the value of update_interval. This is expected be-
cause the node provisioning algorithm can also be invoked by the virtual queues
detecting an onset of SLA violation. Among the small differences, we observe that
update_interval > 1s is not good because it has packet losses and large variation
of the maximum delay under low offered load. In addition, we observe that an
update_interval value of 200ms achieves low maximum delay relative to the other
curves. This is consistently observed across the whole range of offered loads below
80%. When the offered load increases beyond 80% the system become over-loaded
and the impact of different update_interval becomes negligible. In what follows, we
will use an update_interval = 200ms for all the simulations.

It is also interesting to observe one feature of the node provisioning algorithm:

namely the algorithm always tries to guarantee the delay bound first. We observe
that beyond 80% load the loss rate starts to exceed the 5 * 10~ bound, while the

delay bound of 0.5s is always maintained even for an offered load exceeding 1.
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5.6.2.3 Stress Test Under Bursty Traffic

We continue the preceding simulation runs with different traffic sources for the AF1
classes, including Pareto On-Off, Exponential On-Off and CBR traffic sources. Each
sample point represents a simulation run of 1000s. We use the CBR traffic source
to provide a baseline reference for the two bursty On-Off traffic types.

Figure 5-13 presents four sets of consolidated statistics for comparison. Fig-
ure 5-13(a) plots the percentage of time that the Congestion_Alarm is raised for
the AF1 class. Since we disable the dynamic core provisioning algorithm to stress
test the node algorithm, the alarm frequency becomes a good indicator of the node
algorithm’s capability of handling bursty traffic. It is also a convenient indicator of
the performance boundary below which the delay bound Dy = 0.5s and loss bound
Plosso = D% 10~* should hold and above which the loss rate and maximum delay will
grow to exceed these bounds. We observe that the algorithm performs equally well
for both Pareto and Exponential On-Off sources, even though the Pareto source is
heavy-tailed and more bursty. It is clear that the algorithm can handle up to 70%
load for both the Pareto and Exponential On-Off traffic under the Dy and By,
bounds. For the CBR traffic, the sustainable load reaches 85% as observed from
the loss and delay measurements in Figures 5-13(c) and (d), respectively. This is
falls short of 100% because the CBR traffic is also bursty being an aggregate of 21
individual CBR sources.

Figure 5-13(b) shows the measured traffic intensity in the AF1 queue. Even
though measuring the arrival rate is trivial, measuring the per-class service time is
not easy for a multi-class queueing system. In the simulations, we use the sum of the
per-packet transmission time and the Head-of-the-Line (HOL) waiting time as the
total service time. The HOL waiting time is the time after a packet enters the HOL

position of the queue, waiting for scheduler to finish serving the HOL packets of
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Figure 5-13: Node Provisioning Algorithm Performance, AF1 Class with Bursty Traffic
Load
other queues. From this plot we can observe the algorithm’s efficiency in allocating
bandwidth. For the CBR traffic, the service bandwidth utilization remains at 100%
until the incoming traffic exceeds the maximum service capability. For the Pareto
and Exponential On-Off traffic, the utilization stays at 100% until the offered load
reaches 50%. After that the utilization dips by about 10%. This is the amount of
over allocation necessary to maintain the SLA.
Figures 5-13(c) and 5-13(d) plot the loss rate and maximum delay measured at
this AF1 class queue, respectively. The results verify that when the alarm signal
is not raised, the system performance will remain below the SLA bounds. Once

again we observe that the algorithm gives precedence in guaranteeing the delay
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bound first. Except two spikes for the Pareto source, all the maximum delay curves
are below the 0.5s bound. In addition, one can also discover the fact that only
when alarm frequencies exceed 10%, the loss rate will exceed the loss bound of
5% 10~*. This is true for both the Pareto and Exponential On-Off sources, where
the 10% alarm frequency corresponds well to the 70% maximum sustainable load,
and for the CBR source, where the 10% alarm frequency matches the 85% maximum
sustainable load. This information is important for the core provisioning algorithm
as it allows the core algorithm to gauge the overload severity from the frequency of

Congestion_Alarm signals sent by the node provisioning algorithms.

5.6.2.4 Scalability with Adaptive Applications

We further test our scheme with TCP applications including greedy FTP and trans-
actional HTTP applications. Because TCP congestion control reacts to packet
losses, the packet dropping action alone is also effective in reducing congestion for
TCP. However, the adaptive flow control of TCP also will push the traffic load to
100% even with a small number of sources. To test our algorithm’s performance in
supporting a large number of TCP sources, we repeat the above test but instead of
varying the peak rate of each source, we vary the number of TCP applications that
are connected to the target node.

The results are shown in Figure 5-14 in the same setting as Figure 5-13. The
traffic load for the EF, AF2 and BE classes remain the same as in the previous tests.
We vary the number of the AF1 sessions: from 2 to 40 for greedy FTP traffic, and
from 20 to 400 for web traffic. To better understand these results, we plot the FTP
and HTTP results with a corresponding 1:10 ratio in the number of sessions on the
X axis.

The web traffic is simulated using the ns-2 “PagePoolWebTraf” module. The
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Figure 5-14: Node Provisioning Algorithm Performance, AF1 Class with TCP Appli-
cations

parameters for the web traffic are set to increase the traffic volume of each web

session so that on the target link of 5Mb/s, queueing overload can occur. The inter-

session time is exponentially distributed with a mean of 0.1 s. Each session size is

a constant of 100 pages. The inter-page time is also exponentially distributed but

with a mean of 5 s. Each page size is a constant of 5 objects, while the inter-object

time is exponentially distributed with a mean of 0.05 s. Last, the object size has

a distribution of Pareto of the Second Kind (also know as the Lomax distribution)

with a shape value of 1.2 and average size of 12 packets (which is 12Kbytes).

In Figure 5-14(a), for both traffic sources, the alarm frequency rises above 10%

for a small number of sessions, i.e., 5 sessions for FTP and 20 sessions for HT'TP,
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respectively. The average traffic intensity shown in 5-14(b), however, shows a differ-
ence. The FTP traffic intensity increases quickly to 100% and then stays at 100%
after 5 sessions, while the HT'TP traffic intensity increases gradually and reaches
100% much later at 220 sessions. These two plots indicate that the HTTP traffic
is more bursty than the FTP traffic because for the HT'TP traffic, its alarm fre-
quency rises quicker while its average traffic intensity rises much slower than the
FTP traffic. The FTP traffic, on the other hand, is less bursty only because it’s
average load reaches 100% for most of the cases. However, even with a large value
of alarm frequency, the system perform well for a wide range of number of sessions.
The loss rate exceeds 5 10™% at 25 FTP sessions or 300 HTTP sessions. The delay
bound of 0.5 s is always met for the HT'TP traffic. For the FTP traffic, because of
the heavy traffic load, the delay bound is first violated at 25 FTP sessions, but is
not exceeded much after that point, as shown in 5-14(d).

In summary, the stress test results from both bursty On-Off and TCP application
traffic have shown that the node provisioning algorithm will guarantee the delay and
loss bounds when there is no alarm raised, and also with a alarm frequency below
10%. When there is a SLA violation, the algorithm will first meet the delay bound
sacrificing the loss bound. For adaptive applications like TCP which respond to
packet losses, this approach has shown to be effective even without the involvement

of core provisioning algorithms.
5.6.3 Dynamic Core Provisioning

5.6.3.1 Effect of Rate Control Policy

In this section, we use test scenarios to verify the effect of different rate control
policies in our core provisioning algorithm. We only use CBR traffic sources in the

following tests to focus on the effect of these policies.
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Figure 5-15: Reduction Policy Comparison (Ten Independent Tests)

Table 5.1 gives the initial traffic distribution of the four EF aggregates comprising

only CBR flows in the simulation network, as shown in Figure 5-7. For clarity, we

only show the distribution over the three highlighted links (C1, C2 and C3). The

first three data-rows form the traffic load matrix A, and the last data-row is the

input vector u.

In Figure 5-15, we compare the metrics for equal reduction, minimal branch-

penalty and the P-M inverse reduction under ten randomly generated test cases.

Each test case starts with the same initial load condition, as given in Table 5.1.

The change is introduced by reducing the capacity of one backbone link to cause

congestion which subsequently triggers rate reduction.

Figure 5-15(a) shows the fairness metric: the variance of rate reduction vector

Table 5.1: Traffic Distribution Matrix

Bottleneck | User Traffic Aggregates
Link Uy Us Us U,
Cy 0.20]0.25|0.57| 0.10
Cy 0.80]0.75|10.43| 0.90
Cs 0.4010.50 | 0.15| 0.80

[Load (Mb/s) [ 1.0 [ 0.8 [ 1.4 [ 2.0 |
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Figure 5-16: Core Provisioning Allocation Result, Default Policies

u’. The equal reduction policy always generates the smallest variance, in most of

the cases the variances are zero, and the non-zero variance cases are caused by the
boundary conditions where some of the traffic aggregates have their rates reduced
to zero. Here we observe that the P-M inverse method always gives a variance
value between those of equal reduction and minimizing branch penalty. Similarly,
Figure 5-15(b) illustrates the branch penalty metric: Y;(1 — a;;)u. In this case,
the minimizing branch penalty method consistently has the lowest branch penalty
values, followed by the P-M inverse method. The last figure, Figure 5-15(c), shows
the Euclidean distance of u’, i.e., 3;(uf)?. In this case, the P-M inverse method
always has the lowest values, while between the equal reduction and minimizing
branch penalty methods, there is no clear winner.

The results support our assertion that the P-M Inverse method balances the
trade-off between equal reduction and minimal branch penalty.

In Figure 5-16, we plot the time sequence of rate-regulating results using the
default policies of our core provisioning algorithm, i.e., the P-M inverse method

for rate reduction and the modified max-min fair rate alignment method for rate
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re-alignment. The traffic dynamics are introduced by sequentially changing link

capacity of C, Cs and Cj as follows:

1. at 100s into the trace, Cy capacity is reduced to 3 Mb/s and requires a band-

width reduction of 0.8 Mb/s from ingress traffic conditioners

2. at 200s into the trace, C5 capacity is reduced to 2 Mb/s, and requires a
bandwidth reduction of 0.1 Mb/s,

3. at 300s into the trace, C; capacity is reduced to 0.5 Mb/s, and requires a
bandwidth reduction of 0.6 Mb/s, and

4. at 400s into the trace, C notices a capacity increase to 6 Mb/s, which leaves

C3 the only bottleneck.

The first three cases of reduction are also the first three test cases used in Figure 5-
15%. The last case invokes a bandwidth increment rather than a reduction. In
this case, we use the modified max-min fair allocation algorithm to re-align the
bandwidth allocation of all ingress aggregates. The allocation effect is the same as

“equal allocation” because all the traffic aggregates share all the congested links.

5.6.3.2 Responsiveness to Network Dynamics

We use a combination of CBR and FTP sources to study the joint effect of our
dynamic core provisioning algorithm (i.e., the P-M Inverse method for rate reduction
and max-min fair for rate alignment) and our node provisioning algorithm. Periodic

edge rate alignment is invoked every 60s. We use CBR and FTP sources for EF

4We note that it does not make sense to plot the performance metrics shown in Figure 5-15 in the
same time sequence style as of Figure 5-16. The reason is that in a time-sequenced test, after the
first test case, the load conditions prior to each rate reduction could become different for different
allocation methods, and the results from the comparison metrics would not be comparable.
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Figure 5-17: Average Bandwidth Allocation for AF1 Aggregates

and AF1 traffic aggregates, respectively. Each traffic class comprises four traffic
aggregates entering the network in the same manner as shown in Figure 5-7. A
large number (50) of FTP sessions are used in each AF1 aggregate to simulate a
continuously bursty traffic demand. The distribution of the AF1 traffic across the
network is the same as shown in Table 5.1.

The number of CBR flows in each aggregate varies to simulate the effect of
varying bandwidth availability for the AF1 class (which could be caused in reality
by changes in traffic load, route, and /or network topology). The changes in available
bandwidth for AF1 class includes: at time 400s into the trace, C2 (the available
bandwidth at link 2) is reduced to 2Mb/s; at 500s into the trace, C3 is reduced to
0.5 Mb/s; and at 700s into the trace, C3 is increased to 3 Mb/s. In addition, at
time 800s into the trace, we simulate the effect of a route change, specifically, all
packets from traffic aggregate ul and u3 to node 5 are rerouted to node 8, while the
routing for u2 and w4 remains intact.

Figure 5-17 and 5-18 illustrate the allocation and delay results for the four AF1

aggregates. We observe that not every injected change of bandwidth availability
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triggers an edge rate reduction, however, in such a case it does cause changes in
packet delay. Since the measured delay is within the performance bound, the node
provisioning algorithm does not generate Congestion_Alarm signals to the core pro-
visioning module. Hence rate reduction is not invoked. In most cases, edge rate
alignment does not take effect either because the node provisioning algorithm does
not report the needs for an edge rate increase. Both phenomena demonstrate the
robustness of our control system.

The system correctly responds to route changes because the core provisioning
algorithm continuously measures the traffic load matrix. As shown in Figure 5-17,
after time 800s into the trace, the allocation of u1 and u3 at link C1 drops to zero,
while the corresponding allocation at link C2 increases to accommodate the surging

traffic demand.

5.7. Summary

This chapter makes two main contributions. First, our node provisioning algo-

rithm prevents transient service level violations by dynamically adjusting the service
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weights of a weighted fair queueing scheduler. The algorithm is measurement-based
and effectively uses the multi-class virtual queue technique to predict the onset
of SLA violations. Second, our core provisioning algorithm is designed to address
the difficulty of provisioning DiffServ traffic aggregates (i.e., rate-control can be
exerted only on the basis of traffic aggregates at the root of their traffic distribu-
tion tree). We proposed the P-M Matrix Inverse method for edge rate reduction
which balances the trade-off between fairness and minimizing the branch-penalty.
We extended max-min fair allocation for edge rate alignment and demonstrated its
convergence property.

Collectively, these algorithms contribute toward a more quantitative differenti-
ated service Internet, supporting per-class delay guarantees with differentiated loss
bounds across core IP networks. We have argued that such a dynamic provisioning
is superior to static provisioning for DiffServ because it affords network mechanisms
the flexibility to regulate edge traffic maintaining service differentiation under per-
sistent congestion and device failure conditions when observed in the core network.

The complexity of our algorithms mainly resides in the node provisioning algo-
rithm, which is distributed to each core router and is scalable to a large network.
The challenge of implementing the centralized core provisioning algorithm, how-
ever, lies in the continuous monitoring of traffic matrix across the core network. To
improve scalability, one can enlarge the monitoring granularity and time-scale, for
example, focusing on a few potential bottleneck links instead of every internal link
of a network; or increasing the provisioning time-scale update_interval. In addition,
the recent work on network measurement [36, 30, 29] using the AT&T backbone
network provides valuable insights on how to scale the monitoring process up to
handle large networks.

In the preceding chapters we have focused on the design of efficient bandwidth
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allocation algorithms for edge and core based IP networks. The correct opera-
tion of these network mechanisms, however, require end-users’ cooperation (e.g.,
in choosing the appropriate service class, or truthfully declare their types of utility
functions). In general, these cooperation requirements are in conflict with end-users’
self-optimizing goals unless the network optimization goal is incentive compatible
with end-users’ selfish goals. In the next chapter, we address this problem by creat-

ing incentives for differentiated service mechanisms in edge-based wireless networks.
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Chapter 6

Incentive Engineering for Service Differentiation

in Wireless Access Networks

6.1. Introduction

The emergence of public wireless extensions to the Internet predominantly build
around edge-based IEEE 802.11 Wireless Local Area Networks (WLANS) [50] high-
lights the lingering problem of how to price wireless data. Market evidence has
shown that the prevailing charging model for wireless access service is block-rate
charging, which comprises a fixed charge for usage within a block of air time or
bytes delivered, and a higher flat rate for any usage that exceeds the block amount.
This type of charge is preferred by users because of price stability and predictabil-
ity, and by service providers because of the simplicity of the design of the billing
infrastructure [81, 38, 5]. However, this type of charging model is not sensitive
to the difference between stable allocation for real-time applications like streaming
video and best effort allocation for bursty data applications like web transactions.
Therefore, without an incentive structure a stable allocation service could be easily
“overrun” by non real-time sensitive data applications. Under such conditions lower

priority packets take advantage of service differentiation by transiting their packets
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using the higher priority service class. This practice leads to the “tragedy of the
commons” phenomenon [46]. In this chapter we address this problem by propos-
ing incentive engineering techniques for edge-based wireless networks that create
incentives for mobile users to truthfully self-differentiate their service needs based
on their application needs.

The current engineering approach taken by cellular networks introduces a tightly
controlled (e.g., circuit-based) environment for both wireless voice and data. How-
ever, this approach does not scalable well given the increasing diversity of applica-
tions and device programmability emerging. In contrast, edge-based WLANs inherit
both the simplicity and the best-effort service model of the Internet. However, in or-
der to deliver better than best-effort services (e.g., IEEE 802.11e) in a WLAN-based
access networks, there is a need for rate regulation techniques [8]. These techniques
include traffic shaping at both mobile devices and access points, with the addi-
tion of admission control at network access points to enforce service differentiation
and fend off any potentially abusive usage such as bandwidth hogging or denial of
service attacks. However, access rate regulation is very challenging to get right.
Static rate regulation mechanisms are too simple to efficiently control bursty trans-
actional applications such as web browsing, and measurement-based schemes can
potentially generate large amounts of control messaging. Additionally, bandwidth
reservation mechanisms involve a difficult trade-off between guaranteeing the full
length of bandwidth reservation and inhibiting excessive bandwidth hogging. Hard
reservation guarantees bear the complexity of admission control when multi-tiered
service quality is required. This requires applications to declare the session length
in advance, which none of the widely deployed applications can easily provide.

The contribution of this chapter is as follows. We address the lack of incentives

and rate regulation challenges discussed above and propose a set of market-based
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mechanisms to address these problems. Specifically, we introduce a service control
parameter called service purchasing power, which plays the same role as a service
budget but covers the internal price of resource usage. By defining service purchas-
ing power as a non-accumulated and non-replenished budget, we create incentives
for mobile users to self-differentiate based on their application needs, and hence, re-
duce the need for per-mobile rate-control messaging. Rather, a price-service menu
is periodically broadcast by base stations to direct the rate adjustment of all mo-
bile devices in a particular cell. The price-service menu comprises two incentive-
based service classes: an instantaneous allocation (IA) class, which provides better
throughput, and a stable allocation (SA) class, which provides better allocation sta-
bility. The IA and SA service classes trade off the average amount of allocated
bandwidth with allocation stability; that is, a price-service menu provides a ranking
of service classes with decreasing bandwidth allocation stability and per-unit inter-
nal price, but with increasing prospects for higher average bandwidth allocation. As
a result, data applications can opt for the A service class, which will on average,
offer better bandwidth allocation to sessions, but at the cost of more instability in
the offered bandwidth. To offset this instability in allocated bandwidth, real-time
applications seeking better service quality can pay a premium to use the SA ser-
vice class, which provides stable bandwidth allocation but usually results in smaller
amounts of allocated bandwidth to a session in comparison to the IA service. There
lies the inherent trade-off in the offered services between the two classes.

The rate control for A service is measurement-based to efficiently regulate bursty
transactional applications. The enforcement algorithm only resides inside the net-
works and does not require users to estimate their own bandwidth demands. We
approach the bandwidth reservation problem with a “soft” guarantee on the length

of SA service reservation. The “softness” of the guarantee follows the rank of the
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reservation’s internal bid price, which is proportional to the SA service purchas-
ing power. Users with higher SA service purchasing power will less likely see early
termination of their reservations. As a result, the SA class does not require users
to predict their session lifetime. To make the scheme more usable, a “warning in-
terval” is implemented for sessions in danger of early termination to renegotiate.
This feature practically mirrors application operating conditions because typically,
applications cannot predict session bandwidth demands nor the session duration in
advance, as discussed above.

The structure of the chapter is as follows. In Section 6.2. we present the eco-
nomics background for incentive engineering and related work. This is followed in
Section 6.3. by an overview of our model including the allocation price-service menu
and messaging protocol. We discuss the incentive-based control algorithms for TA
and SA classes in Section 6.4. and Section 6.5., respectively. In Section 6.6., we
present the properties of our incentive engineering scheme in the context of the mo-
bile user dominant strategy. We demonstrate that the best strategy for a user is to
cooperate with network traffic control. In Section 6.7., we evaluate our algorithms in
an experimental wireless testbed that also supports an emulation capability, which
further helps evaluate the system under different conditions and scenarios. Finally,

we present some concluding remarks in Section 6.8.

6.2. Economics Background and Related Work

Incentive engineering stems from the discipline of mechanism design in economics
theory, which structures the strategy space of users such that a user’s self-optimizing
choice of action is “incentive compatible” with the system optimization goal. One
typical example is the Clarke-Groves mechanism [43] that charges a user the amount

of payoff displaced from all the other users due to the allocation to the user, (i.e.,
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the shadow price of this allocation on all other users). An example of the Clarke-
Groves mechanism is the Vickrey’s second-price auction [103], which charges winning
bidders the highest losing bid. The salient property of the Clarke-Groves pricing
mechanism is incentive-compatibility, namely truth-telling is a dominant strategy
for users. Our work is inspired by the seminal work of Drexler and Miller [28] on
mechanism design for operating systems for the dual purpose of inducing cooperative
behavior over computational resources and reducing market transaction cost.

Our work can be viewed as a continuation of the argument advocated in [94];
that is, monetary charge for network service is better based on system level archi-
tectural issues rather than “economically optimal” marginal cost. We argue that to
provide stable and predictable service charges, fast time-scale market-based traffic
control mechanisms should be decoupled from monetary charge. When pricing is
non-monetary, existing congestion pricing mechanisms [74, 58, 72| are not appli-
cable because non-cooperative users have no incentive to truthfully respond to a
non-monetary “price signal” offered by the network control system. Consequently,
rather than maximizing the difference between the utility and cost functions, users
will solely maximize their utility functions and ignore the cost functions as long as
the non-monetary cost is below the non-monetary budget. Our incentive engineer-
ing design turns this non-cooperative game into an equivalence of a Nash bargaining
solution [109, 78], whose operating point has better properties, (i.e., Pareto opti-
mum and Nash bargaining fair), than the Nash equilibrium operating point for a
non-cooperative congestion pricing market. We can achieve this goal because our
engineering design effectively limits user strategy space, such that, the dominant
strategy coincides with the Nash bargaining solution. In addition, the implemen-
tation of our incentive engineering mechanisms is more efficient than maintaining

a non-cooperative market of multi-round auction or tatonnement process, where
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renegotiation delay and convergence problem are common to users playing exten-
sive strategies in a repeated-game setting [43].

There are two ways to design service models that promote self-differentiation
among users: differentiated pricing or service classes tailored toward specific user
groups. The Paris Metro Price [80] is an example of using two-tier pricing to realize
differentiated services without any additional network mechanisms. In contrast, the
Alternative Best Effort service proposed in [49] is a good example of designing two
alternative service classes, each of which is preferred by data and multimedia users,
respectively. Our service model employs both methods. We design differentiated
pricing to regulate demand for stable allocation, and differentiated service classes by
considering the trade-off between allocation stability and allocation quantity. Unlike
[49] that leverages the trade-off between packet loss and throughput but requires
modification of packet schedulers, our service differentiation is at the session level
and is therefore independent of any packet scheduler.

The idea of pricing allocation stability is similar in spirit to the priority service
pricing scheme for rationing supplies [108], which has been used as a basis for electric
power distribution systems. Wilson proposes this scheme for industries where spot
pricing is not efficiently deployable, due to pervasive transaction cost and technical
limitations. In [26] priority pricing is used to price best-effort multi-QOS network
services. The difference again is that in [108, 26] optimal prices are calculated
assuming that users will maximize their payoff function, while in our case, users
would rather use up their budget to maximize their utility functions because the
budget is non-monetary and non-accumulative.

Budget control has been a largely overlooked problem, which is caused by an
inherent time-scale mismatch; that is, monthly-based block-rate usage budget (in

minutes) and usage accounting are not sensitive to bursts of usage at session-level
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time-scales. Consequently such a charging model does not offer incentives for users
to cooperate during periods of network congestion. The only work similar to our
non-accumulated and non-replenished budget is the User Share Differentiation [105]
proposed for differentiated service. Our proposal of service purchasing power is not
only a parameter for relative service differentiation, as is the case of [105], but also a
budget in the Nash bargaining solution driving market-based bandwidth allocation
mechanisms at session-level time-scales.

There have been a number engineering proposals related to the design of prac-
tical market mechanisms for network traffic control. In [42] two separate markets
are used, one for the spot bandwidth and the other for the reserved bandwidth.
However, the pricing mechanisms for both markets are based on the demand-supply
tatonnement process without consideration of the opportunity cost of bandwidth
reservation over the spot market bandwidth. In [38, 104], engineering efforts are
used to model opportunity cost for differentiated service classes. The proposed ser-
vice charge involves congestion, time and volume based pricing components, each
of which requires parameter tuning. This heuristic approach bears large complexity
for multiple service types.

The exact calculation of the opportunity cost for bandwidth reservations is best
represented by [91] in the form of a derivative pricing instrument over the bandwidth
spot market. However, these schemes are not practical in support of wireless services
because the access network bandwidth that is traded has a minuscule valuation
over the fast congestion-control time-scale. For example, the widely used Black-
Scholes [13] formula for calculating option premium relies on a reference risk-free
investment instrument, (i.e., the interest rate income). In the case of traffic control

the equivalent risk-free alternative cannot be interest rate income because the value
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would be too small for any users to care about!.

In mobile and wireless networks, market mechanisms have been applied in a
very limited manner. In [11], a revenue framework is proposed to resolve some of
the adaptation policy trade-offs. The scheme provides incentives for adaptation by
charging sessions that benefit from the adaptation, while compensating sessions that
suffer from adaptation. However, the exact calculation of credits and charges are
challenging and are not formulated in [11]. In [54], the authors analyze the property
of the Paris Metro Pricing [80] scheme within the context of wireless access service.
The service offering is limited with no support for allocation stability. Because
price is non-monetary in our scheme, we use conventional measurement-based traffic
prediction and handoff admission control to assure handoff performance. There has
been a large body of work in the literature on handoff admission control. For a

recent survey and performance comparison, see [24].

6.3. Incentive Engineering Model for WLAN Access Net-

works Overview

6.3.1 Network Model

Figure 6.3.1 illustrates a wireless access network architecture in the context of IEEE
802.11b WLAN networks. Note, that the particular cellular network topology shown
is for illustration only, and not essential to our framework. We use the terms “mobile
device” and “access point” in a generic sense. At access points, per-mobile and
per-class traffic regulators are used to regulate downlink traffic. In addition, each

mobile device optionally uses per-class traffic regulators in the form of policers

1For example, a 5% annual interest return on a few dollars worth of wireless access bandwidth
over a session lifetime of one hour would result in a credit on the order of 1076 of a dollar!
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or shapers to self-regulate uplink traffic. User profiles containing service specific
resource allocation policies are stored at the Authentication, Authorization and
Accounting (AAA) server at the mobile device’s home network, and delivered to a
visiting network by a mobility management protocol. We assume that there is a
broadcast channel at the media access control (MAC) layer from the access point to
all the mobile devices in a particular cell. Our incentive engineering mechanisms are
applied at the session bandwidth allocation level, involving traffic regulator modules
at mobile devices and access points. Fast time-scale packet scheduling algorithms

are not affected.

6.3.2 Service Purchasing Power

Typically, service budget (e.g., the number of “free” minutes within a service plan) is
not allowed to be accumulated, otherwise, idle users could carry-over large amounts
of unused budget, distorting the market mechanism. Therefore, users have no incen-
tive to conserve budget toward the end of the budget replenishing cycle, and could

subsequently start a spending spree, distorting the market mechanism as well.
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To address this problem we introduce a parameter called service purchasing
power, which plays the same role as a service budget but covers the internal price
of resource usage. By defining service purchasing power as a non-accumulated and
non-replenished budget, we avoid the difficulty of budget control. With the ser-
vice purchasing power known to the network, a user’s strategy space is essentially
constrained by the price-service menu, which induces user cooperation, avoiding
over allocation of bandwidth, and enforcing the truthful declaration of reservation
bandwidth. Allowing users to choose between service classes in this manner helps
promote self-differentiation among user applications, enabling differentiated resource
allocation.

Each user (i.e., mobile device) is assigned a service purchasing power ¥;, which
plays the role of a “constant budget”. The value of 1J; for each user is determined
by the network. For example, a premium user may be given a large v; to afford
relatively high priced bandwidth. 1; is part of the user’s profile stored at the AAA
server. Alternatively, ¥; could be stored at the mobile device in an encrypted format
together with the mobile device ID, and then passed to the wireless access network
during registration and handoff operations. Each mobile device partitions its service
purchasing power as it wishes into portions for IA and SA allocation, denoted as
v;,r and v; g, respectively. Since access points are aware of ¥; and the correspond-
ing allotment to SA reservation ¥); ¢ through a mobile device initiated reservation

request, the TA portion of service purchasing power can be derived as,

’191‘,[ - 191 - 19@5. (61)
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6.3.3 Price-Service Menu

Our incentive engineering mechanisms use a market-based price to distribute allo-
cation information and regulate bandwidth usage. Each access point [ periodically
broadcasts a non-monetary price-service menu within its cell driven by price change.
The price-service menu comprises the price of the IA and SA classes, p;; and p; g
respectively, as well as p; g, the price for a subclass of SA called handoff alloca-
tion (HA). The HA class enforces price differentiation that any mobile devices with
Yi.s < pig Will be denied handoff for lack of service purchasing power. We repre-
sent the price-service menu of access point [ in a price vector: (pr,pis, ). The
SA class requires a per-mobile reservation message between a mobile device and its
access point as shown in Figure 6.3.1. An SA reservation has three parameters: the
requested bandwidth quantities ; g, b; s,, for uplink and downlink respectively, and
the allotted SA portion of service purchasing power ¥; s. The handoff price p; i (t)

is derived as follows:

prn(t) = mx {ns0) s () . (62)

where A(l) denotes the set of adjacent access points of {. This is equivalent to
stating that a mobile device’s service purchasing power ¥; s > p;5; g will be high
enough to acquire bandwidth at neighboring cells. Here with an abuse of notation,
we use [ 3 ¢ to denote the cell [ where the mobile device 7 is active. We note that
with mobility prediction, the size of A;(l) for each mobile device i can be reduced.
For example, in a mobile-initiated handoff where a mobile device notifies network
of its future access point, 4;(1) contains only one access point.

The extent of handoff guarantees depends on the specific handoff admission

control algorithms employed. In principle, any of the algorithms given in [24] can
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be used with our scheme. These handoff algorithms differ in how handoff is executed,
and in the number of neighboring cells that participate in the advanced reservation
required for assured handoff. The performance guarantee during handoff is usually
in the form of an upper bound on the handoff dropping probability. In the remaining
part of this chapter, we will focus on the calculation of internal price for TA and SA

services.

6.3.4 TA and SA Algorithms

The TA and SA services are designed not to offer hard guarantees of QOS, but to
provide differentiated stability and instantaneous bandwidth allocation at session
level. Each access point keeps the profiles of all users and uses the IA and SA
algorithms to calculate the price-service menu dynamically based on the profile
records and measured bandwidth usage.

The TA algorithm supports transactional data sessions, whose demand has to
be measured and predicted rather than declared in advance by applications. The
algorithm extends beyond simple price-demand calculation with a price calculation
based on traffic load measurement. The load is with respect to the actual bandwidth
usage, instead of reservation amount. In addition, to support our design goal of
avoiding software installation in mobile devices, the TA algorithm needs to address
the challenge of downlink traffic control with incomplete information due to the
absence of mobile device participation in the control algorithm. This problem is
solved by the optimistic rate allocation. Both of the TA algorithm features (i.e.,
measurement-based price calculation and optimistic rate allocation) are presented
in Section 6.4..

The SA algorithm needs to reduce the early-termination probability for SA ses-

sions. This is performed through the admission control algorithm, which calculates
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the market price for the SA service. The algorithm is complicated by our usability
goal of giving each SA session at least a warning interval amount of time before re-
voking its bandwidth reservation. The reason is that such a feature can potentially
cause an arbitrage situation between IA and SA sessions, in which an TA session may
benefit by switching to SA service. The arbitrage is removed with the TA allocation

pegging algorithm presented in Section 6.5..

6.4. Incentive Engineering for IA Class

6.4.1 Baseline TA Algorithm

The baseline price calculation for the IA class is based on the aggregated price-
demand function, where the IA price p,; is interpreted as a common allocation
signal for users with different service purchasing power.

Since service purchasing power is a non-accumulated and non-replenished bud-
get, a mobile device ¢ has no benefit in conserving its IA portion of the service
purchasing power ¢; ;. That is, with a given ¥; 7, the best strategy for the mobile
device 7 is to declare its IA bandwidth demand that uses up the service purchasing

power ¥; ;. Therefore, the IA price-demand function of each mobile device ¢ is:

bi.r = min {di 1 /pisia() , OIF*} (6.3)

Here b"/* is the maximum bandwidth of the IA class (e.g., the wireless channel

capacity) that mobile device i may consume.
Summing up both sides of (6.3) for all the users i, we have the aggregated price-

demand function,

q.1 = Zbi’l = Zmln {19,’7]/191,[@) 3 Z}ax} ,Vl (64)

i€l i€l
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where ¢; 1 denotes the total available bandwidth for the IA class in cell [.
When all the "> are set to channel capacity, the IA price can be simply derived

from Equation (6.4) as:

pLI = (Z 191‘,1) /a1, (6.5)

i€l
The allocation procedure follows two steps: access points use Equation (6.4)
to update the IA price and broadcast price-service menu; mobile devices then use

Equation (6.3) to derive their TA allocations.

6.4.2 Measurement-Based Price Calculation

The resulting allocation, however, could be largely under utilized by short-lived TA
applications, such as, web transactions. A straightforward solution to this problem
is to dynamically adjust ;> based on the measured bandwidth usage of each mo-
bile device. Since b'f* plays the role of limiting bandwidth allocation to a mobile
device, by reducing b;"/* for a mobile device with light usage we can distribute the
reduced bandwidth amount to heavy users, and hence, increase the overall band-
width utilization. For clarity, we denote the potentially time-varying bj"/* as b7 (t).

Therefore, Equation 6.3 is changed to

bi.r(t) = min {0; 1/pisi s (1) , O75(1) - (6.6)

To handle the boundary condition caused by varying bj"/*(t), we introduce ; ; (%),

the TA unit “bid price” for a mobile device ¢ as

Ga(t) = 0 /B0 (0). (6.7)

We sort ¢; r in descending order, and denote the kth highest IA unit bid price as
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Ciky,r- In addition, we denote B(k) the subset of users whose (;; are among the top
k. Subsequently, Equation (6.4) can be formatted as:
Zi B 191’,1 ma.

Q= SeBR) T Z it (1), (6.8)

Di1 ieB(k)
where <(k+1),[ < pir < <(k),[ ) k= 07 17 SRR N — 17

and N is the total number of user. In addition, () r 2 .
By inverting this equation, we have the following formula for calculating the TA

price:
Ouu,r — Ok1

s Qe < @1 < deg1,1, 6.9
qi,r — bk,] * ( )

bir =

where the partial sums are defined as follows:

A A
Owr= Y. Vis , Ous =Y Vir, (6.10)
1€B(k) (
A max
brr= Y b, (6.11)
i€B(k)
Ouwir —©
Qs = by + — LR (6.12)
Cky.1

Therefore, the additional work for access points to calculate the IA price is to main-
tain a sorted partial sums based on the IA bid price, and search for the bandwidth
range (Qrs Qx+1,7] within which the available IA bandwidth ¢ ; fits.

The aggregated price function in (6.8) has a piecewise 1/q form. Figure 6-2
illustrates one example with three users, whose (¥; 1, bj'/) pair are (30, 3), (50, 10),

and (10, 5), respectively, where the bandwidth unit is 100 Kb/s. The corresponding

Gir = Vil are 10, 5 and 2, sorted in descending order. These values lead to the first

max
bi,[

order break points in price, as shown in the figure. Consequently, the aggregated
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Figure 6-2: Example of Aggregated IA Price Function

90 60 and 10

price function is a cascade of three functions: =, >
q’ q—3’ q—13’

respectively. In
addition, we also show a curve (the dotted curve in Figure 6-2) where all b7 are the
same, equal to the channel capacity of 2 Mb/s. This example illustrates the effect
of adjusting b"7*(t) on the price function. The dotted curve is always above the
solid curve, which results from the measurement-based adjustment on b, (i.e.,
P(t) < b). The smaller TA price under b77*(t) leads to higher bandwidth

allocation for active mobile devices and a higher overall bandwidth utilization.

6.4.3 Optimistic Rate Allocation with Incomplete Information

The measurement-based IA price calculation, however, requires a per-mobile mes-
saging protocol to notify mobile devices and their corresponding access points of the
changed b;"*(t). Such an implementation would defeat our design goal of using only
a single broadcast message for IA bandwidth allocation. In what follows, we present
an enhancement to the IA pricing algorithm that tolerates incomplete information
resulting from the reduction of messaging.

With the absence of per-mobile messaging to notify the change of b}"/*(t), each



185

mobile device simply uses the constant value b7 to derive its allocation rate from

the broadcasted price p; r, which is

b;; = min {0 1/p;, . B} (6.13)

Here we use the notation b;; to represent the bandwidth allocation derived by
a mobile device, and to differ it from the ideal bandwidth allocation b; ; defined in
(6.6). Since b;7(t) < b, we have b ; > b; ;. In the worst case, when every mobile
device uses up its entire allocation b} ;, the wireless link will be overloaded by a ratio
of pi1/p};, where pf; is calculated from Equation (6.9) replacing b'f*(t) with b~

The rate allocation algorithm tolerates this discrepancy at mobile devices due to
incomplete information. It “optimistically” controls the extent of over-allocation by
measuring the actual system load and adjusting b"/*(¢) adaptively. The measure-
ment algorithm operates over discrete time ¢, slotted by 7, the same measurement
window used for demand measurements. 7 is limited by the response time of the
control system to change the regulator shaping rate. In Section 6.7.2, we will mea-
sure the minimum value of 7 sustainable in an experimental wireless testbed. The
algorithm measures the up and downlink average rates by7(t,) and b5 (t,), respec-
tively, over the interval (¢, t,].

The value of bj'f*(t,) is calculated according to the measured average rate

bir(tn) = 6%( n) + bd"’””( ») in the past 7 interval:
E(tn) = min{b; 1(tn) , BT} (6.14)

Here v > 1 controls the extent of over-allocation. When v = 1, b]"/*(t) is calculated
based on the average rate, which leads to the maximum extent of over-allocation.

When v > 1, b'f*(t) = b7, namely the adjustment is disabled and no over-
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allocation is allowed.
The TA traffic load measurement is calculated with respect to the actual usage

(not the amount of reservations) of the SA traffic, that is:

p _ Zz Bz,[<tn)
MO pus(ta)

(6.15)

where C is the channel capacity, and p; g(¢,) is SA traffic load. The value of 7 is

adjusted based on the system load condition p as follows:

min{2y(tn-1) , Ymax} p > threshold
Y(tn) = { max{1, y(t,_1)(1 —dec)} p < k * threshold, (6.16)
Y(tn-1) otherwise.

where Yax = max{b"f* /O (t) | bf(t) > 0}. Here max caps the value of v
because increasing v beyond 7y,.x has no effect when all the mobile devices have
% (t) reaching the absolute maximum b7

The goal of Equation 6.16 is to keep p within a range (i.e., between x and 100%)
of the threshold load that triggers excessive delay, as discussed in [8]. In this chapter,
we set the threshold value to 90%. When p exceeds the threshold load, ~ is doubled
over every 7 interval to quickly reduce the extent of over-allocation. When p falls
below kxthreshold, v is reduced by a factor of dec until reaching 1. The purpose of
this is to increase the extent of over-allocation (i.e., broadcasting a smaller value of
Plr ), encouraging bandwidth usage. In Section 6.7.2, we will experiment with the
setting of the parameters k and dec. As a safe guard against frequent variations of
pi 1, we introduce a control parameter § = 5% such that p; ;(new) is only broadcast

when the change is larger than ¢ percentage, (i.e., [1 — pj;(old)/p; ;(new)| > 6).

The rate enforcement procedure also executes only at the access points and
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without the participation of mobile devices. In WLAN environments, this means
traffic regulation is performed only on the downlink. Since mobile devices are only
aware of b}, the traffic regulation algorithm uses 0; ; rather than b;; as the rate

limit. The peak rate of downlink shaping is set as follows:

2:1 - BZ’}(tn) lel)(tn) < bzl;
b7 () = otherwise, (deny any (6.17)

0 downlink access).

This approach is effective enough to control web browsing because of the asym-
metry of web traffic with most traffic over the downlink. For heavy uplink users,
enforcement is indirectly performed by stopping downlink traffic. If this approach
still fails, the corresponding mobile device will be treated as non-compliant, and
any future access to network services can be denied. Note, that this downlink-only
shaping approach is also practical for the SA reservations, as discussed in the next
section.

The IA bandwidth allocation and traffic regulation algorithms are designed for
heavy users. For light users, the traffic regulation algorithm regulates them together
as a traffic aggregate as if they are from a single user (denoted by the pseudo user
#0) to allow free flow of sporadic control traffic. The measurement algorithm detects
the change of usage from light to heavy by always tracking the top few heavily used
sessions of user #0. Reversely, the measurement algorithm detects an idle usage
state when b;"/*(t,,) is consistently below a threshold for a time-out interval. In this
case, all the sessions of user ¢ will be bundled into the traffic aggregate of user #0
and the measurement states for user ¢ will be removed.

Remark: We note that even though the proposed traffic enforcement does not

require mobile devices’ participation, the IA price broadcast is necessary. Coop-
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erative mobile devices can avoid throttling their downlink traffic by flow-control
remote sender, or sending uplink traffic within their rate limits. In addition, the
IA price broadcast is the minimum amount of signal required to notify all the mo-
bile devices of their corresponding allocations. This reduction on signaling also
contributes to power saving because only those mobile devices that are actively
transmitting/receiving need to listen to the price broadcast.

The baseline TA allocation algorithm is shown in Figure 6-3. We can observe the
simplicity of the mobile device algorithm, due to the price-service menu broadcast

protocol.

calculate_TA price { // Access Point Strategy
maintain per mobile attributes: bg}ax, ¥;, 1 and the sum Oy 1;
maintain sorted list of {(;) ; and the associated partial sums: by, ;, qx,; and O, r;
update ¢.; = p1.1C; // IA class load
locate j s.t. available bandwidth ¢;,; € (q;,1 dj+1,1];
calculate price p;,; = (Ouu,r — ©,.1)/ (0.1 — bj1);
broadcast price-service menu;

calculate_TA _allocation { // Mobile Device Strategy
retrieve p; ; from the broadcasted price menu;
calculate allocation b; ; = min{¥; 1/pi,1 , bg‘f‘x ;

}

Figure 6-3: Baseline TA Allocation Algorithm

6.5. Incentive Engineering for SA Class

6.5.1 Baseline SA Algorithm

The SA reservation message comprises the triplet of uplink and downlink band-
width quantities, and the service purchasing power (b; s, bi.s,,, ¥:.s). Unlike the IA
class, an SA bandwidth request needs to pass admission control based on resource
availability and mobility prediction, which is extended from the conventional hand-

off admission control algorithms found in the literature [24]. Once admitted, the
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allocation is guaranteed as long as the corresponding SA unit bid price satisfies

Gi.s > pisis(t), where,
AN 791‘,5

Ci,S )
bis, + bis,

(6.18)

and p;s;.(t) denotes the non-monetary price of SA class in cell [ where the mobile
device 7 is active.

When (; s < pisi,s(t), mobile device i’s SA allocation is considered to be under
probation. In this case, the allocation guarantee is revoked only when the SA allo-
cation has been continuously under probation for an interval of Tls. Therefore, Ty is
the minimum interval over which an SA allocation is guaranteed, and applications
have at least Ty amount of time for rate-adaptation or renegotiation.

Figure 6-4 shows the price-demand functions for both TA and SA classes, with
the TA price-demand function shown from left to right and the SA price-demand
function from right to left. The intersection of these two functions gives the spot
TA price? p;;. The figure also shows the decreasing allocation reliability for the SA
class, following the descending bidding price. When p; ¢ increases, the SA sessions
whose unit bid price ; s < pi.s (e.g., the price block falls below the price line p; g in
the figure) will be put under probation. These mobile devices have a T interval to
renegotiate for less quantity or increase v; g, the service purchasing power for the
SA class. When Ty times out, the corresponding reservations will be revoked.

The SA price p; s(t) is calculated based on the demand for the SA bandwidth
from existing and handoff mobile devices. The purpose is to give preference to
requests with higher bid prices. In addition, the IA price is considered as well
to reduce the probability that it rises higher than the SA price, which leads to
additional SA sessions entering probation, reducing the disincentives for switching

from the IA to SA class.

2The actual IA price is lower because unused SA bandwidth is also allocated to IA traffic.
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Figure 6-4: Example of Aggregated IA & SA Price Function

The SA admission control algorithm measures traffic load conditional on the
bid price (; ¢ in order to support the price-differentiated admission procedure. We
denote the measured SA bandwidth demand as A(¢|p;s). Here A denotes the demand
over a measurement window 7, which is set to be one order of magnitude larger
than the session inter-arrival time-scale. In practice, we quantize the price p; ¢ into
{pk}, where p; s price range [0 o0) is partitioned into K + 1 segments: [0 py),
[p1 p2),--.,[pr o0). The quantization values p; can be set from the measured bid-
price histogram, so that each quantization segment will contain roughly the same
probability mass. Since a bid price is inversely proportional to the corresponding bid
quantity, as shown in Equation (6.18), with the assumption that the bid quantity
is uniformly distributed and the SA service purchasing power does not vary much,

we may set,

pi=4 0 1=0 (6.19)
o0 1=K +1,
such that the probability mass function at each segment is the same, except for

the first and last segments. Consequently, the quantization procedure needs only to
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specify the maximum quantized price px and the number of quantization levels K.

Denote t,, the end time of each measurement interval, we have,

cnt_by, -

At|pr) = am + (1 — )M (tn-1lpr), (6.20)

where ¢,_; <t < t,, Kk =0,..., K and cnt_by is the sum of b; ¢ arrived within
(tn—1 t] whose bid price (s € [pr Pr+1)-

We calculate p; s(t, (i) over the interval t,,, which is the shortest time-out
interval among all sessions under probation. When there is no session under pro-
bation, t,,; = Ts. Therefore, t,,; is the minimum interval at the end of which
additional SA bandwidth is guaranteed to be available. Note that the departure of
SA sessions within the %,,; interval is not counted on, because their occurrence is
statistical with no guarantee.

The SA price chosen from the quantized price set {py} needs to satisfy two
constraints. The first constraint is that future SA demand regulated by price py
should not exceed the available SA bandwidth, as shown in Inequality (6.21). The
right-hand-side of the inequality is the available SA bandwidth. The left-hand-side
of the inequality is the predicted average SA demand whose bid price is no less than

pr- The control parameter v > 0 is used to adjust SA demand estimation.

Vtour Y Atpi) < (1 pis)C (6.21)

i>k

The second constraint represented by Inequality (6.22) relates to the condition
that the SA price should remain higher than the IA price throughout the t,,; interval.
The right-hand-side of the inequality is the estimated IA price when all the allowable

SA demand is met.

- Ouu,1
k

> N 6.22
P11C — Ytour Yisr A(|Di) (6:22)
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The choice of p; g is then decided as:

s = min{py, | pi, satisfies Ineq (6.21) and (6.22)}. (6.23)

The baseline SA allocation algorithm is shown in Figure 6-5.

admission_control { // arrival of reservation request
update A(t);
if (bi,s > (1= p1,5)C)

reject(); // no enough bandwidth
elseif (G5 < p1,s)

reject(); // bid price too low
else

calculate_SA _price();

calculate_SA price {
update (1 — p;,s)C; // available SA bandwidth
update toy¢;
search for the smallest p in the quantized
price set {px} such that
Yot Do Mtpi) < (1= pr.5)C

Oait, 1
> ally — :
Pr = PLIC=Vtout ), Mtlpi)’

P1,s = DPk;
broadcast price-service menu;

}

maintain_SA _allocation {

maintain sorted list of (), s;

if (¢, < pi,s AND 1 is not under probation)
put 7 under probation, start timeout timer;

if (¢;,s > p1,s AND 4 is under probation)
move ¢ out of probation;

if (i is under probation and timer expires)
remove i’s SA reservation;

Figure 6-5: Baseline SA Allocation Algorithm at Access Point

6.5.2 TA Allocation Pegging

So far we address the bandwidth-hogging problem by allowing users with higher
bid prices to preempt the incumbent lower-price users after a warning interval.

However, additional mechanisms are needed to discourage bursty data applications
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from switching from the TA to the SA service because preemption from the SA to
IA service does not penalize bursty data applications.

One disincentive is the usage accounting model that can be used with the block-
rate service charge. We can count the SA usage minutes by the holding time of the
reservation regardless of actual bandwidth consumption. The second disincentive
is the higher SA price over the IA price. The constraints (6.21) and (6.22) in
Section 6.5.1 enforce that p;s(t) > pis(t). However, these two disincentives are
insufficient to guarantee that the throughput offered to an IA service user will be
always larger than the corresponding throughput the user would received using an
albeit “hypothetical SA session”. The complexity comes from the fact that there is
no admission control for the IA service class traffic. The IA price (and subsequently
the SA price) can rise sharply with a surge in IA demand. However, in the case
of previously admitted SA sessions, their reservations will be maintained for T
seconds when their SA unit valuation fall below SA price, (i.e., under probation
with (; s < pisis). Therefore, the same SA allocation stabilizing mechanism also
provides an incentive for IA users to switch to the SA service if they have prior
knowledge of the increase in IA demand.

To remove this arbitrage possibility, we explicitly calculate I';(t), the accumu-
lated throughput surplus of an IA session in comparison to its hypothetical SA
session. When I';(¢) is in danger of becoming negative, the allocation for the IA ses-
sion is pegged to the previous amount. The simulated hypothetical SA session uses
Y, 1 as its service purchasing power. We denote 5@3@) as its bid price. Because our
purpose is to simulate a strategy that maximize the received SA allocation through

a (hypothetical) continuous renegotiation, we have,

Cis(t) = min{G s(t7), pisas(t)}. (6.24)
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When @-75(25) < pisi,s(t), the hypothetical SA session enters probation. At the
end of probation, (i.e., t + Tg), it will request a new reservation with bid price
é,s(t +Ts) = pisi,s(t + Ts) because pis; s represents the minimum bid price for the
hypothetical SA session to be admitted.

The accumulated throughput difference is calculated as follows. Whenever there

are changes in IA or SA prices, the throughput accumulation is updated as follows:

1 1
i) = Tt + (= iy ) ot 629

Disir

where ¢ denotes the time just before price changes.

Equation (6.25) is a backward accounting of the accumulated I';(¢) in the past.
To enforce I';(t) > 0, we need to predict the value of T';(t) when it is decreasing, (i.e.,
when pf5, ;(t) > Ci.s(t)). In this case, the hypothetical SA session has been under
probation because pis;,5(t) > pjs, ;(f). We denote the remaining probationary period

as ti prop- 1f Ti(t) + < 1

1 1
Pisir() Gis(t)

cover the throughput deficit in the next ¢; .o interval, then the allocation for the

) tiproo < 0, that is, I';(¢) is not large enough to

IA session is pegged at the value ¢; 1:

) 9; 1 T
4,1 = — L = Vir <~ _ I >> (6.26)
plai,[(t) <z7s<t> ti,pr‘ob

The TA allocation algorithm is modified so that that during allocation pegging
of session 17, its state will be temporally disabled in the algorithm.
Remark: We note that the algorithm is only executed for TA sessions that are
under a busy period. A busy period is a consecutive interval when the measured
throughput of an TA session is within, e.g., 70%, of its allocation, i.e., BZ’}(tn) +
b5 (t,) > 0.7b7 ;.

Remark: The effect of IA allocation pegging on new sessions is that both TA and
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SA prices will be temporarily elevated, and SA session arrivals may face admission
failure. In the worst case, a surge of [A demand may cause all the incumbent
IA sessions entering allocation pegging and all the incumbent SA sessions entering
probation. This situation lasts at most T interval, and is usually shorter with first

few idle TA sessions and terminated SA sessions.

6.6. Mobile Device Strategy

The incentive algorithms discussed in the previous section are designed to constrain
a mobile user’s strategy space while minimizing the amount of signaling overhead.

The resulting allocation has the following properties.

6.6.1 Fairness

A bargaining solution is a rule that assigns a feasible agreement to an allocation
problem, where feasibility means that the total amount of allocation is less the
total available resource and the minimum required performance of each session is
guaranteed. Nash proposed four independent properties and showed that they are

simultaneously satisfied only by the Nash Bargaining solution [78§].

Definition 4 An allocation is Nash Bargaining Fair when it has the following prop-

erties:

e Pareto optimal, (i.e., it is impossible to strictly increase the allocation of a

user without strictly decreasing another one);

e Independence of positive linear transformations, (i.e. the bargaining point is

unchanged if the performance objectives are affinely scaled);

o Symmetry: users with the same minimum performance measures and the same

utilities will have the same performance regardless of their specific labels; and
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e Independence of Irrelevant Alternatives: allocation is not affected by enlarging
the domain if a solution to the problem with the larger domain can be found

on the restricted one.

Proposition 15 The IA allocation mechanism is asymmetric Nash Bargaining Fair
with different budget ¥; 1, maximum bandwidth b*** and zero minimum bandwidth

requirement.

Proof: This is a special case (i.e., a single link allocation) of the asymmetric Nash
Bargaining solution given in [109], where asymmetry refers to the different values of
¥;,1 serving as user budget3. Using the Kuhn-Tucker condition [62], we have that the
IA allocation of b; (t) = min {Q?i,[/plaaj(t) , ff‘x(t)} solves the maximization problem:
maxx{[[; x?“}, 0 < <bf™, and 37, x; = C;. From Proposition 5.1 of [109], the unique
solution to the above maximization problem is the asymmetric Nash Bargaining solution
under the condition that the user performance function f(x;) = x;, which is a reasonable
condition under our non-monetary pricing scheme as well. Therefore, the TA allocation

mechanism is asymmetric Nash Bargaining Fair. O

6.6.2 Dominant Mobile Strategy

Because our incentive engineering mechanisms are designed to constraint the strat-

egy space of users to cooperative behaviors, we have the following properties:

Proposition 16 For wireless users preferring high throughput, the dominant strat-

eqy is to subscribe to the IA service.

3 Asymmetric Nash Bargaining solution satisfies all the Nash Bargaining Fair properties except
symmetry, and the asymmetry reflects in bandwidth allocation proportional to user budget
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Proof: The best alternative strategy is the hypothetical SA session used in the allocation
pegging algorithm, which subscribes to the SA service and aggressively renegotiates its
bid quantity whenever p; g is less than the previous bid price. However, the allocation
pegging algorithm ensures that I'; > 0. Therefore, the accumulated throughput of an TA

session is always the highest among any other alternative strategy. O

Proposition 17 For wireless users preferring allocation stability, the dominant

strategy is to subscribe to the SA service.

Proof: This is governed by the ranked allocation stability of SA service and the addi-

tional T's warning interval when the bid price falls below p; g. |

In contrast, the corresponding IA service allocation is constantly changing and
can fall below the SA bid quantity. Note, that the condition I'; > 0 does not prevent
this because it only acts on the accumulated throughput, not the instantaneous
throughput value. Because the service purchasing power ¥; is non accumulated,
mobile devices have no incentive to save it. Since the SA allocation stability is
ranked by ; s/q: s, inflating ¢; ¢ will reduce allocation stability, while deflating ¢; ¢

will affect application performance. Therefore, we have,

Proposition 18 The dominant strategy for a wireless user of the SA service is to

truthfully declare the required bandwidth amount g; .

Remark: With the unique dominant strategy exists for a single-stage game, the
unique Nash equilibrium of this game is for each player to play the dominant strat-
egy; and the corresponding finitely repeated game has a unique subgame perfect
outcome: i.e., the Nash equilibrium of the single-stage game is played at every stage

[45].
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For TA service users, the measurement-based allocation removes any strategic
play by mobile devices. Because the access point subtracts ¥; ¢ from the remaining
portion of the IA class, (i.e., ¥; 1 = 9; — ¥; ). The only decision remaining open to
the mobile device is to decide how to split its service purchasing power ¥J; into ¥; g
and v; ; amounts.

The actual partition of 9J; between the IA and SA service classes is determined
by the utility function of a user, w;(g; s, pis), which is a function of the allocation
quantity of the IA class, and the bid price (which is an indicator of allocation
stability) of the SA reservation. Therefore, the optimum partition of 1J; is calculated

by

optimal ¥; s = argmax{u;(¢ir,pis)} (6.27)
Vi —Vis Vis

, . 6.28
Pisi,r q;,s )} ( )

= arg max{u;(

A mobile device’s strategy is to decide optimal ¥); s based on its SA service demand
¢i.s and the IA service price p;s; ;.
An example of u;(g; 1, pis) can have a form of

W — ¥
st =t =a(M0) s (%) o

Pi>i,1 di,s
where a and (3 are control parameters. In this case,
(7 B/ais > a/pizir

optimal ;5 = § 0, B/ai.s < a/pizir (6.30)

x,z € [0,9], otherwise

This example provides a good intuitive strategy: when the utility valuation for the

stability of the SA allocation is more important, it is optimal to use all the service
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Figure 6-6: Experimental Wireless Testbed
purchasing power to bid for an SA allocation; when the utility valuation for the
amount of IA allocation is higher, the opposite is optimal. This simple strategy can
be further enhanced: a mobile device can reduce the SA bid price and only increase

it at the end of the probation interval T%.

6.7. Experimental Results

In this section, we present experimental and simulation results showing a number of

beneficial properties of our incentive-based approach to delivering wireless services.

6.7.1 Wireless Testbed

As a means to test the feasibility of the proposed algorithms, we implement the
proposed algorithms in an experimental wireless testbed call wincent (for wireless
incentive engineering testbed)?. Figure 6-6 shows our testbed. We use Linux PCs
and laptops as access points and mobile devices, respectively. Access points are
interconnected to each other using 10BaseT Ethernet, forming a wireless packet

cellular network using IEEE 802.11b wireless radios. The access points rely on the

Lwincent open source code is available from the Web

(http://www.comet.columbia.edu/cubanet /wincent)
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Linux Traffic Control module (TC) for traffic shaping [64] in order to assign each
mobile device its allocated bandwidth. We modified the IEEE 802.11 wireless device
driver to enable traffic snooping for measuring the bandwidth consumption of each
mobile device.

Importantly, our testbed can also operates in a simulation/emulation mode so
that the same algorithms can be evaluated with a larger number of access points
and mobile devices. We modified the IEEE 802.11 wireless device driver to enable
traffic snooping for measuring the bandwidth consumption of each mobile device.
In addition, the software part of the testbed is designed in a modular fashion. The
testbed also requires modifying the wireless LAN driver traffic measurement. After
collecting the required statistics, the access points make the required calculations
and accordingly broadcast the new price for the mobile hosts, it also restricts the
downlink of the participating active mobiles reflecting the new prices. This mecha-
nism will allow mobile devices to either change their behavior or change the amount
of their budget dedicated to that specific session.

The handoff control function is emulated at network layer because there is a
single shared wireless LAN. Handoff rerouting is done by updating ARP tables at
access points (i.e., multi-homed PCs), which is managed by proxy ARP. This coarse
form of handoff control is sufficient for early experimentation. We have developed
more sophisticated fast handoff protocols [101] that will be integrated into a future

version of our testbed.

6.7.2 Parameter Tuning

The first test conducted focuses on measuring the response of the TC traffic shaper
since the measurement-based algorithm relies heavily on it for restricting the band-

width consumption of the mobile devices on the end of the access points. Figure 6-7
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Figure 6-7: Linux Traffic Control Response
shows the result of the experiment. We measure the throughput from a large file
transfer by a single mobile device. At time 100 ms, the shaping rate of Linux TC
is changed to zero. Our intention is to measure the time elapse before Linux TC
completely reduces the traffic flow to zero. In order to improve the reliability of the
statistics, the test is repeated for ten times with different initial shaping rate. In
the figure all throughput traces from the ten separate tests are shown together with
throughput values normalized. We observe that all of the measured throughput
values take an additional 16 ms to fall down to zero. This interval is highlighted
in the figure by the region between the two vertical dot lines. In the figure, most
of the curves fall down to zero inside the region. The few that do not are the ones
with shaping rate cut at a later time than 100 ms. The value of 16 ms obtained in
this test influences the choice of 7 used in the IA measurement algorithm. However,
after conducting several experiments on the testbed while varying the parameter 7
we noticed that decreasing it below 30 ms does not bring any benefit for the overall
performance of the system and algorithms. Thus, the experiment shown next uses

30 ms as the measurement interval as well as the price broadcasting time.
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Figure 6-8: Parameter Setting

The second set of experiments focus on tuning the parameters dec and k of
Equation 6.16. Both parameters affect the trade-off between improving the utiliza-
tion of TA bandwidth unused by idle mobile devices, and reducing the chance of
congestion when those idle mobile devices become active again. The experimental
scenario comprises two mobile devices consuming [A bandwidth. The first mobile
device downloads a large file while the second mobile device performs a sequence
of web transactions with on-off bursty traffic. When the second mobile device is
idle (i.e., in an “off” interval), bandwidth could be under utilized. We measure
the total amount of bits left unused during an “off” interval and denote it as U.
When the second mobile device is active (i.e., in an “on” interval), congestion could
happen. We measure the total amount of bandwidth allocation (i.e., bj"/*(¢,) in
Equation 6.14) for both active mobile devices during an “on” interval and denote it
as O. For the parameter dec, intuitively, a large dec leads to the quicker allocation of
unused bandwidth to active mobile devices, but also to a larger chance of congestion
when idle mobile devices become active. Therefore, a large dec means a smaller U
but a larger O. In 6-8(a), we plot the value U + O against different values of dec.

It shows that to minimize U + O, the optimal choice of dec is 0.4.
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We repeat the same experiments for x in Equation 6.16, which decides the lower
threshold to invoke adjustment of v. A small k means that the algorithm is satisfied
with a lower bandwidth utilization, and not to redistribute unused bandwidth to
active mobile devices. In contrast, a large x will increase bandwidth utilization
(reduce U) but also increase the chance of congestion (increase O) as well because
the average load of the system will be operating at a higher level. In addition, a large
K also leads to more frequent oscillations in IA bandwidth and price changes. 6-8(b)
shows the evaluation results by plotting U + O against different values of k. Once
again, we observe that to minimize U + O, the optimal choice of x should be in the
region of [0.6 0.7], which basically means that bandwidth should be redistributed to
active mobile devices only when the bandwidth is 60% to 70% under the threshold

(0.9) value. In what follows, we set x to 0.7 and dec to 0.4.

6.7.3 IA and SA Allocation Algorithm

In this test, we use four mobile notebooks sharing the TA bandwidth in a single
cell. Three of the mobile devices (#1, #3 and #4) have identical service purchasing
power ¥;, while the second mobile device (#2) subscribes to a premium service plan
giving it a purchasing power 1; that is double that of the other mobile devices.
The first experiment presented in this section is designed to show the behavior
of applications using IA allocations. The applications are either bursty in nature
such as web browsing or greedy such as FTP download. Figure 6-9(a) and (b) show
the throughput and normalized throughput traces of the four mobile devices, re-
spectively. In the experiment, mobile devices #1 and #2 generate web traffic, while
mobile device #3 is checking emails and mobile device #4 is downloading using
FTP. The throughput growth indicates that starting early has an initial advantage.

However, as the traffic enforcement mechanism takes effect, the measured through-
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Figure 6-9: TA Allocation Experiment

put quickly settles to the theoretical allocation values, which are Nash Bargaining

Fair, (i.e., mobile device #2 receives twice the throughput as mobile devices #1, #3

and #4 individually receive, as shown in Figure 6-9(a)). In Figure 6-9(b), because

the throughput measurement is normalized by service purchasing power, therefore,

between 1000 and 3000 ms, all mobile devices receive the same normalized through-

put. Figure 6-9(c) shows the changes in price for the same experiment. The spikes

in price correspond to the traffic surges in throughput measurement. These narrow

price spikes also indicate the effectiveness of our pricing mechanism in regulating

traffic.
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Figure 6-10: IA/SA Allocation Experiments

The second experiment is intended to show the interactions between IA and SA
traffic and the incentive offered to users to declare truthfully whether their traffic
should be carried as TA or SA. Figure 6-10(a) shows the IA and SA prices with
respect to the change in traffic. The figure starts in an initial state where no traffic
exists for both classes, then IA traffic is present in the network and drives the price
higher. An increase in the SA price takes place as new traffic is generated. Then
the TA price drops back as the traffic decreases while SA keeps increasing as more
demand is generated. Finally, we can observe an increase in IA traffic as more
traffic is generated. We also observe the discrete change in the SA price due to
price quantization. We also conducted an experiment trying to compare using SA
and TA for a greedy application in order to demonstrate the incentive of using TA
for such applications. The trace in Figure 6-10(b) shows the download of the same
file under similar network conditions for IA and SA. Although SA provides a stable
allocation, IA proves more advantageous as bursts can occur allowing the download

to complete earlier.
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6.7.4 Pricing Dynamics

In this experiment, we use the emulation platform to focus on the pricing dynamics
between SA and IA allocations. The cell capacity is set to 1 Mb/s. We simulate
50000 SA service requests according to the Poisson process. The average arrival
interval is 5s. The average holding time, (i.e, without early termination) is 15s.
The request quantity is uniformly distributed in [10 100] Kb/s. This translate into
an average SA load of 15%. The ITA traffic activity is generated by activating a
random number of mobile devices every second. The random number is uniformly
distributed in [1 20]. Each user’s service purchasing power ¥J; is randomly assigned
from two types: 50 and 100. The SA arrival measurement A(¢|py,) is segmented over
K = 20 quantized price segments, with px = 10.

The warning interval Ty = 20s for most of the cases. In addition, the demand
estimation parameter o = 0.7. Figure 6-11 illustrates the call drop ratio and early
termination ratio for each of the 20 quantized-prices. Here we clearly observe the

effect of ranking in admission success probability and allocation stability. The early
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termination ratio for small SA valuations are zero because all the calls within those
quantized price segments are blocked given the market price p; 5. The sharp drop
in both call blocking and early termination ratio for high quantized-prices indicate
the incentive for SA users not to inflate their bandwidth requests.

In Figure 6-12, we plot the price pair {p;;,pis}. We observe that because the
SA prices are chosen from a set of quantized price values, SA prices are concentrated
at a few values, and hence are relatively stable with respect to changes in the IA
prices.

The effect of the warning interval Ts on the SA price is shown in Figure 6-13.
Here we rerun the simulation for different Tg. The results indicate that additional
service purchasing power is needed for stabilizing allocations. This value increases
with Ts because with a large T sessions under probation will have a longer lifetime,
and the bandwidth market will have less liquidity.

Our incentive engineering mechanisms do not guarantee bandwidth reservation,
to avoid distorting the market price. However, a third party broker may act as an

additional source of service purchasing power to sessions under probation, and hence
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provide guaranteed allocation stability without distorting the incentive mechanisms.
Figure 6-14 shows the amount of service purchasing power needed for one bandwidth
unit as a function of the unit valuation of the original session. Because the additional
service purchasing power reflects the opportunity cost (or shadow price) of stabilizing
a session’s allocation, service providers can use the accumulated additional service

power to charge for a guaranteed allocation service.

6.8. Summary

The contribution of this chapter is as follows. We provided a solution to the prob-
lem of engineering incentives for edge-based wireless access services, which offer both
higher throughput (IA) for bursty data applications and more stable allocation (SA)
for real-time applications. Our incentive engineering model includes the use of ser-
vice purchasing power and a price-service menu to effectively constrain the strategy
space of users to a set of cooperative behaviors, leading to fair usage of A services
and truthfully self-differentiation in SA service. The algorithm design minimizes

the protocol overhead on mobile devices and over-the-air. The rate enforcement
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algorithm controls the downlink traffic tolerating incomplete information caused by
the absence of mobile device participation in the control algorithm. The reservation
based SA service relieves users from declaring session lifetime, and gives early warn-
ing of any pending allocation degradation while keeping potential arbitrage between
IA and SA services to zero. Users of higher bid-price may preempt lower-price users
given a warning interval. In addition, users may follow their individual utility func-
tion to partition the service purchasing power for IA and SA allocation. The design
provides differentiated relative/soft QOS among users according to their bid price
and assigned service purchasing power.

We should note that even though our scheme is designed for IEEE 802.11b
WLAN based access network, it can also benefit cellular data networks such as
GPRS [2] and CDMA2000 [3]. Since cellular networks are based on centralized con-
trol for both down/uplink at base stations, the TA control approximation discussed
in Section 6.4.3 is not necessary. However, the benefit of incentive compatibility
for the design of SA and IA classes can assure service providers that users will not

abuse bandwidth reservations.
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Chapter 7

Conclusion

Realizing flexible and efficient bandwidth service management for Internet and its
wireless extensions is a challenging problem. This thesis has presented a number
of contributions to this problem. We have proposed a broad set of algorithms for
utility-based adaptation, dynamic provisioning and incentive engineering. Collec-
tively these algorithms contribute to a better understanding of this complex prob-
lem that encompasses multi-dimensional issues such as application requirements,
network mechanisms, service differentiation, and user incentives.

The use of bandwidth utility functions has served as a unifying abstraction in
this thesis for efficient network allocation and control, application responsiveness
to change such as controlled degradation, and content delivery trade-offs. It is in-
teresting to note that originally bandwidth utility functions were first adopted by
the signal processing community based on Shannon’s early work [92] on rate dis-
tortion. Today, however, utility-based network bandwidth allocation has largely
remained an abstraction for economic theory and market mechanisms. Our work
has contributed to a broader application of utility functions in networking. In
Chapter 2, we presented a new formulation for utility functions that leads to the
development of flexible bandwidth management models. We extended utility func-

tions to non-video applications, adding normalization parameters to support service
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differentiation, and applying utility prediction to accommodate network adaptation
time-scale. Recently, we have noted that utility-based (i.e., rate distortion func-
tion based) transcoding and media scaling techniques have began to be discussed in
the literature and are being considered for MPEG-4 over-the-air applications, push-
ing the abstraction into the packet for possible exploitation by future utility-based
network algorithms.

In Chapter 3, we presented a number of link sharing algorithms that could ex-
ploit utility function state information. We presented a number of utility-based
foundation algorithms that included utility-differentiating and utility-maximizing
bandwidth allocation targeted to operate at single bottleneck links. While these
allocation schemes proved efficient there is a needs to aggregate utility function in-
formation when possible to make the solution more scalable to accommodate greater
number of flows and more frequent adaptation in utility-based networks. The com-
plexity of state management in these networks where each flow may potentially
has its own form of utility function presents a number of significant challenges to
scalability that was addressed in Chapter 4. We presented the design and analysis
of a utility-based model for an edge-based wireless access networks that efficiently
supported application controlled degradation needs, and importantly, delivered this
using scalable resource allocation algorithms. The model comprised a distributed ar-
chitecture and messaging protocol, where distributed adaptation handlers managed
application specific adaptation scripts that were capable of renegotiating bandwidth
reservations on behalf of applications in an efficient manner.

Next, we studied dynamic bandwidth provisioning for core IP networks in sup-
port of quantitative differentiated services. The design space for core networks is
considerably more restrictive than edge-based access networks in terms of the gran-

ularity of control and state management issue. Typically, core networks are stateless
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and in the case of bandwidth service management the time-scale for control is coarse.
This requires that the network allocation and provisioning algorithms be effective
when there is limited or no global state. In the core network, per-flow states such
as utility functions are maintained at the edge of the core network. In this case,
the challenge of bandwidth service management is to gaining effective control us-
ing coarse-grain control information, resulting from aggregation of both flow states
and control mechanisms. One outcome of aggregated edge rate control is the prob-
lem of flow control for point-to-multipoint traffic aggregates. Chapter 5 presents a
solution to this problem and considers different optimizing goals such as fairness,
minimizing the worst case rate reduction, or a combination of both. We demon-
strated that our model is capable of delivering capacity provisioning in an efficient
manner and providing quantitative delay-bounds with differentiated loss across per-
aggregate service classes in core networks. The key enabler to this solution was a
measurement-based multi-service virtual queue technique extend from [59], which
effectively predicts traffic overload conditions without assuming any traffic model.
To our best knowledge this is the first published solution to this problem.

The contributions discussed so far have focused on the design of efficient utility-
based bandwidth allocation algorithms. One conjecture we hold is that the correct
operation of these network mechanisms also require end-user cooperation (e.g., in
choosing the appropriate service class, and truthfully declaring their utility func-
tions). However, such cooperation can conflict with end-users’ self-optimizing goals
unless the network optimization goal is incentive compatible with end-users’ selfish
goals. The final contribution of the thesis addressed this problem by creating in-
centives for differentiated service mechanisms in edge-based wireless networks. An
important aspect of bandwidth service management is the elimination of arbitrage

inherent in differentiated service models. Previous efforts have considered conges-
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tion pricing, which is theoretically sound but practically infeasible to realize because
it is entangled with service charging which is the domain of the business stakeholder.
As discussed at the beginning of this thesis this entanglement of control and pricing
creates great complexity in the mechanism design and deployment, resulting in an
unwanted tussle [25] between different stakeholders: network control and business.
In Chapter 6 we resolve this tussle by decoupling congestion pricing and monetary
concerns. The resulting constraints lead to a new set of incentive engineering designs
that reduce the strategy space of users to remove arbitrages in service differentiation
model leading to the incentive compatibility of our service differentiation framework.
Our design minimizes protocol messaging overhead imposed on wireless subscribers
while possessing a number of beneficial properties including Nash bargaining fair-
ness for the instantaneous allocation service, and incentive compatibility for mobile
users promoting the truthful declaration of service preferences.

Incentive engineering of network mechanisms is an emerging research direction
with great potential and many outstanding challenges. Our attempt in Chapter 6
is only a first attempt applied to wireless access networks. Future work is needed to
extend the results reported in this thesis to multi-hop networks including wireless ad-
hoc networks, as well as to network peering points between different service providers
networks, where the stakeholders of the tussle become more complex involving net-
work control and multiple cooperative/competitive business organizations. This
also leads to another research challenge; that is, the modeling and integration of
diverse and conflicting business policies using utility-based algorithms over single
link (i.e., at the network peering points) and across multi-hop networks (i.e., an ISP
providing virtual network to different customers). It would be important to ana-
lyze the property of such a network where different bandwidth management policies

apply. Chapter 3 presents a good starting point through the use of utility-based
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hierarchical scheduling algorithms. It remain to be seen what other properties be-
yond utility-based max-min fair discussed in Chapter 4 could be derived by applying

diverse utility-based policies over networks.
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Chapter 8

My Publications as a Ph.D. Candidate

My publications as a Ph.D. candidate (1996-2002) are listed below. This list also
includes research papers that are indirectly related to the work presented in this the-
sis, including, the design and implementation of QOS signalling for programmable
mobile networks, deployment trials for wireless broadband networks, and analysis

of network bandwidth peering for service differentiation.

8.1. Patents

e R. R-F. Liao and A.T. Campbell. = US Patent Application WO0169851.
Method and Apparatus for Allocation of Resources, Columbia University,

March 2000.

8.2. Journal Papers

e R. R-F. Liao, R. H. Wouhaybi, and A. T. Campbell. WinCent: Wireless
Incentive Engineering. to appear, IEEE J. Select. Areas Commun., Special

Issue on Recent Advances in Wireless Multimedia, 4th Quarter 2003.

e R. R.-F. Liao and A. T. Campbell. A Utility Based Approach for Quantitative
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Adaptation in Wireless Packet Networks. ACM Baltzer J. Wireless Networks
(WINET), 7(5):541-557, September 2001.

N. Semret, R. R.-F. Liao, A. T. Campbell, and A. A. Lazar. Pricing, Provi-
sioning and Peering: Dynamic Markets for Differentiated Internet Services and

Implications for Network Interconnections. IEEE J. Select. Areas Commun.,

Special Issue on QOS in the Internet, 18(12):2499-2513, December 2000.

A.T. Campbell, M. Kounavis, and R. R.-F. Liao. On Programmable Mobile
Networks. J. Computer Networks, 31:741-765, April 1999.

Journal Papers under Submission

R. R-F. Liao and A. T. Campbell. Utility-based Network Adaptation for
Multimedia Content Delivery. under submission, IEEE/ACM Trans. on
Networking, August 2001.

R. R-F. Liao and A. T. Campbell. Dynamic Core Provisioning for Quan-
titative Differentiated Service. under submission, [EEE/ACM Trans. on

Networking, July 2001.

Magazine Papers, Review Articles and Book Chapters

O. Angin, A. T. Campbell, M. E. Kounavis, and R. R.-F. Liao. The Mobiware
Toolkit: Programmable Support for Adaptive Mobile Networking. IEEFE
Personal Commun. Mag., August 1998. Source code freely available at

http://comet.columbia.edu/mobiware.

A.T. Campbell, R. R.-F. Liao, and Y. Shobatake. Supporting QOS Controlled
Handoff in Mobiware. (Eds.) J. Holtzman, and M. Zorzi. Advances in
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Wireless Communications, Kluwer Academic Publishers, ISBN 0-7923-8126-
2, Chapter 2, 157-171, 1998.

O. Angin, A. T. Campbell, L-T. Cheok, R. R-F. Liao, K-S. Lim, and K.
Nahrstedt, IWQOS’97 Workshop Summary. (Eds.) A. T. Campbell, and K.
Nahrstedt. Building QOS into Distributed Systems, Chapman and Hall, ISBN
0-412-80940-0, xiv—xli, 1997.

Conference Papers

R. R.-F. Liao and A. T. Campbell. ~On Programmable Universal Mobile
Channels in a Cellular Internet. In Proc. ACM MOBICOM (Mobicom’98),
191-202, Dallas, TX, October 1998.

N. Semret, R. R.-F. Liao, A. T. Campbell, and A. A. Lazar. Peering and
Provisioning of Differentiated Internet Services. In Proc. IEEE INFOCOM,
2:414-420, Tel Aviv, Israel, March 2000.

R. R.-F. Liao, R. H. Wouhaybi, and A. T. Campbell. Incentive Engineering in
Wireless LAN Based Access Networks. In Proc. Int’l Conf. Network Protocols
(ICNP 2002), Paris, France, November 2002.

R. R.-F. Liao and A. T. Campbell. Dynamic Core Provisioning for Quanti-
tative Differentiated Service. In Proc. IEEE/IFIP Int’l Workshop on Quality
of Service (IWQoS 2001), Karlsruhe, Germany, June 2001.

R. R.-F. Liao and A. T. Campbell. Dynamic Edge Provisioning for Core
Networks. In Proc. IEEE/IFIP Int’l Workshop on Quality of Service (IWQoS
2000), Pittsburgh, USA, June 2000.
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N. Semret, R. R.-F. Liao, A. T. Campbell, and A. A. Lazar. Market Pricing
of Differentiated Internet Services. In Proc. IEEE/IFIP Int’l Workshop on
Quality of Service (IWQ05°99), London, UK, May 1999.

G. Bianchi, A. T. Campbell, and R. R.-F. Liao. On Utility-Fair Adaptive
Services in Wireless Networks. In Proc. IEEE/IFIP Int’l Workshop on Quality
of Service (IWQ0S’98), Napa Valley, USA, May 18-20 1998.

R. R.-F. Liao, P. Bocheck, A. T. Campbell, and S.-F. Chang. Utility-based
Network Adaptation for MPEG-4 Systems. In Proc. of Intl. Workshop on
Network and Operating System Support for Digital Audio and Video (NOSS-
DAV’99), Basking Ridge, New Jersey, USA, June 1999.

O. Angin, A. T. Campbell, M. E. Kounavis, and R. R.-F. Liao. Open Pro-
grammable Mobile Networks. In Proc. of Intl. Workshop on Network and
Operating System Support for Digital Audio and Video (NOSSDAV’98), Cam-
bridge, England, July 1998.

R. R.-F. Liao, P. Bouklee, and A. T. Campbell. Online Generation of Band-
width Utility Function for Digital Video. In Proc. of PacketVideo’99, New
York City, April 26-27 1999.

R. R.-F. Liao, M. Brown, G. Mapp, and I. Wassell. The Cambridge Wireless
Broadband Trial. In Proc. of 6th Intl. Workshop on Mobile Multimedia
Communications (MoMuC’99), San Diego, November 1999.

R. R.-F. Liao, M. E. Kounavis, and A. T. Campbell. Design, Implementation
and Evaluation of Mobiware. In Proc. of 5th Intl. Workshop on Mobile
Multimedia Communications (MoMuC’98), Berlin, Germany, October 12-16
1998.
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