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Agenda

1. Direct database access

2. Web APIs
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Use a library to connect to the database 
from your code

Your code
• Python
• Java
• C
• JavaScript (web)

MySQLConnector 
(Library/Driver)

Connectors
• Python: mysql.connector
• Java: JDBC
• C: libmysqlclient
• JavaScript: mysql2

Call connector 
function

Connector handles 
database communications

ResultsResults

install: pip3 install mysql-connector-python
import mysql.connector
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Simple example: Python program to get 
restaurant data from the command line

$ python3 get_restaurants.py nobu remote

sys.argv[0]: Python 
program we will 
write

sys.argv[1]: restaurant 
name for which we will 
get data

sys.argv[2]: Optional, 
database to use
• localhost
• remote (CS server)

localhost is default in this 
example

Four steps:
1. Read database credentials from file (do not hardcode credentials)
2. Get database connection using credentials
3. Query database for data
4. Close connection

What types of databases?
• Production
• QA
• Dev
• Local
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Step 1: Read database credentials from file

{
"remote": {

"user":"your username", 
"password":"your password", 
"host":"some_server_name.cs.dartmouth.edu", 
"database":"nyc_data"
},

"localhost": {
"user":"your username", 
"password":"your password", 
"host":"localhost", 
"database":"nyc_data"

}
}

db.json

Credentials to two 
databases:
• remote (CS server)
• localhost (your local 

machine’s database)

Update this file with your 
credentials to these 
databases

Avoid hardcoding your credentials in your code, 
instead read from a config file (db.json here)

Add this file to .gitignore!

Bots scan for credentials

Better: user prompt for 
username/password rather 
than put in config file

Even better: use API and 
put in environment variable
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Step 1: Read database credentials from file

Get database from command line args
(localhost is default)

Read db.json file and get 
credentials for the database 
(either localhost or sys.argv[2])

get_restaurants.pyIn main
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Step 1: Read database credentials from file

filename = db.json, database = localhost or sys.argv[2] 

Read json from db.json file

{ "user":"your username", 
"password":"your password", 
"host":"localhost", 
"database":"nyc_data"}

Return for 
localhost or 
remote

get_restaurants.py
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Step 2: Get database connection using 
credentials

Get database connection

get_restaurants.pyIn main
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Step 2: Get database connection using 
credentials

Get database connection and 
return connection if successful

{ "user":"your username", 
"password":"your password", 
"host":”localhost", 
"database":"nyc_data"}

Handle errors/exit
mysql.connector can tell you 
about the type of error

get_restaurants.py



10

Step 3: Query the database for data

Query database for data

get_restaurants.pyIn main



Problem: business logic is hidden inside python code
We can do better! 11

Step 3: Query the database for data

Get cursor (iterator!)

SQL query

Get column 
(attribute) names

fetchall returns 
all rows
Also:
fetchone
fetchmany(num)

Execute SQL passing parameters

Loop over rows/cols 
and print

Close cursor
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Step 4: Close connection

Close connection

get_restaurants.pyIn main
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get_restaurants.py is example of client-side 
Python code directly querying the database
get_restaurants.py

1. Download get_restaurants.py and db.json from course web page
2. Edit db.json with your credentials
3. Run:

python get_restaurants.py restaurant_name <localhost|remote>

• Replace restaurant_name with your own choice (e.g., Nobu or 
‘Rosa Mexicano’)

• Provide either localhost or remote (localhost default)
python3 get_restaurants.py nobu remote
python3 get_restaurants.py ‘rosa mexicano’ localhost

Fetches data about matching restaurant names

Client MySQL
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There are several problems with this 
approach
Problems:
Business logic is hidden inside Python code

• What if database changes (MySQL -> Postgress)?
• What it structure of database changes?

If changes are made, must update all copies of an application that uses 
the database!

• There might be many applications that use the database
• All copies of each application will need to be updated!

The database credentials are stored locally, so everyone can see them!

A better approach, create an API that applications can call



15

Agenda

1. Direct database access

2. Web APIs
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A (possibly apocryphal) letter from Jeff 
Bezos to Amazon developers

• All teams will henceforth expose their data and 
functionality through service interfaces.

• Teams must communicate with each other through 
these interfaces.

• There will be no other form of inter-process 
communication allowed: no direct reads of another 
team’s data store, no shared-memory model, no 
back-doors whatsoever. Only service interface calls.

• It doesn’t matter what technology they use.
• All service interfaces, must expose the interface to 

developers in the outside world. No exceptions.
• Anyone who doesn’t do this will be fired. Thank 

you; have a nice day!

Source: https://apievangelist.com/2012/01/12/the-secret-to-amazons-success-internal-apis/, lightly edited for space

In short: don’t do 
what we just did 
with Python!

Create an API 
instead

APIs are the 
backbone of 
micro services 
architectures

https://apievangelist.com/2012/01/12/the-secret-to-amazons-success-internal-apis/
https://apievangelist.com/2012/01/12/the-secret-to-amazons-success-internal-apis/
https://apievangelist.com/2012/01/12/the-secret-to-amazons-success-internal-apis/
https://apievangelist.com/2012/01/12/the-secret-to-amazons-success-internal-apis/
https://apievangelist.com/2012/01/12/the-secret-to-amazons-success-internal-apis/
https://apievangelist.com/2012/01/12/the-secret-to-amazons-success-internal-apis/
https://apievangelist.com/2012/01/12/the-secret-to-amazons-success-internal-apis/
https://apievangelist.com/2012/01/12/the-secret-to-amazons-success-internal-apis/
https://apievangelist.com/2012/01/12/the-secret-to-amazons-success-internal-apis/
https://apievangelist.com/2012/01/12/the-secret-to-amazons-success-internal-apis/
https://apievangelist.com/2012/01/12/the-secret-to-amazons-success-internal-apis/
https://apievangelist.com/2012/01/12/the-secret-to-amazons-success-internal-apis/
https://apievangelist.com/2012/01/12/the-secret-to-amazons-success-internal-apis/
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https://medium.com/@benbob/the-gospel-of-dogfooding-can-i-hear-an-amen-brother-1af4d82cf221



To transfer data between computers we 
use pre-defined protocols

• Network protocols define how data will be exchanged so everyone 
knows the “rules”

• There are dozens of protocols used for different purposes:
• TCP/IP, FTP
• Wi-Fi, Bluetooth

• HyperText Transfer Protocol (HTTP) is the protocol commonly used 
by the World Wide Web to retrieve web pages (HTML)

• We use a Uniform Resource Locator (URL) to specify what page we 
want to get:
http://www.cs.dartmouth.edu/~tjp/cs60/index.html

Network protocols

Protocol: 
how we will 
talk (http)

Computer 
that has data

Directory where 
data located

File (assume index.html or 
index.php if not provided)

18
Your computer is: 
localhost
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RESTful APIs rely on four HTTP “verbs” to 
implement CRUD operations

Smart phone 
apps

Web browser

“Thick client” 
apps

Client side Server side

API
URL/api/restaurants

Clients make 
RESTful calls over 
network to API 
listening on server

Server has 
database 
credentials



Create: use POST
Include params to 
create a new 
restaurant

20

RESTful APIs rely on four HTTP “verbs” to 
implement CRUD operations

API
URL/api/restaurants

Smart phone 
apps

Web browser

“Thick client” 
apps

Client side Server side

POST

GET

PUT

DELETE

Update: use PUT
Update restaurant 
with RestaurantID = :id

/api/restaurants

/api/restaurants/:id

Read: use GET
If no id passed in URL, 
get all restaurants, 
otherwise get data for 
RestaurantID = :id

Delete: use DELETE
Delete restaurant with 
RestaurantID = :id

By convention 
HTTP verb 
tells API what 
CRUD 
operation to 
perform

/api/restaurants

/api/restaurants/:id

/api/restaurants/:id

Calls are 
stateless (all 
information 
needed is 
provided in 
each call)

A URL + verb 
is called an 
endpoint

Clients make 
RESTful calls over 
network to API 
listening on server

Server has 
database 
credentials



Create: use POST
Include params to 
create a new 
restaurant
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RESTful APIs rely on four HTTP “verbs” to 
implement CRUD operations

Smart phone 
apps

Web browser

“Thick client” 
apps

Client side Server side

POST

GET

PUT

DELETE

Update: use PUT
Update restaurant 
with RestaurantID = :id

/api/restaurants

/api/restaurants/:id

Read: use GET
If no id passed in URL, 
get all restaurants, 
otherwise get data for 
RestaurantID = :id

Delete: use DELETE
Delete restaurant with 
RestaurantID = :id

APIs access 
database and 
return results 
to client side

MySQL

/api/restaurants

/api/restaurants/:id

/api/restaurants/:id

APIs access 
database as 
user with 
minimal 
required 
rights

API
URL/api/restaurants

Clients make 
RESTful calls over 
network to API 
listening on server

Server has 
database 
credentials
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Use URLs to identify things (nouns) and 
HTTP methods to identify actions (verbs)

GET URL/api/restaurants       → get all restaurants
GET URL/api/restaurants/3   → get restaurant with id 3
POST URL/api/restaurants       → create a new restaurant
PUT URL/api/restaurants/3   → update restaurant with id 3
DELETE URL/api/restaurants/3   → delete restaurant with id 3

JSON data is sent to the server in a request body

Server responds with a status code
200  OK — Success 
201  Created — New resource created
400  Bad Request — Invalid input
401  Unauthorized — Not logged in 
403  Forbidden — Logged in but no access 
404  Not Found — Resource doesn't exist
500  Server Error — Something broke 

Client makes a request to an endpoint on a server using URL and verb

URL is the web server’s address
On your laptop address called localhost

http://localhost/ is the root or home 
directory of a web server on your local 
machine

HTTP uses port 80 by default, we will use 
port 8080 to avoid conflicts with other 
software you might be running

http://localhost:8080/ will be home
http://localhost:8080/api/restaurants is 
an end point

Each of these is a 
different endpoint

http://localhost/
http://localhost:8080/
http://localhost:8080/api/restaurants
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Create a new API running on your laptop 
using Flask
Flask: a lightweight, "micro" web framework written in Python, 
designed for building web applications and APIs quickly and easily

• Install: pip3 install flask
• Documentation: https://flask.palletsprojects.com/en/stable/

Create new directory for this API
Create new file: app.py Import Flask

Variable that references the Flask application

Route: http://localhost:8080 will end up here 
running home() function

home() just returns string “API is running” 

Start this web application running in main

$ python3 -m venv .venv
$ source .venv/bin/activate
$ pip3 install flask

https://flask.palletsprojects.com/en/stable/
http://localhost:8080/


$ cd <api directory>
$ flask --app app.py run --port 8080 
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Create a new API running on your laptop 
using Flask
Flask: a lightweight, "micro" web framework written in Python, 
designed for building web applications and APIs quickly and easily

• Install: pip3 install flask
• Documentation: https://flask.palletsprojects.com/en/stable/

Create new directory for this API
Create new file: app.py

If you called your Python program app.py, you 
can omit --app app.py
flask run –port 8080

Start server running your API

Server is now listening for connections to
http://localhost:8080/

https://flask.palletsprojects.com/en/stable/


$ cd <api directory>
$ flask --app app.py run --port 8080 
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Create a new API running on your laptop 
using Flask
Flask: a lightweight, "micro" web framework written in Python, 
designed for building web applications and APIs quickly and easily

• Install: pip3 install flask
• Documentation: https://flask.palletsprojects.com/en/stable/

Create new directory for this API
Create new file: app.py

Start server running your API

Web 
browser

Server is now listening for connections to
http://localhost:8080/

https://flask.palletsprojects.com/en/stable/
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Add a route that gets and returns data 
from the database

Import Flask, jsonify (json helper) 
and MySQL connector

Read database credentials

Function to get a connection 
using mysql.connector (change 
if using different database)



Add a new route
/restaurants to list the top 10 
restaurants by ID
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Add a route that gets and returns data 
from the database

Open connection and get cursor

SQL query for data

Execute query and get all results

Return json data to caller 
with status 200 OK

Handle exceptions, return 
status 500 Server Error

Close cursor and 
connection

NOTE: only 
GET requests 
are allowed, 
others blocked

Cannot make 
POST, PUT, or 
DELETE request
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Try the new route from a browser

New route:
http://localhost/restaurants

JSON data returned from data according to SQL

All web browsers, mobile apps, thick client apps can call 
this route for data

All SQL is in one place

Clients know they can call the API and will get data

Clients do not need to know anything about the database
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Try the new route from a client-side Python 
program

Use Python requests library to make 
a HTTP GET request from the API

Make HTTP GET request 
and see API response

If response == 200 OK
Print results
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Try the new route from a client-side Python 
program

Use Python requests library to make 
a HTTP GET request from the API

Make HTTP GET request 
and see API response

If response == 200 OK
Print results



Big picture:
SQL is now in one place, 
the API

API can be called by 
browser or Python 
program (or other 
programs

If update SQL, just 
update the API route 
and all users are 
updated

31

Try the new route from a client-side Python 
program

Could you change 
database and clients 
would not notice?
Yes!
Just change routes 
(endpoints)
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Postman is a great debugging tool!
Give Postman the endpoint

Tell if what kind of request to make 
(GET here)

Send request

See returned data
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Postman lets you easily send GET, POST, 
PUT, and DELETE requests

Try sending a POST instead of GET
Send request

POST not allowed!
Why?
We said this route only accepts GET
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Add a GET route that takes a parameter

https://localhost:8080/restaurants/1111Get data for one restaurant by ID

id will be 1111 here

Code like restaurants route (the one without ID)
• SQL only gets data for RestaurantID=id
• NOTE: we use a parameterized query for 

security (more on that next class)
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Test with Postman using 
RestaurantID=1111

Works as expected
Data returned for one restaurant with 
RestaurantID = 1111
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Test with Postman using 
RestaurantID=1112 (not a restaurant)

Works as expected
No restaurants have ID = 1112
Return empty JSON
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Add a POST route to add a new restaurant

POST requests to 
http://localhost:8080/restaurants
sent to this route

Get JSON data sent by client

Some *basic* validation checks here in boro

Execute SQL INSERT statement
and commit

Auto_increment would have 
return the last ID, but our 
table is not auto_increment

http://localhost:8080/restaurants
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Test with Postman using valid data
POST to http://localhost:8080/restaurants Get to this address would return all 

restaurants
Post inserts a new restaurant

Set Body and raw
Input JSON to send to API

API says it created the 
restaurant
If auto_increment, id 
would have been last ID

MySQL shows that it did!

Postman shows 201 Created 
status code that we returned 
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Test with Postman with invalid Boro

API sends our error 
JSON

Postman shows 400 Bad Request 
status code that we returned

We did a basic check for 
valid boros

“Unknown” is invalid
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POST using Python to create new 
restaurant by sending data in the body

Set JSON parameters to 
send to server

Make POST sending data to 
create new restaurant

Expect status code 201
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Practice

Create a DELETE route for /restaurants/:id
For example: localhost:8080/restaurants/1112
• Get the ID to delete
• Create a SQL command that will delete a restaurant with that ID
• Execute SQL command
• cnx.commit to finalize
• Get how many rows where affected with: 

affected = cursor.rowcount
• Return a JSON message:

• If no rows were affected:
• {"error": "Restaurant not found"}
• Return Not Found status code

• Else:
• {"message": "Restaurant deleted"}
• Return OK status code

For next time:
Should anyone be 
able to call this 
route?
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