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Abstract

Smart devices are ubiquitous in modern environments, yet their de-
commissioning phase remains poorly studied and often overlooked
in system design. We define secure decommissioning as the process
by which a smart device securely disconnects from its environment
and makes sensitive data inaccessible. If not decommissioned, de-
vices may retain sensitive information — such as security credentials
or user-behavior data that could be recovered by an adversary. Un-
fortunately, some users may forget to decommission a device when
they dispose or sell it, and cannot decommission a device that is lost
or stolen. This paper investigates a trigger mechanism for individual
wireless smart devices to automatically identify conditions requir-
ing decommissioning. Our approach does not require any hardware
changes to wireless devices. We evaluated it through extensive
simulations and validated it on real IoT-class hardware. With appro-
priate parameter values, our mechanism always correctly identified
when to decommission and never falsely decommissioned. These
parameters can be tuned to user needs. Our work presents a base-
line for locally triggered autonomous decommissioning, providing
researchers with a useful starting point for exploring and improving
alternative designs.
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1 Introduction

The lifecycle of Internet of Things (IoT) devices encompasses sev-
eral critical phases: design, deployment, operation, and decommis-
sioning. While significant attention has been paid to the initial
stages, the decommissioning phase remains under-explored, posing
substantial security and privacy risks [15]. As IoT devices become
increasingly integrated into our daily lives, they collect and store
vast amounts of sensitive data, including personal information and
usage patterns, as well as network and cloud credentials. When
these devices reach the end of their useful life or are transferred to
new owners — such as when sold or discarded - the security and
privacy implications become significant if devices are not cleansed
of this sensitive information.

The problem. A discarded security camera, for example, might
use non-volatile memory to store the passwords to both a home’s
Wi-Fi network and to a cloud-based server that stores the images
captured by the camera. If an adversary recovers these credentials
from a discarded device, the adversary would gain access to the
home and the cloud.

Other sensitive information, beyond security credentials, could
also be compromised. A health-related device might indicate a
person’s medical condition; a sex toy may expose their romantic
partners or sexual preferences [27]; an entertainment device might
contain their viewing or listening history [11]. Baggili et al. suc-
cessfully recovered personal data, including user credentials and
personal activity data, from second-hand smartwatches [4]. Simi-
larly, Giese and Noubir recovered network credentials and sensitive
user interactions from discarded Amazon Echo devices [9]. Such
information could allow an adversary to learn a lot about the person
and their habits [19].

We define sensitive information to include data that might com-
promise a device owner’s security or privacy. It is necessary, then,
to securely decommission any device that has been discarded, lost,
stolen, gifted, or sold, to ensure that no sensitive information can
be recovered by an adversary — even if they have physical access
to the device.

In this paper, we assume the existence of a built-in API that can
make sensitive information stored on a device unrecoverable; we
thus focus on when to decommission rather than how to decommis-
sion. Given the prevalence of cloud-backup features in smart-home
platforms [23], we also assume each device’s critical data is already
protected by a secure, incremental backup mechanism that can


https://orcid.org/0009-0004-2701-2703
https://orcid.org/0009-0008-7840-5215
https://orcid.org/0009-0000-2080-1022
https://orcid.org/0009-0006-6943-0684
https://orcid.org/0009-0004-2262-3097
https://orcid.org/0000-0001-7411-2783
https://doi.org/10.1145/3770501.3770522
https://creativecommons.org/licenses/by-nc-nd/4.0
https://creativecommons.org/licenses/by-nc-nd/4.0
https://creativecommons.org/licenses/by-nc-nd/4.0
https://doi.org/10.1145/3770501.3770522
http://crossmark.crossref.org/dialog/?doi=10.1145%2F3770501.3770522&domain=pdf&date_stamp=2025-12-12

10T 2025, November 18-21, 2025, Vienna, Austria

be used to restore data in the event of device loss or erroneous
decommissioning.

Relying on manual resets to remove sensitive information has
been widely shown to be inadequate due to user negligence or lack
of awareness of secure device disposal [17]. Indeed, many users feel
their data is of no interest to potential adversaries and do not feel the
need to decommission devices [14]. Regardless, if a device is stolen,
the owner will not have an opportunity to cleanse the device. Thus,
even when secure reset mechanisms exist, an automatic trigger
is often missing. We supply that missing piece: an algorithm that
decides when to securely decommission, ensuring that —even when
data is encrypted at rest —the corresponding decryption keys are
irrecoverably destroyed, preventing recovery by adversaries with
physical access or Ul bypasses.

An automated solution. Our solution provides a mechanism
for a device to autonomously detect conditions that require de-
commissioning and to automatically initiate that process. In short,
devices running our protocol will discover when they are no longer
‘at home’, and trigger an internal function to erase any sensitive
data or credentials.

This paper makes two main contributions:

o A method for wireless devices to determine when to self-
initiate the decommissioning action;

e An assessment of our approach using simulation and an im-
plementation on  IoT-class  hardware  (ESP32),
demonstrating its practicality and efficiency.

We ran extensive simulations to find a plausible set of parame-
ters for our autonomous decommissioning trigger, balancing the
need for the system to accurately determine when to decommission,
without unnecessarily wiping devices. The simulations suggested 8
candidate sets of parameters. In our experiments on real devices,
7 of the 8 parameter sets correctly decommissioned devices every
time they should, with no erroneous decommissioning. These 7 pa-
rameter sets give users the flexibility to adjust the trigger sensitivity
and reactivity to meet their particular needs.

Our solution does not require any hardware modification to
wireless devices and adds limited network traffic. We focus on
Wi-Fi devices, although our techniques could be expanded to work
with any device with a wireless interface.

2 Background

Our primary focus in this paper is a smart home containing multiple
wireless devices. We anticipate many devices in this home, such as a
smart refrigerator or smart door lock, will be fixed in place and non-
mobile. Other devices may be mobile, but are expected to always be
inside the home. For example, a robot vacuum cleaner may move
within the home, but is not expected to leave the home’s boundaries
while commissioned. Still other devices, such as smart phones and
recreational equipment, may be mobile and will occasionally leave
the home. Sometimes mobile devices may leave for an extended
period of time, such as when the home resident goes on vacation and
takes their smart toothbrush with them. Our method is designed
for devices that ordinarily stay in the home. Because legitimate
extended absences (e.g., loaning a device or taking it on a trip)
can occur, we treat such departures as out of scope rather than
assuming they signal a need for decommissioning.
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The core idea behind our approach is that a device should con-
tinue to operate normally as long as it can (i) maintain a Wi-Fi
association with its home access point or (ii) detect the familiar
constellation of other devices normally present in the household.
When both cues disappear for an extended interval — no link to
the home AP and scant presence of familiar household devices —
the device concludes it has left its trusted setting and triggers the
decommissioning routine. Decommissioning erases local secrets,
preventing unauthorized data recovery after loss, theft, or disposal.

3 Security Model

We consider an adversary who has obtained a household IoT device
and whose primary goal is to extract sensitive data from the de-
vice. Consequently, the system aims to determine if the conditions
for decommissioning have been met in a timely manner, then to
initiate the decommissioning process, making data unavailable to
the adversary. We consider two critical properties of our approach:
correctness, ensuring the autonomous decommissioning trigger ac-
tivates when (and only when) the device permanently leaves its
trusted environment, and timeliness, ensuring prompt activation of
the trigger to minimize the risk of data compromise.

We assume the adversary has physical access to the target de-
vice - that is, the device from which the adversary wants to extract
sensitive information — but not the AP. (The owner may have gifted
or sold the device to the adversary; or lost the device and the adver-
sary found it; or disposed it and the adversary recovered it from the
trash or recycling stream; or, the adversary stole the device from
the owner; regardless, the adversary now has physical control over
the device.) We thus assume the adversary may extract the target’s
memory contents, reverse-engineer its firmware, and inspect its
internal state. If the device has not been decommissioned, sensitive
data may remain available to such an adversary.

To prevent our protocol from succeeding, the adversary may
attempt network-based manipulations, such as Sybil attacks [5],
replay attacks, message spoofing, or synchronization interference,
to mislead the device’s internal-decision making process.

We assume devices are initially provisioned to a trusted AP,
which the adversary cannot compromise, impersonate, or extract
keys from. Devices trust the AP as a certificate authority that se-
curely distributes cryptographic keys and scheduling information.

All parties trust that standard cryptographic protocols and prim-
itives (e.g., WPA3 and cryptographic signatures) are secure.

4 System Design

To protect sensitive information, in our approach, household de-
vices will self-decommission if they decide they are no longer at
home. How do they make this determination? During normal oper-
ation, each device maintains a mutually authenticated connection
to the home’s AP (in our prototype we use WPA3); to a device,
this ongoing authenticated association is confirmation it remains
within its home environment. When a device loses contact with its
home AP, however, it needs a means to decide, for itself, whether
it has left home; after all, it is possible the device is still at home
but the AP is down due to a power failure in the home. When the
AP is out of contact, a device decides it is still ‘at home’ as long
as it can still hear Wi-Fi signals from a sufficient number of other
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household devices. If not, it concludes it has left home, and triggers
decommissioning.

We adapt a change-detection method in which the goal is to
monitor a time-series signal and detect sudden changes in the value
of the signal, while ignoring noise and other short-term variations.
Specifically, each device tracks the number of familiar Wi-Fi de-
vices — those it has previously observed and authenticated — over
both short and long time intervals, and computes the ratio of the
Short-Term Average to the Long-Term Average (STA/LTA). Origi-
nally developed for signal processing in seismic event detection [25],
STA/LTA compares short-term variations to a longer-term baseline
to identify sudden changes in signal behavior.

In addition to facilitating secure connections, the AP coordinates
periodic communications among participating devices by distribut-
ing a common broadcast schedule, assigning each device a unique,
periodic time slot within the schedule.

Each device transmits encrypted broadcasts during its assigned
time slot to announce its continued presence to neighboring devices.

Other devices decode the encrypted broadcasts and update their
neighbor count to calculate a stable baseline — the Long-Term Av-
erage (LTA) - reflecting the number of neighboring devices within
radio range under normal conditions. (Mobile devices set a flag in
their broadcasts to indicate their intermittent presence in the home;
we explore the implications of mobile devices on the decommis-
sioning process in later sections.)

The AP organizes the communication schedule into rounds. Dur-
ing each round, all devices participating in this protocol transmit,
one at a time, in an AP-assigned time slot, similar to Time Divi-
sion Multiple Access (TDMA). For a home with N devices and slot
duration S seconds, the cumulative time all devices spend broad-
casting in a round is T, = N X S seconds. To reduce energy use
and channel load, we insert a quiet interval after each round. Thus,
the elapsed duration of a round is T,s = N X S + I in STA mode
and T,; = N X S + I; in LTA mode. Typically, the interval duration
I> NXS.

4.1 Overview of the Algorithms

Each IoT device runs our method independently, with support from
the AP. At initialization, each device associates with the AP via
mutual authentication, then receives a schedule and authentication
keys so it can coordinate with other devices. After initialization, it
operates in two alternating phases; see Figure 1 for an overview.

4.1.1  Algorithm LTA — normal operation. During normal opera-
tion, the device is at home, connected to the home AP, and runs the
LTA block of Algorithm 1 to maintain a running long-term average
number of neighbor devices, LTA. In each round, each of N devices
broadcasts F frames in its assigned slot and listens during the other
N — 1 slots. It counts the number of unique neighbors detected dur-
ing that round (ignoring mobile devices), and appends that number
to the sliding buffer. Because the buffer has capacity R, the oldest
value (from R; rounds earlier) is discarded. LTA is then computed
as the average of the R; numbers in that buffer and represents the
“usual” number of neighbors. After each round, devices are idle for
I; seconds, allowing them to sleep and save energy.
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Algorithm 1: STA & LTA Operations

Initialise sliding buffer B, set LTA < 0,C « 0

C: consecutive STA/LTA < ©

while true do

if connected to the AP then

// LTA phase

E«—0

for sloti =1to N do

if I am device i then

ts «<— current timestamp

Broadcast (i, ts, sig;, cert;), repeatedly F
times

else

For each valid frame received

from non-mobile device: verify cert, add ID
to &

Append |E| to B

if |B| > R; then LTA « avg(B)

Sleep for I

else
// STA phase
for sloti=1to N do
if I am device i then
ts « current timestamp
Broadcast (i, ts, sig;, cert;), repeatedly F
times
else
For each valid frame received:
verify cert, add ID to &
Append |E| to B
if |B| > Rs then
STA « avg(8B)
C— (LTA>0ASTA/LTA<®)?C+1:0
if C > R; then Trigger decommission; exit

Sleep for I

4.1.2  Algorithm STA - disconnected operation. If a device becomes
disconnected from the AP, perhaps because it has roamed out of
range, or because the AP has gone down, it freezes the LTA and
begins computing the short-term average (STA). Algorithm 1 uses
a sliding buffer that stores the number of unique devices detected
in each of the R recent rounds. This operation is much the same
as when computing LTA, except that authenticated mobile devices
are counted. After each round, all devices are idle for I; seconds,
allowing them to sleep and save energy. After each round, Algo-
rithm 1 computes the STA/LTA ratio to determine whether the
ratio has dropped below ©; if so, and if that condition persists for
R, consecutive rounds, the device decommissions. This persistence
check avoids false triggers due to temporary network fluctuations.

We summarize the algorithm’s parameters in Table 1. Clearly,
the system’s sensitivity to change depends on several of these pa-
rameters. For example, with threshold ® = 0.5, losing three peers
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1
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ROUND 3
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7
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1

TIME

Figure 1: Illustration of device operation.

in a 5-node deployment pushes the STA/LTA ratio to 0.40 and trig-
gers the algorithm, whereas the same loss in a 20-node deployment
leaves the ratio at 0.85 and no trigger fires. Likewise, lengthening
the short-term window R or requiring more consecutive confir-
mation rounds R; smooths out brief packet losses — reducing false
positives but delaying activation of the trigger. Because different
scenarios may have different requirements, or different users may
have different preferences, we envision a practical system would
include a Ul to configure these parameters — for example, a slider
from ‘less sensitive’ to ‘more sensitive’ that would translate inter-
nally into adjustments to these parameters. Indeed, each device
may be configured with separate © or R; values to suit the device
usage and its information sensitivity.

In practice, our technique must handle an important complica-
tion: mobile devices. Their absence or intermittent presence intro-
duces variability in neighbor counts, requiring either specialized
provisions or adjusted threshold and other parameters to avoid
unwarranted decommissioning triggers. Our system does not count
authenticated mobile devices (such as a recreational device that
may often leave the home for outdoor recreation) in the LTA, but
does count them in the STA. With this approach, the presence of a
known mobile device can nudge the STA/LTA ratio upwards and
potentially prevent an incorrect decommissioning. In fact, if mo-
bile devices are present during STA/LTA calculation, the STA/LTA
ratio can potentially go above 1.0 because the mobile device will be
counted in the STA, but not the LTA.

4.2 Access Point Coordination

The AP maintains a registry of connected devices, tracking their
MAC addresses and computing scheduling information. The AP
also acts as a certificate authority (CA) to sign device’s public keys,
enabling devices to authenticate other devices’ broadcast messages.
By tracking only authenticated broadcasts, devices can reliably
count the number of other legitimate devices within radio range
and can avoid adversaries attempting to spoof the presence of
neighbors.

When it first authenticates and associates with the AP, a new
device uploads its public key P; to the AP. The AP signs P; with its
private CA key, producing the certificate cert; = (P;, sigcp), and
returns cert; to the device along with the CA’s public key.
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Devices periodically request the schedule from the AP via a se-
cure TLS [20] connection. The AP releases a schedule only once a
minimum of n devices are connected, so that a proper number of
devices actively participate in the protocol. If too few (or an unrep-
resentative subset of) devices participate, a device may be falsely
labeled as isolated, leading to an erroneous decommissioning.

The schedule defines when each device should broadcast or listen.
The schedule parameters include the values shown in Table 1.

Once provisioned by the AP and ready to broadcast, the device
derives its identifier ID; = SHA-256(P;)[0:7], that is, the first eight
bytes of a hash of the public key. During its designated timeslot, the
device broadcasts a frame that includes M, a message containing
a timestamp of the current time and a flag to denote whether the
sender is a mobile device. The frame contains ID;||cert;||sig||M,
where sig = ECDSAg, (M). The device sends F copies of this frame,
within its slot, to increase the chance it will be received.

Upon reception of such a frame, the receiving node verifies
the CA signature in cert; with the CA public key Pca, extracts P;
from cert;, confirms that the advertised identifier matches ID; =
SHA-256(P;)[0:7], verifies the timestamp is recent, and verifies sig
over the message M. The receiving node checks the freshness of a
broadcast by comparing the timestamp embedded in the decrypted
frame against its own locally recorded receive time. If the differ-
ence falls within an acceptable threshold, the frame is treated as
recent; otherwise, it may be considered stale or replayed. These
checks defeat attackers without the CA’s private key who create
bogus devices, defeat attackers who spoof a valid device, and defeat
attackers who replay older broadcasts.

5 Implementation and Evaluation

To evaluate the proposed method, we implemented the system both
in a simulated environment and in firmware on computationally
constrained IoT boards. The simulation provides a controlled en-
vironment to test various network configurations and scenarios,
and the implementation validates the feasibility of the approach on
resource-constrained IoT devices.

5.1 Evaluation

Our evaluation metrics address correctness and timeliness. We use
three metrics of correctness, namely Balanced Accuracy, False Pos-
itive Rate and False Negative Rate. When computing these metrics,
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Table 1: Parameters for STA/LTA Algorithm.

Symbol Parameter What it controls Units

n Min. devices to start Do not start schedules until at least n devices are present count
N Participating devices Total devices included in the schedule count

S Slot duration On-air time per device in each round seconds
R STA window Num. rounds used to compute the short-term average (STA) rounds
R LTA window Num. rounds used to compute the long-term baseline (LTA) rounds
Ry Persistence Num. consecutive STA/LTA violations required to trigger rounds
I STA inter-round interval Idle/sleep between STA rounds (AP down) seconds
I LTA inter-round interval Idle/sleep between LTA rounds (AP up) seconds
e Trigger threshold Fire if STA/LTA < © for R; consecutive rounds ratio

F Frames per slot Redundant broadcast frames sent per device per slot count
T, Cumulative broadcast time per round Sum of all device slots in one round T = N X S seconds
Trs STA round duration Elapsed time per STA round; calculated as Trs = N X S + I seconds
T, LTA round duration Elapsed time per LTA round; calculated as T,; = N X S+ seconds

each device’s decision (to decommission, or not, by the end of the
experiment) represents one positive outcome (the device decom-
missioned) or negative outcome (the device did not decommission).
A true positive (TP) occurs when a device that was intended to de-
commission indeed chose to decommission, indicating the system
correctly identified and triggered the decommissioning operation
on that device. A true negative (TN) represents a device that was
not intended to decommission and correctly remained operational,
showing that the system avoided unnecessary decommissioning.
Conversely, a false positive (FP) happens when a device that was
not intended to decommission was incorrectly decommissioned,
and a false negative (FN) occurs when a device that was supposed
to decommission failed to do so. Devices that were intended to
decommission were chosen at random before the experiment was
carried out.

Clearly, our approach aims to minimize false positives and false
negatives, each of which have different consequences. A false neg-
ative may leave a device’s sensitive data in the hands of an unau-
thorized person. Therefore, we report both the False Positive Rate
(FPR) calculated as FP / (FP + TN) and the False Negative Rate (FNR)
calculated as FN / (FN + TP). In these equations, FP, TP, FN, TN
represent the number of cases with each of those outcomes.

The third metric, Balanced Accuracy (BA), provides a single-

.1 _TP N
number summary metric: 5 (TP TN T TGP | -

We measure the duration between the departure of a device
from its home environment and the decommissioning decision.
The expected decommission-trigger delay is the product of the
consecutive rounds below threshold and the duration of one round:
(Rs + Ry)(NS + I). Then we define timeliness as the difference
between the actual time to decommissioning and the expected time
to decommissioning.

5.2 Simulation

To assess the algorithm’s performance, we developed a simulation
using the ns-3 network simulator [21]. The simulation models
a network consisting of one AP and multiple Wi-Fi devices and
leverages the ns-3 Wi-Fi module to simulate IEEE 802.11 features,
including promiscuous mode, wireless signal propagation models,
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Table 2: Evaluation parameter values.

Parameter Simulation

N Number of Nodes 5, 10, 20, 50, 80

S Slot duration 0.1, 0.3, 1.0 seconds
Ry Rounds to build STA 1,3,5,10

R;  Rounds to build LTA 1,3,5,20

R; Rounds to decision 1,3,5

I, STA Round Interval 1, 3, 5 seconds

I; LTA Round Interval 3,5, 10, 30 seconds
® STA/LTA Threshold 0.3, 0.5, 0.8

F  Frames per slot As many as possible
N,, Mobile Nodes 1,2

J  Node to Decommission Random

P Packet Drop Rate 0.3,0.5,0.8

and broadcast operations. The simulated devices implement the
STA/LTA algorithm and transition through different operational
modes as dictated by the AP’s schedule.

We used the values in Table 2 to find parameter combinations that
should produce low FPR and FNR. In total we tried 1,976 different
combinations of parameters. Based on those results, we selected 8
plausible sets of parameter values for use in our experiments on a
real-world prototype.

5.3 Experiments

To validate the approach on real hardware, we implemented the sys-
tem on 10 Espressif ESP32 development boards. These devices are
equipped with Wi-Fi and support secure communication protocols,
making them suitable for our use case. The Espressif boards are one
of the leading IoT boards on the market [7] and are used in many
commercial products such as the Sonoff Energy Monitor [26] and
the SimpliSafe home monitoring system [16]. By demonstrating
that our solution operates effectively on these resource-constrained
devices, we provide strong evidence of its potential applicability in
production devices.
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In our implementation, each device follows the protocol outlined
in Section 4, including the security protocols. After initialization,
it cycles between broadcast mode, listen mode, and idle mode, ac-
cording to the AP-assigned schedule.

We deployed our experimental prototype in a university com-
puter science building, chosen for its high device density and com-
plex signal environment. As a more demanding setting than a typi-
cal residential setting, it provides a conservative evaluation. Two
boards were equipped with external antennas to introduce addi-
tional variation in wireless range and signal quality. We also varied
the transmission power of the Wi-Fi interface to allow for disjoint
groups of devices. We used a Linux computer equipped with a
Qualcomm Atheros QCNFA765 Wi-Fi chipset and hostapd [12] as
the AP. The ESPs were programmed using a real-time operating
system [6].

We ran our experiments using parameter sets that achieved 100%
accuracy in simulation.

To trigger the need for decommissioning, we moved a randomly
chosen device out of Wi-Fi range and logged the time the device
was moved.

After each run we checked whether each device decommissioned.
We then replaced the selected device to its original location, reset
all the devices, and began the next run. In total, we performed 24
runs: 21 open-space tests and 3 isolated-set trials.

A isolated-set trial divides the ten devices into two physically
isolated groups — four devices in one room and six in another —
placed beyond Wi-Fi range so that intra-group broadcasts cannot
be heard.

For each run, we also needed to disable the access point and
thus force the devices into disconnected operation. We ensured that
the AP remained enabled for at least 3R; rounds before shutting
it off. For example, if the time for R; rounds was 10 seconds, we
disconnected the AP any time after 30 seconds. Similarly, when
deciding when to move the decommissioning device, we waited at
least Rs + Ry + 1 rounds before initiating its relocation. Similarly,
the devices that were not meant to be decommissioned were also
left on for at least enough time for the STA to be updated three
times before concluding the experiment so as to give enough time
to record a false decommissioning event if one was ever to occur. As
such, experiments lasted between forty-five minutes to one hour.

6 Results

In 21 open-space tests (all devices mutually in range; N € {5, 6, 10}),
the system detected and decommissioned the single removed device
in every run with zero false positives. (Here, larger N smooths
counts but lengthens each round T,,=NS.)

In the three isolated-set trials, removal was still correctly identi-
fied in all runs, but we observed two false positives in one parameter
set (one in the second trial, and another in the third). The results
are summarized in Table 3.

Analysis of the situation that led to the devices falsely decom-
missioning saw a combination of a small slot duration S (in the
aforementioned case 0.1 s) and a low number of frames sent per slot
(F) during a time when the environmental Wi-Fi traffic was high. To
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verify that a low S and F were the cause of the false positive, we in-
creased the values and re-ran the experiment.! Subsequently, there
were no false positives — while still consuming only 0.5% of network
bandwidth (vs. 0.1% originally). We define bandwidth consumption
here as the fraction of total channel capacity occupied by messages
transmitted by our protocol. Such results demonstrate that even
under high-traffic conditions, where some transmissions may not
be received, our protocol remains both reliable and lightweight.

As for timeliness, the experimental results show it is always
positive — that is, devices decommission later than expected, never
prematurely. The delay grows with STA and LTA duration: long
windows (175 s, 300 s) add roughly 22-53 s, to the expected decom-
mission time. While short windows (~ 26-30 s) stay within 7-15s.
Nonetheless, in our real-world experiments, devices typically de-
commissioned within a few seconds of their expected time, but
always decommissioned within 1.5 minutes of their expected time,
despite sizable network traffic from other devices operating in the
building.

In terms of longevity, we carried out an experiment for 3 days
in an apartment building and another for 3 days in a building on a
university campus. Each experiment consisted of 10 devices, and
the AP was turned off after 4 hours. Thereafter, the nodes relied on
peer-to-peer communication to not falsely decommission.

Both experiments did not register any false negatives or false
positives. Earlier, we had evaluated a preliminary version of our
algorithm for 7 days and saw similar results. As an example, Figure
2 illustrates the progression of decommissioning for a run with
6 devices, 5 of which were fixed and 1 that was mobile. We can see
how the values of the STA and LTA changed for devices as a node
was being decommissioned as well as the influence mobile nodes
had on the STA.

7 Related Work

Automated methods exist for identifying when a smart device has
left a sanctioned environment, but such methods require additional
sensors (such as GPS) and are generally used for smartphones [2,
10]. Such sensors do not exist in many IoT devices; our approach
requires only a Wi-Fi interface and a firmware update.

Many authors explore using decentralized ledgers as a record of
device ownership [1, 13, 18, 22]. These approaches focus primarily
on ownership transfer of a functioning device as opposed to IoT end
of life. While an immutable ledger could be used to signal to an IoT
device that it should decommission, this channel is no different than
existing remote-wipe approaches, where the device periodically
polls for a signal and requires an Internet connection. Conceptually
this is similar to the way Apple Find My [3], or enterprise mobile-
device-management (MDM) suites, let a phone or laptop poll a
cloud service and, if instructed by the registered owner, trigger a
secure-wipe. All of these schemes share one critical assumption: at
the moment of decommissioning the device is still able to contact
(or to be contacted by) some cloud service. Our design targets the
opposite case: we handle instances where a device might be off-grid
or intentionally denied Internet access.

ITo recreate the conditions that led to the false positive, we induced traffic into the
channel by injecting 802.11 frames.
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Figure 2: STA and LTA counts, and STA/LTA ratios, for de-
vices belonging to a cluster of 5 devices with 1 mobile device.
The Y-axis represents both the raw neighbor counts used to
compute STA and LTA (typically integer values between 0
and the number of in-range neighbors) and the computed
STA/LTA ratio (green line). Vertical lines represent the mo-
ment when the Wi-Fi AP became unavailable and the mo-
ment when Device 3 was moved out of range, leading it to
decommission. A vertical red line indicates a decommission
event. Device 6 was designated a ‘mobile’ device and was not
meant to decommission.
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Table 3: Results from hardware implementation Timeliness
is the difference between actual and expected decommission
time (in seconds).

Bal. Timeliness
N T, T, Threshol F FP FPR
R R Trs T reshold  FN Acc (Act. — Exp.)
0 0 1.00 0.00 197 -175=22
5 7 3 25 100 0.3 0 0 1.00 0.00 228-175=53
0 0 1.00 0.00 201-175=26
0 0 1.00 0.00 388 —350=38
5 7 3 25 100 0.5 0 0 1.00 0.00 436 —350 =286
0 0 1.00 0.00 375-1350=25
0 0 1.00 0.00 221-175=46
6 7 3 25 100 0.3 0 0 1.00 0.00 227-175=52
0 0 1.00 0.00 220-175=45
0 0 1.00 0.00 403 —350=53
6 7 3 25 100 0.5 0 0 1.00 0.00 388 —350=38
0 0 1.00 0.00 380 —350=30
0 0 1.00 0.00 44 -30=14
10 2 3 15 25 0.3 0 0 1.00 0.00 39-30=9
0 0 1.00 0.00 40 -30 =10
0 0 1.00  0.00 33-26=7
10 1 1 26 130 0.5 0 0 1.00  0.00 36 —26 =10
0 0 1.00  0.00 34-26=38
0 0 1.00 0.00 45-30=15
10 2 3 15 25 0.8 0 0 1.00 0.00 40 -30 =10
0 0 1.00 0.00 41-30=11
0 0 1.00  0.00 61-52=9
10 2 1 13 130 0.8 0 1 094 0.11 61-52=9
0 1 094 0.11 60—-52=38

Singh et al. propose a secure ownership transfer framework
for IoT devices [24]. This framework leverages a trustworthy third
party (akin to an escrow agent) to facilitate transfer between owners.
Our approach does not require access to outside resources such as a
ledger, or network access beyond the AP. Furthermore, our system
does not rely on the AP after the devices obtain the scheduling
information and cryptographic keys. Unlike ownership-transfer
frameworks that wait for a user action, our devices continuously
assess context via short-range peer broadcasts, reducing the amount
of time data on the device is at risk and removing the need for users
to notice a missing device.

8 Limitations and Future Work

Automatically decommissioning devices accurately and consistently
is a challenging task. The correct device should decommission
precisely when needed, while devices that remain in a familiar
environment should continue to function. False negatives can lead
to significant privacy and security issues. False positives can lead
to loss of data or function. Here we discuss several limitations of
our approach.

First, our approach requires direct communication with some
set of participating neighbor devices. Our approach would not be
applicable for scenarios with a lone device connected to a Wi-Fi
AP, as there are no participating neighbors.

Ensuring accurate time synchronization between participating
devices is critical to making efficient use of the channel, the compu-
tation resources of the devices themselves, and power consumption
for battery powered devices. Low-cost systems such as the ESP32
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often experience clock drift when run for extended periods of time.
Although our longest experiment ran for 3 days with ten devices
and reported no false positives, our system is sensitive to the ability
of participating device clocks to stay in sync. While devices are
connected to the AP, they all get NTP time synchronization, but if
the AP were unavailable for an extended period of time, for example
if the AP is physically destroyed and a new AP is not installed in a
few days, device clocks could drift. We plan to explore the impact
of (and remediation for) clock drift in future work, but we did not
see issues with excessive drift in our experiments. We envision
a solution where devices can use the captured timestamps from
neighboring devices to compute the temporal offset between their
own clocks and those of their peers.

We plan to build on existing algorithms for synchronizing clocks
in distributed systems [8].

At present, our implementation and architecture is focused on
Wi-Fi. We believe our approach could be extended to other radio
protocols and architectures, including mesh networks. One interest-
ing avenue of future work would be to explore using heterogeneous
protocols, by observing devices using Wi-Fi, Bluetooth, and Blue-
tooth Low Energy simultaneously to build the STA/LTA ratio.

To be complete, an automatic decommissioning method should
allow the owner of a device to confirm that the device has indeed
decommissioned. At present, a removed device has no option to
notify the owner that it has decommissioned (whether rightly or
wrongly). We will explore methods for such notifications as future
work.

We assume each device exposes an API that can render its data
permanently inaccessible — for example by overwriting storage or,
in encrypted designs, by deleting the local encryption key. When
the key is escrowed in a trusted keystore, the owner can reverse an
erroneous decommission by restoring the key. Formalizing these
wipe and recovery workflows, and proving that they compose safely
with our when-to-delete trigger, is a natural next step.

9 Summary

Many IoT devices collect and store sensitive credentials or user
data; unfortunately, users often forget or are unable to remove this
data when the device is decommissioned. Our proposed solution
offers an effective autonomous mechanism for a device to make
a decision on its own to make the sensitive data unavailable (for
example, by erasing the data, or by deleting an encryption key).
We evaluated our proposed approach using simulation and experi-
ments. The simulation suggested 8 plausible parameter sets for our
implementation, which our experiments showed 7 of the 8 parame-
ter sets performed flawlessly. These results indicate our approach
allows users to adjust parameters to suit their needs.
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