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Abstract

Computersecurityprotocolsusuallyterminatein a com-

puter; however, the human-basedervicesthey support
usuallyterminatan ahuman.Thegapbetweerthehuman
andthe computercreategotentialfor securityproblems.
This paperexaminesthis gap, asit is manifestedn “se-

cure” Web services.Feltenet al demonstratethe poten-
tial, in 1996, for malicioussenersto impersonatéonest
seners. Our recentfollow-up work explicitly shavs how

malicioussenerscanstill do this—andcanalsoforgethe
existenceof an SSL sessionand the contentsof the al-

legedsener certificate. This paperreportsthe resultsof

our ongoingexperimentalwork to systematicallydefend
acpinstWeb spoofing by creatinga trustedpathfrom the
browserto thehumanuser

1 Introduction

In therealworld, computersecurityprotocolsusuallydo
not exist for their own sale, but ratherin supportof some
broaderhumanprocesssuchasshoppingfiling govern-
ment forms, or accessingmedical services. However,
the computersciencecommunity perhapsecausef its
training,tendsto focusonthecomputersnvolvedin these
social systems. If, by exchangingbits and performing
cryptographioperationstheclientmachinecancorrectly
authenticate trustedsener machineandcorrectlyreject
anuntrustedone,thenwe tendto concludethe systemis
secure.

This tendeng overlooksthefactthat,in suchsystems,
the client machinemay receve the information, but the
humanusertypically makes the trust decision. Simply
ensuringthat the machinedraws the correctconclusion
doesnot sufiice, if the adwersarycan craft materialthat
neverthelesgools the human.

In this paper we examinetheseissuesasthey relateto
theWeh The securityof the Webrelieson Secue Sodket

Layer (SSLy—a protocolthat usespublic-key cryptogra-
phy to achiesze confidentialityandintegrity of messages,
andoptionally authenticatiorof parties.In atypical “se-
cure” Web sessionthe client machineauthenticateshe
senerandestablisheanencryptedMAC’d channelsing
SSL. However, it is not the humanuser but the Web
browserthat carriesout this protocol. After establishing
theSSLchanneltheWebbrowserdisplayscorresponding
signalsonits userinterface,suchaslocking the SSL pad-
lock, changingthe protocolheadetto https andpopping
up warningwindows to indicatethatan SSL sessiorhas
beensetup. The humanusesthesesignalsto malke his
or hertrustjudgmentaboutthe sener. Theadwersarycan
thus subvert the secureWeb sessionsimply by creating
theillusion thatthe browserhasdisplayedthesesignals.

The term Web spoofingdenotesthis kind of “smoke
andmirrors” attackon the Web userinterface. To defend
agpinstWebspoofingwe needto createatrustedpathbe-
tweenthe Web browserandits humanuser Throughthis
trustedpath, the browvsercancommunicateelevanttrust
signalsthatthe humancaneasilydistinguishfrom the ad-
versarys attemptsat spoofandillusion.

1.1 Background: Effective PKI

Theresearctthatthis paperreportshadrootsin our con-
siderationof public key infrastructue (PKI).

In theory public-key cryptograply enableseffective
trust judgmentson electronic communicationbetween
partieswho have never met. The bulk of PKI work fo-
cuseson distribution of certificates. We startedinstead
with abroadedefinitionof “infrastructure”as“that which
is necessaryo achieve this vision in practice”, and fo-
cusedon sener-sideSSL PKI asperhapghe mostacces-
sible(ande-commerceritical) instantiationof PKI in our
society

Looselyspeakingthe PKI in SSL establishes trusted
channebetweerthe browserandsener. Ourinitial setof
projectq12,21, 22, 23] examinedthesenerend,andhow
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to extendthetrustfrom thechanneitself into datastorage
andcomputatiorat the sener. Ourimmediatemotivation
wasthat, for our sener-hardeningechniqueso be effec-
tive, the humanneedsto determineif the sener is using
them; however, this issuehasmuchbroaderimplications
(asSection7.2will discuss).

1.2 Prior Work

In theirseminalwork, Feltenetal [10] introducedheterm
“Web spoofing”and shaved how a malicioussite could
forge mary of the browseruserinterfacesignalsthat hu-
mansuseto decidethe sener identity. Subsequente-
searcher$5] alsoexploredthis area. (In Section2.2, we
discussourwork in this space.)

In relatedwork on securityissuesof userinterfaces,
Tygar and Whitten examinedboth the spoofingpotential
of hostileJavaappletd25] aswell astherole of userinter-
facesin the securityof email cryptograply systemd27].
Work in makingcryptographigorotocolsmoretenableto
thehuman—includingisualhashe$18] andpersonaén-
tropy [9]—alsofits into this space.

The world of multi-level security[6] hasalso consid-
eredissuef human-readabliabelsoninformation. The
compartmentednodeworkstation(CMW) [19] is an OS
that attemptsto realize this security goal (and others)
within a modernwindowing system. However, a Web
browserrunningontop of CMW is notasolutionfor Web
spoofing. CMW labelsfiles accordingto their security
levels. Sincethe browserwould run within one security
level, all of its windows would have the samelabel. The
usersstill could not distinguishthe materialfrom sener
andthe materialfrom the browser

Although CMW itself is not a solutionfor Web spoof-
ing, theapproachCMW usedfor labelingis a goodstart-
ing point for further exploration—whichwe considerin
Sectiord.1.

1.3 This Paper

In this paper we discussour experiencein designing,
building, and evaluatingtrustedpathsbetweenthe Web
browserandthe humanusers.

Section2 discusseshe problem. Section3 develops
criteriafor systematiceffective solutions. Section4 dis-
cussessome solution stratgjies we consideredand the
onewe settledon, syntironizedrandomdynamic(SRD)
boundariesSections discussebow weimplementedhis
solution and the statusof our prototype. Section6 dis-
cussesow we validatedour approachewith userstudies.
Section7 offerssomeconclusionsanddiscussesvenues
for futurework.

2 Web Spoofing

2.1 Overview

To make an effective trustjudgmentabouta sener, per
hapsthefirst thing a usermight wantto know is theiden-
tity of thesener. Canthehumanaccuratelydetermineghe
identity of the sener with which their browseris interact-
ing?

On a basiclevel, a malicioussener canoffer realistic
contentfrom a URL that disguisesthe sener’s identity.
Suchimpersonatiorattacksoccurin thewild:

¢ by offering spoofedmaterialvia a URL in whichthe
spoofers hostnameis replacedwith an IP address
(the Hoke cas€[15, 20] is agoodexample)

e by typejaking—e.g.,registeringa hostnamedecep-
tively similar to a real hostnameoffering malicious
contentthere,andtricking usersinto connectingthe
“PayPai” cas€[24] is agoodexample)

Furthermore, as is often pointed out [2], RFC 1738
permits the hostnameportion of a URL to begin with
a usernameand passvord. Hoke [20] could have
made his spoof of a Bloombeg press release even
more effective by prependinghis IP-hostnamewith a
“bloombeg.com”usernameMostWebbrowsers(includ-
ing the IE and Netscapdamilies, but not Opera)would
successfullyparse URL http://www.bloomberg.
com@1234567/ and fetch a page from the sener
whoselP addressgxpressedas a decimalnumeral,was
1234567 .

However, we expectedthatmary Web usersmight use
more sophisticateddentification techniquesthat would
exposetheseattacks. Usersmight examinethe location
bar for the preciseURL they are expecting; or examine
the SSLiconandwarningwindowsto determinef anau-
thenticated5SL sessions taking place;or evenmale full
useof thesener PKI by examiningthesener’s certificate
andvalidationinformation. Cana malicioussener fool
eventheseusers?

2.2 Our Initial Study

Feltenet al [10] shaved that, in 1996, a malicioussite
could forge mary of the browsers Ul signalsthat hu-
mansuseto decidesener identity, exceptthe SSL lock
icon for an SSL session.Instead Feltenet al useda real
SSL sessionfrom the attacler sener to trick the user—
which might exposethe adwersaryto issuesin obtaining
anappropriatecertificate andmight exposethe hoax,de-
pendingonhow thebrowserhandlescertificatevalidation.
Sincesubsequentesearcherb] reportedifficulty repro-
ducingthis work and sinceWeb techniguesand browser
user interface implementationhave evolved a lot since
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1996,we beganour work by examining[29] whetherand
to whatdegreeWeb spoofingwasstill possiblewith cur
renttechnology

Ourexperimentwasmoresuccessfulhanwe expected.
To summarizeour experiment,for Netscaped on Linux
andInternetExplorer5.5on Windows 98, usingunsigned
JavaScriptandDHTML:

e We canproducean entry link that, by mouse-wer,
appearso goto anarbitrarysite S.

e If theuserclicks onthislink, andeitherhis browser
hasJavaScriptdisabledor heis usinga browser/OS
combinationthat we do not support,then he really
will gotosite S.

e Otherwise, the users browser opensa new win-
dow thatappeargo be afunctionalbrowserwindow
which containsthe contentfrom site S. Buttons,
bars,locationinformation, and most browser func-
tionality canbe madeto appearcorrectlyin this win-
dow. However, the useris not visiting site S at all;
heis visiting ours. Thewholewindow is aWebpage
deliveredby our site.

e Furthermore,if the userclicks on a “secure” link
from this window, we can make corvincing SSL
warningwindow appearandthendisplaysthe SSL
lock icon and the expectedhttps URL. Should
the userclick on the buttonsfor security informa-
tion, he or shewill seethe expectedSSL certificate
information—eceptno SSL connectionexists, and
all the sensitve information that the user entersis
beingsentin plaintext to us.

A demonstratiors availableat our Web site.

2.3 Overview of Techniques

Whenwe describeour spoofingwork, listenerssometimes
counterwith the objectionthatit is impossiblefor there-
motesener to causethebrowserto displaya certaintype
of signal. The crux of our spoofingwork restsin the fact
thatthis objectionis not a contradiction.For this project,
we assumedhat the browserhasa setof propersignals
it displaysasa function of sener properties.Ratherthan
trying to causehebrowserto breaktheserules,we simply
usetherich graphicalspacegheWebparadignprovidesto
generatdarmlesgraphicakontenthat,to theuserlooks
justlike thesesignals.

In our initial attemptsat spoofing,we tried to addour
own graphicalmaterialover official browsersignalssuch
asthe locationbar andthe SSL lock icon. This wasnot
successful. We then tried openinga nev window with
someof theseelementgurnedoff, andthatdid not work
either Finally, we tried openinga new window with all

of theelementslisabled—andhatworked. We thenwent
througha carefulprocesf filling this window with ma-

terial that looked just like the official browserelements,
andcorrelatingthis displaywith the expecteddisplayfor

thesessiorbeingspoofed.

This work was characterizedy the patternof trying
to achieze someparticulareffect, finding that the obvi-
ous techniquesdid not work, but then finding that the
paradigmprovided somealternatetechniquegthat were
just as effective. For one example,wheneer it seemed
difficult to pop up a window with a certainproperty we
could achieve the sameeffect by displayingan image of
suchawindow, andusingpre-cachingo gettheseéimages
to theusers machinebeforethey’'re needed.

This patterrmadeuscautiousabouttheeffectivenesof
simplistic defenseshateliminatesomechannelof graph-
ical display

For eachclient platform we targeted,we carefully ex-
aminedhow to provide sener contentthat, when ren-
dered,would appeatto be the expectedwindow element.
Sincetheusers browserkindly tellsthesenerits OSand
browserfamily to whichit belongswe cancustomizethe
responsappropriately

Our prior technicalreport[29] containsfull technical
details.

2.4 Other Factors

However, our goal was enablingusersto make effective
trust judgmentsaboutWeb contentandinteraction. The
above spoofingtechniquegocusedon sener identity. As
someresearcherf/] obsenre, identity is just onecompo-
nentfor sucha judgment—usuallynot a sufficient com-
ponentandperhapsiotevenanecessargomponent.

Arguably issuesncluding delegation, attributes,more
compl« pathvalidation,andpropertiesf thepagesource
shouldall play a role in usertrustjudgment;aguably a
browserthatenablesffective trustjudgmentshouldhan-
dle theseissuesanddisplaythe appropriatematerial. The
existenceof passwerd-protectedpersonalcertificateand
key pair storesin currentbrowsersis oneexampleof this
extendedtrust interface; Bugnosis[1] is an entertaining
exampleof somepotentialfuture directions.

Theissueof how the humancancorrectlyidentify the
trust-releant userinterfaceelementsof the browserwill
only becomemore critical as this set of elementsin-
creases. Spoofing can attack not just perceved sener
identity, but anyelemenbf thecurrentandfuture browser
interfaces.

In Section7.2,we revisit someof theseissues.
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3 Towards a Solution

Previous work, including our own, suggestedomesim-
plistic solutions. To addresghis fundamentatrust prob-
lemin this broadly-deplged andservice-criticalPKI, we
needto designa moreeffective solution—ando seethat
this solutionis implementedn usabletechnology

3.1 Basic Framework

We will startwith aslightly simplifiedmodel.

The browser displaysgraphicalelementsto the user
WhenauserrequestapageP from asener A, theusers
browser displaysboth the contentof P aswell asstatus
informationabout P, A, andthe channelover which P
wasobtained. (For simplicity, we're ignoring thingslike
thefactthatmultiple senersmaybeinvolved.)

We canthink of thebrowserasexecutingtwo functions
from thisinput spaceof Web pagecontentandcontext:

¢ displayingsetsof graphicalelementsn this window
andothersascontentfrom the sener

¢ displayingsetsof graphicalelementsn this window
andothersasstatusaboutthis sener content.

Web spoofingattackscan work becauseno clear differ-
enceexists betweerthe graphicalelementsf statusand
the graphical elementsof content There exist pages
P4, Pp from seners A, B (respectiely) suchthat the
overlap betweencontentP4) andstatug Pg, B) is sub-
stantial. Such overlap permits a malicious sener to
craft contentwhosedisplaytricks usersinto believing the
browseris reportingstatus

To male thingsevenhardey whatmatterds nottheac-
tual display of the graphicalelementsput the displayas
processedy humanperception. As long asthe human
perceptiorof statusandcontenthave overlap,thenspoof-
ing is possible.

(Building a more formal and completemodel of this
problemis anareafor futurework.)

3.2 Trusted Path

Fromtheabove analysiswe canseethekey to systemati-
cally stoppingWeb spoofingwould be twofold:

e to clearly distinguishthe rangesof the contentand
statusfunctions, even whenfiltered by humanper
ception,sothatmaliciouscollisionsarenot possible

e to make it impossiblefor statusto have empty out-
put, even when filtered by human perception,so
thatuserscanalwaysrecognizea sener’s attemptto
forgestatusinformation.

In somesensethisis the classictrustedpath problem.
The browsersoftwarebecomesa TrustedComputerBase
(TCB); andwe needto establisha trustedpath between
usersandthe statuscomponentthatcannotbeimperson-
atedby contentcomponent.

3.3 Design Criteria

We considersomecriteriaa solutionshouldsatisfy
First, the solutionshouldwork

e Inclusiveness. We needto ensurethat userscan
correctly recognizeas large a subsetof the status
data as possible. Browsing is a rich experience;
mary parameterplay into usertrustjudgmentand,
asSection7.2discusseghe currentparametersnay
not evenbe sufficient. A piecemeakolutionwill be
insufficient; we needa trustedpath for as much of
this dataaspossible.

o Effectiveness. We needto ensurethat the status
informationis providedin away thattheusercanef-
fectively recognizeandutilize. For oneexample,the
informationdeliveredby imagesmaybe moreeffec-
tive for humanusersthaninformation deliveredby
text. For anotherexample,if thestatugnformationis
separatedin time or in space)rom the correspond-
ing content,thenthe usermay alreadyhave madea
trustjudgmentaboutthecontenteforeevenpercev-
ing the statusdata.

Secondlythe solutionshouldbe low-impact

e Minimizing user work. A solutionshouldnotre-
quire the userto participatetoo much. This con-
straint eliminatesthe naive cryptographicapproach
of having the browserdigitally signeachstatuscom-
ponent, to authenticateit and bind it to the con-
tent. This constraintalso eliminatesthe approach
that usersset up customized,unguessabldérovser
themesTo doso,theusersvould needto know what
themesare, andto configurethe browserfor a new
oneinsteadof justtakingthedefaultone.

e Minimizing intrusiveness.  The paradigmfor
Web browsing and interactionis fairly well estab-
lished,andexploited by a large legacy body of sites
and expertise. A trusted path solution should not
breakthewholenes®f the bronsingexperience We
must minimize our intrusion on the contentcom-
ponent: on how documentsfrom seners and the
browseraredisplayed.This constraineliminateshe
simplisticsolutionof turningoff JavzaandJavaScript.
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4 Solution Strategies

Having establishedhe problemandcriteriafor consider
ing solutionswe now proceedo examinepotentialstrate-
gies.Sectiord.1presentsomeapproachewe considered
but rejected;Section4.2 presentghe stratgy we chose
for our implementation. Table 1 summarizeow these
stratgiesmeasureccordingto the above criteria.

4.1 Considered Approaches

No turn-off . As discussedabore, one way to defend
acpinstWeb spoofingis malke it impossiblefor statusto
be empty Onepossibleapproachis to preventelements
suchasthelocationandstatusbarsfrom beingturnedoff
in ary window. However, this approachwould overly
constrictthe display of sener pages(mary sitesdepend
on pop-upswith sener-controlledcontent)andstill does
notcaover abroadenoughrangeof browseruserchannels.
Furthermore the attacler can still useimagesto spoof
pop-upwindows of his own choosing.

Customiz ed content. Another set of approaches
consistof trying to clearlylabelthe statusmaterial.One
stratgly herewould drav from Tygar and Whitten [25]
anduseusercustomizedackgroundsn statuswindows.
This approachhasa potentialdisadwantageof beingtoo
intrusive onthe browsers displayof sener content.

A lessintrusive versionwould have theuserenteranar-
bitrary “MA C phrase”at the start-uptime of the browset
The browsercouldtheninsertthis MAC phrasento each
statuselement(e.g.,the certificatewindow, SSL warning
boxes, etc.) to authenticatdt. However, this approach,
beingtext-based hadtoo stronga dangerof beingover-
lookedby theuser

Overall, we decidedagainst this whole family of ap-
proachespecausewe felt that requiringthe userto par
ticipatein the customizationvould violate the “minimal
userwork” constraint.

Meta-data titles. We considerechaving somemeta-
data, such as page URL, displayedon the window ti-
tle. Sincethe browsersendsthe title informationto the
machinewindow system,the browser can enforcethat
the true URL always is displayedon the window title.
However, we did not really believe that userswould pay
attentionto this title bar text; furthermore,a malicious
sener couldstill spoofsuchawindow by offering anim-
ageof onewithin theregularcontent.

Meta-data windows. We considered having the
browsercreateandalwayskeepopenanextrawindow just

for meta-dataThebrowsercouldlabelthiswindow to au-
thenticatdt, andthenuseit to displayinformationsuchas
URL, sener certificate etc.

Initially, we felt thatthis approachwould not be effec-
tive, since separatinghe datafrom the contentwindow
would make it too easyfor usersto ignorethe meta-data.
Furthermorethis approactwould requireaway to corre-
late the displayedmeta-datawith the browserelementin
question.If the userappearso have two senerwindows
and a local certificatewindow open,he or sheneedsto
figure outto whichwindow the meta-datas referring.

Aswewill discusshortly, CMW usesameta-datavin-
dow anda side-efect of Mozilla codestructureforcedus
to introduceoneinto our design.

Boundaries. In an attemptto fix the window title

scheme,we decidedto use thick color insteadof tiny

text. Windows containingpure statusinformation from

thebrowserwould have athick borderwith acolorthatin-

dicatedtrusted windows containingat leastsomesener-

provided contentwould have a thick border with an-
other color that indicated untrusted Becauseits con-
tent would always be renderedwithin an untrustedwin-

dow, a malicioussener would not be able to spoofsta-
tus information—or so we thought. Unfortunately this

approachsuffers from the samevulnerability as above:

a malicioussener could still offer animage of a nested
trustedwindow.

CMW-Style Approach. CMW broughtthe boundary
andmeta-datavindow approachesogether

We noted earlier that CMW itself will not solve the
spoofing problem. However, CMW needsto defend
againsta similar spoofingproblem: how to ensurethat
a programcannotsubvert the securitylabeling rules by
openinganimagethat appeargo be a nestedwindow of
a differentsecuritylevel. To addresghis problem,CMW
addsa separatemeta-datawvindow at the bottomof the
screenputscolor-codedboundarien the windows and
acolor (nottext) in the meta-datavindow, andsolvesthe
correlationproblemby having the color in the meta-data
window changeaccordingo thesecuritylevel of thewin-
dow currentlyin focus.

The CMW approachinspired us to try memging the
boundaryandmeta-datavindow schemewe keepa sep-
aratewindow alwaysopen,andthis window displaysthe
color matchingthe securitylevel of thewindow currently
in focus. If the userfocuseson a spoofedwindow, the
meta-datavindow color would not be consistentvith the
apparentwvindow boundarycolor.

We were concernedabout how this CMW-style ap-
proachwould separatgin time and space)the window
statuscomponenfrom the contenttomponentThis sepa-
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rationwouldappeato fail theeffectivenesanduserwork
criteria:

e Thesecuritylevelinformationappeardater, andin a
differentpartof the screen.

e Theusermustexplicitly click onthewindow to get
it to focus,andthenconfirmthe statusnformation.

Whatusersarereputedo dowhen“certificateexpiration”
warningspop up suggestghat by the time a userclicks,
it stoo late.

Becauseof thesedravbacks,we decidedagainstthis
approach. Our user study of a CMW-style simulation
(Section6) supportedheseconcerns.

4.2 Prototyped Approach

We likedthe coloredboundaryapproachsincecolorsare
moreeffective thantext, andcoloringboundariesccord-
ing to trust level easily binds the boundaryto the con-
tent. The usercannotperceve the onewithout the other

Furthermoregachbrowserelement—includingrassverd

windows andotherfuture elements—cabe marked, and
theuserneednotwonderwhich labelmatcheavhichwin-

dow.

However, the colored boundaryapproachhad a sub-
stantialdisadwantage:unlessthe usercustomizeghe col-
ors in eachsessionor actively interrogatesthe window
(which would violate the “minimize work” criteria), the
adwersarycanstill createspoofsof nestedvindows of ar
bitrary securitylevel.

This situationleft us with a conundrum:the browser
needgo marktrustedstatuscontent put any deterministic
approacho markingtrustedcontentwould be vulnerable
to this imagespoof. So, we needan automaticmarking
schemethat senerscould not predict, but would still be
easyandnon-intrusve for usersto verify.

Initial Vision. What we settledon was syndironized
randomdynamic(SRD)boundaries.In additionto hav-
ing trustedanduntrustectolors,thethick window borders
would have two styles(e.g.,insetandoutset asshavn in
Figurel). At randomintervals,thebrowserwould change
the styleson all its windows. Figure?2 sketcheghis over
all architecture.
The SRD solutionwould satisfythe designcriteria:

e Inclusiveness. All windows would be unambigu-
ously labeledasto whetherthey containedstatusor
contentdata.

e Effectiveness. Like staticcoloredboundariesthe
SRD approachshaowns an easy-to-recognizeecurity
label at the sametime asthe content. Sincea mali-
cioussenercannotpredicttherandomnesst cannot

Outset

Inset

Figurel Insetandoutsetborderstyles.

provide spoofedstatusthat meetsthe synchroniza-
tion.

e Minimizing user work. To authenticat@awindow,
all auserwould needo dois obsere whetherits bor
deris changingn synchronizatiomwith theothers.

e Minimizing intrusiveness. By changinghewin-
dow boundarybut not internals,the sener content,
asdisplayedjs largely unafected.

In the SRD boundaryapproachye do nottry to focus
somuchon communicatingstatusinformationason dis-
tinguishingbrowserprovidedstatusfrom sener-provided
content. The SRD boundaryapproachtries to build a
trustedpath that the statusinformation presentedy the
browser can be correctly and effectively understoodby
thehumanuser In theory this approachshouldcontinue
to work asnew formsof statusnformationemepe.

Reality Intervenes. As onemight expect,the reality
of prototypingour solutionrequiredmodifying this initial
vision.

We prototyped the SRD-boundary solution using
Mozilla opensourceon Linux. We noticedthat when
our build of Mozilla popsup certainwarning windows,
all otherbrowserthreadsareblocked. As a consequence,
all otherwindows stop respondingand becomeinactive.
This is becausesomemodulesare singletonservicesin
Mozilla (thatis, servicesthat one global objectprovides
to all threadsn Mozilla). Whenonethreadaccessesuch
a service,all otherthreadsareblocked. The EnterSSL
warningwindow usesthe nsPiomptservicewhich is one
of thesingletonservices.

Whenthe threadsblock, the SRD borderson all win-
dows but the active onefreeze.This freezingmay gener
ate securityholes. A sener might raise an image with
a spoofed SRD boundary whoselack of synchroniza-
tion is not noticeablebecausdhe sener also submitted
sometime-consumingcontentthat slows down the main
browserwindow somuchthattheit appeargrozen.Such
windows greatlycomplicatehesemantic®f how theuser
decideswvhetherto trusta window.



Appeared at the 11th USENIX Security Symposium, Aug 2002.

To addresghis weaknesswe neededto re-introduce
a meta-dataefelencewindow, openedat browser start-
up with codeindependenof theprimarybrowserthreads.
This window is alwaysactive, and containsa flashy col-
oredpatternthatchangesn synchronizatiowith themas-
ter randombit—andthe boundaries.If a boundarydoes
notchangean synchronizatiomwith thereferencevindow,
thenthe boundaryis forged andits color shouldnot be
trusted.

Our referencewindow is like the CMW-style win-
dow in thatusesnon-textual materialto indicatesecurity
However, oursdiffersin thatit usesdynamicbehaior to
authenticatdoundariesit requiresnoexplicit useraction,
andit automaticallycorrelatesto all the unbloclked on-
screercontent.

Realityalsointroducedothersemantiovrinkles,asdis-
cussedn Section5.7.2.

5

Implementationtook several steps. First, we neededto
addthicker coloredboundariego all windows. Second,
the boundariesneededto dynamically change. Third,
the changesieededo happenin a synchronizedashion.
Finally, asnoted,we neededo work aroundthe factthat
Mozilla sometime$locksbrovserwindow threads.

In Section5.2 through Section5.5 below, we discuss
thesesteps.Section5.7 discusseghe currentstatusof our
prototype.

Figure4 shaws theoverall structure.

Implementation

5.1 Starting Point

In orderto implementour trustedpathsolution,we need
abrowserasits base We lookedat opensourcebrowsers,
andfoundtwo good candidatesMozilla and Konqueror
Mozilla is the“twin” of Netscape, andKonqueroiis part
of KDE deskto.0. We alsoconsideredsaleonwhichis
anopensourcélVebbrowserusingthesamedayoutengine
as Mozilla. However, whenwe startedour experiment,
Galeonwas not robust enough,so we choseMozilla in-
steadof Galeon.

We choseMozilla over Konquerorfor three primary
reasons. First, Konqueroris not only a Web browser
but alsothe file managerfor KDE desktop,which make

it might be unnecessarilyomplicatedfor our purposes.

Secondly Mozilla is closelyrelatedto Netscapewhich
has a big market share on current desktops. Third,
Konqueroronly run on Linux; Mozilla is ableto adapt
to severalplatforms.

Additionally, althoughboth of browsersare well doc-
umented, we felt that Mozilla’'s documentationwas
stronger

5.2 Adding Colored Boundaries

Thefirst stepof our prototypewasto addspecialbound-
ariesto all browserwindows. To do this, we neededo
understanavhy browserwindows look theway they do.

Mozilla hasa configurableand downloadableuserin-
terface,calleda chrome The presencendarrangement
of differentelementsin a window is not hardwiredinto
the application,but ratheris loadedfrom a separateauser
interface description,the XUL files. XUL is an XML-
basediserinterfacelanguagehatdefinegheMozilla user
interface. EachXUL elementis presentasan objectin
Mozilla’s documenbbjectmodule(DOM).

Mozilla usesCascadingStyleSheetgCSS)to describe
whateachXUL elementshouldlook like. Collectively,
thissetof sheetss calledaskin Mozilla hascustomizable
skins. Changingthe CSSfiles changeghe look-and-feel
of thebrowser (Figure3 sketcheghis structure.)

TheoriginalMozilla only hasonetypeof window with-
outary boundary We addedan orange boundaryinto the
original window skin to mark the trustedwindows con-
taining materialexclusively from the browser Thenwe
defineda new type of window, external window, with a
blue boundary We addedthe externalwindow skin into
theglobalskinfile, andchangedhe navigatorwindowto
invoke anexternalwindowinstead.

As aresult,all thewindowelementdgn XUL files will
have thick orangeboundariesand all the external win-
dowswould have thick blue boundaries. Both the pri-
mary browsing windows aswell asthe windows opened
by sener contentwould be external windowswith blue
boundaries.

(The new chrome feature introducessome wrinkles;
seeSection5.7.2.)

5.3 Making the Boundaries Dynamic

We next needio make theboundarieghangedynamically
In the Mozilla browser window objectscan have at-
tributes Theseattributescanbe setor remored When
theattributeis set,thewindow canbe displayedwith dif-
ferentstyle.
To make window boundarieslynamic,we addedabor-
derStyleattribute to thewindow.

externalwindow[borderStyle="true"]
{ border-style: outset limportant; }

WhenborderStyleis set, the boundarystyle is outset;
whenborderStyleis removed, the boundarystyleis inset.
Mozilla obseresthechangesn attributesandupdateshe
displayedborderStyleaccordingly

With a referenceto a window object, browserinternal
JavaScriptcodecanautomaticallysetthe attributeandre-
move the attribute associatedvith that window. We get
this referencewith the method:
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Figure2 Thearchitectureof our SRDapproach.

Inclusivenesy Effectiveness MinimizingUserWbrk | MinimizingIntrusiveness
No turn-off No Yes Yes No
Badgrounds Yes Yes No No
MAC Phrase Yes No No Yes
MetaTitle No No Yes Yes
MetaWindow No No Yes Yes
Boundaries No Yes Yes Yes
CMW style Yes No No Yes
SRD Yes Yes Yes Yes

Tablel Comparisorof stratgiesagainstdesigncriteria.
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Figure3 ThelayoutengineusesXUL andCSSfilesto generatehe browvseruserinterface.
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document.getElementByld("windowID")

When browserinternal JavaScript code changesthe
window’s attribute,the browserobserer interfacenotices
the changeand schedules browserevent. The eventis
executed andthe browserrepaintsthe boundarywith dif-
ferentstyle.

EachXUL file links to JavaScripffilesthatspecifywhat
should happenin that window with eachof the events
in the browsing experience. We placedthe attribute-
changingJavaScriptinto a separateJavaScriptfile and
linkedit into eachcorrespondingKUL file.

With the

setinterval("function
intervalTime)

name",

method a JavaScriptfunctioncanbe calledautomatically
atregulartime intenals. We let our functionbe calledev-
ery 0.5secondto checkarandomvalueO or 1. If theran-
domvalueis 0, we setwindow’s borderStyleattribute to
betrue; elseremore this attribute. The window's onload
eventcallsthis setintervalmethodto startthis polling.

<window id="example-window"
onload="setInterval(..)" >

If the window elementdoesnot have an ID associ-
atedwith it, we needto give it onein orderto make the
JavaScriptcodework. TheJavaScriptfilesneedto include
into correspondingar.mnfile in orderto be pacled into
thesamejar asthe XUL file.

5.4 Adding Sync hronization

All the browserinternal JaraScriptfiles needto look at
the samerandom numbery in order to make all win-
dows changesynchronously Sincewe could not getthe
JavaScriptfiles in Mozilla sourceto communicatewith
eachother we usedan XPCOM moduleto have them
communicatdo a singleC++ objectthatdirectedtheran-
domness.

XPCOM (the Cross Platform Component Object
Mode) is a framework for writing cross-platformmod-
ular software. As an application,XPCOM usesa set of
coreXPCOM librariesto selectvely loadandmanipulate
XPCOM componentsXPCOM componentganbe writ-
tenin C, C++, andJavaScript,andarethe basicelement
of Mozilla structure.

JavaScriptcandirectly communicateo a C++ module
throughXPConnect XPConnectis a technologywhich
allows JavaScriptobjectstransparentlyaccessindmanip-
ulate XPCOM objects. It alsoenableslavaScriptobjects
to presentXPCOM-compliantinterfacesto be called by
XPCOM objects.

We maintaineda singletonXPCOM modulein Mozilla
which tracks the current“random bit” We defineda

borderStylenterfacein XPIDL (CrossPlatformInterface
DescriptionLanguaye), whichonly hasaread-onlystring,
which meansthe string only canbe readby JavaScript,
but can not be set by JavaScript. The XPIDL com-
piler transformsthis IDL into a headerfile and a type-
lib file. The nsiBoderStyleinterfacehasa public func-
tion, Get\alue, which canbecalledby Mozilla JavaScript
throughXPConnect.The nsBoderStylelmpclassimple-
mentsthe interface, and also hastwo private functions,
geneateRandomand set\alue  When a JavaScript call
accesseshe borderStylemodule through Get\alue, the
moduleusestheseprivatefunctionsto updatethe current
bit (from /dev/irandom ) if it is sufficiently stale. The
modulethenreturnsthe currentbit to the JavaScript.

5.5 Addressing Bloc king

As notedearlier Mozilla had scenariosvhere one win-
dow, suchasthe enterSSL warningwindow, canblock
the others. Ratherthan trying to rewrite the Mozilla
thread structure,we let the borderStylemodule fork a
new processwhich usesthe GTK+ toolkit createa refer
encewindow. Whena new randomnumberis generated,
the borderStylemodule passeghe nev randomnumber
throughthe pipe to the referenceprocess.The reference
window changests imageaccordingto the randomnum-
berto indicatethe borderstyle.

Theideain the GTK+ programis creatinga window
with a viewport A viewportis a widgetwhich contains
two adjustmenividgets. Changingthe scaleof thesetwo
adjustmentsnableto allow the useronly seepart of the
window. The viewport also containsa table which con-
tains two images: one image standsfor inset style, the
otherstanddor outset.Whenrandomnumberis 1, we set
the adjustmentscaleto shav the insetimage; otherwise
we shav theoutsetimage.

5.6 Why This Works
This SRDapproactworksbecause:

e Sener material hasto be displayedin a window
openeddy the browser

e Whenit opensawindow, the browsergetsto choose
which type of window to use.

e Only the browser getsto seethe randomnumbers
controlling whetherthe borderis currentlyinsetor
outset.

e Sener content,such as malicious JavaScript, can-
nototherwiseperceve theinset/outseattribute of its
parentwindow.

(Section5.7.2below discussesomeknown issues.)
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changeborder.js
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Figure4 Thisdiagramshaws the overall structureof ourimplementatiorof SRDin Mozilla. The Mozilla
layoutenginetakes XUL files asinput, and constructa DOM tree. The root of the treeis the window ob-
ject. For eachwindow object, JavaScriptreadsthe randomnumberfrom borderStylemodule,and setsor
removesthewindow objectattribute. The layoutenginepresenthe window objectdifferently accordingto
theattribute. The differentappearancearedefinedin CSSfiles.
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We elaborateon the last point abore. The DOM is a
tree-like structureto representhe document.EachXML
elementor HTML elementis representeds a nodein
this tree. The DOM tree enablegraversalof this hierar
chy of elementsEachelementhodehasDOM interfaces,
which canbe usedby JaraScriptto manipulatethe ele-
ment. For example, element.styldets JavaScriptaccess
the style propertyof the elementobject. JavaScriptcan
changehisproperty andthereforechangeheelementp-
pearance.

When the Mozilla layout engine Geclo reads XUL
files andrendersbrowseruserinterface,it treatsthe win-
dow objectasaregular XUL elementoneDOM nodein
the DOM tree. Therefore,at the point, browserinternal
JavaScriptcansetor remove attributesin thewindow ob-
ject. However, from the point of view of sener-provided
JavaScript,this window objectis notaregularDOM ele-
ment,but is rathertheroot objectof thewhole DOM tree.

Thisrootobjecthasachild node,documentUnderthis
documentobject, the sener contentDOM tree startsto
grow. Therootwindow doesnot provide thewindowstyle
interface. It also doesnot supportary attribute func-
tions[11]. Therefore eventhoughsener-side JasaScript
cangeta referenceof the window object,and call func-
tionslike windowopen it cannot reador manipulatethe
window borderstyleto compromiseéSRDboundariesOur
experimentakestsalsoprovedthis statement.

5.7 Prototype Status

We have implementedSRD for the main navigator ele-
mentsin modernskin Mozilla (currentlyMozilla-0.9.2.1)
for Linux. Furthermorewe have preparedscriptsto in-
stall andundothesechangesn the Mozilla sourcetree;
to reproduceour work, onewould needto downloadthe
Mozilla sourceyun our script,thenbuild.
Thesescriptsareavailableon our Webssite.

5.7.1 Inner SRD vs Outer SRD

In the currentbrowsing paradigm,some otherwiseun-
trustedwindows, suchasthe main surfingwindow, con-
taintrustedelementssuchasMenuBar, etc. As faraswe
couldtell in our spoofingwork, untrustedmaterialcould
not overlay or replacethesetrustedelementsjf they are
presenin thewindow.

The SRD approactthusleadsto a designquestion:

e Shouldwe just markthe outsideboundarief win-
dows?

e Or shouldwe alsoinstall SRD boundarieson indi-
vidual elementsor atleaston trustedones?

We usethe termsouter SRDandinner SRDrespectiely
to denotethesetwo approaches.

Inner SRD raisessomeadditionalquestionsthat may
take it further away from the designcriteria. For one
thing, having changing, colored boundarieswithin the
window arguablywealenssatishctionof the minimalin-
trusvenessconstraint. For anotherthing, what aboutel-
ementswithin a trustedwindow? Shouldwe announce
thatary elementin a region containedin a trustedSRD
boundaryis thereforetrusted?Or would introducingsuch
anomaliege.g.,whetherabarneedsatrustedSRDbound-
aryto betrustabledepend®ntheboundaryof its window)
needlesshandperhapsiangerousligomplicatethe users
participation?

For now, we have stayedwith outerSRD. Animated
GIFsgiving thelook-and-feelof browsersenhancedvith
outerSRDandinnerSRD areavailableon our Website.

5.7.2 Known Issues

Ourcurrentprototypehasseveralareaghatrequirefurther
work. We presenthemin orderof decreasingmportance.

Alert Windows. Theonly significantbugwe currently
know about pertainsto alert windows. In the current
Mozilla structure,alert windows, confirmwindows and
prompt windows are all handledby the samecode, re-

gardlesof whetherthesener pagecontentor thebrowser
invokes them. In our currentimplementation the win-

dow boundarycoloris decidedonce,as“trusted”. We are
currentlyworking with Netscapealevelopersto determine
how to have this codedeterminethe natureof its caller
andestablishboundarycolor accordingly

Signed JavaScript. Signed JavaScript from the
sener canaskfor privilegesto useXPConnect.Theuser
canthenchooseo grantthis privilege or not. If the user
grantsthe privilege,thenthe signedJavaScriptcanaccess
theborderStylanoduleandreadthe randombit.

To exploit this, an attacler would have to openan
emptywindow (seebelav) or simulateonewith images,
andthen changethe apparenboundaryaccordingto the
bit. For now, theusercandefendagainstthis attackby not
grantingsuchprivileges; however, a betterlong-termso-
lution is simply to disablethe ability of signedJavaScript
to requesthis privilege.

Chrome feature. Mozilla addedanew featurechrome
tothewindowopenmethod.If asenerusegheJasaScript

window.open("test.html",
"window-title", "chrome")

then Mozilla will openan empty window without ary
boundary The chromefeaturelets the sener eliminate
the browser default chromeand thustake control of the
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whole window appearance However, this new window

In our tests,we changethe two parametersn orderto

will not be ableto synchronizetself with the reference determinewhetherthe usercanunderstandhe informa-

window andthe otherwindows. Furthermore this new
window cannotrespondo theright mouseclick andother
resenedkeystrokes,like Alt+C for copy underLinux. It is
aknown bug [4] thatthis new window cannotbring back
themenubarandtheotherbars,andit cannotprint pages.

Sofar, the chromelessvindow is not a threatto SRD
boundariesHowever, Mozilla is living code. TheMozilla
developerswvork hardto improve its functionality;andthe
behaior of thechromefeaturemayevolve in thefuturein
waysthatarebadfor our purposesSo,we planeitherto
disablethis feature,or to install SRD boundariegvenon
chromelessvindows.

Pseudo-sync hronization.  Another consequencef

real implementation was imprecise synchronization.

Within the codebasefor our prototype it wasnotfeasible
to coordinateall the SRD boundariesto changeat pre-
ciselythe samereal-timeinstant. Instead the changesll
happerwithin an approximatelyl-secondntenal. This
imprecisionis becauseonly one threadcan accessthe
XPCOM module;all otherthreadsareblocked until it re-
turns. Sincethe JavaScriptcalls accesghe randomvalue
sequentiallythe boundariexhangesequentiallyaswell.

However, we actuallyfeel this increaseshe usability:
the staggeredchangesnale it easierfor the userto per
ceive thatchangesreoccurring.

6 Usability

The existenceof a trustedpathfrom browserto userdoes
not guaranteghat userswill understandvhat this path
tells them. In orderto evaluatethe usability of SRD
boundarywe carriedout userstudies.

Becauseour goalis to effectively defendagainstWeb
spoofing,our groupplansfuture teststhatarenot limited
to the SRD boundaryapproachput would cover the gen-
eral procesf how humanamale trustjudgmentsjn or-
derto provide moreinformationon how to designabetter
way to communicatesecurity-relatednformation.

6.1 Test Design

The designof the SRD boundaryincludestwo parame-
ters: the boundarycolor andthe syndironization They
expresdifferentinformation.

e The boundarycolor indicateswhere the material
comesfrom.

e The synchronizatiorindicateswhetherthe usercan
trust the information expressedby the boundary
colorscheme.

tion eachparametetriesto express.We vary the bound-
ary color over:

e trusted(orange)
e untrustedblue)
We vary the synchronizatiorparameteover:
e static(window boundarydoesnotchange)

e asynchronougwvindow boundarychangesbut notin
asynchronizedvay)

e synchronized

Accordingto our semanticsa trustablestatuswindow
should have two signals: a trustedboundarycolor, and
syndironizedchanges. Eliminating the caseswherethe
userreceves neitherof thesesignals,we have four ses-
sionsin eachtest: a static trustedboundary;a synchro-
nizedtrustedboundary;a synchronizedintrustecbound-
ary; andanasynchronougrustedboundary

We alsosimulatedthe CMW-style approactandexam-
inedits usabilityaswell. In particular thethe CMW-style
approachs lessdistractingthan SRD boundary because
mostof thelabelsarestatic. This reducesntrusiveness—
but lessdistractingmay alsomeanwinning lessattention.

We thenranthreetests.

¢ In thefirst test,we turnedoff the referencenindow,
andusedonly the SRD boundaryin themainsurfing
window asa synchronizatiorreference We popped
up the browsers certificatewindow with different
boundariesin four sessions.

¢ In the secondtest, we examinedthe full SRD ap-
proach,andleft the referencewindow on, asa syn-
chronizatiorreference We poppedup the certificate
window four differentways, just asin the first test.
We wantedto seewhetherusingreferencevindow is
helpful for providing extra security-relatednforma-
tion, or whetherit is needlesslyedundant.

¢ In the third test, we simulatedthe CMW-style ap-
proach. Boundarieswere static; however, a refer
encewindow alwaysindicatedthe boundarycolor of
thewindow to which the mousepoints. In this case,
thestatugnformationprovidedby thereferencevin-
dow arrivesatthe sametime whentheusermove the
mouseinto thewindow.

In the corventional CMW approachthe mousehas
to beclickedonthewindow to getit focusatfirst. In
our test,we usedmouse-w@er, which getsthe infor-
mationto the usersooner (In the future,we hopeto
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designmoreuserstudieso obtainadditionaldataon
how the time when statusinformation arrives effect
users’judgmentduringbrowsing.)

Before startingthe tests,we gave the usersa brief in-
troductionaboutthe SRD boundaryapproach.The users
understoodhereweretwo parametershey neededo ob-
sene. The usersalso viewed the original Mozilla user
interface, in order to becomefamiliar with the buttons
andwindow appearanceAfter viewing the original user
interface,the usersstartedour modifiedbronvseranden-
teredan SSLsessionwith asener. Theusersinvokedthe
pageinformationwindow, andchecledthe sener certifi-
catewhich thebrowserappearedo present.The pagein-
formationwindow andthe certificatewindow poppedup
with differentboundariesaccordingto the session.

The userswere asled to obsenre the windows for ten
secondseforethey answeredhe questions. The ques-

Exceptfor the experts,no onechecled the httpsandthe
lock icon.

6.3 User Study Results

We summarizethe most significantresultswe obsened
from thetests.

6.3.1 No Reference Window

In thefirst test,we useddynamicboundariedut no refer
encewindow.

Response to the static trusted boundary. Thisis
the first testsession Whenshawn the certificatewindow
with a statictrustedboundary only the computerexperts
correctly perceved the statusinformation and asserted
thatthecertificatewindow wasnotauthentic All theother

tionsincludedwhatthey obsered of the two parameters usersfailed to make the correctjudgment,althoughthey

of thewindow boundarieswhetherthey thoughtthe win-
dow was authentic,and how confidentthey were about
theirjudgment.

6.2 Users Description

We triedto collectusersrom differentsophisticatioriev-
els, in orderto provide realisticresultsfor evaluationof
our design. More importantly we wantedto collectin-
formationon how regularusersrecognizestatusfrom the
browser userinterface—thisinformationwould not only
helpusevaluateour currentapproachedyut couldalsopo-
tentially help drive designsof betteruserinterfaces.(We
seemuchpotentialfuturework here.)
For this userstudy we hadsevenvolunteers.

e Two can be ranked as experts: a scientist
at Dartmouth$ Institute for Security Technology
Studiesanda Ph.D.candidatén computerscience.

e Threeareundegraduatesvho searcitheWebfor in-
formationandbuy productsoverthe Webquiteoften.
They alsolike new technologyandare quick learn-
ers.

e Two are medical scientistswho use Web mainly
for searchingesearctpapersanddo not do online
creditcardtransactionsery often.

The useragesrangefrom 21 to 40, covering the main
ageareaof Web users. The usersmajorin physiology,
biology, computerscience engineeringpsychology so-
ciology, medicine.Amongtheseuserspnly thecomputer
expertscheckthe securityfeatureson their browvsersbe-
fore they submitcredit cardinformationonline. Except
for thesetwo experts,only onesubjecthadeven heardof
the phrase'SSL” andnoneof themknew whatit meant.

werenotconfidentabouttheirdecision.An interestingob-
senationwasthatthreeout of five usersvho madewrong
judgmentat first, recalledthe window in first sessiorwas
inauthenticafter finishing the first test. This shavs how
quickly theuserscanbe educated.

Response to the sync hroniz ed trusted boundar .
In this sessionthe usersviewed the browserwith proper
SRDboundariesFive out of serzenuseranadethecorrect
judgment.Theoneswho madethe correctjudgmentwere
confidentaboutthe decision. The onesthatfailedto cap-
ture the right information were not confidentabouttheir
decision.

Response to the sync hroniz ed untrusted bound-
ary. In this sessionthe certificatewindow camewith a
blue (untrusted)boundary Five out of seven userscor-
rectly recognizedhe certificatewindov wasnot authen-
tic, becausét shouldbein anorangeboundary Theones
who madethe correctjudgmentwere confidentaboutthe
decision,and thoughtthe signal expressedy the color
schemavasvery clear

Response to the async hronous trusted bound-
ary. In this sessionthe userneededto recognizethat
the trustedboundarywasnot changingcorrectly All the
userssuccessfullyjudgedthis window wasnot authentic.
They werealsoconfidentin theirjudgment.

This resultsurprisedus: we thoughtthe synchroniza-
tion is notasstronga signalasthe color. Apparently hu-
manusersrecognizethe synchronizatiorparameterdet-
ter thanthe color scheme.Onereasonmay be thatusers
paymoreattentionto dynamicfeatureghanto staticones.
A secondeasorfor thisresultmay bethatthisis thelast
sessiorof thefirst test. During thefirst threesessionsthe
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usersmay have learnedhow to obsere and make judg-
ment.

6.3.2 Full SRD

We thentestedfull SRD,with thereferencavindow.

Response to the static trusted boundary. The
referencewindow poppedup before the main window
started which won mostof the users’attention. Five out
of sevenusersrecognizedhewindow statussuccessfully
Theonesmadecorrectdecisionwereconfidentabouttheir
decision.

Response to the sync hroniz ed trusted boundar .
Thistime, all the userssuccessfullyecognizedhe status
informationandfelt confidentin their decision.

Response to the sync hroniz ed untrusted bound-
ary. Six out of seven usersmadethe correctjudgment.
They thoughtthe sighalexpressedy the color wasvery
clear

Response to the async hronous trusted bound-
ary. All theusersmadethe correctjudgment. They all
were confidentabouttheir decision,andthoughtthe sig-
nalswerevery clear

6.3.3 CMW-Style

In our lasttest,we simulatedthe CMW-style approach.

This testwas an optional one for the users. Two out
of four userswho did this testsuccessfullymadetheright
judgment—Ioit they weretheexperts.In generaltheusers
felt confusedabouttheinformationprovidedby the CMW
referencenvindow, andthey tendedto neglectit. We plan
amoredetailedstudyhere.

6.4 User Study Conclusions

Different levels have very diff erent responses.
During our tests,we noticedthatit wasvery obviousthat
thecomputerscientistshave muchfastereactionto secu-
rity signalsandweremoresuccessfuaitrecognizingvhat
the signalsmeant.The otheruserstook longerto obsene
thesignalsandstill did notalwaysmake thecorrectjudg-
ment. The userwith the physiology backgrounddid not
understandhe parametersintil the secondsessiorof the
secondest.

Oneconclusionis thatcomputerscientistshave a very
different view of theseissuesfrom the generalpopula-
tion. A goodsecurityfeaturemay not work without good
public education. For example, SSL has beenpresent

in Web browsersfor years,andis the foundationof “se-

cure” e-commercewhich mary in thegenerapublic use.
However, only oneof our non-computepeopleheardof

this phrase. Signalssuchasthe lock icon—or anything

moreadwancedve dreamup—uwill make nosenseo users
who do notknow whatSSL means.

Users learn quic kly. Anothervaluablefeedbackrom
our userstudywasthat generaluserslearnedquickly, if
they have someWeb experience. Threeout of five non-
computerexperts understoodmmediately after we ex-
plainedSSLto them,andwereableto perceve senerau-
thenticationsignalsright away. The othertwo gradually
picked up the ideaduring the one hour tests. At theend
of thetests,all of our usersunderstoodvhatwe intended
themto understand.

This resultsupportghe “minimal userwork” property
of our SRDapproachit easyto learnevenfor the people
outsideof computerscience. The usersdo not do much
work; what they needto do is obsere. The statusin-
formationreacheghemautomatically No Web browser
configurationor detailedtechniquesreinvolved.

Reference is better. Mostof ouruserdelt it wasbet-
terto have thereferencavindow, becaus@ madethesyn-
chronizationparametereasyto be obsened. The refer
encewindow startsearlierthanthe mainwindow, soit at-
tractsusers attention. The userswould noticethe chang-
ing of boundaryright afterthe mainwindow startsup.

This resultis ironic, whenone considerghat we only
addedhereferencevindow becausé waseasiethanre-
writing Mozilla’s threadcode.

Dynamic is better. The dynamic effect of SRD
boundaryincreasests usability The humanuserspay
moreattentionto the dynamicitemsin Web pageswhich
is why mary Web site usedynamictechniques.In our
userstudy mostof the non-computepeopledid noteven
notice that a staticwindow boundaryexistedin the first
sessiortest.

Automatic is better. The user study result from
CMW-style approactsimulationalsoindicatesthat indi-
cating securityinformationwithout requiringuseraction
wasbetter

7 Conclusions and Future Work

7.1 Summary

A systematicgffective defenseagainstWeb spoofingre-
quiresestablishinga trustedpathfrom the browserto its
user sothattheusercanconclusvely distinguishbetween
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genuinestatusmessagefom the browseritself, andma-
liciously craftedcontentfrom the sener.

Sucha solutionmusteffectively secureall channelsof
informationthe humanmay useas parametergor his or
hertrustdecision;mustbe effective in enablingusertrust
judgment;mustminimize work by theuserandintrusive-
nessn how senermaterialis renderedandbedeploy/able
within popularbrowserplatforms.

Any solution which usesstatic markup to separate
sener materialfrom browser statuscannotresistthe im-

ModusMedia. Is ModusMediaauthorizedo actfor Palm
Computing? Perhapghe sener certificatestructuredis-
playedvia the trustedpath shouldinclude someway to
indicatedelegation. For anotherexample theexistenceof
technology(or evenbusinesseshataddhigherassurance
to Webseners(suchasour WebALPS[12, 21, 22] work)
suggestshata usermight wantto know propertiesn ad-
dition to sener identity. Perhapghe trustedpathshould
alsohandleattribute certificates.
Otheruncertairissuegertainingto effective trustjudg-

age spoofingattack. In orderto prove the genuineness ment include how browsers handle certificate revoca-

of browser status,the markupstratgyy hasto be unpre-
dictableby the sener. Sincewe did not wantto require
active user participation,our SRD solution obtainsthis
unpredictabilityfrom randomness.

This, we believe our SRD solution meetsthesecrite-
ria. We offer this work backto the community in hopes
thatit maydrive morethinking andalsowithstandfurther
attemptsat spoofing.

7.2 New Directions

This researchalso suggestsmary nenv avenuesof re-
search.

Parameter s for Trust Judgment. Theexistenceof a
trustedpathfrom browserto userdoesnot guaranteehat
thebrowserwill tell the usertrueandusefulthings.

What is reportedin the trusted path must accurately
matchthe natureof the session. Unfortunately the his-
tory of the Web offersmary scenariosvhereissuesarose
becausehe reality of a browsing sessiondid not match
the users mentalmodel. Invariably this happensecause
the deployed technologyis a richer and more ambigu-
ous spacethan aryone realizes. For example, it is nat-
ural to think of a sessionas “SSL with sener A” or
“non-SSL It is interestingto thenconstruct‘unnatural”
Web pageswith a variety of combinationsof framesets,
seners, 1x1-pixel images,and SSL elements,and then
obsene what variousbrowsersreport. For oneexample,
on Netscapelatformswe testedwhenan SSLpagefrom
sener A embeddednimagewith anSSLreferencdrom
sener B, the browser happily establishedsessionswvith
both seners—Hut only reportedsener A’s certificatein
“Security Information” Subsequentlyit wasreported 3]
that mary IE platformsactually usedifferent validation
ruleson someinstancef thesemultiple SSL channels.
Anotherissueis whetherthe existenceof an SSL session
canenablethe userto trustthatthe datasentbadk to the
serverwill be SSL protected[17]

What is reportedin the trustedpath shouldalso pro-
vide what the userneedsto know to make a trust deci-
sion. For oneexample[8], the Palm Computing“secure”
Web site is protectedby an SSL certificateregisteredto

tion [26] and how they handleCA certificateswith de-
liberatelymisleadinghameq17].

Access Control on Ul. Researchinto creating a

trustedpath from browserto useris necessaryin part,

becaus&Vebsecuritywork hasfocusedonwhatmachines
know anddo, andnot on whathumansknow anddo. It is

now unthinkablefor sener contentto find a way to read
sensitve client-sidedata,suchastheir systempassverd,;

however, it appearsstraightforvard for sener contentto

createtheillusion of agenuinebrowserwindow askingfor

the users passverd. Integrating securitypropertiesinto

documenmmarkupis anareaof ongoingwork; it would be

interestingto look at this areafrom a spoof-defensgoint

of view.

Multi-Le vel Security . It is fashionablefor younger
scientiststo reject the OrangeBook and its associated
body of work regarding multi-level security as being
archaicand irrelevant to the moderncomputingworld.
However, our defenseagainstWeb-spoofings essentially
a form of MLS: we are marking screenelementswith
securitylevels, and trying to build a userinterfacethat
clearlycommunicatethesdevels. (Of coursewe arealso
trying to retro-fitthisinto alargelegacy system.)it would
beinterestingio explorethis vein further.

Visual Hashes. In personalcommunication,Perrig
suggestsisingvisual hashinformation[18] in combina-
tion with varioustechniquessuchas meta-datanduser
customization. Hashvisualizationusesa hashfunction
transformingacomple stringinto animage.Sinceimage
recognitionis easierthanstring memaorizatiorfor human
usersyvisual hashesanhelp bridge the securitygap be-
tweentheclientandsener machinesandthehumanuser
We planto examinethis in futurework.

Digital Signatures. Anotherinterestingesearctarea
is the applicationof spoofingtechniquego digital signa-
tureverificationtools. In relatedwork [13], we have been
examininghow to presere signaturevalidity but still fool

humans.However, both for Web-basedools, aswell as
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non-Web tools that are content-rich,spoofingtechniques
might createthe illusion thata document signaturehas

beenverified, by producingthe appropriatéconsandbe-

havior. Countermeasurenayberequirednhereaswell.

Formal Model of Browser Content Security.

Section3.1discussedhe basicframenork of distinguish-
ing browserprovided contentfrom senerprovided con-
tentrenderecby the browser However, formally distin-
guishing thesecatayories raisesadditionalissues,since
much browserprovided contentstill dependson sener-

provided parametersMore work herecould be interest-

ing.
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